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FOREWORD
Croeso i Ogledd Cymru. Croeso i Wrecsam!
Welcome to North Wales. Welcome to Wrexham!
These are the Proceedings of the Seventh International Conference on Internet Technologies and Applications (ITA 17),
hosted by ARCLab at Wrexham Glyndŵr University, North Wales, UK from Tuesday 12th to Friday 15th September
2017.
ITA is technically sponsored by the The Institute of Electrical and Electronics Engineers (IEEE) with papers submitted
to IEEE Xplore. Additionally, the conference proceedings will be submitted to Scopus and Thomson Reuters Conference
Proceedings Citation Index (Web of Science).
ITA draws together researchers, artists and developers from academia and industry across all fields of Internet computing
and engineering. Our scope reflects the increasing ubiquity and pervasiveness of Internet technologies.
As in every ITA conference there will be a range of events from keynote addresses, technical and poster sessions, all
running alongside our workshops and tutorial programme.
As well as our IEEE sponsorship, we are delighted to welcome industry sponsorship from Moneypenny, the leading UK
Telephone Answering Service and Outsourced Switchboard company. We thank them for their support.
We are very grateful to our distinguished keynote speakers: Professor Professor Alan Dix (Talis and University of
Birmingham, UK) and Professor Dan Farkas (Pace University, New York, USA). It is an honour to have them here with
us. We thank them sincerely for their contribution.
ITA 17 includes a number of self-contained events. These are listed below.
Workshop:
•

EERT 2017: 5th International Workshop on Energy Efficient and Reconfigurable Transceivers (EERT):
Towards a Green Internet of Things.
o

In the future communications will be pervasive in nature allowing users to access at the “touch of
button” to attain any service, at any time, on any device. This requires a future handset design that
is multi-mode in nature, with multiple air-interfaces, continuously scanning for available network to
ensure a seamless service delivery. Beyond-3G and 4G applications paradigms have spurred
extensive research into reconfigurable transceivers, and software-defined radios; two terms that go
hand-in-hand to create a truly portable, ergonomically feasible and energy friendly mobile terminal.
However, practical implementations of future handsets are still in their infancy and significant
research challenges example the developments of 5G still lie ahead in terms of complete multistandard integration in the baseband and RF front-end. This workshop targets some high quality
research and practical case studies in the very active field of reconfigurable transceivers, and beyond
that green networking to provide design recommendations for tomorrow’s ICT (Information and
Communication Technologies) networks and handsets that will support a whole host of future
services and e-applications with reduced energy cost. The scientific works presented here provide a
step further toward overcoming the so called energy trap, which is seen by many as the next stumbling
block in the migration towards and beyond the current systems. This workshop envisions
contributions including different aspects on Energy Efficient Reconfigurable Transceivers and Green
Networks.
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Tutorial:
•

An Introduction into statistical computing with R: Prof. Dr. Andreas Schmidt, Karlsruhe University of
Applied Sciences, Germany
o

R is not only for statistical computing, but an environment for all sorts of data manipulation, analysis,
and mining with very good visualization capabilities like barplots, histograms, heatmaps, graphs,
etc. It is available for a wide range of different platforms and easily extensible through its package
concept. Major commercial software providers like Oracle and IBM integrate R in their products
and provide commercial support for the system. The language R is interpreted and typically used
interactively through the command line interpreter or in batch mode. It’s most common datastructures include arrays, vectors, matrices, lists and data-frames and provide a wide range of
importing and exporting functions for different sources like files (like text, xml, excel, …), databases,
URLs, and different statistical packages like SAS and SPSS. The tutorial will give an introduction to
the main data-structures as well as the most important data manipulation and statistical operations.
Finally, some of the graphical capabilities will be highlighted. The tutorial will also include handson parts, in which the participants use R for simple processing and visualization tasks as well as R
as a front-end to visualize data from databases.

Artwork Exposition:
1. The third Glyndŵr University Art Expo: “Carbon meets Silicon ‘17” (Sponsored by the British Science
Association - North Wales Branch)
o

The Carbon Meets Silicon '17 Symposium and Exhibition at Oriel Sycharth Gallery, Wrexham
Glyndŵr University, brings together leading artists, scientists, thinkers and performers from around
the world for a full day of discussions and demonstrations exploring questions including; How is
science changing the arts? What can artists and scientists achieve together which they cannot achieve
alone? And, where does science end and art begin?

We thank all the organisers of our events for their time and effort!

Delegates from across the world have registered to attend ITA 17 in Wrexham. We thank, at this point, the members
of the Local Organising Committee, whose hard work has hopefully made the conference run as smoothly as could be
expected. This all combines to form an exciting and valuable conference. Add on an interesting and highly
entertaining social programme and we hope that everyone leaves here inspired and fulfilled.
Best wishes for an excellent conference. Pob hwyl - Iechyd da!
Professor Richard Picking, ITA 17 Conference Chair
Dr Stuart Cunningham, ITA 17 Programme Chair
Dr Nigel Houlden, ITA 17 Adminstration and Social Events Manager and Organising Committee Co-Chair
Professor Vic Grout, ITA Honorary President
Denise Oram, ITA 17 Organising Committee Co-Chair
Julie Mayers, ITA 17 Publication Chair

Glyndŵr University, Wrexham, Wales, LL11 2AW, UK.
September 2017
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Tuesday 12th September 2017
Professor Dan Farkas
(Pace University, New York, USA)
Location Analytics: Maps, Geographic Information Systems and Spatial Analysis

Location is at center of the most exciting and innovative technologies emerging today. Along with traditional
applications, GIS is fundamental to the Internet of Things (IoT), autonomous vehicles, social media analysis, and the
sharing economy. Leveraging hardware, software, cloud computing, big data and analytics, these technologies involves
a broad spectrum of expertise including software development, computer networking and mobile technologies. Many
disciplines and business sectors have location analytics at their core and from healthcare, to efficient routing in delivery
systems, to environmental management, to deciding where to locate the next Starbucks, the impact of GIS is everpresent. Dan’s presentation will give a brief overview of GIS concepts, discuss its influence on existing and emerging
applications and describe some of his own research and projects in healthcare, environmental conservation, and
criminal justice.
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Wednesday 13th September 2017
Professor Alan Dix
(Talis and University of Birmingham, UK)
Communicating in Wales: design and architecture for mobile applications over poor connectivity

In 1994 I wrote the first journal paper on mobile systems from a HCI perspective; the focus of that paper was
connectivity rather than screen-size. Twenty years on, in 2013 I walked the complete periphery of Wales, over one
thousand miles: up Offa's Dyke (calling in Wrexham Glyndŵr University en route), and then all around the coast.
Amongst other outcomes of this journey was a lived experience of the paucity of mobile and internet access 'at the
margins' – the problem has not gone away. However, you do not have to travel into the rural extremes to experience
poor connectivity: business hotel WiFi often saturates and even for those living in cities mobile coverage drops once
you travel by train, or even in urban 'not-spots'. Furthermore, many in rented accommodation rely solely on mobile
internet.
This would be bad enough for those affected, but many applications fail in avoidable ways when connectivity is poor or
intermittent. For example, the Twitter API wraps every 140 character tweet into 5-10K of JSON or XML and many
mobile Twitter apps download 50 items of the feed before allowing interaction; that is a quarter to half of a megabyte
– impossible in areas of poor connectivity.
This talk will present ways to design both the user experience and the underlying application, data and networking
infrastructure to cope with poor or intermittent connectivity. This is important from a business perspective if you want
applications that work anywhere for anyone, but perhaps more critically from a social perspective. Those at the social,
physical and economic margins will, for the foreseeable future, have less effective connectivity than those who are more
privileged, if we are to shrink rather than grow the digital divide, we must truly seek to design for all.
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Our starting point was minimising unnecessary
communications and lessening load and use of bandwidth, it
might be argued that this is not a problem since bandwidth
availability keeps increasing; however we note that the
needs for this bandwidth also seem to be increasing. Recent
estimates of the average size of a web page are that it is over
2M [1 , 2] with images comprising 62% [2], then scripts,
then video, with a prediction of over 3MB by November
2017 based on 8% growth every six months. How much of
the page is reloaded on a refresh depends on a number of
factors, relative size of the elements for any given page, use
of Ajax to refresh only parts, caching and browser
configuration. However there seems to be agreement that
“What's consistent across almost every study of
performance, though, is that pages are not getting
significantly faster.” [3] But we also note that “the top 10
most popular sites based on Alexa's rankings are
significantly lighter than the average page, and they're
getting lighter every month” [1].

Abstract—The internet nowadays has become more interactive
than ever since; many websites and web applications provide
real-time information and notifications of what happening at
the time, such service can be provided based on subscription as
in Facebook and Twitter. Many techniques and web tools are
used to insure the real-time functionality when designing web
applications; the client-server communication is the core of
that functionality. Thus we reviewed some of the most used
real-time techniques, which based on keeping continuous
connection between client and server, and our focus was
reducing the redundant communication; when the user is not
active to see this new information. Therefore we worked on the
client side for monitoring the user activities and gain efficient
control of client-server communication by utilizing some
JavaScript functions. A prototype was produced and
implemented on one real-time technique (Polling) as an
example, and by testing our approach; the results showed that
the efficiency is improved noticeably and large amount of
redundant connections can be avoided.

In this paper we introduce the main concept in section II.
Outline the conceptual model, prototype implementation
and testing in section III and conclusions and future
directions in sections IV and V.

Keywords—Real-time techniques; Browser monitoring; AJAX;
Bandwidth; efficient communication; Web applications.

II.
REAL-TIME WEB TECHNOLOGIES
In addition to on demand information and activities,
websites nowadays are expected to do more by keeping
internet users updated with events as they happen, this
functionality is optimized by using web techniques called
“real-time” such as Reverse AJAX and Web Sockets.

I.
INTRODUCTION
Characteristics such as speed, responsiveness, efficiency,
real-time communication, are wanted more nowadays for
good Web applications. The most important feature for
many web applications is how they can act as real-time
applications that can serve users for their preferred or
selected information and activities, so users can obtain the
latest updates in a real-time manner, as it can be seen in
Facebook and Twitter. To provide this service, there are
different techniques that may be adopted, depending on the
situation in terms of accuracy, heavy loading, efficiency and
complexity. Each technique has advantages and drawbacks;
we worked on enhancing the performance efficiency of
these techniques by considering browser activity, whether
the user is watching a particular page or working on a
different one. Thus our concept is monitoring browser
activity to control communication with the server in favour
of reducing redundant connections and enhancing the
performance efficiency.

A. Reverse AJAX
The Reverse Ajax concept is introduced to make the server
act with more responsiveness, by pushing information to the
client once it is available, without the client actually making
a request to the server. By default, Ajax requests can only be
initiated from the client to the server. This limitation or
problem was resolved by using reverse AJAX techniques
such as Polling and Comet to provide responsive
communication between the server and client [4]. The
following techniques are representative of Reverse Ajax.

978-1-5090-4815-1/17/$31.00 ©2017 IEEE
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1)

Polling

III.

CLIENT SCRIPTING TO ENHANCE REAL-TIME WEB
TECHNIQUES

Polling is a time driven technique that sends the client
request to the server at regular and frequent intervals (for
example: every second) to check whether an update is
available to be sent back to the browser [4]. This technique
is easy to implement, and does not require any special
features on the server side. It also works in all browsers, but
its main drawback is the overhead of bandwidth used often
for no reason when updates are irregular or in frequent.
Polling can be implemented using the JavaScript function
setInterval [5].
2)

A. Conceptual model
Issues that may arise when dealing with real-time web
applications are the high volume of client-server
connections to obtain updates happening at the server, and
redundant communication between the client and the server,
which may involve loading large amount of data, while user
interest is shifted and not following the current updates.
These two issues can be applied to different real-time
techniques such as Polling, Comet and WebSockets.
Therefore, we worked on solving these problems and
improving the efficiency of current techniques. Our concept
is to monitor the user activity and decide whether to
continue showing updates and keeping communications
open all the time between the browser and server or to
postpone them when the user shifts their attention and works
on something else. Listing 1 shows a simple algorithm to
observe user activity and control the connection to the
server for updates.

Comet

Comet (also known as long lived http, server push) works
by letting the client send the Ajax request, if there is no data
to send back, the server keeps the connection alive until the
request is completed and ready to be pushed back to the
browser. But in cases of connection timeout; the client has
to make a new request to the server to accomplish the event
[6]. The main advantage of Comet is reducing the load on
the server, by avoiding empty responses that overload
bandwidth. In other words it resolves the drawback of
Polling. In addition, this long living technique does not need
any browser plug-ins while providing real-time update, but
on the other hand, it is not easy to implement, and also
requires advanced features on the server [7].

1
2
3
4
5

Setup the connection requirements
Establish connection
Send the first request to the server
Display results
Monitor user activity
If (changed)
If (browser/tab) still active then
Continue contacting the server
Else
Postpone server connection
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Go to step 5

A. Forever Frames
The Forever Frames technique uses a hidden iframe to
communicate with the server by continuous requests, where
the server pushes back scripts once an event has occurred.
The drawback of this technique appears when errors
happen; they cannot be handled correctly as the main page’s
code cannot control the connection. Also, some browsers
keep indicating that the page is still loading because of the
continuous connection with the server [8].

Listing 1. Observation of user activity algorithm

B. Implementation and testing
This model is to enhance the efficiency of client-server
communication that can be implemented to different realtime web techniques such as Polling, Comet and Forever
Frames, as it benefits from JavaScript features for
monitoring browsing activity at the client side. Therefore,
we cut off redundant connections to the server when the
web page’s tab is not active.

A. WebSockets
WebSockets is a bidirectional communication technology
for web applications. The Web socket concept was
introduced in HTML5 [4], and it does not rely on HTTP
headers to communicate with the server, so that the
overhead is reduced to a few bytes [9]. The advantage of
WebSockets is that both the client and the server can initiate
a data transfer at any time, which means the server can
update without polling [10]. Drawbacks are compatibility
issues with earlier versions of some web browsers, and the
disabling of WebSockets for security reasons [11].

To implement this solution we chose the Polling technique
to apply our concept as the least complicated and most
general of the techniques discussed above.

5

1) Enhanced Polling Prototype
{

Client

resultText = xmlhttp.responseText;
document.getElementById("myDiv").innerHTML= resultText;

Server
}
}

Perceive
browser status
change

No

document.getElementById("myDiv3").innerHTML=intervalTime;
xmlhttp.open("GET","myscript.php",true);
xmlhttp.send();
}

Browser/tab
is active?

Request (i)

Yes

Response (i)

Postpone
polling

function postpone_polling()
{
clearInterval(interval_id);
}
</script>

Listing 2. JavaScript code for prototype implementation

3) Testing
Interval
time

We tested our solution for four users (user1, user2, user3,
user4) over a 5 minute period, using Polling technique with
an interval time of every second; all users were active during
the test except user4 who was not active for approximately 3
minutes. Fig. 2 and Fig. 3 show the webpages of user4 and
user1 to compare the client-server communication for both of
them, to illustrate how many connections were made to the
server by each one.

Fig. 1. Prototype of active browser monitoring on Polling

We produced a prototype with the architecture as shown in
Fig. 1, and for implementation we used JavaScript functions
that can monitor the browser’s tab status; whether it is active
or not. The focus function works when the browser is active
by calling the continue_polling function responsible for
polling the server for possible updates, whereas the blur
function calls the postpone_polling function when the
browser is not active, to stop sending requests to the server
temporarily.
2) Prototype implementation
We designed a simple chat-room webpage to reflect our
solution using JavaScript, PHP and SQL. Listing 2 shows the
main JavaScript functions that control communication with
the server according to browser status.
<script>
var interval_id;
var intervals = 1000; // one second.
window.addEventListener("focus", function(event)
{ intervals = 1000; clearInterval(interval_id);
interval_id = setInterval(function()
{ continue_polling();}, intervals); }, false);
window.addEventListener("blur", function(event)
{ postpone_polling();}, false);
function continue_polling()
{
var xmlhttp;
if (window.XMLHttpRequest)
{ // code for IE7+, Firefox, Chrome, Opera, Safari
xmlhttp=new XMLHttpRequest(); }
else
{ // code for IE6, IE5
xmlhttp=new ActiveXObject("Microsoft.XMLHTTP"); }

Fig. 2. User1 screen shot

xmlhttp.onreadystatechange=function()
{ if (xmlhttp.readyState==4 && xmlhttp.status==200)
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IV.

CONCLUSION

The most famous interactive web applications nowadays are
behaving in real-time manner where users select what
information they need to be notified with as they occur. This
has involved many web technologies, tools and languages
that combined together in order to achieve real-time
communication between clients and servers, which known as
real-time web techniques. Several techniques were
introduced and developed over the last years whose main
focus is they act as real-time with minimizing latency and
bandwidth issues. We reviewed some of these techniques that
are commonly used, and our focus was improving the
efficiency of client-server communication by reducing the
redundant real-time connections. Therefore our principle is to
tackle the mentioned issue in general, regardless which
technique is adopted, but for practicality and implementation
purpose we have chosen ‘Polling’ technique to clearly
illustrate our approach. This approach is based on monitoring
the browsing activity at the client side to decide whether the
connection to the server should be kept on or postponed.
Thus a prototype was produced and implemented using PHP,
MySQL, Java Script, HTML, and Polling as a real-time
AJAX technique.
After testing; the results show that our approach saved a
large number of unneeded client-server connections when the
user is not actively browsing the webpage, in other words;
avoiding long open connection or huge amount of frequent
connections to the server while the user interest is shifted to
another webpage or application.

Fig. 3. User4 screen shot

Communication between
clients and server
350

V.

300

A positive feature of our approach is its generality, it is not
targeting one technique in particular but it can be combined
with any other real-time web technique by including the
approach in a JavaScript library. Therefore we recommend
for future work, adopting this approach to the other
techniques such as Comet and Forever Frames and see the
efficiency improvements that can be achieved.

250
200

Number of
connections 150

User1

100

FUTURE WORK

User4

50
0

There is however a problem of generality in the other key
area of monitoring user activity. Monitoring user activity in
our paper was based on browser/tap status whether it is
active or not. The issues of detecting user interest or attention
in more complex ways tend to be more operating system and
even desktop manager specific and therefore less general.
Across Unix systems for example there are different settings
used on Ubuntu and for XFCE and even debate about
whether some forms of focus detection are appropriate for a
certain desktop [12]. There are commercial eye tracking
approaches such as [13 , 14] which are starting to get levels
of accuracy that might be useful in our area [15], reports
some success navigating between browser tabs, as well as
developments from areas starting with assistive technologies

Update time

Fig. 4. Client-server communication; Comparison between User1 and User4

By looking at Fig. 4 we found that we could save nearly 180
server connections when User4 was not active on the browser
for about 3 minutes in comparison with User1 who was
active throughout the 5 minutes of the test. Therefore, by
applying our solution on various real-time methods; we can
improve the efficiency of client-server communication in
terms of redundant connections.
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for disabled people such as [16]. Most solutions seem to use
specialised hardware but the possibility of using the
commonly integrated cameras of smartphones or laptops
remains an area for further development.

[16]
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Abstract—Continuous monitoring of an individual’s health
using wearable biomedical devices is becoming a norm these
days with a large number of wearable kits becoming easily
available. Modern wearable health monitoring devices have
become easily available in the consumer market, however, realtime analyses and prediction along with alerts and alarms
about a health hazard are not adequately addressed in such
devices. Taking ECG monitoring as a case study the research
paper focusses on signal processing, arrhythmia detection and
classification and at the same time focusses on updating the
electronic health records database in realtime such that the
concerned medical practitioners become aware of an emergent
situation the patient being monitored might face. Also, heart
rate variability (HRV) analysis is usually considered as a basis
for arrhythmia classification which largely depends on the
morphology of the ECG waveforms and the sensitivity of the
biopotential measurements of the ECG kits, so it may not yield
accurate results. Initially, the ECG readings from the 3-Lead
ECG analog front-end were de-noised, zero-offset corrected,
filtered using recursive least square adaptive filter and
smoothed using Savitzky-Golay filter and subsequently passed
to the data analysis component with a unique feature
extraction method to increase the accuracy of classification.
The machine learning models trained on MITDB arrhythmia
database (MIT-BIH Physionet) showed more than 97%
accuracy using kNN classifiers. Neuralnet fitting models
showed mean-squared error of as low as 0.0085 and regression
value as high as 0.99. ECG abnormalities based on annotations
in MITDB could be classified and these ECG observations
could be logged to a server implementation based on FHIR
standards. The instruments were networked using IoT
(Internet of Things) devices and ECG event observations were
coded according to SNOMED coding system and could be
accessed in Electronic Health Record by the concerned medic
to take appropriate and timely decisions. The system
emphasizes on ‘preventive care rather than remedial cure’ as
the next generation personalized health-care monitoring
devices become available.

I.
INTRODUCTION
Heart disease could be caused by a mix of conditions
that are complex to measure and monitor. The
Electrocardiogram (ECG) represents the heart condition as a
waveform of bio-electric potential and is the most important
tool used in cardiac monitoring. The research activity
demonstrated in this paper, at an outset, focused on the ECG
data acquisition, signal conditioning and filtering followed
by classification and predictive analysis whereby an
arrhythmia could be electronically detected 'before' the heart
condition would start to deteriorate. Four types of abnormal
patterns of heart rhythms have been considered in this paper
for detection and classification of arrhythmia. MITDB
(MIT-BIH Database) records were used to generate learning
and prediction models using MATLAB WFDB (Waveform
Database) software package [5] [6] [7] [8]. The research
paper first presents a review on modern wearable ECG kits
and current state of the research on ECG data acquisition,
followed by data analysis and real time updates to electronic
health records. Currently available wearable ECG
monitoring systems enable 24 to 48 hours of continuous
monitoring, or even longer; these systems however, do not
have the predictive analysis component to detect or alert
individuals of ECG abnormalities and cardiac risks ahead of
time. Many of these devices have been implemented on
hardware that restrict mobility, so cannot be used by patients
whilst engaged in their day to day activities, which is when
they are most likely to suffer a cardiac arrest or a heart
attack. The paper also describes the methods used to filter
raw ECG waveform and convert it to MITDB format to
train ECG classifiers for predictive analysis. A real-time
smart IoT (Internet of Things) system has been
demonstrated, which is based on a widely accepted HL7
FHIR standard [20]. FHIR standard and its underlying
infrastructure is now being adopted by many device
manufacturers to enable instruments to update electronic
health records in real time.

Keywords- Arrhythmia classification; Wearable IoT; Healthcare monitoring; ECG signal processing; Arrhythmia detection;
Arrhythmia Neural-Net; MITDB Physionet; GP Connect; HL7;
ECG FHIR; SNOMED-CT FHIR; HAPI FHIR

II.

ECG OVERVIEW, DATA ANALYSIS AND HEALTHCARE
INTEROPERABILITY PROBLEMS AND CHALLENGES

A. ECG Overview And MIT-BIH Arrhythmia Database
The heart comprises of a muscle called myocardium that
is rhythmically driven to contract and drives the circulation
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however is that HRV analysis depends on the morphology
of the ECG waveform and QRS detection [10] [15], which
depends on the accuracy of the ECG equipment and
accurate 12-lead ECG equipment are not portable and
certainly not wearable. Furthermore, the QRS waveforms
and ECG recordings are relative to an individual and the
HRV (Heart Rate Variability) analyses and the risks inferred
from the readings are influenced by gender and age
information [37]. In order to increase the accuracy, several
signal processing techniques were used along with a unique
feature extraction method as explained in signal processing
and analysis section of this paper.

of blood throughout the body. Before every normal
heartbeat, a wave of electrical current passes through the
entire heart and the pattern of this electrical current and its
propagation spreads over the entire structure of the heart
and leads to an effective flow of blood in and out of the
heart. The measurable change in bio-potential difference
(voltage) on the human body surface due to this activity
results in a waveform signal which is known as an
electrocardiogram (ECG, or EKG). [1] A broad number of
factors affect the ECG, which are, but not limited to:
abnormalities in cardiac muscles, metabolic abnormalities
of the myocardium, posture and state of human body, noise
due to other bio-electric activities inside the human body
and over the surface of human skin. ECG analysis is a noninvasive procedure and is quite essential in patient health
monitoring. A heart rhythm is tachycardic if it is greater
than 100 beats/min and bradycardic if the rate is less than
60 beats/ min. [1][2] The P, QRS and the T sub-waves are a
result of the electrical activity of the heart cells which
surface as potential differences on the skin and which can
be measured using suitable equipment, which is the ECG
kit. The graphical recording of these body surface potentials
as a function of time produces the electrocardiogram [3] [4].
The 12 lead ECG kit which is extensively used in clinical
environment, consists of augmented limb leads (aVR, aVL
and aVF) in addition to limb leads (I, II & III) and six chest
leads (V1, V2, V3, V4, V5 & V6) forming the basis of the
12 lead ECG analyses. The 3 and 5 lead variations of ECG
monitoring does not provide detailed views like a 12 lead
ECG, but is most often sufficient for monitoring purposes.
[2][3][4] The results obtained in this paper are based on a
portable 3 lead ECG kit. For the analyses presented in this
paper, MITDB i.e. MIT BIH ECG database maintained and
annotated at MIT, was used for data analysis and it is widely
used in industry and academia for ECG related research.
Several researchers have used MITDB for feature extraction
based on ECG morphology and have developed machine
learning algorithms for detection and classification of
arrhythmia [5]. The database consists of ECG recordings
that has a wide range of waveforms that could possibly
cover most of the abnormal beat waveforms and which can
be used to build a machine learning model and test it. [6]
The MIT-BIH Arrhythmia Database contains 48 half-hour
two-channel ambulatory ECG recordings, obtained from 47
subjects studied by the BIH Arrhythmia Laboratory. The
recordings were digitized at 360 samples per second per
channel with 11-bit resolution over a 10 mV range. [6][7]
Two or more cardiologists have independently annotated
each record beat by beat by identifying abnormal beats in
the waveform. Machine learning classification models have
been successfully developed in the past with high degree of
accuracy [9][14]. The drawback however is that these
models tend to accept test data in large samples and perform
analysis on entire dataset in a single execution cycle and
can’t be used in real-time monitoring in order to generate
alarms and alerts related to arrhythmia.[27] To overcome the
drawback, the signal processing and analysis section
demonstrates a pipelined operation of data acquisition in
burst mode followed by ECG classification in real time.
There also exists a high degree of correlation between Heart
Rate Variability (HRV) and arrhythmia. The problem

B. Wearable ECG Kits and Healthcare Interoperability
Infrastructure
There are commercially available wearable 3 Lead ECG
kits which can take ECG sample readings while the person
under observation is engaged in day to day activities. A
Holter monitor is a wearable ECG monitoring machine, that
can be carried in a pocket or pouch worn around the neck or
waist and it continuously records the heart's rhythms for 24
to 48 hours during normal human activity [26]. The Holter
monitor only captures ECG signals and the readings have to
be carried to the concerned medic for further analysis and
interpretation. Holter monitor and similar kits focus only on
monitoring and data-acquisition and the intelligent aspect of
prediction and raising appropriate alarms is never provided
or is limited in functionality. The system proposed in this
paper consists of a software implemented on the wearable
device which encapsulates the sample readings in a standard
JSON format [11] and transmits the samples to the
analytical server that implements the classification and
prediction algorithms using the utilities provided by MITDB
WFDB database. Attempts have been made on previous
occasions to make real time updates to electronic health
records using internet client server technologies. [32] To
develop such an infrastructure is however, a government
policy decision rather than an implementation exercise. The
infrastructure has to be widely accepted by masses in a
particular country and also by the government policy
decision makers.

Figure 1. Filtering the ECG signal obtained from 3-lead ECG kit using
MATLAB FDAtool adaptive filter to cancel noise.
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by implementing a 2nd order High Pass Butterworth filter to
attenuate signals at 1 KHz, followed by zero-offset signal
conditioning and removing the baseline wandering (Figure
2). [28][29] For further baseline wandering correction and
for signal smoothing Savitzky-Golay filter with order N=4
and frame length of 15 was applied to smooth the signal
without destroying the original signal properties in digital
format. [30] In order to prepare datasets to train classifiers,
this digitized signal was sampled using the 'WRSAMP'
utility at 128 Hz and the signal was amplified in such a way
that a step of 1 millivolt would appear as sample values that
differ by 102.4 units [6] [7]. The utility generated a binary
signal file (.dat extension file which contained the actual
signal) and a signal header file (.hea extension which
contained the signal processing information). Before
beginning the study of RR intervals (inter-beat intervals) the
exact locations (times of occurrence) of the QRS complexes
in the ECG had to be determined. In MITDB database this
information is present in an annotation file (with .ann or .qrs
extension). To create the beat annotation file to determine
QRS complexes, ‘GQRS’ utility was used, which created
the QRS peak detection annotation file. To determine RR
intervals the ‘ANN2RR’ utility was applied across the
acquired digital binary signal (.dat file) and by using the
QRS annotation file (.qrs extension). The acquired signal
was now ready for data analysis. To extract additional
features ‘ECGPUWAVE’ could be used to locate ‘P’ and ‘T’
waves and their boundaries. The acquired signal was going
to be used as a test signal, so a classifier model had to be
developed and trained and validated on MITDB database.

Figure 2. Raw ECG signal portion filtered by 2nd Order Butterworth
filter and zero-offset ready to be submitted for data analysis.

HL7 (Health Level-7) is a standards agency that
develops standards for electronic health resources and FHIR
is a standard that enables electronic health records (EHR)
interoperability through web-service interfaces.[20] In the
next section one such implementation is described that
demonstrates real-time updates to an EHR sandbox using
FHIR web-services and SNOMED CT coding system,
which is a coding system to describe clinical concepts,
vocabulary, descriptions and inter-relationships between
clinical codes.

In order to develop the classifier model, initially, from
each of the 47 records in the MITDB database, normal beats
were removed from the samples and only the abnormal
beats that were annotated according to the WFDB
annotation files, were read by the ‘RDANN’. The utility uses
MIT BIH database's own annotation file, and since this file
was manually annotated by ECG experts, correct results
could be obtained. [6][7] For all the records, the feature
vectors that attributed to abnormal heart rhythm were
identified. The important features were: Age, Gender, the
ECG signal amplitude for each sample (millivolts), RR
interval (inter-beat interval in milliseconds), WABP (arterial
blood pressure in millivolts) and instantaneous heart rate
measured at the ‘instance’ when the abnormal heart beat
annotation occurred in ECG recording.[27] ‘WABP’ utility
was used to generate Arterial Blood Pressure (ABP)
annotations. The ‘WRANN’ utility in WFDB toolkit
annotated the waveform as required by the MITDB database
for further analysis. The ‘TACH’ utility was used to obtain
the instantaneous heart rate from the samples. These feature
vectors were derived for 4 annotation types: V (Premature
Ventricular Contraction: PVC), A (Atrial Premature Beat:
APB), L (Left bundle branch block beat), R (Right bundle
branch block beat) [6] [7] [27]. It has been observed that
these 4 annotation types do occur in ECG recordings of
healthy subjects as well and can go unnoticed without
showing any symptoms [16]. It may take as many as three
consecutive PVCs before a ventricular tachycardia is
detected or confirmed [17]. Similar argument could be made
for ‘A’ type annotation which refers to Premature Atrial

III. SIGNAL PROCESSING, DATA ANALYSIS AND
HEALTHCARE INTEROPERABILITY RESOURCES
A. Signal Processing, Dataset Preparation and Analysis
In this section, methods to combine real time ECG
samples acquisition with digitization according to MITDB
have been demonstrated followed by preparation of dataset
for data analysis. The 3-lead ECG sensor was used for data
acquisition which is based on Analog Devices ADI 8233
[31] analog front-end. The AD8233 is an integrated signal
conditioning block for ECG and other biopotential
measurement applications. It has been designed to extract,
amplify, and filter small biopotential signals in the presence
of noisy conditions, such as those created by motion or
remote electrode placement. The design allows an ultralow
power analog-to-digital converter (ADC) or an embedded
microcontroller to easily acquire the output signal. The raw
samples were captured at 1 KHz 16 bit resolution as dictated
by MITDB database as the samples had to be digitized
according to a format acceptable by MITDB database such
that the WFDB routines in MATLAB could be used on these
sampled waveforms. The 3-lead ECG kits samples are noisy
due to bio-electric interference of the external
environmental conditions, the body posture and motion. The
signal was de-noised using MATLAB Filter Design and
Analysis Tool for implementing recursive least square
(RLS) adaptive filter for noise cancellation (Figure 1) and
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and 15% test set, however, other combinations of percentage
values have also been experimented with results shown in
Table 1. From each of the 47 records in MITDB database
about 650,000 samples per record were used to train the
classifiers in order to classify a heartbeat sample as
belonging to a category (or label) of an abnormal beat type.
From the experiments performed using several classifiers, kNN classifiers produced more than 97% accuracy as shown
in Figure 3. The figure shows 4 different annotation types
representing 4 different types of arrhythmia denoted by V,
A, L, R annotation types. In addition, neural network fitting
and pattern recognition methods were also experimented
with. Table 1 shows pattern recognition accuracy over
several combinations of percentages of training-validationtest data showing no bias or over-fit. [27] The MATLAB
Neural Net Fitting models with 10 hidden layers and
Levenberg-Marquardt training algorithm yielded the values
as presented in Table 1.

Complexes (PAC) and though it can go undetected without
showing any symptoms, it may lead to atrial fibrillation
[18]. An impact factor was calculated from age and
frequency of distribution information so as to associate
weights to the recordings and to determine how much an
individual’s ECG recording impacted the overall
classification process. [27]

Figure 3. k-NN classifier with Number of neighbors: 10; Distance
metric: Euclidean; Distance weight: Squared inverse; Principal
Components:4 out of 6 yielding Accuracy of 97.1% for classifying 4
predictor annotation classes of Arrhythmia in MITDB database.
Ensemble Bagged Tree classifier produced classification accuracy of
97.4% without PCA (Principal Component Analysis) and 95.4% with 3
Principal Components. The MATLAB classification learner was set to
cross-validate at 10- fold validation and 25% hold-out validation. [27]

TABLE 1. NEURALNET PATTERN RECOGNITION RESULTS FOR
VARIOUS PERCENTAGE OF TRAINING VALIDATION AND TEST
DATA
Type of
Neural
Network

Percentage (%)
Training- ValidationTest data

Mean-squared error (MSE)
and Regression R for test
data.

Neuralnet
Fitting

70-15-15

MSE= 0.0085 and
R= 0.99

60-20-20

MSE=0.0017 and R=0.99

70-15-15

Cross-Entropy Error for test
data: 7.6
Misclassification Error: 1.2%

60-20-20

Cross-Entropy Error for test
data: 9.9 and
Misclassification Error: 2.1%

Neuralnet
Pattern
Recognition

Figure 4. Confusion matrix for Ensemble Bagged Trees method for
classifying from a total of 24190 samples across all 47 MITDB records.
Feature vector (age, gender, signal strength, RR interval, heart rate,
impact factor) was used for classifying (1,2,3,4) corresponding to (V, A,
L, R) type of annotations. [27]

B. HL7 FHIR Interoperability
A 3-lead ECG kit was interfaced to an Arduino microcontroller which transmitted the samples to the Linux
system running WFDB/MATLAB through a serial port. The
WFDB analytical server software on Linux system
performed arrhythmia detection and classification tasks. A
JSON (JavaScript Object Notation) structure [12] that
encapsulated the sample readings was adopted which
passed the samples to the HAPI (HL7 API) FHIR test server
[33][34] to be logged to EHR if anomalies were detected
(Figure 5). The ECG samples encapsulated with JSON data
structures were transmitted over 10 seconds intervals as
ECG rhythm strips are generally for a 10 seconds duration

MATLAB Neural Net Pattern Recognition tool was used to obtain
results for various percentage values for training, validation and test
dataset. [27]

Classification algorithms were initially trained on the
feature vectors with 70% training set, 15% validation set
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[2][3] and ECG readings conformed to HL7 and FHIR
standards specification [13]. HAPI FHIR is Java
implementation of FHIR and enables development of
RESTful Webservices. As listed in Table 2, an Observation
object encapsulates an instance of observation and was
coded according to SNOMED-CT coding system (code:
428803005 for 3-lead ECG monitoring) [21]. An
observation object could be an event of abnormal signal in
ECG waveform. The HAPI FHIR data store, (Figure 5)
which could be a FHIR based EHR like GP-Connect/GPSoC from NHS UK [19][23]. Once abnormal beats or
waveforms were detected appropriate alarms could be raised
and potentially be passed on to the health-care agency
entrusted with the patient care. The FHIR specification on
security also supports OAuth authentication and
authorization service which the consumer services can
embed in their FHIR servers. [24] [25]

observ.setIssued(
new InstantDt("2017-05-05T15:30:10+01:00"))
// The Observation upload request above generated the following
// response in XML or JSON format after observation is logged to
// FHIR Servers.
<Bundle xmlns="http://hl7.org/fhir">
<id value="ddde128-e4e2-481ee-9acb3-c5eebc2ec5e0"/>
<type value="transaction-response"/>
...
<entry>
<response>
<status value="201 Created"/>
<location value="Observation/96728/_history/1"/>
<etag value="1"/>
<lastModified value="2017-05-05T15:30:10+01:00"/>
</response>
</entry>
</Bundle>

IV. CONCLUSIONS AND DISCUSSION
The motivation behind the research was to combine a
wearable ECG monitoring kit with real-time arrhythmia
classification and prediction server, raise appropriate alarms
and at the same time upload and log the events to
electronics health records database using HL7 and FHIR
standards. In addition to data analysis, the major challenge
was signal conditioning as 3 lead ECG kits were used on
individuals engaged in day to day activities. The de-noising
and filtering methods based on adaptive filters, smoothing
using Savitzky Golay filters and elimination of baseline
wandering of ECG signals helped gathering and digitizing
the signal for further analysis. The learning models trained
using MITDB arrhythmia database showed 97% and higher
percentage of accurate results in classification and
prediction. Instead of unsupervised learning algorithms,
supervised learning models based on 6 features (Figure 3)
yielded more accurate results in classification and prediction
of 4 types of arrhythmia (V, A, L, R annotations in
MITDB). Pattern recognition using neural networks was
also experimented with and Table 1 shows pattern
recognition accuracy over several combinations of
percentages of training-validation-test data showing no bias
or overfit. Despite of the availability of accurate
classification [9] algorithms, ECG equipment could not be
used in the past for real time ECG classification due to nonreal time batch processing nature of the algorithms, where
the analysis was done after data acquisition stage.
Traditionally, ECG arrhythmia classification relied on HRV
analysis which produced accurate results [15] [22] though it
relied on accurate ECG equipment which was not portable
or wearable. The signal conditioning algorithms and feature
extraction methods illustrated in this paper produced almost
as accurate results as produced by machine learning and
feature extraction models that relied on HRV analysis and
ECG morphology. By combining the real-time data
acquisition, filtering and signal processing mechanisms with
asynchronous JSON based transmission in burst intervals of
10 seconds each, the classification server could analyse and
classify arrhythmia continuously in real time and could raise
appropriate alarms. An implementation of a HAPI-FHIR test

Figure 5. Real-time ECG monitoring system using FHIR client
implemented on portable IoT device. ECG FHIR specific Observations
were coded according to SNOMED CT coding system

TABLE 2. : HAPI FHIR CODE TO UPLOAD ECG OBSERVATIONS TO
FHIR SERVERS
// Create a FHIR Observation object.
Observation observ= new Observation();
// Assign a randomly generated Universal ID (UUID).
observ.setId(uuid)
// Set the Observation code according to a Coding System
// Coding System refers to ECG code in SNOMED CT
observ.getCode()
.addCoding()
.setSystem("http://snomed.info/sct")
.setCode("428803005")
.setDisplay("3 Lead ECG Monitoring")
observ.setValue(
new QuantityDt()
.setValue(1200)
.setUnit("mV")
// Set the Date and Time stamp for the observation
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server demonstrated the real-time logging of ECG
observations, according to a standard SNOMED coding
system, to EHR for further analysis by the general
practitioners and medics. This should assist incident
response medical health-care teams to prepare for an
emergency ahead of time and may prevent or reduce
hazardous situations. With further consolidation and
standardization of FHIR based EHR and other ubiquitous
platforms the same model could be extended to monitor and
respond to emergencies related to other health conditions of
individuals whilst they remain engaged in day to day
activities.
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It is obvious that this type of algorithm cannot be applied
for the simulation of circuits having a large scale integration
and a significant number of feedbacks. Therefore, the
simulation of modern digital circuits, comprising of millions of
triggers and flip-flops, becomes impossible under the “cycle
simulation” approach.

Abstract—This paper presents a modified Petri nets
simulation algorithm applied as an engine for a logic simulator in
digital integrated circuit design. The simulator uses an eventdriven algorithm and eliminates the delta delay which occurs in
the majority of modern simulation algorithms. The algorithm has
been tested for the logic simulation of combinational digital
circuits and demonstrated more accurate simulation results. This
has been achieved due to solving the issue of the priority choice
problem when two or more events are occurring simultaneously.

The second type of algorithm is called “event-driven
simulation”. Nowadays this simulation algorithm is extremely
popular and widely used for IC development and design.

Keywords—design automation; integrated circuit design; eventdriven simulation; delta delay; gate level simulation; behavioural
simulation; Petri net

I.

During event-driven simulation the time axis is not divided
onto a fixed sequence of time steps but dynamically updated
with events indicating which gate has to be evaluated. If a
circuit signal value is changed (for example, as a result of input
switching or gate switching) a new event is added to the event
list. This event contains information about operation time and
the gate to be evaluated.

INTRODUCTION

Digital circuit design is the most important stage of
integrated circuit (IC) development where circuit elements are
represented as logic gates to perform Boolean algebra
operations. Logic gate operations are usually described as a
combination of logic functions (i.e. AND, NOT, OR and
others) performing under algorithms based on the syntax of
high level programming languages. The syntax of these
languages includes assignment statements, multiple-choice
operators, logical conditions, loops and, for some languages,
even the function or procedure calls and object oriented
programming.

Thus, this algorithm solves the majority problems that
occur during the execution of the “cycle simulation” algorithm:

There are several types of algorithms applied for digital
circuit simulation. The first type of algorithms is called “cycle
simulation” where the time axis is divided into a sequence of
small fixed time steps and the simulation is performed at each
time step during the simulation time. All of the logic gates of
the circuit are evaluated at each time step. However, this
algorithm has several important disadvantages:
1.

The algorithm can only be implemented at the gate
level for the described circuits;

2.

The algorithm must arrange all of the elements in the
simulated circuit according to the signals passing
through the logic gates;

3.

The algorithm is inefficient when used to simulate
digital circuits containing large numbers of gates;

4.

The algorithm is extremely inefficient for the
simulation of circuits with delays.

1.

The algorithm can be applied at any level of
abstraction to the described circuits;

2.

The algorithm does not need to define all of the
elements in the simulated circuit;

3.

The algorithm is efficient for simulation of the digital
circuits containing a large amount of gates. The
simulation under this algorithm is not conducted for
all gates; it is only applicable for the gates added to
the list of events;

4.

The algorithm is efficient when used to simulate
circuits with delays. This is achieved due to the fact
that the time axis is not divided into fixed time steps
and the events appear dynamically.

Although the event-driven simulation algorithm is widely
used in industry it has a disadvantage related to accuracy.
II.

PROBLEM DEFINITION

At the simulation stage of the digital circuits with multiinput gates, where the inputs of the gates are switched at the
same time, the logic simulator must select which gate has to be
processed first because the algorithm engine does not support
“true parallel” operation.

978-1-5090-4815-1/17/$31.00 ©2017 IEEE
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program considers that if EC is already equal to 0 then
switching C to 1 will lead to the switching of the OR2 gate and
the DFF output is changed accordingly.

In order to resolve this ambiguity, modern digital circuit
simulators implement the concept of “delta delay”. This
concept means that all of the signal switches that occur at the
same moment in time are shifted along the time axis with a
very small delay called “delta delay”. The time delay is so
small that for the user, observation of all of the signal switches
occurs in parallel at the same moment in time. Whereas the
algorithm actually evaluates them consequently. However, this
approach can generate different simulation results for the same
signal switching sequences.
D

D

SET

The lower plot in Fig. 2 demonstrates the opposite
condition, where the simulation algorithm takes switching of
input C first. Under this condition, the input EC is still equal to
1, so nothing happens at the output of the OR2 gate and the
trigger is not switched.
This paper proposes a new digital circuit simulation
algorithm based on the modification of the Petri net simulation
approach aimed to avoid the “delta delay” and improve the
accuracy of the digital circuit simulation.

Q
Q

C
0

III.

>=1
0

EC

0

CLR

Q

PROPOSED APPROACH

Petri nets are a class of the basic model of parallel and
distributed systems designed by Carl Adam Petri. An example
of a Petri net is shown on Fig. 3.

nQ

Fig. 1. Example circuit.

Depending on the method of description the algorithm can
perform in different ways choosing a different order of
switching operations. This situation is illustrated in an example
of the clock-gated D Flip-flop (DFF) shown in Fig. 1 where the
simulation results depend on the order of the signal switching
in the netlist. Fig. 2 shows the result of the simulation of a
given circuit using an Icarus Verilog simulator, the most
efficient open source digital circuit simulation program.

Fig. 3. An elementary Petri net.

Algorithms based on Petri nets can simulate parallel
processes with sequential instructions. Petri nets contain the
places (s1, s2, s3, s4) and the transitions (t1, t2) which can be
connected by the directed arcs. The places in the net may
contain tokens in (s1, s2, s3) and not in (s4) as shown in Fig. 3.
These tokens can be moved to other places using “firing”
actions. Each step of the simulation in the Petri net consists of
three stages: t− (Fig. 4a), t0 (Fig. 4b) and t+ (Fig. 4c).

Fig. 4. Functioning of Petri net.

Petri nets are used as an effective tool for parallel process
simulation in hardware design. There are two main application
approaches of Petri nets in the digital IC design:

Fig. 2. Simulation results.

In this example, there are two signals switching at the same
time – C (clock signal) and EC (enable clock signal). The
simultaneous switching disables the clock signal passing to
DFF when using the power save mode. This method known as
“clock gating” is usually applied to minimise power
consumption of a circuit operating in power save mode.
Obviously, the simulation program cannot evaluate the
simultaneous switching of several gates so therefore it
implements a “delta delay” algorithm to perform the sequential
switching of inputs C and EC.

1.

Description of a circuit behaviour [1], [2] where the
simulation of the circuit is conducted using standard
algorithms;

2.

The basis of gates representation [3], [4] where digital
elements are described in terms of safe Petri nets and
standard algorithms are used for simulation.

The method suggested in this paper is based on the
modified Petri nets simulation algorithm being used as a basis
of the logic simulation engine. Instead of the circuit description
using a set of traditional Petri net places and transitions it is
proposed that the modified transitions and places are
implemented in accordance with the logic functions described

The upper plot in Fig. 2 shows the results when the
simulation algorithm chooses the input EC to be switched first.
In this case the input C is switched after EC and the simulation
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in the netlist. This approach reduces the number of Petri net
elements (states and transitions) used for the simulation
compared to previous approaches [2]-[4].

gate) then using Petri nets, it is changed to the following:
{G1(t−), G2(t−), G3(t−), G1(t0) G2(t0) G3(t0), G1(t+) G2(t+),
G3(t+)}. Despite this, the performance of the proposed
simulation algorithm equals that of the Icarus Verilog.
However, the proposed algorithm increases the simulation
queue by three times when compared to a standard simulation
algorithm.

The proposed modifications to the Petri nets are as follows:
1.

Each place of Petri net corresponds to one node of the
digital circuit. If the state has a dot it means that this
net of a circuit has logic 1 whereas if the state has no
dot – the logic value in this net equals to logic 0. Using
coloured Petri nets the multi-valued logic (0, 1, U, Z
etc.) could be implemented.

2.

A net transition implements a logic gate of the digital
circuit. At the gate level of simulation algorithm there
is a set of predefined transitions corresponding to the
logic gates NOT, AND, OR, NAND, NOR and XOR.

3.

Unlike the basic Petri net algorithm the transition will
fire in any case; this action is not linked to the presence
of a dot in its input. In the proposed modification the
transition firing depends on type of transition only and
could occur when there is no dot in the input. For
example, if the transition implements a logic gate NOT
it will fire each time when there is no dots in its input
and will not fire if there is a dot. This performance is
corresponding to the logic gate functioning rules.

4.

If the transition fires, this action will not remove the
dots from its inputs.

V.

EXPERIMENTAL RESULTS

This algorithm was implemented using C++ [5] and was
compared to the Icarus Verilog simulation program.
For the circuit in Fig. 1, different input vectors were
generated. When these were compared to the results obtained
from the Icarus Verilog simulation program (Fig. 2), the
simulation under the proposed algorithm demonstrated that any
sequence of the input vectors results in the unique and correct
waveforms as shown in Fig. 7.

Fig.7. Simulation results.

IV.

EXAMPLE CIRCUIT

The developed simulation program was tested using
ISCAS'85 benchmarks. The results of the simulation are fully
consistent with the results obtained from Icarus Verilog
simulation.

An example shown in Fig. 5 and Fig. 6 demonstrates how a
one bit full adder (Fig. 5) is implemented in the proposed
modification of Petri nets (Fig. 6).
A

B

VI.
XOR

It has been shown that the simulation result for the
proposed algorithm is correct for any type of netlist
description. In further work, several approaches will be
implemented for the simulation of behavioural descriptions of
digital circuits using a proposed algorithm. Behavioural
descriptions can also be represented as the set of Petri net
instances (places and transitions) with specific functioning.

S

XOR

Cin
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services provision (as illustrated in section II) mostly focus on
central approaches.

Abstract— In this publication a novel concept for M2M
service platform architecture is presented enabling decentralised
and autonomous M2M application service provision. This
publication introduces the functional architecture of the
approach and describes the system structure and application
creation process. Additionally several M2M service platforms are
evaluated regarding requirements necessary for decentralised
M2M application service provision with end user integration.
This publication describes also a decentralised M2M application
service management process and the corresponding formal
notation of M2M application services.

This publication dedicates to present a more flexible
methodology for realisation of M2M systems with the focus on
dissolving the bindings to centralised entities, integration of the
end user for realisation of M2M applications satisfying the
individual requirements of end users, and realisation without
specialised and dedicated M2M infrastructures. Furthermore,
this publication aims to introduce details about the functional
architecture of the proposed concept as well as methodologies
forming the basis for the presented concept of autonomous
decentralised M2M application service provision.

Keywords— M2M application service, P2P, service provision

I. INTRODUCTION
Devices are becoming more and more intelligent by
including complex functionality for monitoring and control.
Additionally the devices receive the functionality for
communication enabling remote monitoring and controlling of
devices. Due to the increasing number of intelligent devices,
which support forming of intelligent environments, many new
application fields can be established (e.g. as presented in [11]
smart building, electro mobility, smart city, energy
optimisation etc.). Especially the end user domain is an
application field with powerful potential, however not or only
complicated addressable by external service providers due to
e.g. legal restrictions.

II. M2M SERVICE PLATFORMS
As introduced in section I of this publication the realisation
of M2M applications and provision their functionality as a
service is typically done using M2M Service Platforms. This
section presents requirements for M2M service provision,
defined by analysis of existing M2M Service Platform projects.
Projects from research area are e.g. INOX Managed Service
Platform [4], M2M Platform Project based on SOA [5], BOSP
Business Operation Support Platform [6], IMS enabled M2M
Service Platform [7], e-DSON [8]. Commercial M2M
platforms implement acc. [9] mostly the oneM2M standard for
M2M [10]. In order to determine the requirements for M2M
service provision with end user environment integration the
oneM2M standard as well as projects from research were
examined. Table I specifies the analysed projects and an extract
of the requirements defined resulting of the strengths and
weaknesses of the projects. Disadvantages of the centralised
approaches are e.g. that the user of the application is dependent
of the platform provider as a central entity. Often M2M
platforms provide their functionality only for specific
application fields and are therefore less flexible. Centralised

Machine-to-Machine Communications (M2M) systems
realise the integration of such intelligent devices by provision
of specific M2M applications. Traditional M2M systems and
the corresponding M2M application services have the focus to
support specific business processes. Traditional M2M
applications provide their functionality as a service for users
(end users or companies). Currently existing concepts from
standardisation and research to implement M2M application
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Central
Organisation
Domain

provision of platforms requires many resources (costs for
operation, maintenance, availability, application development).
End users often have no possibility to define applications
themselves (since the creation of applications requires expert
knowledge or the end user does not have access to the
platform) or the devices present in user's personal environment
cannot be connected to the M2M platforms.
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Fig. 1. Cooperative M2M Application Service Provision

By the approach proposed in [11-16], the end user has thus
been given the opportunity to create graphically and intuitively
services for his personal environment. An approach has been
defined in [11, 13, and 16] as to how these services can be
made available to other end users or organisations in order to
gain added value through the use of the services. In [11, 13,
and 16] it was proposed that end users combine the
individually offered services to provide a more complex,
intelligent and more powerful service. As shown in Fig. 1, a
complex service consists of the combination of several
distributed services that are networked together. Two ways
exist to combine services into an application. Multiple end
users can offer the same service with the same local
functionality running parallel/ synchronously (service
aggregation). Alternatively, end users can offer services that
have a different functionality and are composed to an
application by linking the services together (service
composition).
As described above, the central approaches for defining
M2M applications have various disadvantages and are not very
flexible. Therefore, as a prerequisite for the approach
introduced above, it was defined that creation and provision of
individual services and the cooperative provision of an
application (consisting of distributed services) is exclusively
decentralised, i.e. without the integration of logical as well as
physical central entities into the overall system. Under these
circumstances, the realisation of the approach cannot be
implemented with the existing architectures for M2M
platforms. Therefore, an approach has been presented in [11,
13, and 16], which allows implementation following a purely
decentralised approach.

M2M Service Platform Projects

End user environment
integration

Service x

Service Provider 1

Service x

EVALUATION RELATED M2M SERVICE PLATFORM PROJECTS

Requirements

Simplicity

End-user Domain

The personal environment of the end user described above
is difficult to address by external service providers, since the
activities (controlling and monitoring of M2M devices) carried
out in this area would severely affect the end user or challenge
data security. To antagonise this issue, it was proposed in [12]
to integrate the end user. For this purpose, an approach was
presented in [12-14, 16], which allows end user to define
services and automation tasks for their personal environment.
The Service Management Framework (SMF) presented in [1215] consists of a local Service Creation Environment (SCE)
and a Service Delivery Platform (SDP). The presented SMF
integrates the devices present in the personal area of the end
users regardless of their technology and provides basic
services, e.g. for multimedia communication. The end user can
combine intelligent and communicable devices as well as the
basic services using the SCE and thus define personalised
services for his personal area (e.g. automation tasks, sensordependent signalling or monitoring). An elementary
requirement for the platform described above was that it
provides an opportunity to develop services intuitively. An
intuitive development can be realised by a graphical
development process and by modelling the behaviour of a
system independently from underlying technology. Both were
implemented in the above-mentioned approach. The graphical
development process and the underlying methodology are
discussed in section III.
TABLE I.

Central
Service
Provider

III. FUNCTIONAL ARCHITECTURE
Fig. 2 shows the functional architecture of the concept for
the autonomous P2P-based provision of M2M application
services. The architecture is structured into four layers. The
following describes the respective layers in their functionality.
Network Layer: End user’s M2M gateways are connected
with each another via an IP network, respectively the Internet.
End users can be located at different geographic locations as
well as in different access networks (wireless mobile networks
or fixed access networks), which are interconnected via a core
network. P2P Network Layer: End user nodes represent
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Service

M2M Application
Service

M2M Application Layer

Service

IV. SYSTEM STRUCTURE AND APPLICATION CREATION
In existing platforms for providing M2M applications, the
configuration of automation tasks or the creation of application
logic is highly dependent on the implementing systems. To
prevent this, the concept defined in this research work was
designed with a model-based system structure, derived from
[19]. Models, expressed by modelling languages, describe
model-based infrastructures and systems. The behaviour of an
application or a system is described by means of a platformindependent model, separated from the technology-specific
realisation of the system [19]. The behaviour of a system can
be modelled with a behavioural model in an abstract manner
with much lesser complexity than the platform that implements
the behaviour of the system or the application [20]. By
stepwise abstraction, respectively transformation, an abstract
modelled system is transformed acc. [18] into a concrete
system by means of multi-step transformation. Fig. 3 shows the
transformation level defined for the approach described in this
publication. Derived from [18], transformation and mapping
rules have been defined to automatically process the
transformation from the abstract model of the system created
by the user to the platform-specific models shown in Fig. 3 of
the novel architecture for provision of distributed M2M
applications described in this publication. As described above,
the intuitive development of services and applications is done
by graphically modelling the behaviour of a service or creating
a behaviour model of service/ application. This allows end
users to describe the system without having to have any
specific knowledge about the execution platform. The
behaviour of a system can be modelled intuitively with a state
machine. For this purpose, states represent the devices/ services
that should be combined, and transitions represent the
connections (information flow) between the devices/ services.
To enable end user to model a system using state machine
concept, a domain independent modelling language is required
which can be used to describe the behaviour of a system
abstracted in form of a state machine. [17] The following
requirements were initially defined for the selection of an
optimal modelling language for this purpose: Machine
readability: Since no further entities are to be involved in the
application generation or its implementation, i.e. the
application, respectively the service should be generated
automatically after modelling, the modelling language must be
machine-readable. It must therefore be a formal language.
Standardised language: It must be a standardised modelling
language in order to ensure the easiest portability. Immediate
mapping of graphical and machine-readable notation:
Since graphical modelling by the end user was defined as a
central aspect of the concept, a direct mapping of the graphical
notation (elements of the state machine) to the machinereadable notation must exist. Intuitive usability: Since the
system is to be used by an average technically experienced end
user after a short training, the complexity of the graphical
notation has to be low. Complex and non-intuitive modelling
forms reduce or eliminate end user usability. Existing parser/
interpreter implementation: To enable further processing the
formal language by a machine, an implementation of a
corresponding parser or interpreter must exist. Nested states:
Combination of application services. A system (M2M
application service) should be combined with other systems. A
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Service
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Network 1
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Fig. 2. Functional Architecture

equivalent instances and are connected to each other via a P2P
network. The P2P Network Layer includes the sub-layer P2P
Overlay Layer and P2P Communication Layer. Any data
storage in the presented system is decentralised via the end user
clients within the P2P overlay layer. For this purpose, the
clients, respectively the peers form a P2P overlay network. The
overlay network is either a pure structured overlay network or a
pure unstructured overlay network (due to the general
restriction to avoid also partly centralised system
architectures). The overlay network is among other things used
as explained in [13-15] to store the addressing information of
the peers (assignment temporary to static contact address). In
addition, the P2P overlay network is used to manage and
configure services and applications (described in section V).
The information exchange between the peers for the service
utilisation (service requests, confirmations) as well as the
necessary signalling to generate the application automatically is
also done directly between the peers. For this purpose, various
M2M communication protocols (e.g., CoAP, HTTP, SIP,
MQTT) can be used. M2M Service Layer: The services
defined and provided by the end users are available via the
M2M service layer and can be used via the corresponding
interface. As described in section IV and [12], the services are
formally described by a service description language. The
service interface is described by an interface specification and
is available in the M2M Service Layer (explained in section
IV). M2M Application Layer: The distributed M2M
application services are implemented within the M2M
application layer. For this purpose, the services available via
the M2M Service Layer are combined with each other as
described in section IV. The exchange of information between
the services, respectively applications takes place via the P2P
network layer by P2P communication protocols. [17]
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TABLE II.

Transformation
Level 1

End-User
No Platform specific
Knowledge required

EVALUATION OF STATE MACHINE MODELLING LANGUAGES
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Fig. 3. Transformation Level

Parallel Flows

+

+

+

+

-

previously modelled system is to be reused by being embedded
in another application. Parallel flows: Within an application, it
should be possible to define parallel sequences in order to
implement concurrent tasks. State parametrisation: The
services that are to be combined must have the possibility to be
parameterised (definition of configuration/ input and output
parameters). Therefore, the states in the state machine must
also be parameterisable. Conditional state transitions: The
transition of a state or transmission of information to a service
or the activation of a service should be provided with a
condition. Synchronisation of states: To synchronise parallel
flows, there must be a possibility for synchronisation.
According to these requirements, the following state machinebased modelling languages and modelling concepts have been
examined: Business Process Modeling Notation (BPMN),
Business Process Modeling Language (BPEL), UML State
Machines, Petri Nets, and Finite State Machines. The results of
the evaluation are shown in TABLE II. The evaluation of the
above-mentioned modelling languages showed that UML State
Machines fully meet the requirements. UML State Machines
are based on Harel Statecharts, which, due to their structure,
meet the structural requirements for the state machine. The
standardised description language StateChart XML (SCXML)
makes it possible to express Harel statecharts in a formal
notation. An SCXML parser, which is also available, enables
the machine readability and thus the automatic processing of
the formally described state machine. [17]

State param.

-

+

+

-

-

Conditional
trans.

+

+

+

o

-

Sync. states

o

+

+

+

-

Transformation
Pattern

P2P Communication

Platform Specific
Model (PSM)

Transformation
Level 2
Data Storage

Genaral Platform specific
Knowledge required

Platform Specific
Model (PSM)

Transformation
Pattern

CoAP
Transformation
Level 3

Tetailed Platform specific
Knowledge required
Platform Specific
Implementation

SIP

Structured P2P Overlay
Transformation
Pattern

Implementation specific Knowledge required

Unstructured P2P Overlay
Transformation
Level 4

Application Artifacts on distributed Runtime Environments

well as the semantic defined by mapping the elements of the
state machine to the service/ application components. In
addition to these elements, further elements of a state machine
can be used, which are not further explained at this point. State
element: Devices, services, and applications are represented by
states. State parameter: The state parameters represent the
data model of the devices, services and applications. Input,
output and configuration parameters can be defined. Global
state machine parameter: This defines global attributes of a
service/ application. Global attributes are available for all
services and applications and are queried directly from the
source. Transition: The transition from one state to another
state (transition target) represents the connection of devices,
services and applications and the associated information
exchange. Transition condition: Transitions can be provided
with conditions. This defines the precondition when device,
service or application sends an information. Conditions can be
optionally defined. Transition assign element: The transitions
of a state machine have assign elements. These assign elements
define how the output parameters are assigned to the input
parameters of a device, service or application. Thus, the
contents of the messages that are exchanged are specified via
this element. Nested state element: Using the nested state
element enables embedding an already defined state machine,
i.e. a service or an application, into another service or
application. For this purpose, the corresponding state machine
is embedded into a nested state element. The nested state
element then is integrated as a simple state into the sequence of
the state machine. Parallel state element: The parallel state
element is used to model parallel sequences that can be
synchronised as required at the end. [17]

For modelling of a system, the SMF, as described in [1215], provides a GUI to the end user. Using this GUI, the end
user graphically creates a state machine that represents the
behaviour of the system. The GUI provides an overview of all
available devices and services. The services and smart devices
that are in the personal environment of the end users, e.g. in its
Smart Home, are stored within the SMF in a local repository.
The services offered by other peers are stored in the P2P
overlay as described in following section V. An overview of
the services stored in the P2P overlay is also loaded by the SCE
as described in section V and displayed in the GUI. The end
user now graphically combines the available services and
devices by first selecting the desired devices or services and
then connecting the input and output interfaces defined for the
services and devices (transition of the state machine). As
described above, the user models the behaviour of service/
application by defining a state machine. The following is a
description of the elementary elements of the state machine, as

The interface description of a device, service or application
represents the template for a state. It is embedded in a service
or application description or managed separately. The interface
description specifies the input/ output and configuration
parameters as well as the value ranges of a service/ application.
The interface description is used as a template to represent the
devices, services or applications graphically and functionally in
the GUI. In addition to the above parameters, the interface
description contains further parameters for classifying and
describing a device, service or application by e.g. keywords or

978-1-5090-4815-1/17/$31.00 ©2017 IEEE
21

prose. The interface description can be stored in a local
repository or stored in the overlay network. In addition, it is
possible to request the interface description directly from a peer
that offers a service. [17]

Application Configuration
Phase

Service x-1

Application
Execution
Phase

The SCE automatically generates the formal description of
the end user-modelled system using SCXML. Service/
application are completely described by the generated SCXML
document. If it is a local service, the application description is
stored locally, parsed, interpreted and executed according to
the defined conditions. If it is a distributed application, i.e.
consisting of distributed services offered by different peers, the
application description is distributed to the peers that offer a
service in the application context. In this case, each peer
receives only the part of the application description that is
required to configure and execute its individual service. Peers
therefore do not have an overview of the overall system, which
performs as a basis for securing the system. [17]
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Fig. 4. Application Configuration and Execution Phase

application is running. First, the following section describes the
configuration phase. Each peer providing a service involved in
an application receives the formal description of the
application. As described in section IV, each peer only receives
the segment of the application description, which contains the
necessary information to configure its individual service and
insert it into the overall context of the application according to
the application description. Inserting into the overall context of
the application means that the peer connects the interfaces
(input, output) of his service to the other associated services in
order to exchange information. By automatically parsing the
application description, the peer determines the following
information. Service connections: To which other services his
offered service should be connected. A distinction is made here
between input interfaces served by another service and output
interfaces which are served by the service itself. Input
interface information content: Which information is received
via the input interface. Output interface information content:
What information via the output interface should be transferred
to another service. Output interface condition: Under which
prerequisites an information is to be sent to a service via an
output interface (directly on request or time-delayed, if a
defined condition is met). Service configuration parameter:
If configuration parameters have been defined for the offered
service, the service must be configured accordingly. Global
attributes: Information about the attributes provided by
services that are not directly connected to their own service via
an interface. [17] Each peer now uses the configuration
information, determined by the automated parsing of the
formal application description, to integrate its service
autonomously into the overall context of the application. First,
each peer determines specific instances of services to be
connected to it, i.e. determines a list of peers that offer the
service based on the service ID. This is done as described
above. The exchange of information takes place in the
approach described in this publication according to the
Subscribe/ Notify principle. The connection of an input
interface of a service with the output interface of another
service is performed by sending the peer with its output
interface a subscribe request. If the requested service is
available, the requested peer confirms service utilisation
request with a positive response. If the service is not available
or is available later, the requested peer responds with a
negative response and rejects to consume the service or defines
a later usage time. Once the connections between the of
instances the services are established, the local configuration of
the service is performed. This consists of the assignment of the
defined input and output information content to the interfaces

V. APPLICATION REGISTRY, CONFIGURATION, EXECUTION
As described in section III, data storage in the described
approach is performed via structured or unstructured P2P
overlay networks. The following is a description of the
functions for registering and searching, which are implemented
using the overlay network for the management of services and
applications. Services can be offered by different peers. The
peers register their services via the overlay network. To do so,
they store the combination of service ID and their associated
personal temporary contact information in the overlay. If
different peers offer the same services, several associated peers
are stored under the same entry in the overlay network. Each
peer represents a specific instance of a service. Peers can
request the overlay network to get an overview of all available
services or a certain subset of all services. This overview is
required to generate an application from the various services as
described in section IV. Sub-sets of services may include e.g.
that services are only available for a particular region, have
further meta information that can specify a service more
detailed, can only be consumed by a particular group, or
implement a particular interface description. Depending on the
type of request, the overlay networks offer various ways to
provide the overview of the services. For example, the metainformations stored for a service can be searched by keywords.
In order to obtain a specific instance of a service during the
application configuration (see below), a peer makes a request
(possibly restricted by search criteria) to the overlay network.
This returns a list of all found instances of a service. [17]
An M2M application service consists of several services
that are interconnected and exchange information. An M2M
application is thus a concatenation of distributed services. Each
service has input and output interfaces. To realise an
application, the output interfaces of a service are connected to
the input interfaces of another service, and the information is
passed on from one service to the other. The description of the
application, i.e., which service is associated with which other
service, is defined by a formal application description
(described in section IV). The approach described in this
publication has two phases to realise an application (illustrated
in Fig. 4). A configuration phase in which the application is
generated automatically and an execution phase in which the
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(transition assign). Furthermore, the transfer of any existing
service configuration parameters to the local service is
performed. In addition, the conditions are configured locally
that define the preconditions to transmit an information to a
connected service via the output interface (transition
condition). [17] As described above and shown in Fig. 4, the
described approach also includes the execution phase
additionally to the configuration phase of an application. In the
execution phase, the exchange of information takes place
between the peers, which represents the M2M application
service. Once the connections between the service instances
have been established, the information is transmitted between
the services using Notify messages. Sending a notification
message either is done directly on request (global attribute or
condition less transition) or as soon as a defined condition
(transition condition) applies. [17] It should be noted that the
same service can be provided by several instances (peers). This
may result in incomplete configurations of an application
during the configuration phase. In addition to a complete
configuration of an application, Fig. 4 also shows an
incomplete configuration of an application). For this purpose,
an algorithm has been developed which allows all peers to
determine independently whether they have embedded
themselves in a valid application configuration. The algorithm
developed for this purpose is based on the computation of the
transitive closure derived from [21] of all connections
established in the P2P network in the application context. If a
peer detects that it has embedded itself in an invalid application
configuration, the established connections are automatically
disconnected and, if necessary, a new local configuration
process is performed. Thus, it is possible to determine
independently a valid application configuration without having
to have a complete view of the system. [17]
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VI. CONCLUSION

[14]

This publication presented principles and details of a novel
concept for autonomous and decentralised M2M application
service provision. This concept offers new possibilities for
applications, realised by several peers, independent of central
appliances or corporations. Especially the independent
structure of presented system architecture and the simplicity of
M2M service/ application creation combined with the
autonomous management of M2M application services form
the strength of the proposed framework and offer a promising
approach for supporting M2M networks with end user
environment integration.
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The overall structure of Wikipedia can be distinguished into
two major parts, the internal and the external structure of an
article. First of all, every article should follow a defined
``manual of style'' [1], that defines different aspects like
structure, formatting, layout, etc. of a single article. Besides
this intra-article structure, also inter-article structure elements
exist. These elements can be divided into the links from one
article to another and the classification of each article into one
or more Wikipedia categories pages.

Abstract—In this paper, we describe an approach to uncover
and visualize relationships along entities in Wikipedia-pages. We
define different distance metrics between Wikipedia articles,
based on the link structure. A prototype was implemented, which
allows the specification of arbitrary Wikipedia entities with the
help of an auto-completion mechanism and the detection of paths
with different characteristics between them. The resulting paths
between the entities are visualized graphically.
Keywords—Wikipedia; Relatedness between Entities; Graphical
Visualization; Relatedness paths

As a consequence, the complete Wikipedia encyclopedia
can easily be represented as a huge graph with articles and
categories forming the nodes and the links between pages and
the association of articles to categories, as well as the
hierarchic relationships between categories forming the
directed edges of the graph.

I. INTRODUCTION
Do you know how the actor Jim Parson (he plays the role
of Sheldon Cooper in the TV series “The Big Bang Theory”)
and Albert Einstein are related?
Easy to answer by using the right tool: Albert Einstein visited
the California Institute of Technology (Caltech) multiple times
between 1931 and 1933. Moreover, Caltech is the workplace
of the quirky scientists around Sheldon Cooper in the TV
series. So, what is the origin of these facts? They are taken
from Wikipedia, the worlds’ largest encyclopedia that was
built over the last 15 years in a joint effort from a huge online
community. One of the biggest advantages of Wikipedia
compared to traditional paper-based encyclopedias is the
possibility to easily jump from one article to another somehow
related article using hyperlinks. These links represent an
important knowledge on the relationships in the world and can
be used for a number of different purposes.

III. RELATEDNESS BETWEEN ENTITIES
The relatedness or similarity between different entities is
an important question and a lot of research has already be
done in this field [2, 3]. Use cases, for example are
recommender systems [4], clustering [5], or auto-completion
systems [6].
A traditional approach in Information Retrieval (IR) is to
compute the similarity of two documents by applying the
vector space model that uses cosine-similarity [7]. In this
model, each article is represented by a vector in a high
dimensional vector-space, which is given by the language
itself, and each word in the language represents a single
dimension of this space. In the simplest case, the existence of
a word in a document is indicated by a value of 1 and the
absence by a value of 0 (see also Jaccard-Index). The
similarity of the two articles is then computed by the angle
between the two vectors at the origin of the vector space.
Using the cosine-similarity, we get a value of 1 (for an angle
of 0°), if the vectors have the same direction, indicating that
they use the same words. If the two articles use completely
distinct words, the angle reaches 90°, which results in a
cosine-measure of 0. So we have a measure of similarity
which is always between 0 (completely distinct) and 1 (highly
similar). Typically in IR, the vector model is enhanced with
the term frequency, inverse document frequency (tf*idf)
statistic [8], which also considers the varying importance of a

II. WIKIPEDIA
The main components of the English Wikipedia comprise
more than five million individual articles, defined categories
and the relationships between these components.
With Wikipedia articles representing an entry in an
encyclopedia, describing a specific concept or entity,
Wikipedia categories on the other hand form a hierarchy and
each article can be associated with one or more categories.
Wikipedia then automatically generated index pages,
containing links to all that articles that belong to a specific
category.
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combination of the vector space model (VSM), the coverage of
the given words and prefixes against the description of the
desired entity [16], and a boosting factor which depends on the
global relevance of an entity (this being calculated, based on
the number of incoming links). Figure 1 shows an example in
which the word “east”, the prefix “ind” and the prefix “c” are
given. The asterisk “*” at the end of “ind” indicats that the
prefix “ind” should be used rather than the word “ind”. The last
word entered is always in prefix-search-mode.

certain word (i.e. stopwords compared to technical terms) and
the number of documents a specific word appears in.
In contrast to these approaches, which only use
information from within the article, another approach is to use
additional structures like a thesaurus to find synonyms or
hypernyms (i.e.Wordnet [9]). In addition, available
taxonomies can be used, provided that the entities to compare
are accordingly classified. In the latter case, the similarity can
be calculated from the number of steps in the hierarchy,
necessary to find a common super-type.
Another approach to identify relatedness between entities is
to extract entities from a text corpus and to use the cooccurrence of entities inside a specified interval as measure for
its relatedness. The relatedness can then be calculated based
on the number of times a tuple, triple, etc. of entities appears
inside an interval of words, and also how close these entities
appear within the text [10]. The advantage of this approach is
that the relatedness depends on the given text corpus and can
therefore adapted to certain domains.

After choosing two Wikipedia pages, calculation of the
relatedness of these entities are carried out. In contrast to
wikidistrict.com, this approach considers not only directed
links for finding the shortest path between the two entities but
offers different options. Before explaining these options in
more detail, some considerations about the different kinds of
linkage structures between individual entities are being
presented.

A number of approaches for finding the relatedness is
based on the information provided by Wikipedia. So for
example Strube and Ponzetta [12], as well as Milne and
Witten [11, 13] are using the link structure inside Wikipedia to
calculate relatedness between different entities. Here, only
entities having at least some common neighbors (in the sense
that there is a link from one Wikipedia article to another) are
considered as related, whereas our approach tries to find paths
with different conditions along a series of Wikipedia pages as
well as find a common category along the given taxonomy.
The approaches mostly related to our approach are
“wikigame” [14] and “wikidistrict.com” [15]. Wikigame is a
simple game for one or multiple players. Here the goal is to
navigate from a given start article, to another given article
following the link structure along the articles with either a
minimum number of clicks, or in the shortest timeframe.

Fig. 1: Auto Suggestion Feature

A. Linking Structure between documents.
The most trivial relationship between two entities A and B
exist, if one document directly links to the other, which is
shown in Figure 2 below:

Wikidistrict.com is a webpage, which allows for the
specification of two entities originating from Wikipedia. Here
the webpage calculates and displays a single shortest path from
the starting entity to the target entity, consisting of directed
links and intermediate entities. Compared to our approach,
only one path consisting of directed links (following the link
direction) is displayed and the classification hierarchy is not
considered.

Fig. 2: Link between two individual Wikipedia documents

An example of such a link can be for example an actor,
who was born in New York City. Whilst this fact is mentioned
on his Wikipedia page, his level of famousness is not high
enough to be relevant for including this fact on New York
Cities-Wikipedia page. By changing our “not so famous” actor,
with Bill de Blasio, the current major of New York, the
relationship changes and we have the situation as indicated in
Figure 3:

IV. CONCEPT
The concept presented by our approach allows us to
identify and visualize relationships between entities under
different
settings.
Similar
to
the
approach
of
“wikidistrict.com”, we first have to specify a starting and a
target entity. This can be done by specifying one or more
words or prefixes, which pinpoint the desired target. To
support the user in identifying the desired entity, suggestions of
possible entities are made while entering the characters of the
words. The ranking of the suggestions is based on a
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Fig. 3: Bidirectional links between two Wikipedia pages

.
In this case, the relationship between the entities A and B is
tighter compared to the situation in Figure 2. A slightly weaker
relationship exists, if there is no direct link from entity B to
entity A, but a path back via one or more directed links. So for
example, Robert de Niro has a link to the New York City –
Wikipedia page, where he was born, with no direct link back.
Instead, the New York City-webpage links directly to the
Wikipedia entry “Italien American”, which in turn has a link to
the “Robert de Niro”-page. This situation is visualized in
Figure 4.

Fig. 6: Nearest common super-category

B. Path structure between Wikipedia pages
Having identified different link types and structures, we
are focusing now on the whole path between two entities.
Currently the following modes are supported by our approach:
•

Fig. 4: Indirect "backlink"

Another point worth mention is the “exclusiveness” of an
outgoing link from to a Wikipedia page. Figure 5 displays two
situations. In in the first case, a page A has five links to other
pages, whereas in the situation below, only two outgoing links
exist for page A. Comparing these two situations, we can argue
that compared to the first case, the relationship in the second
case between A and B is stronger, due to the exclusiveness of
the outgoing relationship link.

Arbitrary Links: With this mode, the direction of the
links is irrelevant, since a path is returned independent
from the links’ direction. This is equivalent to a search
in an undirected graph. See Figure 7 for an example.

Fig. 7: Undirected path

•

Directed Links: This mode requires at least one
directed path from entity A to entity B or vice versa.
Figure 8 gives an example.

Fig. 8: Direction aware path

•
Fig. 5: Different number of outgoing links

Another possibility to find relationship paths between
entities is the use of Wikipedia-categories. Wikipedia
categories form a hierarchy of more than 600,000 categories.
These categories can also act as an alternative structure for
estimating the similarity between entities. This is shown in
Figure 6, where the distance between A and B is calculated
based on the distance (in yellow) to the nearest common supercategory (categories represented by triangles).
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Strong component links: At least two paths have
to exist in order to obtain a result. The direction of
the paths is important and one path must constitute a
series of outgoing links, starting with entity 1 and
ending (after a number of further steps along entities)
with entity 2, whilst the second path needs tot
constitute a connection in the opposite direction. To
find a result, the two entities must reside inside a
subgraph, which forms a strongly connected
component [23].

Fig. 9: Links forming a loop

•

Bidirectional links: This is a constrained version of
the “strong component links” version before. In this
case, the path consists of entities, which are connected
in both directions (see Figure 10). Figure 12 also
gives an example, showing the connection between
“Tom Waits” and “Alec Baldwin”.

Fig. 11: Strong component links, connecting Tom Waits and Alec Baldwin

Fig. 10: Bidirectional links

•

Cost-based links: In contrast to the versions before,
where the cost of a path is based on the number of
steps to reach the target entity, this version uses a
different cost-calculation. The cost of a link is the
square root of the number of outgoing links of the
entity (see Figure 5). The idea behind this concept is,
that the relatedness between an entity A and an entity
B is higher, if there are only a small number of
outgoing links which point to other entities. The
whole cost is then calculated as the sum of the costs of
each link along the path.

Fig. 12: Bidirectional links, connecting Tom Waits and Alec Baldwin

VI. IMPLEMENTATION
We implemented our concept and created a prototype based
on the following technologies. To represent the Wikipediagraph with all its pages and categories, we used the graph
database Neo4j [20]. This database already contains a number
of different algorithms (i.e. Dijkstra, A*) to calculate the
distance/costs between pages. Our first attempt was to use the
declarative language Cypher [21], which has a nice intuitive
nature. Due to the performance behavior of this language being
not satisfactory, we switched to the native Java-API. By using
this API, we implemented the server functionality as an
unmanaged server extension. Importing the data from YAGO
[18], proved to be much beneficial (see also [17]), compared to
extracting the
link-structure
from the Wikipedia
download [19]. In contrast to Wikipedia, YAGO uses a
combination of Wikipedia categories, Wordnet-entites and
YAGO specific categories. The biggest difference between the
Wikipedia and the YAGO-classification system is, that the
YAGO classification forms an taxonomy, while the pure
Wikicategory systems is a general hierarchy, in which
categories can have multiple parents. This proved to be
advantageous from a visualization point of view, since
typically less categories have to be displayed. The full text
search for the specification of the target entities is implemented
with the Lucene-library [16], which is already shipped with
Neo4j.

V. EXAMPLES
The following section shows some examples of
relationships among different entities. Figure 11 displays an
example of a query to identify the relationship between the
singer and actor Tom Waits and the actor Alec Baldwin. As
shown in the middle section, between the two chosen entities,
this approach allows for specifying not only the search mode
but also how many paths should be presented.
In Figure 12, however, we restrict our search to
bidirectional links meaning that only pages linking to each
other are considered. So for example, the page for Tom Waits
has a link to Francis Ford Coppola and vice versa. The same is
true for the pages of Alec baldwin and Martin Scorsese.

We build a web-based frontend. The visualization of the
resulting graphs was implemented using Graphviz [22].
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Graphviz generates an interactive clickable svg-image, which
displays the path along the Wikipedia pages as well as the
categories. Nodes, representing Wikipedia-pages as well as the
category pages are clickable and link to the corresponding
Wikipedia pages.

[11] David Milne and Ian H. Witten. 2008. Learning to link with wikipedia.
In Proceedings of the 17th ACM conference on Information and
knowledge management (CIKM '08). ACM, New York, NY, USA
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Performance: The performance behavior was quite good.
The longest path we discovered has a length of 12 and was
returned within one second.
VII. SUMMARY AND OUTLOOK
We presented a tool for uncovering and visualizing the of
relationships between entities from Wikipedia, following the
link structure between the different articles. Easy selection of
arbitrary entities is implemented by an auto-completion
mechanism. The search can be parametrized by different link
characteristics like the direction of links or the costs as well as
the maximum length of the retrieved path and the number of
paths presented.
Our next extension would be to include more information
on how two entities are related. This can be done by extracting
a sentence or a paragraph from the source entity, which
contains the link to the target entity. However, by following
the Wikipedia manual of style guide, only the first occurrence
of a related entity should be realized as a link. So more effort
has to be done to extract all information about the reason as to
why two entities are related.
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Reference [2] defines a framework that realises service and
application provisioning using P2P networking in M2M
application field. An application consists of one or more
underlying services that are combined (i.e. aggregated or
composed). Also, the use of the community concept described
in [2] helps to avoid legal restrictions, adjust different interests
among the peers and ensure optimisation and forming P2P
networks. Fig. 1 shows the structure of the P2P connected
peers within an M2M community based on [2]. Besides many
advantages of the service provisioning concept, [2] does not
consider approaches for testing P2P-based services/
applications in M2M. Therefore, a novel testing framework is
required to enable testing of heterogeneous and decentralised
services and applications in the P2P4M2M framework.

Abstract—This publication proposes a novel testing
framework for the functional verification of decentralised
services and applications in Peer-to-Peer (P2P)-connected
Machine-to-Machine (M2M) networks. Besides presented
challenges and requirements for testing within distributed
environments, a concept for deriving and generating test cases
based on a Test Description Language (TDL)-based approach is
described and mapped to M2M applications.
Keywords— M2M; P2P; Service and Application; Functional
automated testing

I.

INTRODUCTION

The aim of this paper is to illustrate the challenges and
requirements of testing services and applications in P2P4M2M
and to define a novel concept for functional automated testing.
Through a functional testing approach, it can be verified that
services and applications are running properly and according to
the user’s requirements. For dealing with the distributed nature
of services and applications in [2], this paper introduces a novel
testing framework with a special testing architecture. The
proposed testing architecture integrates a Test Generation
Environment.

Building surveillance, energy management, traffic
management, electro mobility and ambient assisted living are
only a few Machine-to-Machine (M2M) application fields
which are present nowadays. According to the European
Telecommunications Standards Institute (ETSI), M2M
applications are defined as “applications that run the service
logic and use Service Capabilities accessible via open
interfaces” [1]. Previous papers have defined requirements and
concepts to realise service and application provision in M2M.
The work and investigations of this research paper are based on
the P2P-based M2M application (P2P4M2M) framework
which offers new possibilities for applications, realised by
several peers, independent of central instances or corporations
[2].

To show the importance of this research work, the
following paper is structured into seven sections. After the
introduction, section II presents an overview about the concept
of service and application provisioning based on the P2P4M2M
framework. Section III illustrates related work on testing
approaches. Testing challenges and requirements are presented
in section IV. Section V gives an overview about the principles
of the proposed testing framework and describes the testing
architecture and its elements. Section VI shows the test
derivation and generation concept. At the end, section VII
concludes with an application example related to the testing
concept presented in this research.

M2M community
Service 2

Mobile Peers
Service 1

SMF

Peer A
SMF

Peer E
SMF
SCE

SDP

Service 3

Peer B

Peer D
SMF

Peer C
SMF

Peer N
SMF
SIP-INFO

II.

P2P-BASED M2M APPLICATIONS

Reference [2] presents a concept of service and application
provision in M2M. A service, as well as an application, can be
realised by peers using technical or non-technical principles

Fig. 1. P2P connected peers within a M2M community [2]
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based on a coordinator and testers with focus on testing P2P
functions and distributed systems. The coordinator inserts and
controls several testers which run on different logical nodes.
Also, the coordinator collects centrally information of the
distributed System under Test (SUT), derives the test verdicts,
observes and controls external and internal actions of SUT and
has a global view on distributed SUT. The testers execute the
test instructions received from the coordinator and control the
volatility of single peers. The problems of these approaches are
the single points of failure of the global tester and the low level
of usability in large scale systems as they do not scale up to
large numbers of peers (typical P2P system may have a high
number of peers). Another problem is the non-efficient
generation of test cases and the missing environment for test
generation. There are also decentralised approaches for testing
distributed systems such as in [6] who introduces distributed
testers with the following functions: several operating tester
components which process a global test case together. The
behaviour of the testers is controlled by a test coordination
procedure. Reference [9] also proposes a distributed test
architecture without the use of a central coordinator and
ensuring the coordination between the testers by introducing a
distribution procedure of test sequences among the testers. The
disadvantage of this approach is that the testers do not have a
global view on the SUT, so they must synchronise each other
by means of a test coordination which leads to a high effort for
synchronisation events for coordination between the testers.

Fig. 2. Generalised structure of P2P4M2M framework [2]

(i.e. it can be provided using technical devices, e.g. computers,
or by a human, e.g. personal assistance services). The services
are realised by one or more service components which form the
building blocks of services. The service components
themselves are realised via several software applications
executed on several execution environments. Peers are also
represented by technical devices or humans (if applicable
supported by technical devices) which are networked using
P2P mechanism. The M2M community described in [2] forms
a social network of peers where different sub communities are
also used to address different application fields, interests and
geographical locations. The networking enables the
participating peers to provide a service that can be consumed
by others [2].

Besides the fundamentals of the test architecture, the
derivation of test cases needs to be analysed. In literature,
many model-based approaches are identified, e.g. in [10]. Here,
one or more formal models are created from which test cases
can be automatically generated and executed according to
predetermined test criteria. There are different notations which
can be applied to model-based testing such as Statecharts [11],
Finite State Machines (FSM) [12], Petri nets [13] and UML
[14]. Reference [15] presents an automated functional testing
approach based on Statecharts notation for modelling the
potential behaviour of a service. However, the approach leads
to an enormous amount of generated test cases and is not
applicable for distributed systems such as the P2P4M2M
framework. A promising concept has been developed by ETSI,
the Test Description Language (TDL) [16]. The language TDL
is scenario-based and allows the design, documentation and
representation of formal test descriptions. It already includes
the necessary components for automated test design such as
test data, test configuration, test behaviour and test objectives.

Reference [3] introduces a Service Management
Framework (SMF) installed in the local households, consisting
of Service Delivery Platform (SDP) and Service Creation
Environment (SCE), and uses the concept of P2P networked
energy-community. The SCE brings the functionality to design
and configure value-added services graphically, according to
the personal needs of the users [3]. The SMF described in [3] is
also the main component for service and application
provisioning in M2M based on the P2P4M2M framework [2].
According to [4], the information exchange between the
peers for the service utilisation and the signalling to generate
the application is enabled by using various M2M
communication protocols (e.g., CoAP, HTTP, SIP, MQTT)
based on SUBSCRIBE/ NOTIFY principle. Fig. 2 shows a
generalised overview of the P2P4M2M framework mentioned
in [2].

IV.

III. RELATED WORK
To the author`s knowledge, there are no known studies
about automated testing and securing services and applications
within the P2P4M2M framework. Furthermore, only a very
limited amount of related work exists on functional testing of
P2P systems and M2M applications.

CHALLENGES AND REQUIREMENTS FOR TESTING
APPLICATIONS IN P2P4M2M

According to [17], testing is defined as “the process of
analysing a software item to detect the differences between
existing and required conditions and to evaluate the features of
the software items”. The aim of this research is the testing of
services and applications based on the P2P4M2M framework.
The process of creating M2M applications based on [4] makes
functional testing very complex and can be described as
follows: The application creator creates and configures an
M2M application using his SCE. The M2M application
consists of several services which are part of an M2M

It is crucial to define a suitable testing architecture for
testing different services and applications based on the
P2P4M2M framework. Our survey of the related literature
shows some centralised approaches for testing distributed
systems. Several publications [5-8] present testing architectures
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community. The services are described by their Service
Interface Description (SID). The SID includes service ID,
service functions, input, output and further configuration
parameters of a service. Services are provided by different
peers participating in a P2P network without the use of a
central authority. The creation of an application will generate
an SCXML (State Chart XML) description which precisely
describes the potential functionality the application should
deliver in a formal manner. In principle, such an SCXML
description includes the involved services, the connection of
services as well as conditions and definitions of input/ output
parameters.



Test Automation – Based on the complexity of the
P2P4M2M framework the whole testing process needs to
be automated considering the distributed architecture of
the system.



Test Derivation – Test suites need to be derived and
generated from the gathered information about the
composed M2M application and the participating services.



Test Execution – The generated test cases need to be
executed on different services in a timely manner. Also,
the test cases for the whole application should be executed
after its creation.

A special testing framework is required for testing the
M2M application. Firstly, the P2P4M2M framework is a
distributed system and based on [18] distributed systems are
“heterogeneous in terms of communication networks, operating
systems, hardware platforms and also the programming
language used to develop individual components”. Reference
[18] states that the size and complexity of distributed systems
is growing and the system should be able to run over a wide
variety of different platforms and access different kinds of
interfaces. Considering the distributed characteristics of the
P2P4M2M framework and the need for exchanging relevant
information for testing it is important to ensure collaboration
between the services, applications and test elements. The
decentralisation of the peers and their volatility (nodes leaving
and entering suddenly) in the P2P-based M2M application
community should be considered in the test environment.
Especially in the P2P4M2M concept, the application creator
could be a user who has no technical background and who is
not able to prepare the testing. Also, based on [10] the
application creator should not be the test creator. If the
application creator has already interpreted a specification
incorrectly during the development, he will also misinterpret it
for the test. For this reason and for the advantages of test
automation [10] the testing needs to be automated using a
mechanism which utilises the information provided by the
application and the services. Another problem is the procedure
for defining test cases. Testing distributed services and
applications in M2M networks requires different methods for
deriving and generating test suites and for running the test.
Reference [19] presents several problems for testing distributed
systems including the test data generation and the specific
execution behaviour. The testing framework must have the
ability to derive test cases from the information gathered by the
application and the distributed services. Based on the
characteristics of the P2P4M2M framework presented in [4]
the execution of the test cases on the participating services and
the composed application should also be considered. Due to
these different challenges, the general requirements for the
testing framework can be summarised as follows:



Verification – The testing process should deliver results
about the functionality of the considered SUT, which
could be a service or an application.



Tool support – The framework should provide tools to
generate, execute and manage tests.



P2P and M2M capability – The framework should
consider the included P2P mechanism and its
characteristics within the application framework. M2M
communication protocols should also be supported.





V.

PROPOSED TESTING FRAMEWORK

The challenges of testing (see section IV) and the
complexity of the P2P-based M2M application framework
leads to the necessity to define a suitable testing framework.
The focus within this research work is the functional testing of
services/ applications based on the P2P4M2M framework.
Functional testing is the process of verifying the functions in a
system to assure that they meet the specified requirement.
Reference [20] defines that “every software system can be seen
as a black box, where a tester selects valid and invalid inputs
and determines the correct output” and in functional testing “a
tester does not need to know the internals of the SUT as the
focus is to evaluate the functional correctness of a given
system, independently of its internal implementation”.
Two black-box testing scenarios can be derived based on
the application creation process described in [4]. The first
scenario deals with the testing of a service after it enters the
M2M community. This happens to ensure the availability of
the correctly working services in the community and should be
done after predefined time intervals. The second testing
scenario will happen after the application creator builds an
application using several services participating in the M2M
community. The composed and created application needs to be
tested based on its configuration and according to the special
conditions of each participating service in the composition. An
example for testing an application is provided later in this
research paper. The services, which are part of the composed
application, need to be tested according to their special
configurations within the application.

Collaboration – It is necessary to have collaboration
between the application creator, the test environment and
the peers, which are part of the application, and are
providing or consuming services.

Based on the related work [5-9] [14-15], the requirements
for the testing framework for P2P-based M2M applications and
the need for a load balanced and effective testing mechanism, a
test architecture with a combination of a global tester called
Test Master and distributed testers called Test Agents is
presented in this work. Therefore, a test generation

Deployment – The testing framework needs to have the
ability to deal with high number of peers and also the
volatility of nodes in P2P network should be considered by
the framework.
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included as attribute of a selected <state> element within the
SCXML application description.

environment is included in the testing framework which
derives and generates test cases and interacts with the Test
Master, the services and the application creator. Fig. 3 shows
the conceptual test architecture consisting of a Test Master,
Test Agents and Test Generation Environment (TGE).

act Detect
combinations

SCXML application
description

In the approach, the TGE receives an SCXML description
of a composed application from the Service Creation
Environment (SCE). The major role of the TGE is to derive
and generate adequate test cases and to transfer these as test
instructions to the Test Master. In the further step, the Test
Master controls and manages the test process based on the test
instructions. Accordingly, the Test Master sends test
instructions to the Test Agents which will afterwards execute
the test cases on composed services (the application)
representing the System Under Test (SUT). After the test
process terminates, the participating Test Agents send their test
results (including the test verdicts) to the Test Master which
will generate an overall verdict for the application.

Identify
services

Service list

Peer list

Identify
peers

Identify
combinations
Combinations list

Fig. 4. Activity “Detect combinations”

After the TGE identified all collaborating services
(“Service list”), it needs to figure out which peers are currently
providing the services. Finally, all possible combinations of
peers providing the services are generated and output of the
activity “Detect combinations”.
In a further step, the SIDs of the participating peers for their
providing services becomes relevant. The TGE requests the
SIDs from the peers and analyses them. One part of the SID is
the test configuration which has been derived from the concept
of the TDL-based test configuration. It consists of so-called
tester and SUT components as well as their interconnections
represented as connections (see Fig. 5).
Node
socket: Data

Variable
temperature: Float

Test Configuration
Tester
Server: Node

Fig. 3. Conceptual Test Architecture of the P2P4M2M framework

To establish the described test process, adequate test cases
should be derived by the TGE. As the test cases prove the
functionality of the composed services, they must be derived
from a system model. Reference [21] defines system models as
a tool for describing the composition and interaction of
components in the system. System models are useful for testing
because they provide general information about the
functionality of a system. In this approach, an SCXML
application description and the Service Interface Descriptions
(SID) of the participating services serve as system model or
rather specification notations. Both notations are machinereadable and can therefore be operated by the TGE.

socket

socket

SUT
Client: Node

Fig. 5. Test configuration as part of example SID

The illustration shows a test configuration with one SUT
component acting as client and one tester component acting as
server. Both components are connected via their sockets and it
is also specified which data (here a temperature value) is
exchanged between the components. This example test
configuration is simplified. In principal, the consumption of a
service can involve more than one tester components in diverse
roles. The test configuration is required to schedule the roles of
the Test Agents in the conceptual test architecture (see Fig. 3)
during test execution. A Test Agent can include one or more
tester components that interact with the SUT. A further positive
aspect of the TDL-based test configuration is the possibility to
directly derive Testing and Test Control Notation 3 (TTCN-3)based test configurations.

As illustrated in the test process, the SCXML application
description will be automatically sent to the TGE as soon as a
new application has been created within the SCE. Principally,
the application can be provided by all participating peers that
provide the single services which taking part in the application.
Therefore, the TGE first needs to detect all the potential
combinations of peers to provide the application (see Fig. 4). In
the P2P4M2M framework, each single service provided by a
peer is determined by a unique identifier. As soon as a service
is part of an application, its unique identifier needs to be

Besides the test configuration, further information is
required by the TGE to generate test suites. Fig. 6 shows the
activity “Generate test suites”. Based on the combinations list
which has been the output of the activity “Detect
combinations” (see Fig. 4), the TGE requests the SIDs and
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SUT. In the alternative cases, a valid “NOTIFY” is expected
which leads to a “pass” verdict. Here, it is also possible that the
“NOTIFY” message includes invalid content. Maybe there is
wrong data included or the session identifiers mismatch. Such a
case would lead to a “fail” verdict of a test case. Besides the
alternative cases, interruptions can be specified. Such messages
have no effect on the functional purpose of the test case. So, no
verdict will be given due to interruption messages. Finally, the
default behaviour specifies messages from the SUT which do
not fit or have a different purpose. In this case, the verdict will
be “inconclusive”.

loads the appropriate TDL-based test configurations (as shown
in Fig. 5).
act Generate test
suites

Combinations list

Request
SIDs

SID list

SCXML application
description

Derive Test
Data

Derive TDL test
configurations

Enhance TDL
test behaviour

Build test
suites

Test suites

In the final step of the “Generate test suites” activity (see
Fig. 6), all TDL-based test behaviour specifications are
combined based on the participating services which are
involved in the application.

Fig. 6. Activity “Generate test suites”

In a next step, the test data is derived by means of the
SCXML application description. The description includes a
specific use case of the service and contains required
parameters being used. Based on the parameter values (e.g.
temperature values for sensors), varieties of threshold values
can be generated by the TGE. Afterwards, one of the most
important steps takes place, the determination of the test
behaviour. In principal, the TDL-based test behaviour defines
the expected behaviour of an SUT. It includes actions and
interactions and can specify behaviour in an alternative,
parallel, iterative and conditional way. There is also a
possibility to specify defaulting, interrupting and breaking. For
each service specified by an SID, the principal TDL-based test
behaviour is determined (see Fig. 7).
Tester
Server: Node

VI.

To prove the concept of testing P2P-based M2M
applications provided by the P2P4M2M framework, an
example application is introduced in the following. The major
idea behind the application called “Temperature Surveillance”
is to allow consumers to continuously get informed about the
temperature in certain rooms, e.g. via their smartphones. The
application requires the involvement of three different services
which exchange information by using SIP SUBSCRIBE and
NOTIFY messages. Service 1 delivers the temperature values
by accessing diverse temperature sensors in the environment
whereas service 2 evaluates the received values from service 1
and determines the consumers (via SIP URIs) who should
receive the values. The role of service 3 is to forward the
received temperature values via SIP instant messages to the
consumers. Based on this example, the proposed TGE
generates a test execution architecture composed of one socalled Master Test Component (MTC) and several Parallel Test
Components (PTC). Both the terms MTC and PTC are derived
from typical TTCN-3-based environments [22]. The TTCN-3
concept also allows to define a distributed test execution
environment where all test components are running on different
machines. MTC and PTCs are the corresponding Test Master
and Test Agents presented in section V. This aspect is very
relevant for testing distributed applications running in the
P2P4M2M framework. Especially for the “Temperature
Surveillance” application, four PTCs are used (see Fig. 8). The
number of PTCs depends on the TDL-based test configurations
included in the SIDs of the services that are involved to provide
the application functionality. For both services 1 and 2, it is
sufficient to let only one PTC (PTC 1 for service 1, PTC 2 for
service 2) participate in the test execution. For service 3, a
random number of PTCs is required as the number of
consumers is depending on the number of registered SIP URIs.
An example test case verifying the main functionality of the
application would be executed as follows: First, PTC 1
subscribes service 1 to continuously receive temperature values
via NOTIFY messages. As soon as PTC 1 receives new values,
they are forwarded to all the other PTCs via the MTC to
compare them later in the test execution. Second, PTC 2
subscribes to service 2 to receive the temperature values and
the SIP URIs of the consumers. PTC 2 will also verify if the
temperature values received by PTC 1 match with the ones

SUT
Client: Node

socket

socket
SUBSCRIBE (SessionId := 1)

alternative

NOTIFY (SessionId := 1)

PASS
NOTIFY (SessionId := ?)

FAIL
interrupt

TICK
TOCK

default

APPLICATION EXAMPLE

ANY

INCONCLUSIVE

Fig. 7. TDL-based example test behaviour description

It is important that the test behaviour description includes
all tester components specified in the TDL-based test
configuration (see Fig. 5). In the illustrated example (see Fig.
7), alternative, interrupted and default behaviour is determined
in the specification. It starts with the tester component sending
a “SUBSCRIBE” message to the SUT component. Based on
this trigger, the tester component expects a response from the
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PTC 2 received from service 2. If the values are not equal, the
test case will be directly declared as “fail”. If the values are
equal, the test case execution continues with service 2
forwarding the SIP URIs and the values to PTC 3 and PTC 4.
Both PTCs will then realise a registration process with the SIP
URIs to be able to receive the SIP instant messages with the
temperature values by service 3. As soon as PTC 3 and PTC 4
received the messages, the values included will also be
compared with the values received from PTC 2. After the test
case execution is finished, an overall verdict (such as “pass”,
“fail” or “inconclusive”) is assigned.

[3]

[4]

[5]

[6]

[7]

[8]

[9]
Fig. 8. Testing the M2M Application “Temperature Surveillance”

[10]

VII. CONCLUSION

[11]

This publication presents a novel concept for automated
functional testing of P2P-based services and applications in
M2M. It considers the volatility of peers providing diverse
services and deals with the complexity of M2M applications
which are composed of several heterogenic services. By means
of TDL concepts in the approach, tester components can be
identified, test data can be derived as well as reusable test
behaviours for services.

[12]

[13]
[14]

In a next step, the TDL-based test behaviour will be
analysed in terms of similarity and reusability. Furthermore, it
needs to be analysed how tester components between services
can be merged. We are simultaneously working on a concept of
integrating a trust management system inside the presented
testing framework for ensuring security and trustworthiness in
P2P-based M2M applications using trust.

[15]

[16]

[17]
[18]
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Implementation of Electrical Rim Driven Fan
Technology to Small Unmanned Aircraft
Robert Cameron Bolam, Yuriy Vagapov
School of Applied Science, Computing and Engineering
Glyndwr University
Wrexham, LL11 2AW, UK
Rim driven devices are not a new concept. Indeed, a
waterwheel is a rim driven device. The concept of a tip or rim
driven propeller (RDP) or fan (RDF) is also well established.
As far back as 1957 a mechanically rim driven ships propeller
was proposed [4]. Since then, the implementation of electrical
rim drives has become popular in marine applications and now
rim driven propeller RDP devices for surface and submarine
vessels are currently commercially available [5].

Abstract—Aircraft propeller performance is significantly
reduced when tip speeds become sonic causing the maximum
attainable airspeed of the vehicle to be limited by the propeller
diameter. There are also performance losses attributable to
miniature Unmanned Aerial Vehicles as the propeller to hub
diameter ratio is reduced. The research conducted indicated that
re-arranging a Brushless DC Motor and propeller configuration,
so that it becomes rim-driven rather than hub-driven, would
provide some performance and operational advantages and could
inspire the design of novel high-speed Unmanned Aerial Vehicle
configurations powered by hub-less, multi-stage contra-rotating
electrical fan-compressors. This investigation involved analysis,
design and testing a prototype, low cost, concept demonstrator
Rim Driven Fan device in order to assess the feasibility of
applying this technology to Small Unmanned Aircraft. It was
demonstrated that Rim Driven Fan technology could be
successfully applied to lift and propel a Small Unmanned
Aircraft. However, the performance testing of the Rim Driven
Fan demonstrated that in its prototype configuration it would not
be as efficient as a conventional Brushless DC motor and
propeller.

RDFs have also been considered in aerospace applications;
In 1961, funded by a USA governmental contract the Ryan
Aircraft Corporation developed the XV-5A pneumatically
powered rim-driven “lift-fan” aircraft and more recently a team
of engineers from the NASA Glenn Research Center [6] have
studied a conceptual design of a 32 inch diameter levitated
ducted fan intended for aircraft propulsion.
II.

In order to provide guidance for the design and
development of a prototype RDF device, a project specification
was formulated. This defined the following essential and
desirable features:

Keywords—rim driven fan; small unmanned aircraft;
unmanned air vehicles; drone; brushless dc motors; hub-less fan

I.

PROTOTYPE REQUIREMENTS

A. Essential Features
 Low project cost;
 Low lead time;
 Able to interface with existing off-the shelf low cost
components such as: Flight Controller, Electronic
Speed Controller (ESC) and LiPo battery technology;
 Possible to be made and tested within a typical
Technical College Workshop environment. e.g. 3D
printer with 150mm maximum component diameter
capability;
 That it functions effectively and demonstrates the
feasibility of a rim driven fan device being suitable for
a small UAV application.

INTRODUCTION

Small Unmanned Aircraft (SUAs), which are more
commonly referred to as “Drones”, are becoming increasingly
popular in our society and are used in a wide range of
commercial and recreational applications [1]. The vast majority
of these aircraft are electrically powered and use Lithium
Polymer (LiPo) batteries for on-board energy storage and
Brushless DC (BLDC) motors to drive conventional two or
three bladed propellers for propulsion. Many recreational users
are keen to home-build their own drones and this has resulted
in a healthy market for an extensive range of inter-compatible
drone related components [2].
The conventional BLDC motor with a two or three bladed
hub-driven propeller combination is very well suited to both
multi-rotor and fixed wing aircraft applications (Fig. 1).
However, it can also be restrictive to the operational
performance of SUAs, as excessive propeller tip speeds can
limit their performance and hence the maximum achievable
airspeed attainable by an aircraft. Additionally, hub mounted
motors can reduce thrust, especially if located in the prop-wash
[3].

B. Desireable Features
 Allows Pulse Width Modulation (PWM) thrust control;
 Is an efficient device;
 Is capable of rotating up to high speeds e.g. in excess
5000 rpm;
 Has low vibration;
 Exhibits smooth and responsive speed control;

978-1-5090-4815-1/17/$31.00 ©2017 IEEE
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the energy required to maintain 9.81 m/s velocity to overcome
the acceleration due to gravity:

Is able to lift its own weight (lift to weight ratio of 1 or
more);
Is simple in design (e.g. no Hall Effect feedback
sensors etc.);
Is self-starting;
Is safe to operate;
Allows contra-rotational fan installations to be easily
achieved;
Exhibits the potential to be adaptable for vectored
thrust applications;
Has the potential to allow high speed electrical flight to
be achieved (increased fan pressure ratio);
Offers the potential for miniaturisation and hub-less
fan development.

E

1 2
mv  0.5  0.18  9.812  8.66J
2

(1)

where E is the energy [J], m is the target mass [kg], v is the
required velocity [m/s].
C. Power Required to Achieve a Lift to Weight Ratio of 1
To overcome gravity 8.66 J of work is required to be done
by the RDF on accelerating air in the way of thrust every
second. Therefore, the power required for this action is 8.66 W.
A value of 50% efficiency us assumed for the fan and a value
of 90% efficiency is assumed for both the motor and ESC
Taking into account a design margin, the required power
became:

PR 

aP

FMESC



2.5  8.66
 53.46W
0.5  0.9  0.9

(2)

where PR is the required power [W], a is the factor of 2.5 was
applied to this value as a design margin, ηF is the efficiency of
the fan, ηM is the efficiency of the motor, ηESC is the efficiency
of ESC.
D. Torque Required to Achieve a Lift to Weight Ratio of 1
A nominal operational speed value of n = 5000 rpm is
initially selected for the RDF in order to estimate the required
torque:

T

PR  60 53.46  60

 0.102Nm
2 n
2  5000

(3)

where T is the required torque [Nm], n is the operational speed
[rpm].
Fig. 1. SUA with shrouded hub driven fans

III.

E. Tangential Force Required at the Rim of the RDF
Assuming the outer RDF housing diameter could not
exceed 150mm a rotor diameter of 124mm was estimated. This
provided a radius arm value of 62mm from the centre of the
rotor to the rim. Therefore, the required tangential force on the
rim became:

ANALYSIS

Initial estimates of lift and power requirements were
established using the following standard engineering equations.
A. Target Mass Value
An initial estimate of the prototype RDF device’s target
weight was required. To do this a reference weight value of a
comparable conventional out-runner motor and propeller
combination was used. The equipment selected for this purpose
was the BLDC motor AX-2810Q KV 750 fitted with an 11"
Gemfan propeller. The mass of this combination was measured
at 89 grams.

F

T 0.102

 1.65N
R 0.062

(4)

where F is the required force [N], R is the proposed radius [m].
F. ESC Current Rating
Checking the current rating required for the ESC to drive
the RDF unit from a 10V DC supply:

It was anticipated that the prototype RDF unit would be
heavier than an equivalent conventional out-runner owing to
the additional material required for the motor housing and
bearing support so the measured value was doubled and
rounded up to give a target mass value of 180g (0.18 kg).

I

PR 53.46

 5.346A
V
10

(5)

where I is the ESC current [A], V is the power supply voltage
[V].

B. Energy Required to Achieve a Lift to Weight Ratio of 1
A lift to drag ratio of 1 means that the RDF unit should be
able to create enough lift to support its own weight. Therefore,

This current value is the maximum expected and would
reduce if a 3S (11.1V) or 4S (14.8V) battery is configured to
supply the ESC.
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IV.

magnetic leakage and fringing. The following equation was
used to calculate the total flux:

ELECTRO-MAGNETIC CIRCUIT CALCULATIONS

A. Tangential Rotor Force
The electro-magnetic flux, generated by the conductors, in
the air gap between the stator and rotor determines the
magnitude of the tangential force exerted on the rim of the
rotor. The following equation is used to calculate the tangential
force:

F  BIl



The total reluctance of the circuit was established from the
physical geometry of the magnetic circuit path and the
permeability of the various materials in the circuit. The
following equation was used to calculate the total reluctance:

where B is the magnetic flux density [T], l is the length of the
conductor [m].

m

Good machine design practice maintains the maximum
magnetic flux density in the iron parts of the electro-magnetic
circuit to 1.6 T. Above this value the iron starts to saturate and
the magnetisation process becomes inefficient. Also, the DC
power supply unit available to run the prototype units has a
maximum current rating of 2.5 A, so a slightly lower
operational value of 2.0 A was chosen for the prototype circuit
design purposes.



The analysis of the electromagnetic circuit of the RDF
device was carried out using the following two methods:



(8)

The mean diameter of each coil is 5mm therefore the
number of turns per coil is:

l



0.516

  0.005

 33Turns

PROTOTYPE RDF DESIGN

A. Motor Design, Winding Patterns and Pole Layouts
The design of the electromagnetic circuit of a motor is
critical to its success. The layout of the stator windings not
only effects m.m.f. produced but also whether the stator
windings will be balanced. This ensures that all three phases
produce the same level of back e.m.f. (BEMF) and that they are
all out of phase by 120°.The selection and arrangement of the
permanent magnets effect the flux density in the airgap and the
start-up torque characteristics of the motor [7]. Fortunately,
various papers and computer software packages such as
MotorSolve [8] have been produced to assist in this process.

Therefore, the length of the conductor required is:

d

Initial estimates and sizing calculations using standard
textbook equations;
Empirical data used for confirmation and validation of
the above methodology.
V.

where IC is the current per coil [A], k is the number of coils
connected in parallel (k = 4).

N

(11)

0 i i

where μ0 = 4π×10–7 H/m magnetic constant, μi is the relative
permeability, Ai is the cross-sectional area [m2], li is the mean
length [m].

(7)

F
1.65

 0.516m
BI 1.6  2

li

  A
i 1

Assuming the required tangential force of 1.65 N will be
produced by one of the three sets of windings which each have
four coils connected in parallel, then:

l

(10)

where Φ is the total flux [Wb], FM is the mmf of the coil
[A×Turns]; ℜ is the total reluctance [Wb/A×Turns].

(6)

I 2
I C    0.5A
k 4

FM NI C




(9)

where N is the number of turns per coil [Turns], d is the mean
diameter of reach coil [m].

Very little guidance literature could be found relating to
multi-pole stator/slot (winding) combinations. Radial flux
architectures appear more widely used than axial machines and
the most common radial flux arrangement used on SUAs such
as quadcopters are 14 magnetic poles and 12 slots (windings).

The above value of turns per coil has been calculated
assuming that the flux density in the air-gap is 1.6 T. However,
this is determined by the total flux in the circuit which is
iteratively dependent on the magnetising force based on the
number of turns and current flowing in the coils.

Hendershot and Miller in [9] on BLDC motor phase, pole
and slot configurations provide tables of recommended stator
slot/rotor pole combinations for 3 phase BLDC motors. Twelve
slots per winding was commonly listed alongside 4, 8 and 16
magnetic pole configurations. However, it was decided 12
clockwise windings, 8 magnetic poles and a 1.5 slot to pole
ratio would be an optimum configuration. This was therefore
selected for the prototype RDF device (Fig. 2).

B. Total Magnetic Flux
The value of flux density B in the above equation is that
generated by the electro-magnetic circuit. This can be
calculated once the total flux Φ in the circuit is known.
However, determining the magnetic flux distribution in an
electro-magnetic device can be very difficult to achieve with
any degree of accuracy. Especially if the circuit being analysed
is of a non-conventional arrangement such as the RDF under
consideration. The major factors affecting the pattern of flux
distribution are: the available magneto-motive force (m.m.f.) of
the coil; the total reluctance of the circuit and the effects of any

In line with the common practice for virtually all small
BLDC motors, the “wye” (star) connection pattern was
selected for the windings. Connecting the circuit in a wye
pattern means that two of the windings will always be in series
and share the line voltages between their respective phases.
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This means that the supply voltage to the windings is increased
by a factor of 1.73 or √3, than if they had been connected in the
delta pattern [10].

3-Phase MOSFET Bridge

A
C

B

A

B

BLDC
Motor

Battery

A

B

B

A

C

A
A

A

A

A

A

A

Control/Drive Logic: Firmware

B

C

A

A

B
A

Flight Control and Other Inputs

C
A

A

Fig. 3. A structure of BLDC motor control.

A

Fig. 2. Selected RDF stator winding pattern.

The motor speed is determined by the speed of the rotating
magnetic field, which is known as the synchronous speed ns.
This is directly proportional to the frequency (f) of the 3-phase
electrical supply and inversely proportional to the number of
stator poles (p) as defined by the following equation:

Theoretically the RDF device should be able to operate
with the windings configured in parallel or series. The choice
of which is a trade-off between:



Parallel windings; these offer the potential for less
impedance in the circuit and permit a greater current to
flow generating more magneto motive force (m.m.f.).
Series windings with higher circuit impedance, less
m.m.f. but increased inductance and the likelihood of a
strong BEMF signal for ESC.

ns 

120 f 120  500

 5000rpm
12
p

(12)

Positional or speed feedback from the motors is also
required to stabilise a BLDC motor system. This is normally
provided by Hall Effect Sensors or encoder devices which are
integrated within each motor. However, on most small UAVs,
the ESC achieves this simply by monitoring the back e.m.f.
waveforms from each energised winding in the 3-phase motor
cycle.

It was decided that both parallel and series configurations
would be trialed during the testing of the RDF unit.
The ESC converts the direct current (DC) battery supply to
an alternating current (AC) to correctly energise the BLDC
stator windings and generate the rotating magnetic field. The
process of ensuring that the current is always flowing in the
correct direction in the stator windings is known as
“commutation” and this controls the changing polarity of the
magnetic field. The permanent magnet (PM) rotor “locks” on
to the stator field and then rotates at the same speed, thus ESCs
can also be known as Synchronous Motor Drives or
Electronically-Commutated Motor (ECM) drives.

Therefore, it was important to make sure that the RDF
device also produced a similar or adequate back e.m.f. signal
that registers with the ESC. This was done by designing the
coils to match or exceed the inductance values of existing
BLDC motor devices.
B. Fan Design
The thrust developed by a propeller or fan is a product of
the mass-flow of air passing through the fan and its associated
increase in velocity.

The AC drive signal is 3-phase and is generated by a 3phase inverter which comprises of solid state switching devices
known as MOSFETs arranged in a transistor bridge as shown
in Fig. 3.

Thrust  M V2  V1 

(13)

To ensure stable “closed loop” speed control the ESC
hardware also incorporates a microcontroller which runs a preprogrammed software algorithm or Firmware. On multi-rotor
UAVs, it is the ESC commands alone that stabilise the aircraft
by constantly varying the BLDC motor speeds in accordance
with the Firmware control logic. The inputs to the ESC are
derived from the Flight Controller (FC) which contains the
IMU (Inertial Measurement Unit) and the GPS (Global
Positioning System). Additional input sensor data may also be
received from 3d-Magnetometer/compass, ultrasonic sensors,
pressure or temperature sensors etc. [11].

where M is the mass-flow [kg/s]; V is the velocity [m/s]

Normally the speed of the motors used in SUAs is
manually adjusted using the throttle control on the transmitter
unit. However, for the purpose of testing the RDF device, a
servo adjuster unit was implemented instead.

The full analyses required to determine the most suitable
fan device for an RDF was deemed beyond the scope of this
feasibility study. However, a semi-empirical fan analysis and
design process was adopted, in order to obtain an aerodynamic

It follows that an equivalent amount of thrust can be
obtained by either accelerating a large mass of air slowly or a
smaller mass of air more quickly. The former method is more
efficient than the latter as it involves a low pressure rise across
the fan or propeller and therefore minimises the associated
heating and turbulence losses. Thus, “large” propellers are
efficient but limited to low speed flight, whereas “smaller” fans
are suitable for higher flight speeds and compact propulsion
unit designs.
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fan shape that would be capable of sustaining an adequate
pressure rise required to fulfil the following desirable (target)
specification requirement: able to lift its own weight (lift to
weight ratio equal or greater than 1)
The analysis involved the CFD modelling of candidate fan
blade configurations derived from fan performance charts [12]
until a suitable aerodynamic shape and number of fan blades
was established. A rimless prototype fan was then constructed
and installed on a conventional out-runner motor and tested for
lifting performance under a range of speeds and powers
(Fig. 4).

Fig. 5. Performance comparison of BLDC and RDF motor technology.

Fig. 4. The conventional BLDC motor and 4 bladed fan performance testing.

VI.

PROTOTYPE RDF TEST RESULTS

The performance test results indicated that the RDF
configuration was capable of achieving the “target value” Lift
to Weight ratio of 1 (Fig. 5, Table I, Table II), although to do
this the fan had to rotate at a much higher speed than the
conventional BLDC i.e. 7000 rpm compared to 5500 rpm. It
was interesting to note that the overall thrust efficiencies of
both configurations remained comparable over the wide range
of speeds tested. Additional maximum rotational speed tests,
conducted under minimum thrust conditions, recorded speeds
in excess of 10,000 RPM (Fig. 6).
TABLE I.

VII. RDF CONFIGURED FOR A HIGH SPEED FLIGHT
High speed flight involves accelerating the aircraft to a high
speed relative to the ambient air and then maintaining enough
thrust to overcome the drag incurred at this speed. In order to
accelerate the air, the fan must impart energy to it, and thus
increase its total pressure. The ratio of the fan outlet pressure to
its inlet pressure is termed the Fan Pressure Ratio (FPR) and
this is critical to determining the maximum speed that an
aircraft may attain. Fan Pressure Ratios of 1.65 are normal
values achieved with modern turbo-fan engines, which are
capable of propelling aircraft to speeds in the region of Mach
0.8 [13].

CONVENTIONAL BLDC WITH HYBRID 4 BLADED FAN

Speed
(rpm)

Input
Voltage (V)

Input Power
(W)

Lift/Weight
Ratio

Thrust
Efficiency

3097
4680
5500

11.5
11.5
11.5

5.75
13.8
21.3

0.26
0.69
1

41%
45%
42%

TABLE II.

Fig. 6. Prototype RDF unit running at speeds in excess of 10,000 rpm.

The RDF design concept allows the arrangement of
multiple fan rotors in tandem (Fig. 7). In addition, their
combined efficiency may be improved when contra-rotating
[3]. If each rotor installation is considered to be similar to an
axial flow compressor stage, which typically has a pressure
ratio (PRstage) between 1.1 and 1.2 (say 1.15), then the total
number of rotors required can be easily determined using the
following equation:

RDF CONFIGURED BLDC WITH HYBRID 4 BLADED FAN

Speed
(rpm)

Input
Voltage (V)

Input Power
(W)

Lift/Weight
Ratio

Thrust
Efficiency

3100
5945
>7000

11.5
11.5
14.8

5.75
25.3
>44

0.26
0.71
1

43%
42%
33%
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ln N S 

PRtotal 1.65

 1.435
PRstage 1.15

From the research carried out, the indications are that RDF
technology has not yet been applied to any UAV applications.
Furthermore, there do not appear to be any wider aerospace
applications of RDF technology actually in existence. It was
also concluded that any future applications of the RDF
technology will most probably be found in novel UAV roles
and configurations, such as:

(14)

where: NS is the number of rotor stages.
Therefore

N S  e1.435  4.2  4

(15)







This simple calculation illustrates that the RDF concept has
the potential to allow a UAV to achieve high speed subsonic
flight with, for example, four well designed fan rotors arranged
in tandem. Of course, much more detailed research and
analysis would be required before confirmation of this basic
PR assumption could be made.

High speed fixed wing UAVs;
Highly manoeuvrable vectored thrust UAVs;
Shrouded fan vehicles including Coanda Effect UAVs;
Amphibian UAVs;
Miniaturised UAVs with hub-less rotors.

This project has also demonstrated that it is possible to
construct a low cost RDF device which is capable of
interfacing with existing commercially available UAV
components such as ESCs, LiPo Batteries and Servo
Regulators. Additionally, because the major bespoke parts of
the concept demonstrator RDFs were made using 3D printing
technology, the project has also demonstrated the possibility of
being able to remotely manufacture UAV propulsion units and
replacement parts. This could be a useful capability to develop
for exploratory projects located in remote areas of the world or
indeed on other atmospheric planets such as Mars.
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Implicit Authentication:

Abstract: The Internet facilitates nowadays interaction and
collaboration between persons located at very long distances from
each other. It also facilitates interactions between software systems
located at great distances. The key concept is the identification of the
subject involved in the interaction. It is necessary to validate whether
the person performing certain activities on a software system is the
person entitled and not an unauthorized one.
In this paper we propose a study of the actual context in user
authentication domain, in various online applications.
Therefore, the purpose of this document is to provide
stakeholders (software developers) the characteristics on users
conduct within online mobile applications. Based on these features,
specific profiles can be created for each user. By using the completed
profiles, we can achieve recognition models based on user behavior.

1) acts as a second factor and supplements password
authentication;
2) acts as a primary authentication method, replacing
password authentication entirely;
3) provides additional security for financial transactions
such as purchases by credit card, acting as a barrier
against fraud.
The method for determining the score from previous
authentications is based on the identification and analysis of
user behavior characteristics.
In the proposed model, when behavior analysis determines
a level below a certain threshold, the user is required to
authenticate explicitly by entering a passcode.

Keywords: characteristics, behavior, users, online applications,
mobile applications

I.

The threshold that will require explicit authentication may
vary for different applications, depending on the intended
security level.

INTRODUCTION

According to [1], mobile devices are increasingly used and
popular. More and more software developers began to create
applications dedicated to these devices. Thus, most online
applications have an online mobile version.

There are solutions to reduce the authentication concerns
(Single Sign-On - SSO), but these identify the device, not the
rightful user.
Therefore, SSO does not defend well against theft or
exchanging devices, where the devices are shared voluntarily.

Traditional authentication model, where authentication is
password based, creates major inconveniences for mobile
devices, where devices limitations and consumers behaviour
require an integrated, convenient and also secure solution.

According to studies on authentication process perception
for mobile devices, it appears that a transparent authentication
experience is recommended, which enhances security. Users
were receptive to biometric authentication and behavioral
indicators.

Password-based authentication represents, very often, a
solution vulnerable to attacks. By adding a second factor as
part of the authentication process, increased security is
achieved.

Implicit authentication forms are for example locationbased access control, biometric methods, dynamic typing
model and keyboard shortcuts.

Thus, this paper proposes the implicit authentication, while
using observations on user behavior within the application.

Recently, the accelerometers of some devices have been
used for user identification and profiling.

Considering the above mentioned reasons, the implicit
authentication is particularly suitable for mobile devices and
laptops. But this authentication method may be implemented
for any type of device.

Implicit authentication uses a variety of data sources for
authentication decisions. For example, modern mobile devices
offer rich data collections on user behavior, such as:

The device usage pattern varies from one person to another.
This type of information can be useful to create a more detailed
profile for each user.

a) location and co-location;

978-1-5090-4815-1/17/$31.00 ©2017 IEEE
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factor password authentication. The security of the
password depends on the diligence of the person who sets
up an account: the system administrator or user. Best
practices include creating a strong password and ensuring
that no one can access it. One of the main issues about
setting a password is that most users either do not
understand how to create strong memorable passwords, or
underestimate the need for security. Additional policies,
that increase complexity, lead to high volumes of requests
for passwords related issues in the enterprise environment.
This problem can result in the use of simplistic rules for
creating passwords, and as a result, reduced length and
complexity passwords tend to be used most frequently.
These passwords can be cracked within a few minutes,
making them almost as ineffective as if no password is used
or if a password is written on a paper and discovered by a
malicious person. Therefore, safety measures are needed to
prevent these situations, such as creating less predictable
passwords. Password testing predicts the ease with which it
could be broken by: guessing it, "brute force" attacks,
"dictionary" attacks or other common methods.

b) accelerometer measurements;
c)

WiFi, Bluetooth or USB connections;

d) biometric style measurements, such as entering text
and voice data;
e)

contextual data such as calendar entries content.

Also, auxiliary, user information could be another source of
data for implicit authentication.
The mobile device itself can take the authentication
decisions to determine if a password is required to unlock the
device or a given application. In this case, data can be stored
locally, which is beneficial for privacy. It is also possible to use
local authentication to access remote services, for example,
using the SIM card, the user can sign and send an
authentication decision to the service provider. It must be
considered, however, that although this approach protects user
privacy, it does not protect against devices theft. If the device is
stolen, an attacker can obtain the information stored in memory
and find information about the user.
All approaches, even those where data is held locally have
the potential for confidentiality breaches.

Given the increasing speed in machine processing, "brute
force" attacks pose a real threat to passwords. Using, for
example, general purpose parallel graphic processing
(GPGPU) hackers can produce more than 500 million
passwords per second, even using low-performing
hardware. Depending on the particular software, "rainbow
tables" are useful to reverse the cryptographic algorithms
and can be used to crack 14 characters alphanumeric
passwords in about 160 seconds. This is done by comparing
the password database with a table of all possible
encryption keys.

Modeling user profile should contain all his behavior
patterns, for example, how frequently he makes phone calls to
numbers from phonebook or the order of placing calls to
certain phone numbers.
In general, the user model may also take into account
combinations of indicators.
User behavior usually depends on the time of the day and
the day of the week. People are generally at work in the same
location on working days, but their location varies during
weekends.

Social engineering methods are also a major threat to
password-based authentication systems. To reduce the
likelihood of such an attack, an organization must involve
everyone and spread awareness, from management to their
employees, given the fact that the complexity of the
password has no importance, if an attacker tricks a user to
divulge it. Even IT personnel, if not properly trained, can be
exploited through invalid passwords related requests. All
employees must be aware of phishing tactics, in which fake
e-mails and websites can be used to acquire sensitive
information from one recipient. Other threats, such as
Trojans, can be received also in e-mail messages. As a
conclusion, password authentication is one of the easiest
methods to hack.

According to [2] standard password-based authentication is
vulnerable immediately after login, as there is no mechanism to
verify continuously the user's identity. This can be a serious
problem, especially for sensitive platforms, offering facilities to
their users based on username and password only. Therefore, a
method that allows user continuous authentication is extremely
helpful.
An alternative to password-based authentication method is
biometric data based method.
Biometric
identification
methods
address
users
identification by using their physical characteristics (eg. the
face, fingerprint, iris) or behavioral traits (ie. dynamic
keyboard shortcuts, mouse dynamics, etc.).
II.

Password-based security may be appropriate to protect
systems that do not require a high level of security, but
even in these cases, constraints should be applied to protect
them. For any system that needs increased security,
stronger authentication methods should be used.

ONLINE PLATFORMS AUTHENTICATION METHODS

The most common authentication types available for online
applications, differ in the level of security provided by
combining the factors involved in the process. The security
level of an application varies depending on the category of the
authentication factors:
•

Strong authentication is sometimes considered synonymous
with multifactor authentication. However, single factor
authentication is not necessarily week in all cases. Many
biometric authentication methods, for example, are strong
when implemented properly.

User and password-based authentication - the most
common example of authentication is based on a single

•
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Biometric Authentication - biometric verification is
considered a sub-group of biometric authentication.

Biometric technologies involved, rely on how individuals
can be uniquely identified by one or more biological
distinctive features, such as fingerprints, hand geometry,
the structure of the retina or iris, voice, dynamic keyboard
usage, DNA or signatures.
Biometric authentication is based on the use of a proof of
identity as part in a process of authorizing a user to access a
system. Biometric security technologies are used for a wide
range of electronic communications, including enterprise
security, trade and online banking.
Biometric authentication systems compare biometric data
from user with the authentic, verified data, stored by the
system. If they are identical, the authentication is confirmed
and the access is granted. This process is sometimes a part
of a multifactor authentication system. For example, a
smartphone user might connect with his personal
identification code, and then provide a retina scan to
complete the authentication process.

Fig. 1. Two-factor Authentication [4]

Using this system to validate a person's identity, is based on
the assumption that it is unlikely for an unauthorized entity
to provide the two factors required for access. If, in an
attempt to log in, at least one component is missing or
incorrectly provided, the user’s identity is not established
with certainty and therefore the access request is rejected.

Nowadays there are several methods for collecting and
reading biometric data to ensure strong authentication. Any
of the biometric identification methods has certain
characteristics that make it suitable for use in an
authentication process. Some are fast, others can be used
without the subject’s knowledge and others are very
difficult to forge.

2FA security system reinforces the fact that the rightful user
must provide two items for identification from different
categories. Typically, proof of identity is composed of two
items: something memorable a security code or password
and a physical evidence, such as an identity card. The
second factor authentication increases security because
even if an intruder steals a password, it should also access
the physical device to enter the user’s account.

Biometric authentication methods examples:
a) digital signature
b) fingerprint
c)

Examples of factors involved in two-factor authentication
are:

facial recognition

d) retina scan

1) a password sent as text;

e)

iris scan

2) a PIN number;

f)

hand geometry

3) Captcha usage.
CAPTCHA (Completely Automated Public Turing test to
tell Computers and Humans Apart) is a type of challengeresponse test, which consists of reading and reproduction of
text, used to determine whether or not the user is human.
This user identification procedure has a shortcoming for
those whose daily work is slowed down by the distorted
words, which are difficult to read. A person on average
takes about 10 seconds to solve a typical CAPTCHA.

g) voice analysis
•

Two-factor Authentication (2FA)
"Two-factor" Authentication (also known as 2FA) is a type
of multi-factor authentication based on unambiguous
identification of users by combining two different
components. These components can be something the user
knows, something the user has, or something that is
inseparable from the user. Two-factor authentication
requires two types of credentials before an user can connect
to an account or system, confirming that the entity that
wants to access the account is indeed the rightful user.

Tokens are used to validate user’s identity (as in the case of
a client attempting to access the bank account). A token is
similar to an electronic key accessing a system. It is used in
addition to or instead of a password, to prove that the
person is who claims to be. Some devices can also store
other information, such as a digital signature, or biometric
data like, for example, fingerprints:
1) Digital Certificate;
2) Smart card;
3) USB Device;
4) One Time Password.
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Two-factor authentication by implementing HOTP or
TOTP

•

4FA authentication increases security through the use of
four unique factors for authentication. It turns the intent to
compromise an account into an impossible mission, since a
hacker should be using a portable device to break a
password, while connected to a USB token cloned, and to
match the rightful account owner retina scan and
fingerprint.

1) HOTP (HMAC - One Time Password algorithm)
described in RFC4226 standard, is based on two
fundamental things: a shared secret and a moving
factor (counter). This algorithm is based on events,
which means that every time a password is
generated, the moving factor will be increased
based on the events, so subsequently generated
passwords should be different every time;

•

Four-factor authentication (4FA)

•

Five-factor authentication (5FA)
A five factors based authentication system is based on the
three factors frequently used(knowledge, possession and
inherence), plus location and time. In such a system, a user
must reproduce something he knows or remembers, prove
that it possesses an item with authentication capabilities,
provide a biometric sample, his location must be correct,
and all this in a timeframe accepted and verified in order to
gain access to the system.

2) TOTP (Time-based One-Time Password Algorithm
- RFC6238) is an algorithm that calculates a unique
password from a shared secret key and current time
using a cryptographic hash function to generate a
one-time password.
Multi-factor Authentication
Multi-factor authentication (MFA) is a method of access
control where a user is granted access only after providing,
several separate items from the following categories, in an
authentication process: something a user knows (knowledge
factor), something a user has (factor possession) and
something the user is (factor inherence).

III.

MOBILE WEB APPLICATIONS

Web applications for mobile devices are software
applications developed to run in browsers for mobile devices,
with restrictions concerning hardware resources and software
resources.

In multi-factor authentication use case, several factors are
used to enhance the security of transactions compared to
two-factor authentication.

Mobile devices provide users the benefits of connecting to
the internet anywhere and anytime.
The specific characteristics of web applications for mobile
devices are designed in accordance to mobile devices
limitations:

Fig. 2. Multi-factor Authetication

•

Adds another security factor and prevents counterfeiting
authentication. Typically, a biometric feature measurement
is added. Such a system checks, for example if the person
intending to login knows the password, possesses the
identity card and if fingerprint match the stored records.

Hierarchy

Links

the size of the display screen - a usual web application is
developed for a classical computer, which has a larger
monitor size; for mobile devices, web applications must be
adjusted to the display size of the device used;

•

resolution is very important for images and text displaying;
text within the web application must be readable also from
mobile devices;

•

connecting to the Internet - when mobile devices are
connected to the Internet via wireless, the user is likely to
move out of network range, so internet connection is lost,
therefore, web applications must coordinate this action and
not require a permanent connection.

Following an empirical analysis, a list of recommendations
for designing mobile web applications was developed,
presented in Table 1:

Three-factor authentication (3FA)

TABLE I.

•

RECOMMENDATIONS FOR MOBILE DEVICES WEB APPLICATIONS

The division of displayed information, so that it may be rearranged according device's screen
size
Highlighting the important content
The user must not press more than 2-3 times to get the desired information
Assign shortcut keys for each link on a page
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Navigation

Footnote information
Page titles, navigation
links, and URL
Page content
Page arrangement
Forms
Images and colors

Screen size

All mobile devices
characteristics:

browsers

If a link used within the web application is not usable on a mobile device, the user should know
about this situation
Ability to automatically dial a phone number that is written in the web application content
Minimizing scrolling process through web pages of mobile applications
Positioning the most used sections at the top of the page to be readily accessible for mobile users
Include navigation buttons at the top of each page
Include navigation buttons at the bottom of each page
Include a link to the desktop version of web application
Include a link to the feedback page
Page title and links must not exceed 15 characters
Use only alphanumeric characters
Highlighting the important content
The most important topics are positioned at the top of the web application’s main page
Do not use frames or tables
Do not use absolute sizes
Use the dropdown lists, radio buttons and checkboxes to minimize user interaction with the
application
Use default values, where possible
Use reduced dimension pictures
For spacing do not use graphics or animation.
An image should not exceed 80% of the device screen width
Two sites with different sizes for mobile and desktop devices are recommended

share

the

following

•

•

Bookmarks to save important user pages;

•

Save page option, used to save web application pages
in device memory so the user can access these pages
even when the device cannot connect to the Internet;

how the keyboard display is closed when no longer
necessary; the user can achieve this through touch
action, just outside the keyboard area or by using the
device’s botton for leaving the current activity, in this
case the virtual keyboard;

•

touch screen area to run (scroll) a page, or a text;
similar to the area where a user holds the cursor,
mobile device screen is divided into several sectors,
saving the sector used to run the page content within
the app, Figure 3 and Figure 4.

•

History, saving the last web page browsed on that
drive;

•

web page full screen mode so that web page content
can be displayed on a larger area of the mobile device;

•

increase or decrease content font size, for users who
want larger text content or want to view more content
in a single page;

•

return button to previous page of the web application;

•

based on the web applications characteristics and user
interaction mode, can be determined the interaction
characteristics which will help create user profiles.

IV.

1 2
Fig. 3. Dividing the screen into two sectors to run the page

ANALYSIS OF USERS BEHAVIOR CHARACTERISTICS

In web applications for mobile devices case, we can take
into account specific characteristics of traditional web
applications, but also other mobile-specific features such as:
•

text typing speed; the speed is significantly different on
mobile devices compared to typing on a computer
keyboard and varies from one user to another;

•

the area covered when typing; each user has a push
pattern on the mobile device, depending on the size of
the user's fingers; this feature depends also on the
user's physical appearance;

•

123
Fig. 4. Dividing the screen into three sectors to run the page

•

the amount of time a key is pressed; alike the case of a
computer keyboard, it should be measured how much
time a specific button is pressed on the virtual
keyboard;
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zooming required to read text; each user prefers a
certain degree of text magnification, so that it reads
comfortable the text displayed in the application;

•

editing mode; the user can use a single finger, two
fingers from different hands, or use multiple fingers to
write text using the virtual keyboard; this characteristic
applies only to users who use devices with virtual
keyboard; for other devices with physical keyboard it
may not apply;

•

how the user holds the mobile device when reading
(landscape or portrait);

•

A research was conducted on how users interact within web
applications for mobile devices. Further, were determined
characteristics of user interaction in online applications. In the
end of the study it was performed an analysis on the user
behavior characteristics.
These characteristics are measurable, and optional to be
included in user behavior analysis module.
In a future research, models concerning the user profile
based on the identified characteristics will be developed. The
models will vary depending on the metering model and the
capabilities of the web platforms developed using different
programming languages.

how the user holds the mobile device when writing
(landscape or portrait).

These characteristics must be measured for all online
application users and, based on these measurements, achieve a
profile for each user.
For each property in the set, a series of measurements will
be conducted after the user is authenticated and a working
session is created. The results are then saved in a database as
presented in table II.
TABLE II.
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Where:

S1u – is the session 1 for the user U<
TS – text typing speed;
CK – how the keyboard display is closed;
ZRT – zooming required to read text;
RM – how the user holds the mobile device when reading;
WM – how the user holds the mobile device when writing.
V.

CONCLUSIONS

In this study an analysis of the current state of
authentication domain within online applications was
conducted.
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The first limitation is that the RDF data model consists of very
small data items – “subject-predicate-object” triples. As a
result an average sized relational database may correspond to a
triple store containing billions of triples. The second limitation
is the N-ary relation limitation [2]. This limitation is that the
RDF model does not allow simple ways to describe N-ary
relations between vertices of the semantic graph, which
complicates the description of complex situations in the
semantic graph.

Abstract — This paper proposes an approach for addressing
Resource
Description
Framework
(RDF)
knowledge
representation limitations using an emergent graph model. The
metagraph model is proposed to solve this problem. The formal
definition of the metagraph model is given. Metagraph and
hypergraph models are compared and it is shown that the
hypergraph model does not implement the emergence principle.
Textual predicate representation of the metagraph model is given
covering all the main elements of the metagraph data model.
RDF reification limitation and N-ary relationship limitation are
examined. It is shown that the metagraph model addresses RDF
limitations in a natural way without emergence loss. Proposed
textual representation of the metagraph model allows clear and
emergent description of the examined problems.

Because of these limitations, the semantic web approach
uses a general graph technologies approach based on graph
databases. Graph databases use the flat graph or multigraph
data model. Usually SQL-like languages with graph
extensions are used as query languages. The best-known
example of such a database is Neo4j.

Keywords — Knowledge representation, RDF, Flat graph
model, Hypergraph model, Metagraph model

I.

Nowadays, there is a tendency to complicate the graph
database data model. An example of this tendency is the
HypergraphDB database that is the component of the
OpenCog AI project. As the name implies, HypergraphDB
uses the hypergraph as data model.

INTRODUCTION

There is no doubt that knowledge representation is one of
the most important tasks in AI and software development.
This is in particular due to the fact that modern software has
become more and more complex combining elements of AI,
Internet technologies and other emerging technologies. Using
poor or limited knowledge representation models may
significantly increase the complexity of information system
algorithms, the size of the program code, and the complexity
and size of the database. Thus knowledge representation
model optimization still remains an important research task.

Later in this paper we will show that the hypergraph model
gives limited benefits compared to the flat graph model for
complex situations description. Thus, we propose the use of
the metagraph model for this purpose.
II.

THEORETICAL BACKGROUND

In this section we will formally define the metagraph
model, and compare it with the hypergraph model. We also
propose a textual representation of metagraph model.

Graph models are one of the central points in knowledge
representation. In the field of web-oriented information
systems it is possible to reveal two approaches in graph model
knowledge representation: a) using a semantic web approach
and b) using a general graph technologies approach.

A. The brief description of metagraph model
A metagraph is a kind of complex network model,
proposed by A. Basu and R. Blanning [3] and then adapted for
information systems description by the present authors [4].
According to [4]:

In the case of the semantic web approach, Resource
Description Framework (RDF) is used as the data model, and
SPARQL is used as the query language. RDFS (RDF Schema)
and OWL (OWL2) are used as ontology definition languages,
built on the base of RDF. Using RDFS and OWL, it is
possible to express various relationships between ontology
elements (class, subclass, equivalent class, etc.) [1]. For RDF
persisting and SPARQL processing, special storage systems
are used e.g. Apache Jena.

MG = V , MV , E ,
where MG – metagraph; V – set of metagraph vertices; MV –
set of metagraph metavertices; E – set of metagraph edges.
A metagraph vertex is described by the set of attributes:

vi = {atrk }, vi ∈ V ,

Semantic web technologies are brought to the level of
industrial technologies and are used in a number of
information systems. But this approach has several limitations.

where vi – metagraph vertex; atrk – attribute.

978-1-5090-4815-1 / 17 / $ 31,00 © 2017 IEEE
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A metagraph edge is described by the set of attributes, the
source and destination vertices and edge direction flag:

edge e2 from metavertex mv1 and also edges e4, e5, e8 showing
the holonic nature of the metagraph structure.

ei = vS , v E , eo, {atrk } , ei ∈ E , eo = true | false ,

B. Metagraph and hypergraph models comparison
In this section we examine the hypergraph model, which is
used as the data model in the HypergraphDB database, and we
compare it to the metagraph data model. According to [5]:

where ei – metagraph edge; vS – source vertex (metavertex) of
the edge; vE – destination vertex (metavertex) of the edge; eo –
edge direction flag (eo=true – directed edge, eo=false –
undirected edge); atrk – attribute.

HG = V , HE , vi ∈ V , he j ∈ HE ,

where HG – hypergraph; V – set of hypergraph vertices; HE –
set of non-empty subsets of V called hyperedges; vi –
hypergraph vertex; hej – hypergraph hyperedge.

The metagraph fragment:

MGi = {ev j } , ev j ∈ (V ∪ E ∪ MV ),

A hypergraph may be directed or undirected. A hyperedge
in an undirected hypergraph only includes vertices whereas in
a directed hypergraph, a hyperedge defines the order of
traversal of vertices.

where MGi – metagraph fragment; evj – an element that
belongs to union of vertices, edges and metavertices.
The metagraph metavertex:

mvi =

{atrk } , MG j

, mvi ∈ MV ,

where mvi – metagraph metavertex belongs to set of
metagraph metavertices MV; atrk – attribute, MGj – metagraph
fragment.
Thus a metavertex in addition to the attributes includes a
fragment of the metagraph. The presence of private attributes
and connections for a metavertex is distinguishing feature of a
metagraph. It makes the definition of metagraph holonic – a
metavertex may include a number of lower level elements and
in turn may be included in a number of higher level elements.
Fig. 2. Example of a hypergraph

From the general system theory point of view, a
metavertex is a special case of the manifestation of the
emergence principle, which means that a metavertex with its
private attributes and connections becomes a whole that
cannot be separated into its component parts.

The example of an undirected hypergraph (shown in fig. 2)
contains thee hyperedges: he1, he2, he3. Hyperedge he1
contains vertices v1, v2, v4, v5. Hyperedge he2 contains vertices
v2 and v3. Hyperedge he3 contains vertices v4 and v5.
Hyperedges he1 and he2 have a common vertex v2. All vertices
of hyperedge he3 are also vertices of hyperedge he1.
Comparing metagraph and hypergraph models it should be
noted that the metagraph model is more expressive then the
hypergraph model. According to fig. 1 and 2 it is possible to
note some similarities between the metagraph metavertex and
the hypergraph hyperedge, but the metagraph offers more
details and clarity because the metavertex explicitly defines
metavertices, vertices and edges inclusion, whereas the
hyperedge does not. The inclusion of hyperedge he3 in
hyperedge he1 in fig. 2 is informal, because according to
hypergraph definition a hyperedge inclusion operation is not
explicitly defined.

Fig. 1. Example of metagraph

Thus the metagraph is a holonic graph model whereas the
hypergraph is a near flat graph model that does not implement
the emergence principle. Therefore, in this paper we will use
the metagraph model for knowledge representation.

The example of metagraph (shown in fig. 1) contains three
metavertices: mv1, mv2 and mv3. Metavertex mv1 contains
vertices v1, v2, v3 and connecting them edges e1, e2, e3.
Metavertex mv2 contains vertices v4, v5 and connecting them
edge e6. Edges e4, e5 are examples of edges connecting
vertices v2-v4 and v3-v5 respectively, and are contained in
different metavertices mv1 and mv2. Edge e7 is an example of
an edge connecting metavertices mv1 and mv2. Edge e8 is an
example of an edge connecting vertex v2 and metavertex mv2.
Metavertex mv3 contains metavertex mv2, vertices v2, v3 and

C. Predicate representation of metagraph model
In section A, the formal definition and graphical notation
for the metagraph model were defined. However, to operate
successfully with the metagraph model we also need a textual
representation. For this representation, we use the predicate
model, popularized by logical programming languages e.g.
Prolog.
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This case is the simplest, since the nested vertices are disjoint,
and the metavertex in this case is isomorphic to the
hypergraph hyperedge.

Classical Prolog uses the following form of predicate:

predicate( atom1 , atom2 , , atomN )
We use an extended form of this predicate, where along
with atoms, the predicate can also include key-value pairs and
nested predicates:

Case 2 shows a metagraph edge which may be represented
as a special case of a metavertex containing source and
destination vertices. This case is also isomorphic to the
hypergraph hyperedge. The metagraph edge is represented as a
predicate with the name “Edge”. The source and destination
vertices are represented as predicate atom parameters.

predicate( atom, , key = value, , predicate(),)
The mapping of metagraph model fragments into textual
representation is shown in table 1.

Case 3 also shows metagraph edge which fully complies
with the formal definition of undirected edge including
direction flag parameter.

TABLE 1. TEXTUAL REPRESENTATION OF METAGRAPH MODEL
Case
№

Metagraph representation

Textual representation
Metavertex(Name=mv1, v1, v2,
v3)

1

2

Edge(Name=e1, v1, v2)

3

Edge(Name=e1, v1, v2,
eo=false)

4

4.1. Edge(Name=e1, v1, v2,
eo=true)
4.2. Edge(Name=e1, vS=v1,
vE=v2, eo=true)
mv2
e1

5

v2

v1

e2
v3

e3

mv2
e1
6

Case 4 shows an example of a directed edge. The direction
flag parameter is also used. The source and destination
vertices may be represented as predicate atom parameters
(case 4.1) or as predicate key-value parameters (case 4.2).

v2

v1

e2
v3

e3

Case 5 shows example of metavertex mv2 which contains
three nested vertices v1, v2 and v3 joined with undirected edges
e1, e2 and e3. Edges are represented with separate predicates
that are nested to the metavertex predicate. Case 6 is similar to
case 5, but edges e1, e2 and e3 are directed.
An attribute may be represented as a special case of a
metavertex containing name and value only. Case 7 shows a
simple numeric attribute representation. Case 8 shows an
example of vertex v1 containing a numeric attribute and a
reference attribute that refers to metavertex mv2. The attribute
is represented as a predicate with the name “Attribute”.

Metavertex(Name=mv2, v1, v2,
v3,
Edge (Name=e1, v1, v2),
Edge(Name=e2, v2, v3),
Edge(Name=e3, v1, v3)
)

Thus we have defined a predicate representation of all the
main elements of a metagraph data model. In the next section
we will use this representation for real-world example
definitions.

Metavertex(Name=mv2, v1, v2,
v3,
Edge(Name=e1, vS=v1, vE=v2,
eo=true),
Edge(Name=e2, vS=v2, vE=v3,
eo=true),
Edge(Name=e3, vS=v1, vE=v3,
eo=true)
)

III. EXAMPLES
In this section we will apply our proposed model to
address such RDF limitations as reification limitation and Nary relations limitation. Despite the fact that these two
limitations are very similar, their differences are recognized in
the RDF community. The root of both limitations is the
absence of the emergence principle in the flat graph RDF
model.

Attribute(count, 5)

7

А. Reification limitation example
Reification is used to define RDF statements about other
RDF statements. According to the RDF Primer [6]: ‘the
purpose of reification is to record information about when or
where statements were made, who made them, or other similar
information (this is sometimes referred to as “provenance”
information)’. Thus, reification is considered as an auxiliary
technique to “log” provenance information about statements.

v1
attribute
=

count

5

8
attribute
=

reference

mv2

...

Vertex(Name=v1,
Attribute(count, 5),
Attribute(reference, mv2)
)

RDF contains reified triple construction to describe
reification in the following form:

Case 1 shows the example of metavertex mv1 which
contains three nested disjoint vertices v1, v2 and v3. The
predicate corresponds to the metavertex, and the nested
vertices are isomorphic to atoms that are parameters of the
predicate. The predicate name “Metavertex” is used as the
corresponding element of the metagraph model. The key-value
parameter “Name” is used to set the name of the metavertex.

StatementID subject predicate object

Consider the example of the complex statement: ‘James
noted that Paul noted at 4 p.m. that John arrived in London’.
In the reified triples form, this example may be represented as
follows:
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edge “noted” or to metavertex “Situation 2” (fig. 4 shows both
cases).

1.StatementID_1 John arrived_in London
2.StatementID_2 StatementID_1 has_author Paul

The textual representation of fig. 4 is shown below:

3.StatementID_3 StatementID_1 has_time “4p.m.”

Metavertex(Name=Situation3,
Vertex(Name=James),
Metavertex(Name=Situation2,
Attribute(has_time,"4 p.m."),
Vertex(Name=Paul),
Metavertex(Name=Situation1,
Vertex(Name=John),
Vertex(Name=London),
Edge(Name=arrived_in, vS=John, vE=London,
eo=true)),
Edge(Name=noted, vS=Paul, vE=Situation1, eo=true,
Attribute(has_time,"4 p.m."))),
Edge(Name=noted, vS=James, vE=Situation2, eo=true))

4.StatementID_4 StatementID_2 has_author James
5.StatementID_5 StatementID_3 has_author James

In statements 2 and 3, StatementID_1 is used as the subject.
Statements 2 and 3 contain provenance information about
author and time of statement 1. Statements 4 and 5 contain
provenance information about the author of statements 2 and 3.
The RDF graph form of this example is shown in fig. 3.

Fig.4. Metagraph representation of RDF reification
Fig. 3. Example of RDF reification

This considered example shows that the metagraph
approach allows representing reification without emergence
loss, keeping each nested situation in its own metavertex.

In fig. 3 statements 1, 2, 3 are highlighted, whereas
statements 4 and 5 are not highlighted in order not to confuse
visualization of the figure. Fig. 3 shows that a reified triple
may be considered as a metavertex but in very restrictive form,
containing only one subject, predicate and object.

B. N-ary relationship limitation example
An N-ary relationship is a situation where a predicate
combines several subjects or objects, or has nested predicates.
Such a situation is a problem from an RDF point of view. To
address this problem, the W3C Working Group Note was
published [2].

The problem shown in this example is emergence loss
because of artificial splitting of the whole situation into a few
RDF statements. Statements 4 and 5 are represented by
separate RDF statements, but they would more intuitively be
represented by a single unit containing the whole situation.

Consider the example of the complex statement: ‘John
arrived to London at 4 p.m. by train in order to meet his
classmates James and Paul’. This is a typical example of an Nary relationship as shown in fig. 5. Both problems shown in
fig. 5 cannot be represented by a pure RDF triplet model.

The metagraph approach helps to represent this example in
a more natural and holistic way. From the metagraph point of
view, this example contains three nested situations:
• Situation 1. John arrived in London.
• Situation 2. Paul noted at 4 p.m. situation 1.
• Situation 3. James noted situation 2.
Each situation is represented by a metavertex as shown in
fig. 4. Attribute “has_time=4 p.m.” may be binded either to

The “Problem_arrived” is that the predicate “arrived_to”
has nested predicates “has_time” and “by_transport”.
According to [2] we are adding a supporting subject to
“Problem_arrived” representing an instance of a relation.
The “Problem_meet” is that the predicate “to_meet” has
two objects “James” and “Paul”. According to [2] we have
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“Classmates_group” is an object while in predicate “includes”
it is a subject. In predicate “has_person”, “John” is an object
while in predicate “to_meet” he is a subject.

several ways to solve this problem. We may use the list
construct of RDF or we may join object “James” and “Paul”
into the classmates group. We do the latter in this example.

Since we do not use reification, this may be represented in
the RDF triple form “subject predicate object” as
follows:
1. Problem_arrived has_person John
2. Problem_arrived arrived_to London
3. Problem_arrived by_transport train
4. Problem_arrived has_time “4p.m.”
5. John to_meet Classmates_group
6. Classmates_group includes James
7. Classmates_group includes Paul

As in the reification example, the problem here is in
emergence loss due to the artificial splitting of the situation.
The “Problem_arrived” vertex is added not because it
describes the situation in a natural way, but because it is
required to keep a consistent triplet structure. In a large RDF
graph, many supporting vertices may obscure meaningful
understanding the situation.

Fig. 5. Example of N-ary relationship

As in the reification example, the metagraph approach
helps to represent this example in a more natural and holistic
way as shown in fig. 7.

Fig. 7. Metagraph representation of N-ary relation example

The “Problem_arrived” is solved by binding attributes
“has_time=4 p.m.” and “by_transport=train” to the edge
“arrived_to”. The “Problem_meet” is solved by using
metavertex “Classmates_group” which includes vertices
“James” and “Paul”.
The implicit knowledge about “Classmates_group” living
in London may be shown either by the edge “living” or by
inclusion of metavertex “Classmates_group” into metavertex
“London” (fig. 7 shows both cases).

Fig. 6. RDF representation of N-ary relation example

The solution is shown in fig. 6. We have added supporting
vertices “Classmates_group” and “Problem_arrived”, which
are shown in rounded boxes. In predicate “to_meet” the

The textual representation of fig. 7 is shown below:
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Along with the formal description of the metagraph model,
the textual predicate representation is also proposed.

Metavertex(Name=London,
Metavertex(Name=Classmates_group,
Vertex(Name=James),
Vertex(Name=Paul),
Edge(Name=living, vS=Classmates_group, vE=London,
eo=true)))
Vertex(Name=John)
Edge(Name=to_meet, vS=John, vE=Classmates_group,
eo=true)
Edge(Name=arrived_to, vS=John, vE=London, eo=true,
Attribute(has_time,"4 p.m."),
Attribute(by_transport, train))

The given examples show that the metagraph model is
suitable for representing complex situations without
emergence loss, and the proposed textual representation gives
clear and emergent description of complex situations.
Nowadays, graph database systems supporting emergent
graph models are only in their infancy. There is no doubt that
developing such databases and query languages for emergent
graph models will become essential research and practice
challenges.

This considered example shows that the metagraph
approach allows the representation of N-ary relations without
emergence loss, keeping each nested situation in its own
metavertex.
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(KDT), a general framework, document warehouse and
concept-based mining model. Also in this seminal article they
list four main tasks for text mining: categorization, clustering,
association rules, the selection and definition of the trend.

Abstract—This work describes an investigation of formal
grammar with application to text mining. It is an important area
since text is the most widespread type of data and it contains a lot
of potentially useful information. Unstructured nature of text
requires other methods for its processing, in contrast to other
types of data mining. In this work, the authors propose an
original approach to text mining by making a parse tree for each
sentence using regular grammar and creating an ontology and
provide a demonstration of this system being implemented in a
constrained scenario. This ontology can be used for different
tasks, ranging from expert systems to automatic machine
translation. The ontology is a network consisting of concepts
linked by relations. The authors developed a new system to
implement proposed approach working in different languages.

Although the direction of text mining is clearly well
established [1] there is still on-going controversy, some
authors, for example, propose new definitions, concepts and
directions. Thus, in [3], the author assumes that almost all
modern research activities in text mining are more similar to
conventional data mining, using its methods, and are not
intended to identify truly new knowledge. They simply
translate the text into an intermediate form, because this form is
more convenient to work with text as with conventional data.
But the text has a much more complex patterns that are lost.
Therefore, Sanchez [3] proposes to translate the text into an
intermediate form of knowledge, and then to search
knowledge, using this form. He intends to use it for deductive
and abductive (deductive with preconditions) methods instead
of the inductive method used for normal text mining and text
data mining. Also he pays attention to the need for background
knowledge and creating a proper, correct knowledge.

Keywords—text mining; text data mining; natural language
processing; formal grammar

I. INTRODUCTION
Text mining is a method for the detection of new, nontrivial and potentially useful knowledge [1, 2, 3]. Text mining
has some common features with, and uses many techniques
from the conventional data mining [4]. Both areas closely
overlap with machine learning [5, 6]. But, according to much
of the literature surveyed in the domain, text mining is
dissimilar to the rest of data mining because of the unstructured
nature of the text [1, 4, 7, 8, 9]. It is explained in [3] that in fact
text has a structure, but that it is very complicated, making the
process of analysis non-trivial. Another reason for this
opposition is that 80% of all information is textual [1, 3, 10,
11].

The authors of the current paper applied the text mining
method for construction of the ontology that represents the
knowledge consisting in the text. Such approach allows to
analyze relations between objects that were mentioned in the
text. To evaluate this approach the created ontology was used
for the extraction of the objects locations.
A. Text mining applications
As recognized earlier, one of the unique challenges in
mining textual data comes from the structural nature of the
characters, words, punctuation, and grammar that occurs in
text. Since it is necessary to first deal with this challenge, at a
high level, the majority of approaches to text mining require
breaking the task into several sub-tasks. These tasks
predominantly require that the text be first processed to obtain

Zhang, Chen and Liu [1] provide a holistic view of the
general directions that are available in text mining. The first
work in this area has appeared in the 1950s, during the 20th
century, and since then has constantly evolved. In their work,
they go on to describe several methods for the processing of
the text. This was known as the Knowledge Discovery in Text
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documents. It also takes into account the frequency of the terms
in all documents. Simplistically this feature resembles the
covariance of two random variables. The frequency of key
words appearances in the text is also analyzed in [18].

the underlying linguistic structures and sequences, the
‘intermediate form’ mentioned earlier, and then this organized
information can be analyzed using statistical methods, machine
learning, and pattern recognition [12].
Areas that use text mining are very broad: evaluating
financial risk [13] and insurance [13], as well as medicine [7,
15, 16] and biology [17], education [18] and the analysis of
web documents [4] in view of the large number of terms and
volumes of newly available information. A 2009 study, for
example, [9] gives an overview of a large number of works on
text mining carried out in the field of bioinformatics in
different directions. Recently, there has been considerable
interest in the use of text mining in social media platforms,
since much of the information that users post features textbased comments, and these have spanned a variety of
application scenarios, ranging from marketing and consumer
research to management of public health crises [19, 20, 21, 22].
A particularly interesting aspect relating to text mining, which
is worth noting for the purposes of the work discussed in this
paper, is that social media posts are often tagged with the
user’s location, adding a contextual dimension to any
information that may be being posted.

II. METHODOLOGY
After analysis of the literature, described in the previous
section, the authors decided to use NLP for construction of our
ontology as this type of text mining allows for the extraction of
greater information from text. Our approach follows several
key phases:
A. Sentence parsing
The first step of the algorithm is the parsing of sentences.
We suggest using regular grammars for processing the
sentences and making parse trees for them. These rules are not
complicated; they stored in the database associated with the
implemented system and can be changed during runtime. This
feature allows better functions for development, testing and
maintenance.
B. Construction of ontology
The second step of the proposed approach is the mining of
knowledge from the parse trees. The authors intend to use
intermediate forms of data in relations and entities to collect
this useful data and preprocess it to ensure it is ready for
further analysis. Several types of relations are suggested for
this purpose, the most popular ones are generalization and
aggregation. Generalization is «a kind of» relation; aggregation
is «a part of» relation. Using these, and more complicated types
of relations, it is possible to save the knowledge into a database
and reuse it as part of the next step.

B. Types of text mining
Contemporary approaches to text mining can be divided
into two specific areas [6]: bag-of-words and natural language
processing (NLP). The first term includes statistical and
machine learning methods. It is appropriate for clustering and
categorization. But is not good for question answering and
semantic search. To do this, NLP is more suitable. But it is
believed that NLP is not a part of text mining. Other work on
the subject [9] explains that text mining only uses NLP to
perform specific tasks, and that NLP is understood as revealing
the value of all the text. In this approach, several important
methods are used: parse trees and rule-based approaches,
regular expressions [6, 15].

C. Location extraction
Several times per day the developed application scans text
news looking for information about objects that are identified
in the location table of the system database. It separately
analyses each occurrence of this text and puts data about the
object’s popularity, position, activation time and deactivation
time into database (Figure 1). The knowledge is mined using
regular expressions. Each sentence is parsed using parallel
processing and its structure is used to get relationships between
terms. All rules are combined into sentences: this is the most
complex tier. Each tier, except leaf one, consists of more
primitive rules. The application reads sentences word by word
from the beginning and chooses rules that are the most
appropriate. If several rules could be used on the current step
then the parse tree is divided into several trees, which are
processed separately. The process finishes when the tree
organizes the sentence and all of the words in sentences have
been used. In addition to rules the program checks the forms of
verbs and nouns. It is necessary to distinguish similar words
with different meanings, for example, “people” and “peoples”.
At the end of this step the program puts parse trees into the
collection according to their order in text.

Many articles on the bag-of-words method [1, 4, 7, 18, 23]
show that an integral part of the algorithm is the processing of
stop-words. In Amarasinghe, Manic and Hruska [23] this stage
was given special attention. They emphasized that the removal
of the words leads to the loss of some useful information.
Therefore, it was proposed that an alternate method, in which
the stop-words are considered separately from the key words
and the dimension is reduced using a genetic algorithm, be
used instead. In [23] experiments were carried out that showed
that the accuracy of the algorithm increased by two percent.
However, their experiments have been conducted on a fairly
small amount of data and there are questions as whether or not
the proposed method is effective and, most importantly, can it
quickly reduce the dimension of stop-words with a large
amount of data?
Another important step in this direction is stemming [18,
23]. It is considered as combining synonyms of the concepts, as
well as combining different forms of words as one single value.
Many works apply the Term-Frequency and Inverse
Document Frequency (TF-IDF) method [4, 7, 10, 23, 24]. It is
based on the calculation of the similarity of two documents on
the basis of frequency of matching terms occurring in the two
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sentences. Every word is an element in the collection of words.
Each word has reference to it in the Terminal Index collection
and key of terminal element for this word. Several words with
the same spelling have references in one Terminal Index
element: it simplifies the process of searching terminals and
parsing. There are several samples of words and keys of
terminals (word - key).
"tree" - "noun"
"were" - "to be"
"go" - "to go"
"a" - "article"

All terminals have references in the non-terminal
collection. This collection keeps lists and orders of terminals or
non-terminals in each non-terminal. The final level of this
hierarchy is a sentence and this is also the end of the parsing
process. Here are two non-terminals and two rules for each
element. The first expression means that An (adjective noun)
could be achieved with a sequence of adjectives plus a noun.
The second expression means that An or article plus An could
be combined into a Nf (noun fragment):
An = noun | adjective+An (1)
Nf = An | article+An (2)

What follows is an example of a preliminary study. One
sentence “A cat is in garden.” was parsed using common
regular rules.

Figure 1. Activity diagram of text mining modules

During the first step the algorithm deduces that “a” is an
article and it is a part of Nf (noun fragment):

After constructing parse trees the application begins to
mine knowledge. Pronouns are replaced with concepts, which
were mentioned earlier in the analyzed text, according to the
form and meaning of the word in question. Using the structure
of the tree it adds entities (objects) for subject and object of
sentence into the database and makes relationships between
them. The system uses two main relations: generalization,
when one entity is a kind of another one, and aggregation,
when one entity is a part of another one. In this step, parse trees
are processed sequentially because knowledge from previous
sentences may be very important for current one. Nevertheless,
the program calls several recursive functions for making
relations and searching objects, thus, those functions could be
processed in parallel to provide scalability of the whole system.

Nf - article – a

Next the program began to analyzes the second word “cat”:
- Nf - article - a
- An - noun – cat

Than it combines two words into one element (rule 2):
- Nf - article - a
|- An - noun – cat

At the next steps the program added the verb “is” and
preposition “in” using the same approach:
- Sentence - Cnf - Nf |- An |- to be – is
- Sentence - Cnf - Nf |- An |- to be - is
|- in – in

The last step is an extraction of locations from the acquired
knowledge. The system searches for entities, which are
connected with locations in the corresponding table. When the
program finds the entity in sentence it creates new locations
with the same coordinates, but with a new name, and its own
period of time. This step is also performed in parallel.

article - a
noun - cat
article - a
noun - cat

Finally, it combines everything into one sentence with a
clear structure, which can be used in following parse process:
- Sentence - Cnf - Nf - article - a
|- An - noun - cat
|- to be - is
|- in - in
|- Cnf - Nf - An - noun – garden

III. EXPERIMENTAL INVESTIGATION OF THE PROPOSED SYSTEM
The developed system consists of PostgreSQL database and
Java web-service. The database stores rules of the formal
grammar and the information about objects locations. The webservice analyses texts and mines data about locations from
them.

Another example is the following:
- Sentence - Cnf - Nf - article - the
|- An - noun - dog
|- to be - is
|- in - in
|- Cnf - Nf - An - noun – garden

A. Experiments with parse trees
Experiments were undertaken with an implementation of
the described text mining system. This application uses regular
grammar to parse sentences and get the structure of these

B. An Experiment with the Russian language
This approach is scalable and generalizable and, as such,
could be used for different languages and purposes. For
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example, the full name of a firm in Russian was parsed into the
business entity and name:

aggregation relations between these states and their locations
the system represents relocation of this object.

Публичное Акционерное Общество
"Автоматика."
- Наим - ОПФ - прил - Публичное
|- прил - Акционерное
|- сущ - Общество
|- назв - "Автоматика"
“Публичное Акционерное общество” means private
company limited by shares, “Автоматика” is the name of the
company, “ОПФ” means business entity, “прил” and “сущ”
are reductions for adjective and noun respectively.

Relations are used for extracting locations. The system uses
two operations for this stage. It creates a new location when it
finds a new object that is connected with an existing location
by aggregate relation. It deactivates locations by editing its end
date when it finds a relation that links this location with new
place. In the following example (Figure 2) the first two rows
represent museums.

C. Extracting Locations from Text
Finally, the authors provide several exemplary experiments
with target type of sentences that contain information about
locations of objects and their connection to past or present
tenses. To analyse it the authors used following text:
Guernica came to Hermitage yesterday. The
Sistine Madonna arrived at Louvre on Tuesday.

Figure 2. List of locations before text mining

These sentences mean that some objects moved into a new
place at a particular moment of time. The system subsequently
parsed them and constructed following parse trees:
- Sentence ||||-

The system reads the sentences “Guernica is in Hermitage.
Madonna is in Louvre” and makes two additional records in the
table with the same coordinates (Figure 3).

proper noun - Guernica
move verb - to come - came
to - to
place - Hermitage
time – yesterday

for the first one;
- Sentence - Nf - article - the
|- proper noun - proper noun - Sistine
|- proper noun - Madonna
|- move verb - to arrive - arrived
|- at - at
|- place - Louvre
|- time - on - on
|- time – Tuesday

for the second one.
The system successfully extracted the structure of the
sentences. It determined what the subject is, where it should be,
and when. The parse trees can be used to connect the location
of a place and location of a subject and set a time period for it.
These example experiments have positive results, indicating
that this text mining approach is appropriate for future systems
and worth of deeper investigation.

Figure 3. List of locations after text mining

IV. CONCLUSION
The developed system allows for increasing the quantity
and quality of extracted data. The function of activation and
deactivation of locations by editing their start and end dates
makes data temporal and allows to requests for information
that is current for the required time; ensuring that data queries
are contemporaneous.

To mine knowledge from parse trees the system uses
several types of relations between objects or entities. The most
important among these are generalization and aggregation. As
explained, generalization means that one object is a kind of
another. For example, in the sentence “All cats are mammals”
subject “cats” is an instance of the object “mammals” and it is
connected with the object by a generalization relationship.
Aggregation means that the object is a part the other one. For
example, in the sentence “The pyramid of Cheops is placed in
Egypt” the subject is part of an object and it is connected with
the object using an aggregation relationship. Other, more
complicated, relations are similar to these pair and they use the
same approach. For example, using another relation type
between two sequential states of one object and two

To retrieve new data the system employs the NLP approach
of text mining. Such an approach requires more system
resources but it provides better quality of mined data and is
able to extract larger amounts of data. The main algorithm is
based on the rules of regular grammar, which are saved in a
database and can be changed during runtime.
The mined data are transformed into intermediate form of
knowledge. The opportunities of NLP are numerous: the
system collects data about different objects. This process
generates a lot of relations between many objects that allows
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them to be used in future improvements and affording the
implementation of new functions of the system. It can be
information about kinds of locations and their common
features.
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The text mining method that was presented in this work
showed very good results and it proved that it is appropriated
for different languages and a variety of tasks. The presented
approach is a complex investigation task that requires further
research. First of all, the authors intend to investigate
modification of the method by adding new rules for
complicated sentences, increasing the amount of relations
between objects and respectively mined knowledge, and
additional conditions for extracting locations.
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in [2]. According to [4], the information exchange between the
peers for the service utilisation and the signalling to generate
the application is enabled by using various M2M
communication protocols (e.g., CoAP, HTTP, SIP, MQTT)
based on SUBSCRIBE/ NOTIFY principle. The Service
Management Framework (SMF) described in [5] is the main
component for service and application provisioning in M2M
based on [2] and gives every peer the possibility to create and
configure M2M applications.

Abstract—P2P-based M2M application frameworks have
several advantages, such as increased flexibility, efficiency and a
lack of single point of failure as compared to centralised
approaches. However, there are several security drawbacks
which need to be addressed in order to provide the user a secure
environment for the provision and usage of M2M applications.
This publication presents different security issues inside P2Pbased M2M application frameworks and evaluates P2P protocols
based on security. In order to avoid different security attacks, the
concept of trust and its importance are emphasized.
Furthermore, a trust management system with special trust
metric parameters is presented which considers the architecture
of P2P-based M2M applications. Finally, blockchain principles
are integrated for optimising the overall security in the system by
improving data storage between peers, avoiding volatility of
peers and ensuring correct working M2M applications.

The concept presented in [2] lacks the evaluation of
different security issues in P2P-based M2M environments and
do not provide strategies to handle security risks. The
increasing number of attacks in M2M networks creates the
necessity to develop technologies for preventing attacks and
system failures [9]. This publication aims to define different
security issues in P2P-based M2M application frameworks by
evaluating security risks in P2P and M2M networks. In order to
deal with the distributed nature of services and applications in
M2M, the testing architecture presented in [3] is used for the
security optimisation process of M2M services and
applications. For ensuring security within the framework, the
concept of trust and special trust metrics based on different
evaluations are introduced. Furthermore, the security between
the peers is enhanced through the integration of blockchain
technology inside the presented security framework.

Keywords— M2M; P2P; Service and Application; Security;
Trust

I.

INTRODUCTION

Many different application fields, such as energy
management, ambient assisted living, building surveillance,
smart home, traffic management and electro mobility can be
established by applying Machine-to-Machine (M2M)
communications. The integration of intelligent and complex
devices are realised using the provision of M2M services and
applications. There are several centralised and decentralised
approaches for application provision. Decentralised approaches
appear more frequently as a result of their many advantageous
in terms of resource constraints and fault tolerance. Previous
publications [1, 2] have defined requirements and concepts
which enable service and application provision in M2M
without the use of a centralised authority.

II.

SECURITY ISSUES FOR P2P-BASED M2M APPLICATIONS

Fig. 1 shows the structure of P2P connected peers within an
M2M community and the composition of three services
(service 1, service 3 and service 5) to an application. Based on
the decentralised M2M application creation process described
in [3], the following general categorisation can be made for
security considerations: a) M2M Network – includes M2M
Application, M2M Service, M2M Communication Protocol, b)
P2P Network – includes P2P Communication and P2P
Overlay, c) IP Network. It has to be pointed out that there is a
huge amount of publications dealing with IP networks and
network security (e.g. [6] and [7]) which describe different
vulnerabilities and several security solutions. However, the
security for the IP Network layer in this research is out of
scope. Several security issues in M2M communications are
classified into three categories based on [8]: Physical attacks

A framework that realises service and application
provisioning using P2P networking in M2M application field is
defined in [2]. Peers have the ability to realise services, as well
as applications. An application consists of one or more
underlying services that are combined. Peers are represented by
technical devices or humans who are networked using P2P
mechanism without the use of central authorities. For avoiding
legal restrictions, adjusting different interests among the peers,
a social network of peers called M2M community is introduced
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TABLE I.
M2M Application

Security issues

Peers

Peer D
SMF

Service n
Peers

Peer Z
SMF

Fig. 1. M2M community with P2P-connected peers

include side channel attacks, software modification and
malwares, destruction or theft of the M2M device. Logical
attacks include impersonation, denial of service, relay attacks.
Data attacks include privacy attacks, data modification and
false information injection, selective forwarding/ interception.
Furthermore, an overview of the current state of security in
sensor and ad-hoc networking for M2M communications is
provided in [9]. Exemplary for the application field of smart
homes, a landscape of threats assumed for smart home assets is
provided in [10]. The author in [8] states that M2M
communications have to deal with all security issues of other
network-based communications and [11] provides some
security mechanisms including detecting the node compromise
attack, lode location identifiers, two-way authentication and
dual system.
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The following notations are used to assess the level of security: + high; - low;
o medium; N not available.

Summarising the security issues for M2M and P2P
networks described above and considering the distributed
nature of the M2M service and application provision, two main
categories of problems related to security can be identified: a)
attacks from outside of the M2M community e.g. peers who
want to harm the system by bootstrapping into the community.
b) Attacks from the inside of the M2M community e.g. peers
trying with a bad behaviour to break down by falsifying
information in the community, network, or P2P layer. In order
to successfully deal with these attacks, a security concept for
preventing the entrance of malicious peers inside the
community should be developed. The concept should also
include a solution for preventing malicious behaviour of
existing peers in the community. Peers and the services they
use or provide play the most significant role for application
provision. Based on [2], peers are using the P2P overlay for
finding each other and for storing relevant information.
Furthermore, they communicate using M2M communication
protocols and are able to use and provide services. The
different security issues described in [8] are executed by
malicious peers and this is why the focus for ensuring security
inside the M2M community should be on peers. In order to
deal with the complexity and unique characteristics of the
decentralised M2M application process described in [4] and its
security issues, the concept of trust has been introduced in the
following chapter.

In contrast to server/ client systems, all peers have the
equivalent authority and responsibility in P2P architectures.
P2P overlays are virtual topologies that are built on top of
physical networks. During the past years different P2P overlay
protocols have been developed. The P2P overlay protocols
used in P2P communications define different rules for
communication in the overlay network, such as routing the
messages over the overlay, bootstrapping into the overlay,
mapping the nodes in the network and maintaining the nodes in
the overlay. Security threats in P2P networks can be classified
based on [12] in: eavesdropping, communication jamming,
injection and modification of data, unauthorised access,
repudiation, man-in-the-middle attack and sybil attack.
Furthermore, based on self-assessment, previously researches
and publications [13-23] the most relevant security attacks and
their impact on different P2P protocols were derived and
shown in Table I. The evaluation shows that most of the
different P2P protocols are not secure against several security
attacks and do not provide an efficient protection mechanism.
Furthermore Table I shows, that bootstrapping, Denial of
Service (DoS) and identity attacks have the worst impact on
security in the P2P overlay. Ensuring anonymity among the
P2P nodes is also not solving the issue for most of the P2P
protocols. The evaluation made in Table I concludes that the
P2P protocol Freenet [22] mitigates best the different security
attacks in comparison with other evaluated protocols and
should be considered for further investigations.
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III.

beginning on predefined trusted existing peers in the system. A
different approach is provided by [31] who proposes a
centralised trust management system with different trust
management servers covering different geographical locations
for trust computation. The problem of this solution is the single
point of failure of the centralised system and the low level of
usability in large scale systems. In [32] a reputation-based trust
supporting framework, named PeerTrust, is introduced which
includes a coherent adaptive trust model for quantifying and
comparing the trustworthiness of peers based on a transactionbased feedback system. The disadvantage of this approach is
that it does not consider the special characteristics of M2M
systems and that it focuses only in P2P social communities,
such as online markets. The main drawback of the trust
management systems described in [27-32] is that they do not
consider the different services a peer can provide and the trust
level of the composed M2M application. Moreover, they do not
consider the trustworthiness of collected trust data of each peer.

TRUST IN P2P-BASED M2M COMMUNITIES

Attacks on the P2P layer can have a significant impact for
the correct functionality of the whole system. Based on [24] it
is difficult to implement security protections in P2P systems
compared to centrally administered systems and security
strategies need to be decentralised. Additionally, it is difficult
to validate without centralised control peer identity and
trustworthiness between peers [25]. As stated in [25], a P2P
system relies on a set of distributed peers working fairly and
properly together and defines the level of trust as “the level of
confidence of one peer toward another peer with which it is
communicating. As stated above, on the basis of trust, many
attacks can be mitigated by removing trustless peers from the
system. This way, the existing peers are able to continue
working reliably and providing trustworthy services without
getting harmed by attackers. According to [26], trust can be
defined as “an accumulated value from the history and the
expecting value for the future. Trust is quantitatively/
qualitatively calculated and measured which is used to evaluate
values of physical components, value chains among multiple
stakeholder and human behaviours including decision making.
Trust is broader concept that can cover security and privacy“.
Moreover, trust can be applied to peers providing a service and
peers using a service. Furthermore, trust can be applied for
provided services and applications. In this publication, the
focus is on evaluating the trust level of peers which provide a
service and the services themselves. For evaluating trust, the
following three main steps need to be accomplished: Data
collection, data analysis and trust decision. For ensuring the
collection of the right data, trust metrics need to be defined.
Trust metric is defined in [26] as “a measure to evaluate a level
of trust by which a human or an object can be judged or
decided from trustworthiness”. Furthermore, the concept of
trust model is defined in [26] as “a method to specify, build,
evaluate and ensure trust relationships among entities”. Based
on defined requirements the collected data has to be analysed
and evaluated by the trust decision process – process for setting
up the level of trust for the tested element.

IV.

INTEGRATION OF A TRUST MANAGEMENT SYSTEM

The aim of this research is to present a trust management
system (TMS) which secures the trust evaluation process
considering the distributed nature of the peers providing or
consuming services and applications as described in the
introduction. The huge amount of data collected between the
peers should be processed and analysed in a trustworthy way.
Based on the trust metric parameters and the results of the trust
evaluation, the peers are categorised as either trustworthy or
untrustworthy. For the trust management system presented in
this research the following requirements were initially defined.
To avoid centralised management and controlling, trust
computing and evaluation have to be realised without any
central authority, thus this process has to be autonomous and
decentralised. For ensuring trust from the beginning of a
working service, the initial trust level of it has to be
considered and evaluated. This enables the possibility for the
peers to figure out faster trustworthiness among other peers and
services. The trust management system needs to ensure
flexibility by considering the heterogeneity of peers and
services. An important requirement is also the volatility of
peers and services. In a P2P-based community, where a huge
amount of peers are connected with each other without central
authority, peers are able to suddenly enter or leave the network
and this leads to rapid changes in existing trust relationships
between peers. As the number of peers and services follows an
increasing trend, the trust management has to ensure
scalability and stability. Peers are able to provide more than
one service and the trust evaluation must not be based only on
one service but has to consider the variety of different
services provided by the peer. Furthermore, the trust
management system needs to consider context-dependency
and to ensure that a peer can trust e.g. service 1 but mistrust
service 2 of another peer. The trust computing and evaluating
will generate a significant amount of trust data among the peers
and the trust management system has to provide a mechanism
for securing trust data storage and to ensure with that the
trustworthiness of trust data.

There are several publications dealing with trust
management systems in the M2M, Internet of Things (IoT) and
P2P domain. A summary of the most relevant publications is
presented as follows. The authors in [27] propose a distributed
trust management system in combination with reinforcement
learning for using in mobile M2M communications by utilising
the history of node´s interactions to build trust among other
nodes. This approach performs good results in terms of
execution time and energy consumption. For evaluating trust
between nodes [28] introduces a trust management model
which uses information generated from direct communication
with the node and allows nodes to be completely autonomous
in the decision-making about the behaviour of other nodes in
the IoT domain. A trust management scheme is presented in
[29] where trust is evaluated based on both direct user
satisfaction experiences of past interaction experiences and
recommendations from others considering social relationships.
A fuzzy-based approach for ensuring trustworthiness in IoT is
proposed in [30] who defines network related trust metrics and
also considers the energy consumptions for trust evaluation.
The drawback of the approaches described above is that they
do not consider the initial trust level of a peer and relay at the
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this case, an autonomous decentralised TMS is introduced and
trust is evaluated based on the behaviour of each service using
trust agents which will be automatically assigned to new
entering peers. The procedure for evaluating trust for existing
services can be described with an example where two services
have interactions with each other and the trust data collection/
evaluation is made by trust agents. They will measure different
trust metric parameters in order to compute trust. The services
will communicate with each other using SIP SUBSCRIBE and
NOTIFY messages as introduced in [2]. In Fig. 3 Service 1 is
trying to subscribe service 2 by sending a SUBSCRIBE
message. During their life time the activities of two services are
monitored based on the defined trust metric parameters. After
receiving the SUBSCRIBE-message, service 2 will ask trust
agent 2 about the trust level of service 1. Trust agents are
connected P2P and evaluated data are stored in the P2P data
stores. Trust agent 2 will inform service 2 about the trust level
of service 1 and based on that value service 2 will decide to
accept or not to accept a session with service 1.

Test Generation
Environment

Test Instructions

Test Master

New provided service
(I)

Test Agent 1
Test Instructions

(II)

System under Test
Service 1
SMF

Service Interface
Description

Peer 1

Test Agent 2

(I)

System under Test
Service 2
SMF

Service Interface
Description

Peer 2

Test Agent n
(I) Test Execution
(II) Updating trust level

(I)

System under Test
Service n
SMF

Service Interface
Description

Peer p

Fig. 2. Trust evaluation for new provided service using the Test Architecture

As mentioned in the previous section, the concept of trust in
this research is interpreted as a value for measuring the
reliability and correctness of different working services
provided by different peers and used in several composed
applications. As any peer can provide many services we
consider that the total trust level of a peer consists of the trust
levels the services it provides. For that reason, we focus on
trust evaluation based on services. The architecture testing
framework described in [3] is considered for the integration of
a TMS. Taking into account the heterogeneity and complexity
of the services and applications, a decentralised approach for
the architecture of the TMS is considered in this research. For
trust evaluation, two cases are defined in this publication. The
first one is evaluating trust of a newly provided service. The
second case deals with the trust evaluation of existing services.

There are different trust metric parameters defined in [2732] which are not completely suitable or enough for our TMS
because they are used in different scenarios which do not
consider the special application composition nature of the P2Pbased M2M applications. Furthermore, they are not applicable
for evaluating trust of an entering service. This publication
defines different trust metric parameters for each of the two
cases described above. The author in [33] identifies three
perspectives of metrics, such as network performance metrics,
knowledge quality metrics and accuracy of detection metrics.
In order to compute the trust level of M2M services and
applications, we identified a fourth metric perspective, namely,
the service availability metric. For a newly provided service,
we defined the corresponding metric parameters: Trust based
on the functionality of the service - the service description
corresponds to the service functionality. DoS attacks - the
reaction of the service against a huge number of service
requests. This attack gives the opportunity to figure out the
robustness of the service and its willingness to accept service
requests. Based on its performance against DoS attacks, part of
the initial trust level can be derived. For computing trust based
on the availability of the services, the following metric
parameters for existing services are defined: Number of
attendance of a service in various applications. Time a service
stays online and time a service stays offline [34]. Number of
online/ offline actions. Number of execution times. Number of
subscribe-messages and accepted-/ not accepted-messages.

The author in [3] presents a concept for automated testing
of decentralised services and applications in M2M. Also in [3]
a testing framework with a special testing architecture for
functional testing is introduced. The testing architecture is
based on a global tester, called Test Master, and distributed
testers, called Test Agents. A Test Generation Environment
(TGE) is also embedded in order to generate test cases based
on functional description of the System under Test (SUT). SUT
can be all services which are part of the community and the
composed application. This publication propose to use the test
architecture presented in [3] for computing and evaluating trust
levels for new provided services. The generated test cases for
the service will be executed by the test agents for every service
and the outgoing test report will be sent to the Test Master.
From this report the Test Master is able based on defined
criteria to derive the initial trust level and to verify whether or
not the service entered the community is trustworthy. The
evaluated trust level information will be sent to the SMF of
each peer and used for trust related issues after the service is
part of the community. Fig. 2 shows the integration of the TMS
inside the testing framework which is used for testing P2Pbased services and applications and the above presented
workflow of computing trust for an entering service.
Trust computation and evaluation for existing services and
applications is made with a completely different approach. For

Fig. 3.
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Example of trust computation for existing services

V.

Blockchain can also be used for building a secure
decentralized storage network. One example is Storj [42], a
P2P cloud storage network which uses blockchain features like
a transaction ledger, public/ private key encryption and
cryptographic hash functions for security. Storj is built on a
Distributed Hash Tables (DHT) and enables peers to negotiate
contracts, transfer data, verify the integrity and availability of
remote data, and pay other nodes [42]. Every user has the
possibility to rent storage from a storage provider called
farmer. The encrypted file which needs to be stored in the
storage is split into many shards and transmitted to the
network. The file owner generates challenges for all the shards
of the file and verifies periodically the farmers by requesting a
special proof of work related to the selected challenge. In P2Pbased M2M applications the blockchain features can be utilised
for storing trust related information generated for each service
by the trust agents. Trust agents will evaluate the trust levels of
the services and will send this information to the secure
blockchain network. Other trust agents are then able to retrieve
this information for providing the requesting peers with trust
information about others. This enables avoiding the usage of
trust third parties for verifying peers trustworthiness. No one
has the possibility to change past transactions which contains
the trust information about a service. Additionally, blockchain
features can be incorporated to overcome different security
attacks described in TABLE I by combining them with P2P
protocols, such as Chord and Pastry, for secure and reliable
data storage.

SECURITY OPTIMISATION USING BLOCKCHAIN

A trusted third party represents a single point of failure and
is also vulnerable to hacking and manipulating. To overcome
this, Bitcoin [35] uses a cryptographic proof instead of trust for
executing transactions between peers. Originally introduced for
the crypto-currency Bitcoin, blockchain is a P2P distributed
database which records all transactions, agreements, contracts
and/ or other digital assets between peers participating in that
community. In Bitcoin, blockchain is used for storing all
transactions in the network. According to [36], trust is
established due to the fact that everyone in Blockchain has a
direct access to a shared “single source of truth”. All
transactions, which are public, comprise specific information,
such as date, time, and number of participants. Every peer in
the network has a copy of the blockchain and the transactions
are validated by the so-called miners using cryptographic
principles. These enable nodes to automatically recognize the
current state of the ledger and every transaction in it [36]. As
stated in [36], a corrupted transaction will be immediately
refused by the nodes since they do not reach a consensus for
validating that transaction. The author in [37] states that “once
a new block is formed, any changes to a previous block would
result in different hashcode and would thus be immediately
visible to all participants in the blockchain”. Based on [38], in
order to attack the blockchain network, it is required to
compromise more than 50% of the system which is very hard
to achieve for malicious peers. These advantages make the use
of blockchain for securing P2P-based M2M applications very
attractive. Blockchain principles can be used besides bitcoin in
various application fields and in combination with different
technologies. In order to overcome the different security risks
for P2P-based M2M applications and for enabling
trustworthiness of the presented trust management system, this
publication propose to reuse the principles of blockchain and to
integrate them for different aspects of P2P-based M2M
application frameworks.

VI.

CONCLUSION

P2P-based M2M applications are exposed to a large
number of various security attacks such as identity,
bootstrapping or Denial of Service attack. In order to benefit
from the many advantages of distributed application provision,
it is crucial to provide a secure environment for all peers
participating in the M2M community. This publication presents
an overview of different security risks for P2P-based M2M
applications and evaluates the level of security for P2P
protocols against different attacks. Furthermore, the concept of
trust in the context of an environment without centralised entity
is introduced and a novel trust management system for
ensuring the trustworthiness between the peers is presented.
This system considers the initial trust level of services and
enables trustworthy application provision in M2M by
decreasing the risks of security attacks. Additionally, the
security level of the overall system is optimised by the
integration of blockchain.

Smart contracts are often used in conjunction with the
blockchain technology to enable reliable relationships or
application agreements between peers. They are first
introduced in [39] and defined as transaction protocols that
implement and execute terms of a contract in form of a script.
Details of the contract can be stored in a blockchain address
and after triggering that address with a transaction, the smart
contract will be executed automatically in every node part of
the contract according to the previously arranged agreement
[40]. Smart contracts can be implemented in Ethereum [41]
which is a blockchain based platform used for building
decentralized applications. This publication proposes to use
smart contracts for setting up rules for entering or leaving the
M2M community within the context of P2P-based M2M
application. Using smart contracts the volatility of peers and
services is controlled and increases the high availability of
services and applications. Furthermore, smart contracts can be
implemented for ensuring the correct functionality of an M2M
application which is composed by different services. Thus, they
disable a possible misbehaviour of the composed M2M
application by respecting the predefined rules using smart
contracts.

The next step will be to describe and formalise a specific
trust model for the proposed trust management system and to
assess several trust evaluation models. Furthermore, future
works include the integration of a security policy in the M2M
community and identifying relevant trust related security
attacks. The P2P network for sharing trust information among
the trust agents also needs to be developed. The incorporation
of the blockchain technology in different aspects will be
evaluated in more detail.

62

[20] J. Arnedo-Moreno and J. Herrera-Joancomarti, “A survey on security in
JXTA applications”, Journal of Systems and Software, Elsevier, vol. 82,
nr. 9, pp.1513-1525, 2009
[21] G. Dosanjh, B. Lodmell, A. Van Der Star and S. Wang, “Gnutella Peerto-Peer Security”, 2007, available from:
https://courses.ece.ubc.ca/cpen442/previous_years/2007_1_spring/modu
les/term_project/reports/2007/gnutella_security.pdf [23 June 2016]
[22] I. Clarke, O. Sandberg, B. Wiley and T. Hong, “Freenet: A Distributed
Anonymous Information Storage and Retrieval System”, Proc. ICSI
Workshop, Berkeley, CA, June 2000
[23] J. Liang, R. Kumar, K. Ross, “The FastTrack overlay: A measurement
study”, Computer Netzworks, 50(6):842-858, 2006.
[24] C. Selvaraj and S. Anand, “A survey on Security Issues of Reputation
Management Systems for Peer-to-Peer Networks”, Computer Science
Review, Elsevier, p. 145-160, 2012
[25] J. Buford, H. Yu, E. K. Lua, “ P2P Networking and Applications”,
Elsevier, Burlington, USA, ISBN: 978-0-12-374214-8. 2009
[26] ITU-T, Technical Report, Trust Provisioning for future ICT
infrastructures and services, 2016
[27] F. Boustanifar and Z. Movahedi, “A Trust-Based Offloading for Mobile
M2M Communications”, Ubiquitous Intelligence & Computing, IEEE,
2016
[28] C. V. L. Mendoza and J. H. Kleinschmidt, “Mitigating On-Off attacks in
the Internet of Things using a distributed trust management scheme”,
International Journal of Distributed Sensor Networks, 11 (11), 2015
[29] R. Chen, J. Guo and F. Bao, “Trust Management for SOA-Based IoT
and Its Application to Service Composition”, IEEE Transactions on
Services Computing, Volume: 9, Issue: 3, 2016
[30] D. Chen, G. Chang, D. Sun, J. Li, J. Jia and X. Wang, “TRMIoT: a trust
management model based on fuzzy reputation for internet of things”,
Computer Science and Information Systems, vol. 8, no. 4, 2011
[31] Y. B. Saied, A. Olivereau, D. Zeghlache, M. Laurent, “Trust
management system design for the Internet of Things: A context-aware
and multi-service approach”, Computers & Security, 39, 351-365, 2013
[32] L. Xiong and L. Liu, “PeerTrust: Supporting Reputation-Based Trust for
Peer-to-Peer Electronic Communieties”, IEEE Transactions on
Knowledge and Data Engineering, vol. 16, no. 7, 2004
[33] Z. Movahedi, Z. Hosseini, F. Bayan and G. Pujolle, “Trust-Distortion
Resistant Trust Management Frameworks on Mobile Ad Hoc Networks:
A Survey”, IEEE Communications Surveys & Tutorials, vol.18, no.2,
2016
[34] ITU-T, “Security requirements and mechanisms of peer-to-peer-based
telecommunication networks”, X.1163, 2015
S. Nakamota, “Bitcoin: A Peer-to-Peer Electronic Cash System”, 2008,
available from: https://bitcoin.org/bitcoin.pdf [12 January 2017]
[35] S. Hashemi, F. Faghri and P. Rausch, “World of Empowered IoT
Users”, International Conference on Internet-of-Things Desing and
Implementation, Berlin, Germany, 2016
[36] M. Samaniego and R. Deters, “Using Blockchain to push SoftwareDefined IoT Components onto Edge Hosts”, BDAW´16, Blagoevgrad,
Bulgaria, 2016
[37] K. Biswas and V. Muthukkumarasamy, “Securing Smart Cities Using
Blockchain Technology”, International Conference on High
Performance Computing and Communications, Sydney, Australia, 2016
[38] N. Szabo, “Formalizing and Securing Relationship on Public Networks”,
1997, available from:
http://journals.uic.edu/ojs/index.php/fm/article/view/548/469#1
[17
April 2017]
[39] K. Christidis and M. Devetsikiotis, “Blockchains and Smart Contracts
for the Internet of Things”, IEEE Access, 2016
[40] “A Next-Generation Smart Contract and Decentralized Application
Platform”, White Paper, available from:
https://github.com/ethereum/wiki/wiki/White-Paper [9 March 2017]
[41] S. Wilkinson, T. Boshevski, J. Brandoff, J. Prestwich, G. Hall, P.
Gerbes, P. Hutchins and C. Pollard, “Storj – A Peer-to-Peer Cloud
Storage Network”, 2016, available from: https://storj.io/storj.pdf

ACKNOWLEDGEMENTS
The research project P2P4M2M providing the basis for this
publication was partially funded by the Federal Ministry of
Education and Research (BMBF) of the Federal Republic of
Germany under grant number 03FH022IX5. The authors of this
publication are in charge of its content.
REFERENCES
[1]

[2]

[3]

[4]

[5]

[6]
[7]
[8]

[9]

[10]

[11]

[12]
[13]

[14]

[15]

[16]

[17]

[18]
[19]

K. J. Lin, N. Reijers, Y. C. Wang, C. S. Shih, J. Y. Hsu, “Building Smart
M2M Applications Using the WuKong Profile Framework”,
Proceedings of the 2013 IEEE International Conference on Green
Computing and Communications and IEEE Internet of Things and IEEE
Cyber, Physical and Social Computing, pp. 1175-1180, IEEE, 2013
M. Steinheimer, U. Trick, W. Fuhrmann and B. Ghita, “P2P-based
community concept for M2M Applications”, FGCT 2013, London, UK,
December 2013
B. Shala, P. Wacht, U. Trick, A. Lehmann, B. Ghita and S. Shiaeles,
“Framework for Automated Functional Testing of P2P-based M2M
applications,” 9th International Conference on Ubiquitous and Future
Networks (ICUFN), in press, 2017
M. Steinheimer, U. Trick, B. Ghita and W. Fuhrmann, “Decentralised
System Architecture for autonomous and cooperative M2M Application
Service Provision”, International Conference on Smart Grid and Smart
Cities (ICSGSC), in press, 2017
M. Steinheimer, U. Trick, P. Ruhrig, R. Tönjes, M. Fischer and D.
Hölker, „SIP-basierte P2P-Vernetzung in einer Energie-Community“,
ITG-Fachbericht 242: Mobilkommunikation, pp. 64, Mai 2013
M. Kappes,“Netzwerk- und Datensicherheit”, Springer, Wiesbaden,
Germany, ISBN: 978-3-8348-0636-9. 2013
J. Vacca, “Computer and Information Security Handbook”, Elsevier,
Burlingtion, USA, ISBN: 978-0-12-394397-2. 2013
A. Barki, A. Bouabdallah, S. Gharout and J. Traore, “M2M Security:
Challenges and Solutions,” IEEE Communications Surveys & Tutorials,
Volume: 18, Issue: 2, 2016
European Union Agency for Network and Information Security
(ENISA), “Ad-hoc & sensor networking for M2M Communications –
Threat Landscape and Good Practice Guide”, 2017
European Union Agency for Network and Information Security
(ENISA), “Threat Landscape and Good Practice Guide for Smart Home
and Converged Media”, 2014
X. Nie and X. Zhai, “M2M Security Threat and Security Mechanism
Research”, 3rd International Conference on Computer Science and
Network Technology, 2013
ITU-T, Framework for secure peer-to-peer communications, X.1161,
2008
Z. Trifa and M. Khemakhem, “Taxonomy of Structured P2P Overlay
Networks Security Attacks”, International Journal of Computer,
Electrical, Automation, Control and Information Engineering, 2012
E. Sit and R. Morris, “Security Considerations for Peer-to-Peer
Distributed Hash Tables”, International Workshop on Peer-to-Peer
Systems, Springer, 2002.
E. Keong Lua, J. Crowcroft, M. Pias, R. Sharma and S. Lim, “A Survey
and Comparison of Peer-to-Peer Overlay Network Schemes,” IEEE
Communications Surveys & Tutorials. vol. 7,no. 2, pp. 72.93, 2005
T. Reidemeister, K. Böhm, P. Ward and E. Buchmann, “Malicious
Behaviour in Content-Addressable Peer-to-Peer Networks”, 3rd Annual
Communication Networks and Services Research Conference, 2015
M. Srivatsa and L. Liu, “Vulnerabilities and security threats in structured
overlay networks: A quantitative analysis”, ACSAC`04, pp.252-261,
IEEE, Los Alamitos, 2004
G. Ciaccio, “Recipient Anonymity in a Structured Overlay”, AICTICIW`06, IEEE, 2006
A. Malatras, “State of the art survey on P2P overlay networks in
pervasive computing environments”, Journal of Network and Computer
Applications, Elsevier, vol. 15, pp. 1-23, 2015

63

Deployment and Analysis of Honeypots Sensors as a
Paradigm to Improve Security on Systems
Josino Rodrigues
Center of Informatics
Federal Institute of Pernambuco – IFPE
Federal University of Pernambuco - UFPE
Recife, Brazil
josino.neto@palmares.ifpe.edu.br

Anselmo Lacerda
Federal Institute of Pernambuco – IFPE
Palmares, Brazil
anselmo.gomes@ifpe.edu.br
University of Pernambuco - UPE
anselmo.gomes@upe.br
Jefferson Macedo
College of Computation and Informatics
Mackenzie Presbyterian University
São Paulo, Brazil
jefferson.macedo@mackenzista.com.br

Edigilson Albuquerque
Federal Institute of Pernambuco – IFPE
Palmares, Brazil
edigilson.albuquerque@palmares.ifpe.edu.br
attempts can be easily used to harden or build better defenses,
following the most explored security failures tendencies.

Abstract — This article is about study of honeypots. In this
work, we use some honeypot sensors deployment and analysis to
identify, currently, what are the main attacks and security
breaches explored by attackers to compromise systems. For
example, a common server or service exposed to the Internet can
receive a million of hits per day, but sometimes would not be easy
to identify the difference between legitimate access and an
attacker trying to scan, and then, interrupt the service. Finally,
the objective of this research is to investigate the efficiency of the
honeypots sensors to identify possible safety gaps and new ways
of attacks. This research aims to propose some guidelines to
avoid or minimize the damage caused by these attacks in real
systems.

Over the years, a lot of researchers have invested time on
the development of different sensors and actually a lot of
different services can be exposed to attackers running as
honeypot environment, such as web servers, content
management platforms, industrial control systems, etc.
Given the scenario, the principal goal of this work is to
analyze the attacks or even attempts against the honeypot
sensors and identify what are the main security breaches and
incidents targeting systems in a real production environment.
Also, vulnerabilities, techniques and types of attacks will be
explored in the study. Finally, from the collected data about the
attacks, we can review and propose some advices to improve
the security on systems and networks.

Keywords— honeypots; intrusion detection; security.

I. INTRODUCTION
The honeypots systems are computers specifically deployed
to be a resource that is prospective to be attacked or
compromised. The objective of the honeypots is distract the
attacker with simulation of real computer system. Then, we
learn about the attacker and their method of attack.

II.

METHODOLOGY

In order to get full comprehension around the theme, some
research has been done about general honeypot system, mainly
regarding cares and concerns on the environment preparation to
have it working.

According Joshi and Sardana et al “Honeypot is a
technology that works to gather such a priori knowledge about
attacks by luring the hackers to attack it. It acts as a bait that
entices suspected users to attempt to commit an anticipated
malicious act. The suspected attacker's movements are then
monitored [1].

A honeypot “open source” project was selected because it
offered some facility to be installed, deployed and centrally
managed. In addition, it offered useful data and statistics to
contribute with whole project. From this hands on step, we
collected the data from honeypots. The useful data was
analyzed to identify what are the main security incidents
targeting real systems environment, as well as main security
breaches and failures explored by attackers.

Usually people thinks that honeypot have no real usage
cause following the last attacks tendencies, rarely you will see
a human interaction. Most of interactions on this scenario are
We will collect the data from the attacks to analyze and
made by automatic scripts that are daily scanning whole
generate useful information and explain in detail with statistics,
Internet addresses and this is the current reality. Attackers will
graphs and illustrations the types of attacks, mainly the most
not spend time trying to access individual systems, unless they
common vulnerabilities and others that are often imperceptible
try to compromise a specific target. Because a honeypot have
in this type of approach.
no real systems running on, the result from attacks or even
978-1-5090-4815-1/17/$31.00 ©2017 IEEE
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III.

The Figure 1 shows the MHN Attacks Live Map, a real time visualization of attacks against the honeypot sensors
deployed in this experiment.

HONEYPOTS SENSORS

A honeypot is basically an instrument for information
gathering and learning. A honeypot is an information system
resource whose value lies in the unauthorized or illicit use of
that resource [2].

MHN is multi-snort and honeypot sensor management that
uses a network of VMs, small footprint SNORT installations,
stealthy dionaeas and a centralized server for management [7].

Considering the deployment for this PoC (Proof of
Concept), it is necessary to know each honeypot sensor used on
the scenario as well as it is functionality.

The MHN platform generate scripts lines to install and run
the honeypot sensors in operation system required. According
some test, it is recommended to install a sensor in a Cloud VPS
(Virtual Private Server). The project would also provide
convenience once you will be able to manage sensors from a
centralized panel.

Kippo is a medium interaction SSH honeypot designed to
log brute force attacks and, most importantly, the entire shell
interaction performed by the attacker [3]. Also, according the
main developer, it was inspired on another SSH honeypot
sensor project called Kojoney. Currently, Kippo is
discontinued but it was rebuild as another similar project called
Cowrie. The SSH fake pretends to connect somewhere and exit
does not really exit.

Consider to deploying and managing honeypots using
MHN to setting up a dedicated Linux Ubuntu system as
operational system. There is no availability or support for
Windows based installation.
Currently, MHN supports the deployment of different types
of sensors, such as Wordpot, P0f, Shockpot, Cowrie, Suricata,
Dionae, Kippo as a vulnerable SSH server, Kippo as a
vulnerable Juniper Netscreen, Conpot, Glastopf, ElasticHoney,
Amun, Dionaea with HTTP, Snort and finally, but not less
important, Shockpot Sinkhole. Some of those sensors are also
available to be deployed on different Linux based operating
systems like Ubuntu and Red Hat/CentOS and even not usual
hardware architecture as Raspberry Pi.

Some features of Kippo are fake filesystem with the ability
to add/remove files, a full fake filesystem resembling a Debian
5.0 installation, possibility of adding fake file contents so the
attacker can 'cat' files such as /etc/passwd, as well as most used
users and passwords tracking.
Snort is not a honeypot, but an IDS/IPS very helpful to
detect attacks on your network. The Sourcefire (the creator of
Snort) was a acquired by Cisco, but the product Snort remains
Open Source[4].

There has been a variety of honeypots sensors, but for this
PoC, four different honeypot sensors were deployed and kept
running for the period of thirteen days: Kippo, Snort and
Conpot, while Dionaea has run for three day. In addition, we
considered to deploying and managing honeypots using MHN
to setting up a dedicated Ubuntu system using a cloud host
provider.

Conpot is a low interaction Industrial Control Systems
honeypot and basically emulates some protocols used in
industrial environments [5].
Dionaea is a low interaction honeypot. It exposes services
like MSSQL, SIP, HTTP, FTP, TFTP and others. The intention
is to trap malware, exploiting vulnerabilities exposed by
services offered to a network and final goal is gaining a copy of
the malware [6]. Dionaea sends real-time notification of attacks
via XMPP and then logs the information into a SQLite
database.
IV.

V.

DATA ATTACK ANALYSIS

The Data Attacks Analysis section describes the results
collection while a better understanding of some not commonly
heard terms will be provided.

HONEYPOT SENSORS DEPLOYMENT AND
MANAGEMENT

The Figure 2 shows the five main attackers classified in a
ranking. During the PoC period, the most frequent attacks
came from China (395 hits), United Kingdom (41 hits), again
China (39 hits), France (23 hits) and Netherlands (16 hits).
many other countries, such as Brazil, United States of America,
Latvia and Mexico. These countries have also originated
attacks against the honeypot sensors. However, they did not
reached the main rankings of attackers.

The PoC in order to get useful information was based on a
project called MHN – Modern Honeypot Network, which is an
open source software for honeypot sensors deployment and
statistic gathering.

Fig. 1. MHN Attacks Live Map
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building automation could mean an attack against a home
system like electronic residential thermostats, refrigerators or
locks if connected on the Internet. Moreover, s7comm
protocol, also combined on the attacks, is largely used on PLCs
(Programmable Logic Controller) and means an attempt to get
access on Siemens industrial and supervisory systems.
Finally, the port 3389 combined with protocols modbus and
bacnet has received 28 hits.

Fig. 2. Top 5 Attackers IPs
The Figure 3 shows a general view about Honeypot attacks.
For this case, nature of attack or any other way of classification
is not being used. Only hits are considered.

Fig. 4. Top 5 Attacked Ports
The figures 5 and 6 shows a summary from Kippo
honeypot unauthorized access attempts. Basically, the attackers
have tried to login on the server using a technique called brute
force, where many and different random users and passwords
combination are used. Normally, this method succeed when
administrators uses default or weak credentials.

Fig. 3. Honeypot Attacks General View
The figure 4 shows the five main attacked ports and
protocols. Over the test period, port 22 has received 570 hits
and the most used protocol for this case was SSH (Secure
Shell) that enables administrators to remotely access and
control servers and services. It means attackers trying to get
unauthorized access.
The port 5060 combined with UDP and SipSession
protocols were also abused. Specifically for SIP (Session
Initiation Protocol), currently it is being largely used on VoIP
(Voice over Internet Protocol) systems and it means an attempt
to get unauthorized access on remote telephony systems. This
interface has received 138 hits.

Fig. 5. Kippo Top Users Hits

The default protocol mssqld running on port 1433 has
received 44 hits. It is also known as MySQL Server and it does
the most of the work in a MySQL installation. It means an
attacker attempt to access, leak or corrupt an information
database.
A lot of different protocols was combined with port 502,
which some are commonly used such as HTTP or SNMP,
while other are really uncommon. The port has received 31
hits. Modbus protocol used on automation systems
communication means an attempt to get access on industrial
plants and components, while BACnet protocol used on
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TABLE I.
ATTACKS
Technique/Na
ture
Brute
login

force

Malicious
traffic

ANALYSIS OF THE ATTACKS
Analysis of the Attacks
Description

An attempt to get access
in a server or service with
several username and
passwords combination.

Malicious software, web
page communication or
packet exchange.

Fig. 6. Kippo Top Passwords Hits
Finally, figure 7 presents the most frequent attacks using
payloads, which means a message transmission. On MHN, a
payload and its nature are identified according a signature. For
this case, the software has identified signatures like ET SCAN
Sipvicious User-Agent Detected (88 hits) and it means an
information leak attempt. Other signatures are ET SCAN
Potential SSH Scan (62 hits) that means a port scan against a
SSH service and also an information leak attempt. ET DROP
Dshield Block Listed Source group 1 represents any
communication with an IP list of bad addresses (potentially
black listed IPs). ET COMPROMISED Known Compromised
or Hostile Host Traffic TCP Group 22 could mean a malicious
traffic, besides an information leak attempt. Finally, ET CINS
Active Threat Intelligence Poor Reputation IP TCP group 76
means the communication with bad IP addresses.

Port scanning

Information
leakage

Scanning of a server or
service to recognize and
identify
possible
vulnerabilities to explore
them.
Confidential or private
data/information
spreading; Unauthorized
access on confidential
data/information

Prevention/Solution

Do not use services or
applications default users
and
passwords;
Configure a limit of
wrong login attempts.
Configure the network
perimeter for allowed
traffic only;
Do not click over
unknown links;
Periodically review your
system and network
infrastructure (including
application coding).
Configure
perimeter,
Firewall rules.

network
mainly

Access
management
policies and control;
Properly
storage
of
confidential or private
information.

VII. CONCLUSION
In this experiment, we used four different honeypot
sensors such as Kippo, Snort, Conpot and Dionaea. The
number of attacks that a server or service exposed to the
Internet attracts is evident as seen through MHN platform
results. There are many informations originated from data
attacks that can be used by a network manager to protect
systems and networks.
The usage of honeypot sensors is effective to identify the
most used security breaches and vulnerabilities, commonly
explored by attackers. MHN presented some interesting
informations, for example, the port scan process executed by
some attackers. While people thinks that only default ports
are targeted, such as 22 for SSH services, the platform just
showed that also non default ports are being targeted by
attackers.
The biggest and most frequent part of attacks came from
China, a country and with a population that day after day
includes more IT specialists in the global scenario.

Fig. 7. Top 5 Attacks Signatures
VI.

MHN offers a big variety of honeypots sensors to be
deployed, but it can be difficult for people who are not
familiar with Linux based operational systems. We conclude
this article suggesting to every security administrator the
execution of periodic tests with a honeypot sensor
environment, simulating the closest possible it is to the real
environment in order to review and harden your systems and
network security.

COUNTERMEASURES

Based on the attack statistics, some actions can be
suggested as countermeasures to improve the defense on
systems, decrease the risk of attacks or even minimize the
damage caused.

Due the large amount of data collected from different
honeypot sensors, as a future and continued research, a deep
analysis, mainly regarding binary files will be executed.
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Current and upcoming wireless communication systems
exploit many techniques to meet these requirements. However,
the current mobile network architecture is highly hierarchical
and centralized, several limitations have been identified when
compared to the always-on network access service requirements
of seamless mobility. With centralized network architecture,
since the MU uses the single address anchored at central IP
anchor, user traffic will always need to go first to the home
network and then to the correspondent service node even it is not
connected via home access network, leading to paths that are in
general longer than the direct one between the MU and its
correspondent service node. This poses excessive traffic
concentration on a single gateway element and possibly unoptimized routing adding in turn unnecessary delay and wasting
resources. [3]. To cope with problems of centralized mobility
management: the concept of distributed mobility management
(DMM) has been proposed in contrast to centralized approach
in a hierarchical model. The basic concept of DMM is the
distribution of mobility and IP anchors and select and re-locate
when necessary gateways that are topologically/geographically
close to the MU. DMM architecture solves some of the problems
of centralized mobility management, however when a MU
moves to a new set of anchors, due to IP relocation, either
tunneling need be used between initial router and new router or
the active flows have to maintained until the flow is finished.
Consequently, it may lead to a complex process and a high
signaling cost.

Abstract—The evolution towards mobile networks flat
architecture entreat a key-role for IP mobility management in
providing the ubiquitous always-on network access services. This
paper provides prospects for efficient mobility management in
SDN plus mobile network architecture and describe important
call control flows in inter system handover scenario. Distribution
of gateway function approach has been followed and evolved with
SDN technology. Key improvements with proposed architecture
are to support seamless mobility in heterogeneous access
environments, remove the chains of IP preservation and optimal
data path management according to application needs. The paper
assays the proposed evolution in terms of numbers of signaling
messages processed by control entities for an inter system
handover procedure relative to current mobile network
architecture.
Keywords— Software Defined Mobile Network; Intersystem
Inter networking; SDN based DMM; IP mobility management;

I. INTRODUCTION
The rapid growth of mobile data traffic has been widely
recognized and reported and the mobile communications
industry is preparing to cope with a 1000x increase of traffic by
2020 over 2010 [1]. More and more people see their handheld
devices as an annex of their workspace while on move and the
continuous improvement to the mobile network architecture is
becoming increasingly important to support the performance
requirements for the ubiquitous wireless connections.
Specifically to support different levels of Mobile Unit (MU)
mobility, future wireless access infrastructure is required to a)
Support integration of heterogeneous Radio Access
Technologies (RATs), the 3GPP Long Term Evolution (LTE)
[2] and trusted/untrusted non-3GPP access types (for example
Wireless LAN) efficiently combining multiple simultaneous
connections of MU via multiple access nodes with unified
mobility management b) provide seamless IP mobility for
session as well as service continuity as per application needs. c)
maintaining optimal service level quality for services that have
different latency requirements between the MU and the Packet
Data Network (PDN); and d) Support optimized mechanisms to
control signaling overhead i.e. Minimize the number of
messages required to enable the traffic exchange between the
MU and the PDN.

During the recent years Software Defined Networking
(SDN) [4] have gained a lot of attention from the research
community and standardization organizations. SDN provides
flexible ways to monitor and manage network efficiently with
separation of data plane and control plane. In line with these
trends we set out to take up the current mobile network
architecture what we refer as SDN Plus Mobile Network (S+
MN), combined with configurable SDN technologies to solve
the many of issues described above. To limit the potentially huge
design space and the envisioned research towards distribution of
gateway functions we focus mainly on seamless mobility in
considered scenario, which include maintaining QoS, smooth
handover, session continuity and sharing across multiple
wireless technologies. Although there have been several
proposals in this field as surveyed in [5-8] but these studies have
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only proposed that SDN can provide much-needed benefits but
have not shown the details for the evolved architecture. This
paper not only proposed the S+ MN Architecture but also
provide realization of core network functions with details of
procedure commonly occur in current mobile networks
elaborated with the separation of data and control plane. To
summarize, the main contributions of this paper can be stated as
follows:
• Improvements for SDN based mobile network with
details of functional elements.
• Description of the procedures of current mobile networks
to SDN context using the proposed S Plus controllers;
Initial attachment, service and tunnel setup, intersystem
handover and the data plane management in a distributed
manner, etc.

Figure 1: Typical Open SDN Architecture

interfaces. An open protocol is used to configure, monitor and
manage forwarding devices through southbound interfaces.
OpenFlow [10] protocol is the most extended SDN interface
maintained by the Open Networking Foundation (ONF). The
ONF has established the Wireless and Mobile Working Group
to explore how the OpenFlow can adapt for use in mobile
networks. In a solution brief [9] they illustrate the benefits of
SDN/OpenFlow with use cases of inter-cell interference
management, Mobile traffic management and envisioned that
the SDN/OpenFlow benefits can also be realized throughout the
mobile networks from access to backhaul and to the EPC.

• By analysing current research of IP mobility
management in SDN based mobile network architecture;
the proposed architecture implied Multipath TCP
(MPTCP) functions to remove the chains of IP address
preservation for session continuity during IP anchor
relocation without the use of bi-directional tunnels
between the initial and new router and avoiding a large
number of signalling messages.
• Development of a functional validation setup to show the
working of S+ MN architecture, application oriented
forwarding of IP traffic through the use of distributed IP
anchors.

B. Multipath TCP (MPTCP)
MPTCP is an ongoing effort within Internet Engineering
Task Force (IETF) to support multipath operation, a set of
extensions to enables a regular TCP connection to use multiple
different IP addresses and interfaces [11].

The rest of this paper is organized as follows. The paper first
gives an overview of related concepts and initiatives within
Open Networking Foundation (ONF) [9] and 3GPP that are
complement to S+ MN. Then introduces the S+ MN
architecture, key features, interpretation of the internal functions
with evolution of procedures of current mobile networks
elaborated in SDN based mobile networks, analysis of current
research towards IP mobility management and proposed
improvements. In the next section it provides the functional
validation and evaluation of proposed S+ MN architecture
relative to a traditional architecture. The last section concludes
the paper and discuss research directions.
I.

In the mobility context, when MU moves from one point of
attachment (in 3GPP terminology PGW) to another i.e., it
receives or configures a new IP address through new network
attachment. MPTCP enable multiple IP addresses by adding
subflows. Each sub-flow behaves as a separate regular TCP
connection inside the network. Subflows can be added and
removed at any point of time, in any MPTCP ongoing
communication, with the help of ADD_ADDR option and
REMOVE_ADDR option for any interface [11]. To maintain the

RELATED WORK

A. Software Defined Networking (SDN):
SDN features various ways of using software to manage and
manipulate network devices in which the control of gateway
functions are lifted up to a logically centralized entity called
SDN controller. The key concepts of SDN include the separation
of the control and data plane, flexibility, high rate of innovation,
and network programmability that speeds the deployment of
new services. Figure 1 depicts a typical architecture of SDN.
Data plane comprises a set of forwarding devices, (e.g.,
virtual switches or physical switches). The control plane consists
of SDN controllers and the application plane consists of one or
more applications, such as routing, and monitoring applications.
The SDN applications communicate their network requirements
towards the controllers via northbound interfaces. The
controllers communicate with each other using east/westbound

Figure 2: Multipath TCP multipath operations
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management and QoS etc. In considered context to provide
mobility support with Intersystem inter networking be applied
the MUs can obtain connectivity either from 3GPP or non-3GPP
access node and move between them. Being the research focused
on provision of IP session continuity during GW relocation and
due to the paper length limitations, we cannot delve into details
of S+ RAN and mainly describe the realization of S+ core
network.

ongoing communication MPTCP support “make before break”
method and uses MP-PRIO option to specify any subflow as
backup mode. In Fig. 2,, in the mobility scenario, With the MU
have multiple IP addresses so in this case MPTCP can create
multiple subflows and the MU is connected to Packet Data
Network (PDN) service. Defined by MPPRIO option MPTCP
support different flow modes, in the single-path mode only one
TCP sub-flow is used at any time or using all subflows
simultaneously between two communication nodes or uses only
a subset of subflows for transmission of data packets. this paper
explore the implied key role of transport layer protocols for IP
mobility management by simultaneous exchange of IP traffic
flows through the use of multiple distributed IP anchors.

The Core network of S+ MN is composed of simple network
gateways in contrast to legacy EPC, explicitly separate the data
plane from control plane. Furthermore, it applied the distribution
of gateway function. S+ NC manage the forwarding paths,
calculates, installs rules into the user forwarding elements, path
management, tunnel management, etc. In the following we
provide details of S+ MN core network with evolution of
procedure of current mobile networks elaborated with the
separation of data and control plane.

II. S+ MOBILE NETWORK ARCHITECTURE
Using the concepts of separation of control and data plane,
we design an evolution of current mobile network architecture
what we refer as SDN Plus Mobile Network (S+ MN). Figure 3
shows the conceptual view of S+ MN architecture, data plane
enable the user traffic to be forwarded through the RAN to core
network gateways which terminate the traffic to external
network. SDN Plus Radio access network Controller (S+ RC)
and SDN Plus core Network Controller (S+ NC) are proposed,
the S+ controllers (S+ RC and S+ NC) can control the related
nodes through programmable interfaces and have the ability to
interact both access as well as forwarding nodes by
consolidating redundant Access Stratum (AS) and Non-access
Stratum (NAS) signaling and management functions.

III. REALIZATION OF S+ MN CORE NETWORK
The realization of S+ MN core network architecture is
depicted in Figure 4, the S+ NC is the brain of the operations.
All EPC control functions are realized as set of control plane
applications (MME, SGW-C, PGW-C) running on top of the S+
NC. The application uses the northbound interface to access the
substrate from the S+ NC. Depending on the implementation of
control plane and requirements of supported services these
applications can have different functionalities. The MME
control function, can interact with subscription and content
server named HSS+ to create a local copy for user authentication
and authorization information. For mobility management MME
tracks and updates the user’s location information as well as
their requirements. It delegates various event to S+ access node
such as initial context setup request and response for user
attachment. MME can also interact with SGW-C directly and
PGW-C indirectly to setup user session. Additionally, we
propose coordination between MME and ANDSF to
periodically collect and analyse reports about the network state
in order to take the decision about handovers and trigger the
handover by sending a Handover Request message to the target
access node.
The SGW-C performs the control plane functionalities of
mobility anchor (SGW) including installing/uninstalling
OpenFlow rules into the SGW-U switch. It also acts as an

Figure 3: Conceptual view of S+ Mobile Network Architecture

The RAN comprises the heterogeneous access environment
that includes multiple different RATs links such as LTE (3GPP
RAN), Wi-Fi (non 3GPP trusted RAN) and any new RAN. New
communication entity S+ Access Nodes can be presented that
includes the collection of logical components of multiple
different RATs nodes. The evolved access nodes directly
interacts with the physical radio resources and should enabled
by the attributes of SDN (simple OpenFlow switch shall be
added to these devices in order to support Open SDN protocols).
The S+ RC shall acts as a network administrator, coordination,
policing and configuration of the infrastructure. The network
control information is delivered from S+ RC to access nodes
through the standardized southbound interface, i.e. OpenFlow.
S+ RC shall apply access network-wide functions such
admission control, radio resource scheduling, backhaul links

Figure 4: Realization of the S+ MN core network architecture
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interface between MME and PGW-C sends a paging message to
each access node belonging to the Tracking Area (TA) where
the MU is registered and assign appropriate forwarding gateway.
The PGW-C inherits the control functions performed by the
PGW such as IP assignments, bearer setup, Allocation of the
tunnel endpoint identifiers (TEIDs), establishing GTP tunnels
and QoS provisions etc. The PGW-C needs to interact with the
PCRF server to get the corresponding policies in the case where
the session requires a specific QoS policies.

A. Initial attachment procedure:
The Figure 5 shows the signalling diagram of initial
attachment, illustrating an expression of proposed architecture.
The 3GPP/LTE compliant evolved access node S+ eNB
receives an attachment request message (1) from MU. This
message is embedded in an OpenFlow Initial User message (2)
and is sent to the S+ NC, where the proposed MME application
initiates MU authentication and fetches users subscription
profile from HSS+.

The SGW-C and PGW-C control applications can be
combined as a single application. In this case the combined
control function of SGW and PGW allocates the tunnel IDs for
user flows, acting as a mobility anchor for inter system
communication. Managing the forwarding elements, calculates
and installs rules into the user forwarding elements, path
management, tunnel management and processing GTP packets.
The SGW-C and PGW-C function will use a northbound
interface (e.g., REST API) with the S+ NC which translates
northbound messages into OpenFlow messages. When the flow
rules are associated for subsequent packets that belong to the
same section and installs them for the data plane. Furthermore
in order to support fully flexible IP flow mobility during GW
relocation SGW-C and PGW-C applications can have additional
functionalities. Such as, provide distinct ID address for each
flow/bearer. The default bearer, if required, is anchored in the
core at initial GW with a fixed IP address of the user so that the
user is always reachable for incoming requests. Other IP
flows/bearers may be anchored with temporary IP addresses at
local GWs supporting session continuity when needed and
decided upon by the user. For application oriented forwarding
setup, change the forwarding rules of the data plane switches for
a specific flows or for all flows of the handled MU.

Figure 5: Initial attachment operation

After the successful authentication and authorization the
OpenFlow Initial Context Setup Request message (3) is sent
from the S+ NC to the S+ eNB. The S+ eNB reconfigures the
radio connection, and forward the attach accept message to the
MU. The acknowledgment of attach complete from MU is
included by S+ eNB as context setup response message (4) to
the controller. The state of MU transitions from deregistered to
registered and transmits the first session packet to the S+ eNB
over the radio connection. Since, there is no matching flow
entry in the flow table of the S+ eNB. The S+ eNB triggers an
OpenFlow packet-in message (5) to the S+ NC. This message
includes some information that is necessary to establish the data
plane. The S+ NC analyse the packet header to obtain the
session information such as the source and destination nodes IP
addresses and collects the tunnel information. S+ NC assign the
D-GWs by interacting with the SGW-C and the PGW-C
applications. In turn the MU obtain an IP address from PGWC, this also includes as conferred in [12] creating Binding
Cache Entry (BCE) to keep track the MU’s location as well as
the related information. Then, the S+ NC creates flow rules for
subsequent packets that belong to the same section and send
them as OpenFlow packet-out message (6) to installs them for
the S+ eNB and D-GWs. In the case where the session requires
a specific QoS policy, the S+ NC needs to interact with the
PCRF server through PGW-C functions to get the
corresponding policies before downloading the flow rules to the
data plane. When the flow rules are associated with a QoS

Data plane is composed of simple network gateways named
Data Plane Gateways (D-GWs) in contrast to legacy EPC,
explicitly separate the data plane from control plane.
Distribution of gateway function approach has been followed
and evolved with SDN technology. Using 3GPP terminology
each D-GW implements Data plane Serving Gateway (D-SGW)
or Data plane PDN Gateway (D-PGW) functions and
communicates with an S+ NC through OpenFlow protocol that
implements the southbound interface. D-GWs use the flow rules
received from the S+ NC and have standard mobile network
tunnel processing capabilities with a GTP-U extension (e.g.,
encapsulation/decapsulation facilities) and forward packets to
the transport network. Collocated D-SGW and D-PGW is
adopted to avoid unnecessary longer data path. Data plane may
also include the key functionality of a wireless access node, such
as an interface to manage radio bearers. During an inter GW
handover or gateway relocation, the S+ NC needs to send
OpenFlow Packet Out messages to the source as well as target
GW in order to modify their flow tables at the same time.
IV. EVALUATION METHODOLOGY
We discuss a scenario used to explain the behaviour is the
inter system handover of a MU from a 3GPP access network
towards a non 3GPP access network and describe the important
call control flows being exchanged across the various network
elements of the proposed architecture to show how it can be
systematically exploited to gain benefits.
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update their flow tables. That is, user can be supported optimized
path by flow table, without tunneling. But It is noted that after
handover, first, the packets have to follow the route from the
previous to the new router. The packets are then redirected
between the new router and fInally to the user. Consequently, it
may lead to a complex process and a high signaling cost.

parameter, the S+ NC will install them at the D-GWs.
Furthermore considering the expected handover with MU
mobility, The MME in cooperation with the S/PGW control
functions notify the needed support for GW relocation and keep
the established PDN-Connection context. At the end of this
procedure, the MU state is transitioned from Idle to Connected
and a data forwarding path is established from the MU to the
correspondent PDN service

In [13], the author considered two schemes for mobility
management in DMM scenario called Tunneling mode and
Optimal mode DMM, in first scheme different prefixes are
allocated to user at old and each new attachment nodes. For the
ongoing flows which require mobility support, the list of old and
new prefixes are included in packet-out message named router
advertisement message. The controller updates the forwarding
rules at both old and new OpenFlow switches (OFSs). Using
tunneling mechanism the flows are being redirected between
distributed OFSs. In second scheme, the controller calculates the
new route for the on-going flows and populates the new
forwarding rules to all the intermediate OFSs along the new
route between the new OFS and the Correspondent Node (CN).
In other words, an explicit path between the user node and CN
is defined and established by the controller. In this way,
tunneling mechanism can be avoided. However, it may lead to a
complex task giving the large number of switches/flows to
handle. Besides, the simplicity of the first scheme can come at
the cost of tunneling overhead and sub-optimal routing. the
authors indicated that the optimal mode is likely more suitable
for latency sensitive services while the tunnel mode seems to be
better for the packet loss-and interruption-sensitive services.

B. Inter System Handover IP mobility management
The As shown in Figure 6, the MU is initially connected to
3GPP access network, when the MU moves away from source
S+ eNB and determine the presence of appropriate access node
(in this case a non-3gPP AP), S+ eNB sends a Handover required
message packaged in an OpenFlow message to the S+ NC (1).
The MME function in turn trigger the handover by sending
a Handover Request message (2) to the target non-3GPP
compliment access node (S+ AP). If targeted S+ AP response
with handover ACK message (3) to the S+ NC, the handover
command (4) is send toward the MU by S+ NC and then MU
trigger the attachment procedure (Access technology specific
procedure for the interworking of the 3GPP EPC and the non3GPP access networks) [14]. After attachment S+ NC receives
packet-in message (5) from S+ AP and it must connect a set of
appropriate D-GWs that are close to the MU. Together with this
procedure MU gets a new IP address to be used in the new flow.
S+ NC allocates new IP address to MU and have to establish a
data forwarding path according to application needs.

To fully appreciate these particular challenges associated
with IP mobility, the proposed architecture implied MPTCP at
transport layer. Since MPTCP does not change the socket API,
it can be used tranparently by any PDN service and change of IP
address of a MU does not force the connection to be restarted. A
combination of SDN capabilities and MPTCP options could be
used to remove the chains of IP preservation of current mobility
management solutions and disburden the process of flow
forwarding during GW relocation. With implied MPTCP
connection of MPTCP capable MU and PDN-Service and will
be able to synchronize the MU traffic using different IP
addresses. As shown in figure 7, the S+ NC can manage different
cases of IP flows, the data packets from service requiring static
IP anchoring are directed to initial flow, so the MU is enabled to

Figure 6: S+ MN based inter system handover

C. IP mobility management
There have been several approaches for IP mobility
management in SDN based mobile networks, as surveyed in [12,
13] , In, [12] the author applied the SDN concept to DMM
architecture for routing optimization with a DMM service within
SDN controller. In proposed architecture, when a user attach
initiate router, the SDN controller stored user information in
Binding cache entry (BCE). If the user moves to the new router,
the controller which receives packet-in message will check
BCE. Mobility management is supported to user by binding
update with DMM service. The new data path is set by SDN
controller and it sends Flow Modify message to previous and
new router. On receiving flow modify messages, the routers will

Figure 7: Flow setup to application needs
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keep the initially assigned IP address despite its location changes
and where no static anchoring is required, the MU uses the new
flow for active communication, while maintaining the
reachability for the IP address that is still in use. In this way the
need for the maintaining a tunnel between source and target
anchors and flow redirection is not required to link different
flows, leading in turn to seamlessly session continuity during IP
anchor relocation avoiding a large number of signalling
messages. The S+ NC monitor the MU activity, as no traffic is
carried in the initial subflow (during the timer interval) it starts
the releases procedure for the removal of initial IP address from
the PDN-S1 IP list. The release cause tag along the session
management and perform the GW binding information update.

Figure 8: Empirical CDF of handover measurements for ping traffic

to show the working of proposed architecture. The pictorial call
control flows thus created has managed different cases of IP
flows and shown a significant decrease in signaling and delay
compared to tunnel and routing based approaches of IP mobility
management. MPTCP provides an overall umbrella and a
longer evolution perspective of using simultaneously multiple
network path, In future work we intend to perform more
detailed experiment with MPTCP to illustrate further system
realization of the architecture presented.

V. FUNCTIONAL VALIDATION
To evaluate the working and key benefits of the proposed S+
Mobile Network architecture, we developed a functional
validation test setup which primarily consists of Floodlight
controller (for S+ NC), MySQL database (for HSS+), Open
vSwitch (OVS), S+ Access Nodes and PDN Service modules.
Using the northbound APIs provided by the Floodlight
controller, the S+ NC module implements the LTE/EPC control
functions (e.g. MME, SGW-C, and PGW-C). OVS instances
acts as D-GWs using the OpenFlow protocol and apply
forwarding rules provided by S+ NC in distributed manner. The
source code of implemented modules is available via [15]. The
simulation starts with a MU initially attached to the PDN
service 1 via 3GPP compliant access network, then after a few
seconds the MU starts moving out of S+ eNB coverage area.
The MU discovers and switches to non- 3GPP compliant access
connection. This vertical handover from source to target access
network undergoes D-GW relocation. We measured, i) The
time required by the MU to change from S+ eNB to S+ AP. ii)
The total time consumed by MU in dissociation from the S+
eNB and becoming ready to route network traffic through S+
AP, that is, the interval between the last Ping packet received or
sent by the MU before the handover and the first Ping packet
received or sent after the handover. However, it does not
consider the duplicate address detection process that should be
performed after configuring an IPv6 address on an interface.
For each handover case, we performed the measurement of
network traffic at MU's S+ AP interface for more then 100
handovers. Figure 8 depicts detailed handover distribution
pattern.
VI.
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they need to be used in conjunction with other tools [4], [5].
Thus, there is need for a comprehensive strategic framework
which will assist healthcare organisations in their Cloud
Computing adoption decision making processes.

Abstract— Implementing Cloud Computing technologies
requires strategic planning by decision-makers to avoid the
risks of adoption, and to gain full competitive advantage.
Adopting Cloud Computing is a decision-making process that
raises a number of critical issues for organisational
management. This paper presents an Holistic Strategic
Assessment approach that covers the five main contexts of
organisations (i.e. Business, Technology, Organisational,
Environmental and Human). This paper also provides
quantitative evaluation based on the Balance Score Card
(BSC) approach to measure the values of the proposed Cloud
Computing transformation. This paper uses a case study
method to achieve in depth understanding of Cloud
Computing adoption inside Saudi healthcare organisations.

The literature provides some support for organisations
which wish to conduct Cloud Computing readiness
assessments. Loebbecke et al. [3] presented the Magic
Matrices Method as a Cloud Readiness assessment tool. The
Magic Matrices Method focuses on the operational level of
the organisation by investigating selected IT services. The
Cloud Computing Assessment Criteria used in this method
were (1) Core Business / Competitive Position, (2)
Importance / Availability, (3) Standardisation, (4) Degree of
Distribution within the organisation, (5) Network
Connectivity, (6) Identity Management, and (7)
Compliance. The IT services which were assessed by this
method were categorised into three categories which are (1)
ready for Cloud, (2) not ready or (3) ready in the future.
Although the Magic Matrices method provides an in depth
understanding of the technological side of Cloud Computing
adoption, it focuses more on the operational level and
ignores the strategic level of decision making. Kauffman et
al. [6] proposed A Metrics Suite for Firm-Level Cloud
Computing Adoption Readiness. The Metrics Suite has four
main categories which are technology and performance,
organization and strategy, economics and valuation and
regulation and environment. The metrics suite provided a
proposed tool without detailing the implementation. The
researchers also did not include factors such as: the attitude
towards Cloud Computing adoption, service level
agreements and soft financial analysis. The tool also
requires detailed information which makes it not suitable for
strategic level decision making. Idris et al. in [7] developed
an Adoption Assessment tool for Cloud Computing
adoption. This tool focused on seven categories which are
Business and Strategy, Architecture, Infrastructure,

Keywords—Cloud Computing; Cloud Computing Readiness
Assessment (CCRA); Holistic Approach Framework For Cloud
Computing Strategic Decision-Making (HAF-CCS); Saudi
Arabia; Healthcare.

I.

2
Clare Stanier

INTRODUCTION

Cloud Computing is an emerging technology that will
provide many benefits for healthcare organisations such as
reducing the cost of IT services, providing better patient
care, supporting research activities [1]. However, healthcare
organisations still have some concerns about Cloud
Computing services such as the risk of systems
unavailability, data security and privacy issues [2].
Understanding the organisational readiness position for the
technology model will be an incentive to adopt Cloud
technology and will reduce the potential risks that could
affect a Cloud Computing project [3].
Currently, there are commonly used strategic decision
support tools such as SWOT, PEST, Porter's Five Forces
model which can be applied for some aspects of Cloud
Computing decision making processes [4], [5]. However,
these models and tools are too generic, not providing
sufficient qualitative and quantitative measurements and
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the problem after it has already happened). As a result, EHD
managers decided to implement IT solutions to achieve
some strategic objectives such as increase IT staff
productivity and creativity which will lead to improvements
in IT services, increase IT resources utilisation, enhance IT
resources availability and improve cost structure.

Information, Operations, Projects and Organization. This
tool focused more on the operational capabilities of
organisations and ignored some important aspects of Cloud
Computing adoption such as: human, legal and security
aspects.
The focus of our research is to provide a strategic tool that
can be used by strategic decision makers to shape the
direction of Cloud Computing adoption inside
organisations. This paper will also address the problem of
providing quantitative measurements for Cloud Computing
adoption by implementing the Balanced Scorecard
approach. This paper discusses the implementation of the
Holistic Approach Framework for Cloud Computing
Strategic Decision-Making in the Healthcare Sector (HAFCCS). The HAF-CCS model has previously been presented
in a number of papers [8], [9].

A. Cloud Computing solution and Adoption Strategy
The IT team at the hospital decided to adopt a private Cloud
solution to achieve their IT strategic goals. The hospital
already has an IT infrastructure and hardware which can be
used in building a private Cloud Computing environment.
Thus, adopting a private Cloud Computing solution will not
require unnecessary infrastructure investment. Hospital
management and other authorities still have some concerns
about the security of a public Cloud and this was another
reason for adopting a private cloud. Maintaining full control
over the IT systems is also a reason for choosing a private
Cloud solution as this will support IT staff when managing
IT services. A private Cloud will also allow for
customisation of hardware, network and storage
performance. The decision was taken to outsource the
private Cloud operations to a third party organisation. This
was because the hospital does not have enough qualified IT
staff and to gain access to the vendor’s specialized technical
skills. EHD has implemented a Cloud Computing adoption
strategy that consists of four phases which are assessment
phase, adoption phase, migration phase and management
phase [4], [10]. Fig. 1 shows the relation between HAF-CCS
and the Cloud Computing adoption stages recommended by
[4], [10]. This paper covers the assessment phase in detail
by discussing the application of the Holistic Approach
Framework for Cloud Computing Strategic DecisionMaking in Healthcare Sector (HAF-CCS). The validation of
the proposed transformation is also presented.

This paper is organised as follows: Section II describes the
case study for this research and explains the Cloud
Computing adoption strategy of the hospital. Section III
shows the application of the strategic framework for Cloud
Computing decision making. Section IV discusses the
evaluation of the proposed Cloud Computing transformation
and Section V gives the conclusion and suggestions for
future work.
II.

CASE STUDY

A. Introduction to the case study
The case study for this research is a governmental tertiary
referral hospital in Saudi Arabia with a total of 500 beds.
The main aim of the hospital is to provide the highest
quality of patient care. The hospital aims also to be the
regional training and educational centre for medical and
paramedical staff and students. In addition to the hospital,
there are five medical centres. The hospital is undertaking a
critical infrastructure upgrade and has established an III. APPLYING THE STRATEGIC FRAMEWORK (HAFElectronic Health Department (EHD) to be responsible for
CCS)
developing an efficient and reliable IT environment to
HAF-CCS has been developed initially from the literature
support medical services. The hospital implemented a
based on well-known theoretical frameworks such as: TOE,
commercial Hospital Management Information System
IS Strategy Triangle, HOT-fit and then constructed based on
(HMIS) in 2013 to serve as the base for the HIT
quantitative data from questionnaire, focused interviews and
infrastructure with which other hospital systems should be
qualitative study from case studies [8], [9]. This framework
integrated. However, the hospital faced performance issues
can act as an assessment tool for healthcare organisations
with the existing IT infrastructure in that some servers were
that are proposing to adopt Cloud Computing. HAF-CCS
outdated or were built on outdated architecture. Thus, the
includes five main categories (i.e. Business, Technological,
hospital included upgrading some IT infrastructure as a part
Organisational, Environmental, Human) to be evaluated
of the hospital upgrade project. EHD also experienced some
when the organisation is considering adopting adopt Cloud
difficulties in managing its IT resources. For example, most
Computing. The measurement technique of the framework
IT staff at the hospital focus on maintenance or routine
is based on a Likert scale-based (1 to 5) approach. The
operations rather than developing new ideas or projects.
framework is applied and explained using the following
EHD managers believe that the IT system should have the
steps:
highest uptime possible. However, the maintenance
approach at the department is currently reactive (i.e. fixing
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Cloud Computing adoption strategy Modified by the researchers
from (Shimba, 2010, Okai et al., 2014)

Holistic Approach Framework for Cloud Computing Strategic DecisionMaking in Healthcare Sector (HAF-CCS) (Alharbi et al., 2016, 2015)

Cards

Fig. 1 The Relationship between HAF-CCS and Cloud Computing Adoption Strategy
their projects. The role of the IT department is to review and
control the procurement procedure and to check if the
department can provide the requested materials or services
internally. The hospital implements the Total Cost of
Ownership (TCO) costing method. In this method, the cost
of owning IT resources is not determined by purchasing cost
only. Other costs have to be included such as: integration
with current
systems, software licenses, training, warranty, maintenance
and support and similar factors. The IT management
recognises the importance of this method because it helps
them when reporting the real cost of IT to the Directorate at
the hospital and other associated organisations such as the
Ministry of Health (MoH). A financial penalty approach
has been selected by the hospital to be applied when a
provider fails to achieve the SLA targets contractually
agreed.
 Soft Financial analysis:
The organisation currently does not have a long-term IT
strategy. However, the organisation plans to have a written
strategy by the end of 2017. The organisation has
implemented a strategic performance management
framework currently for its IT department. There is
ongoing work to develop Balanced Score Card approach
which can be incorporated to provide a measurement for
Cloud Computing initiatives at the hospital. The
organisation tries to align between IT functions and business
activities. IT department managers have identified some
additional services that would be provided by implementing
Cloud Computing solutions such as: mobile application.

1.

The framework represents factors as “cards”
which can be added or removed within the ‘context or
‘sector’ (i.e. Business, Technological, Organisational,
Environmental and Human) to allow for a holistic
approach as required by the organisation.
2. Each factor in the context will be evaluated against
pertinent questions and assigned a score (1 to 5).
3. For each context or ‘sector’, the scores of its sub
factors will be calculated based on a specific formula
(i.e. each sub factor scored 1 to 5 and totaled and
divided by the number of sub factors giving a
maximum of 5 for each context).
4. The overall score for each context will be represented
in the scale-based approach. This assesses the readiness
of the context using a range between 1 and 5.
Finally, the calculated organisational final score is an
aggregation of the five contexts (divided by the number of
contexts ((5)) with a maximum score of 5 which is similar
to formats used in other radar type diagrams.
Each of the five contexts is assessed as follows:
A. Business Context:
 Hard Financial Analysis:
The hospital follows the Saudi Arabian government budget
structure where there are no clear IT-related elements in the
budget
categories (Saudi-e-Government Program, 2007). As a
result, the hospital does not have a specific budget for
Information Technology. The hospital employs a Request
for Proposal (RFP) document which is used in for all IT
procurement procedures at the hospital. RFP usually
includes information such as: price, technical requirements,
vendor financial information, and vendor qualifications.
RFP at the hospital also provides information about Service
Level Agreements (SLA) which includes maintenance,
support and training. The RFP can also support the
procurement team in the shaping of the project’s contract.
Although there is a central IT department at the hospital,
any department can issue an IT procurement request for

B. Organisation Context
 Top management support:
In recognition of the importance of IT, the senior
management team at the hospital has established a Chief
Information Officer (CIO) position at the hospital. The CIO
has taken leadership and responsibility for IT projects at the
hospital. The CIO also helps the top management team to
understand the IT needs of the hospital and how to improve
its IT performance. However, the organisation currently
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computer/network resources used at the hospital. The
current disaster recovery plan needs additional controls to
complete a comprehensive system.

does not have an alignment between IT strategy and
business strategy. The CIO at the hospital has a
comprehensive understanding of Cloud Computing concepts
and supports the use of Cloud Computing services.
However, some top management team members still have
some concerns about the security of Cloud Computing.
 Attitude toward change:
The organisation currently has not established any change
management processes. The IT department has not currently
provided detailed workshops about Cloud Computing
concepts and services for end users because they believe
that employees at the healthcare organisation have sufficient
understanding and generally acceptance for the use of Cloud
Computing. However, this could be an issue for Cloud
Computing implementation. IT staff at the organisation are
prepared for the change in terms of how work will be
performed either by training or having prior experience.

D. HUMAN CONTEXT:
 Innovativeness:
The IT department at the hospital usually launches
innovative services and these initiatives are well-aligned
with the hospital’s strategy. The hospital faces difficulties in
attracting staff with the required qualifications and
expertise. In some cases, the Hospital Directorate does not
provide high level encouragement to use the latest
technologies because there is a preference for tried and
tested traditional systems for reasons of patient safety.
 Internal Expertise:
IT projects at the hospital are not managed by dedicated
personnel for each project so the management of the IT
infrastructure is based on the availability of IT staff in the
department. The department also outsources their software
development activities. IT managers at the hospital have
some concerns about the capabilities of their human
resource to support Cloud Computing adoption at the
hospital.
 Prior Technology experience:
IT staff in the hospital have limited previous experience in
Cloud Computing projects development since Cloud
Computing is still a relatively new technology for Saudi
healthcare organisations. The IT management team has only
partially conducted an Information Technology (IT) skills
assessment for IT staff and healthcare professionals.
However, there is intention to setup an IT skills inventory
system at the hospital. The IT department is planning to
provide partial Cloud Computing training for all employees
of the hospital as some of them have previous knowledge of
Cloud Computing.

C. TECHNOLOGY CONTEXT
Relative advantage:
The IT departmental managers at the hospital are aware
of the benefits that it is anticipated will result from the
adoption of Cloud Computing over traditional IT systems.
Cloud Computing allows IT staff to accomplish specific
tasks more quickly. Decreasing the effort of maintenance is
 Compatibility:
The attitude towards Cloud Computing solutions at the IT
department at the hospital was positive. Cloud Computing
technologies were found to be compatible with the
healthcare organisation’s IT culture. However, the IT staff
views on the compatibility of Cloud Computing use with
healthcare values and goals was found to be neutral because
of privacy and security concerns expressed by some staff
members.
 Technology readiness:
The hospital does not currently have a documented IT plan
and strategy. However, the IT department managers plan to
have completed an IT strategy by the end of 2016. The
hospital has an enterprise database system, IT architecture
and migration strategy, but currently has not completed an
application inventory. The current bandwidth at the hospital
is sufficient because it has implemented a high speed Fibre
Optic lines so all staff members at the hospital giving
unlimited access to the internet. The maintenance of IT
infrastructure at the hospital uses centralized PC
management software. The IT department is planning to
implement Cloud Computing solution so IT as a Service
(ITaaS) is not currently provided across the hospital.
 Security:
The IT department at the hospital applies standard and
traditional security technology solutions such as: firewall
technology and backup facilities. The hospital does not
support the concept of single sign-in as an access
management approach. However, the IT department has not
fully formalised its IT policies regarding the


E. ENVIRONMENTAL Context:
 Regulation Compliance:
IT managers at the hospital have limited information as to
whether the use of Cloud Computing will violate the
resolution of Computing and networking Controls in
Government Agencies in Saudi Arabia as compliance
regulations are under development. However, the current
assumption is that the use of Cloud Computing will not
violate Electronic Transactions Law in Saudi Arabia.
Consequently, the IT management have applied some
Regulation Compliance methods such as: maintaining data
subject consent from their employees and customers,
allowing them to transfer their data to a third party.
Additionally, the IT management have ensured that the
Cloud Computing provider has agreed to a non-disclosure
agreement relating to their subscribers and the data carried
on the public telecommunications networks. The department
management has also confirmed that no data will be
transferred outside Saudi Arabia as a result of implementing
Cloud Computing solutions.
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 Business Ecosystem Partners Pressure:
The IT management are not aware of any preference for
Cloud Computing adoption either from the Ministry of
Health or from General Directorate of Health Affairs for its
region. However, there are some healthcare organisations
that have implemented Cloud Computing solutions in this
region and Cloud Computing technology is also popular
among the hospital’s vendors. There are also other
organisations in the region which have implemented some
Cloud Computing solutions.
 External expertise:
The IT department at the hospital has implemented
appropriate Service Level Agreements for their IT services.
Although the IT management have applied IT vendor
analysis templates when selecting IT vendors, they are not
able to check if the Cloud Computing providers are
authorised by Communications and Information Technology
Commission in Saudi Arabia as the information is not
published. The IT managers do not currently have an
effective mechanism to require Cloud Computing vendors to
provide appropriate data integrity and confidentiality at the
host, network, and application levels, to comply with the
Government regulations being developed regarding Cloud
Computing in Saudi Arabia.

IV.

EVALUATION OF THE PROPOSED CLOUD
TRANSFORMATION:

The Balanced Scorecard (BSC) was implemented to
measure the possible outcome of the proposed movement
toward Cloud Computing solutions at the hospital. BSC is a
concept that was developed by Kaplan and Norton in [11] as
a means to evaluate organisational performance. They
argued that quantitative financial measures alone are not
enough to provide a complete picture of business
performance. The BSC combines traditional financial
measures with other non-financial qualitative performance
indicators. The BSC also emphasises multiple perspectives
since it includes the Financial Perspective, the Customer
Perspective, the Internal Perspective, and the Learning and
Growth Perspective [11]. Table 1 shows the quantitative
measurement and evaluation of the proposed Cloud solution
based on BSC and indicates the potential improvements of
the hospital from the different perspectives:
• Customer Perspective: The improvement in this
perspective is observable against the two objectives of
improving customer satisfaction and easing information
access for the customer. Cloud Computing will enhance
customer satisfaction by improving IT department
performance by reducing the percentage of system failures

Table 1 Quantitative Measurement and Evaluation of the Proposed Cloud Solution

Financial

Strategic
Objectives
Decrease IT cost
Increase Resource
Utilisation

Customer

Internal
Processes

Organisational
Capabilities

Improve Customer
Satisfaction
Easing Information
access for the
Customer

Improve IT
department
performance
Improve IT
resources
availability level

Create new services
Improve skills and
knowledge of IT
staff

Improve
collaboration with
other organisations

Measurements

Current

Target

Initiatives

Decrease overall IT cost by

30% of Hospital
budget
20%

20% of Hospital
budget
70%

Cloud
Computing

3

1

70%

90%

1000
0

5000
10

0

1000

Decrease help desk response time by 10%
Increase network uptime during business hours

18 days per
month
72 hours
98%

12.6 days per
month
24 hours
99.99%

Increase application uptime during business hours

98%

99.99%

Decreased unplanned downtime by 25%
Decrease application downtime during the planned
maintenance
Increase number of mobile devices supported
increase number of hours spent on
innovation/projects
Percentage of IT staff completed training on
project management
Percentage of IT staff completed training on Cloud
Computing
Increase number of external interfaces with other
organisations
Increase number of centres that support IT
department

10 hours
80%

1 hours
1%

0
2

100
5

10%

30%

10%

80%

2

20

2

5

Increase Percentage of servers that are virtualized
Decrease number of staff allocated to servers
maintenance
Increase Customer Satisfaction by 20%
Increase number of visits to hospital websites
Increase number of Self-service stations for
Patients
Increase Number of number of hospital mobile
application download
Decrease maintenance time by 30%
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Patient portal
self-service
stations
staff portal
Mobile
Application
Proactive
Care
Load
Balancer
system
Virtualisation

Mobile
Application
Online Patient
transfer
request
Training
initiative

implementation of Cloud Computing will also lead to an
improved transparency of TCO for IT services and to better
resource utilisation. However, the intention of the hospital
to use Private Cloud Computing may not lead to dramatic
cost saving (10% of the budget). Future work will include
an investigation into how Cloud Computing can support
healthcare organisations to move toward new business
models such as a patient-centric model.

and by reducing time taken to resolve problems. Cloud
Computing system will allow patients to access information
at anytime, anywhere via any devices which will lead to
information access improvement [15].
• Internal Process Perspective: the first enhancement for the
process perspective is improvement of department
performance since Cloud Computing implementation will
reduce maintenance time and improve help desk response
time. Cloud Computing solutions will improve IT resources
availability level by reducing system failure and planned
and unplanned downtime.
• Organisational Capabilities Perspective: Cloud Computing
will help the hospital provide new services such as mobile
applications. Decreasing IT maintenance tasks will allow IT
staff to have more time to develop skills and work on
innovative ideas. IT managers at the hospital identify that
Cloud Computing will improve collaboration with other
organisations by easing exchanges of information between
the hospital and other organisations. However, the use of
Cloud Computing will require improvements in IT staff
skills and knowledge especially about Cloud Computing
and project management.
• Financial Perspective: IT managers estimated that the use
of Cloud Computing could help in reducing the Total Cost
of Ownership (TCO) for IT services in the hospital by from
30% to 20% of the Hospital budget. The potential cost
saving will arise from reducing the costs of application
testing, software licenses and through better IT staff
deployment. Cloud Computing could help increase resource
utilisation through increasing the percentage of virtualised
servers and decreased number of staff allocated to server
maintenance.
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transforms likely to be required by user movement and
interaction in the virtual space.

Abstract—In this article interactive visualization techniques
for creating virtual objects are considered. We describe the most
common methods of photometric transformations between
images and a variety of geometric objects contextualized against
the backdrop of increased adoption of 360 videos and virtual
reality systems. Two techniques, the Harris-Laplacian and the
Scale Invariant Feature Transform (SIFT) are described. The
estimation algorithm of virtual objects interactive visualization is
given. The image-matching algorithm using key points is
described. The approach allows for the calculation of local
features to define singular points, allocate special pieces invariant
to scale, construct feature vectors, and compare local descriptor
pairs of images.

Consider the challenges that occur during the process of
capturing photographs. One of these challenges is to use
natural lighting. In the case of an indoor photograph, for
example, the area of a nearby window may be overexposed,
making it difficult to deal with image stitching as two adjacent
pictures may have different light characteristics. To solve this
the white balance can be controlled manually resulting in the
value of the white balance being different in every picture. In
addition, at the time of a panorama snapshot there can be a
change of exposure. To deal with this a larger overlap between
adjacent frames is required. Respectively, the number of
pictures for the closure of the virtual panorama scope is
increased. Whilst discussing this optimization process it can be
mentioned that it in our work of developing a virtual tour it was
necessary to get a three-dimensional panorama by matching
together key points using 26 images. The main challenge was
to deal with discrepancy of the camera field of view. That is
why the optimization by means of the control point’s distortion
was required.

Keywords — three-dimensional object; Harris-Laplacian
algorithm; Scale Invariant Feature Transform; Gaussian pyramid;
Difference of Gaussian pyramid; key point; image matching
algorithm.

I. INTRODUCTION
In recent years, there has been a significant and renewed
interest in developing interactive software that allows a user to
explore a virtual reality (VR) or augmented reality (AR)
environments. In part, this has been due to the revival of
stereoscopic displays, such as the Oculus Rift, Google
Cardboard, and Samsung Gear devices. These are being
applied in a huge variety of application scenarios such as the
visualization of big data [1]; in medical scenarios, such as
management of pain [2] and biomechanics [3]; new modes of
interaction [4] and experiences in games and entertainment [5];
in enhancing education and pedagogy [6, 7]; and as potential
assistive technology for navigation tasks [8, 9].

The considered method is to derive distinctive invariant
features from images to make effective matching between
various views of scene or an object. These features are
invariant to rotation and image scale, and are to provide
effective matching in different cases, such as: change in 3D
viewpoint or illumination, addition of noise and so forth. The
process of recognition consists of matching individual features
to a database of features from known objects [10]. This
approach is to distinctly identify objects in situations where
occlusion and clutter may occur whilst maintaining near realtime performance. For the computer, the image is a set of data
points, so to accomplish image matching appropriate methods
should be used. There are methods of image matching based on
a comparison of knowledge about the images. [11]. Their idea
is to calculate the value of a particular function for each point
of the image. Based on these values certain characteristics of
the image can be assigned and then the problem of image
matching is reduced to the comparison of such characteristics.
The advantage of this method is its simplicity; the disadvantage
is that they work only in ideal situations. In the case of noise
being present in the images, or changing of scale, the
application of such techniques becomes meaningless. This is

The presentation of these virtual elements is created using a
variety of techniques, such as multi-camera video recordings,
computer generated images, or using computer game engines,
such as Unity or Unreal. However, this predominantly means
that all such systems utilize 360 degree imaging and 3D
graphics. From a software and hardware perspective, producing
these images in near real-time, and being able to re-render
scenes rapidly in response to user movement and interaction, is
not a trivial task. As such, this work of this paper is concerned
with exploring mechanisms by which the rendering of these
graphics might be improved, whilst remaining robust to the
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explained by the fact that each point on the image contributes
to its characteristic. To avoid this problem, the entire set of
points to allocate special or key points is needed, and only then
should they be compared.
There are two appropriate techniques for this purpose: the
Harris-Laplacian (HL) technique and the SIFT (Scale Invariant
Feature Transform) algorithm.
Figure 2. HL technic is not invariant to scale

II. THE HARRIS-LAPLACIAN TECHNIQUE
The HL technique is used to compare images irrespective
of photometric transformations or geometric transformations
between images and to identify appropriate or corresponding
areas between the images. The advantage of the technique is
that it allows finding features that are robust to illumination
changes and invariant to scaling and image rotation. A
description is designed for each feature by means of the local
neighbourhood and then it proceeds as a unique identifier for
the feature [12]. These identifiers are used to recognize “point
to point correspondences” between images [13]. This method
can be used to execute image retrieval for panoramic images.
Stages of execution of the technique for three-dimensional
reality are as follows:
•

Computation of the image gradient at each point using
Gaussian smoothing;

•

Calculation of the M matrix with the weights for the
Gauss window neighborhood of each point;

•

Calculation of the R angle response measure;

•

Point detection with a large value of R (clipping
threshold);

•

Detection of the local maximum of the corner response
measures (non-maximum suppression) [14].

III. THE SCALE INVARIANT FEATURE TRANSFORM METHOD
The SIFT method is now widely used in image matching
process of interactive visualization. The method works as
follows: for each point in the image the value of a particular
function is computed. Based on these values certain
characteristics of the image can be assigned. Thus, the process
of image matching is down to the comparison of these
characteristics. The advantage of the SIFT method is its
simplicity. The disadvantage of this method is that it works
mostly in ideal situations. According to research on the subject
[15], it may be caused by several factors, such as: appearance
of new objects on the image, overlap of one object to another,
noise, zoom, position of the object in the image, a camera
position in three-dimensional space, lighting, affine
transformations, etc. It can be explained by the fact that each
point on the image contributes to the characteristic. Thus, to
compare these characteristics the entire set of key points is
needed.We can conclude that there is a need to solve this
limitation. The task is to somehow choose points that
contribute to the characterization, or, even better, to allocate
some special (key) points and compare them. It brings to the
idea to compare images using key points [16]. The image is
replaced by a model; a set of key points. It should be noted that
the key point is a point on the image of an object that is very
likely to be found in another image of the same object. The
detector is the method of extracting key points from the image.
The detector will provide resistance to the problems of scaling
[16]. Consequently, the invariance to scale issue can be solved.

The main reason for the widespread use of the HL
technique is its invariance to rotation (Fig. 1) and intensity
shift. This method allows developers to work more effectively
in terms of image quality [14].

The development process is divided into iterations. The
main steps of SIFT method [16] are as follows:

Figure 1. HL technic invariant to rotation

As for the criticism, the method has a drawback because it
is not invariant to scale (Fig. 2) [14]. In VR and AR situations,
users will often be able to move around amongst the virtual
objects being presented, in addition to being able to rotate their
field of view. To this extent, rotation alone may not be the only
type of affine transform required, this is why the SIFT
algorithm should be used.

•

Scale-space peak selection;

•

Difference-of-Gaussians (DoG) implementation;

•

Key point localization;

•

Elimination of unstable key points;

•

Orientation assignment based on key point local image
patch;

•

Key point descriptor selection based upon the image
gradients in key point local neighborhoods [17].

Taken together, the above-mentioned features of SIFT
descriptors, it should be noted that this technology has some
drawbacks. Not every point and its description will meet the
requirements. This can have unwanted consequences upon
future process of image matching. In some cases, the solution
may not be found even if it exists. For example, consider the
situation when two images have representations of a brick wall.
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The local extreme point on each image of the DoG is
searched. Each point of the current image of DoG is compared
with its eight neighbors and with nine neighbors in the DoG
that is on the level above and below the pyramid. If a point is
greater than, or less than, all neighbor points then it is taken as
a point of local extreme. This explains why two additional
images in the octave were required.

The solution cannot be found due to the fact that the wall is
composed of repeating objects (bricks). So, for different
control points, the descriptions are similar. Despite this
limitation, descriptors usually work well in many cases of
practical importance.
The SIFT method is used to find key points on the image
based on the Gaussian pyramid. To identify key points on the
image the Difference of Gaussian pyramid (DoG) is designed
[11].

Once we have found the point of extremum, it is necessary
to verify whether they are suitable as key points. At this point,
it is necessary to approximate the function of DoG matrix by
Taylor polynomial of the second order taken at the point of
extremum.

The Gaussian is an image that is flooded by a Gaussian
filter. It is described as (1):
L(x, y, σ) = G(x, y, σ) * I(x, y)

(1)
IV. THE IMAGE-MATCHING ALGORITHM USING KEY POINTS

Where L(x, y, σ) is a Gaussian value at the point (x,y) and σ
represents a blur radius; G(x, y, σ) is a Gaussian kernel; I(x, y)
is an original image value [11].
The DoG is a resultant image formed by means of per-pixel
subtraction of the Gaussian original picture and the picture with
a different Gaussian kernel. The DoG is expressed as:
D(x, y, σ) = [G(x, y, kσ) - G(x, y, σ)] * I(x, y) =
L(x, y, kσ) - G(x, y, σ)

Consider a method to derive distinctive invariant features
from images to make effective matching between various
views of scenes or an object, such as would be encountered in a
virtual tour of 360-degree visualization. These features are
invariant to rotation and image scale, and are to provide
effective matching in different cases: change in 3D viewpoint
or illumination, addition of noise and others. The imagematching algorithm using key points is presented in Fig. 4.

(2)

Selection
of key points
K(xi,yj)

As a result, a scalable image space is a variety of different,
smoothed options of the original image. Compared to the
Harris-Laplacian space the Gaussian scalable space is linear,
shift-invariant, and invariant under rotation and scale.

Design of key
points descriptor
d1…..dn

According to Lowe [12], invariance under scale is achieved
by finding the key points of the original image, taken at
different scales. Therefore, a pyramid of Gaussians and
Difference of Gaussian pyramid is built (Fig. 3).

Comparison of
descriptors
di…..dj
no
no

Are di…..dj
equal?
yes

Selection of
corresponding key
points
Were all
the descriptors
compared?
i=n

Figure 3. Gaussian pyramid and DoG

Fig. 3 [14] is a schematic representation of DoG. We can
see number of differences is one less than the number of
Gaussians, and why after transition to the next octave the
image size is halved.

yes

Image conversion
model design

After the construction of the pyramids, it is necessary to
determine a key point. The point is the key point, if it is a local
extremum of difference of Gaussians.

Figure 4. The image-matching algorithm
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correct Gaussians function coordinates that are available in the
configuration panel.

In the case of image stitching to create panoramic
composites, it is necessary to convert the original photos to a
format suitable for crosslinking (cylindrical or spherical
projections). Crosslinking is the combination of the equal
elements located at the common areas of adjacent images. This
necessitates mixing images with a view to aligning their
brightness, contrast and color tone, ensuring consistency of
presentation.

Pan (Min/Max/Def): 0.0/ 360.0/ 0.0
Tilt (Min/Max/Def): -90.0/ 90.0/ 0.0
FoV (Min/Max/Def): 10.0/ 120.0/ 70.0

As a result, we obtain a preview of the conformal
projection. Substantial image editing was not required in this
case because a panoramic head was used when taking the
photographs, with a properly set nodal point.

At the stage of photo processing the main features of a
panorama’s quality are:
•

Ability to handle geometric mismatch of adjacent
images and the ability to virtually eliminate the
phantom images of the elements (for example when
there is a fragment of an unnecessary object in one
picture, but it is not on the adjacent picture);

•

The ability to cope with the color tone difference
between adjacent frames (error of mixing sections with
color gradient nature (ceiling)).

The next step is optimization. Optimization is necessary
for the selection of the best lens distortion transformation
parameters. Before this step, there are 26 images with distant
key points (Fig. 5). The objective of the optimization process is
to get a three-dimensional panorama by matching together
these images’ key points. The main idea of the distortion is to
deal with discrepancies in the camera’s field of view. One
object is generally captured twice and by means of this object
Adobe Flash is stitching every two images. As the camera is
rotating one object is capturing from a different field of view.
This is why the optimization, by means of distortion, is
required.

Thus, the layered file in the Adobe Photoshop (*.PSD)
format is designed. It consists of masked transformed images
displaced relative to each other and forming the panoramic
composite.

Even after automatic stitching and optimization the
manual binding of individual elements in the panorama key
points is required. This procedure is carried out for every
virtual panorama. When gluing, it is recommended that
conformal projection panoramas are kept in JPEG format. This
will provide further convenience in working with graphic
editors. It is worth mentioning that there were some difficult
aspects. Since equidistant projection does not preserve parallel
lines, then the image is inconvenient to adjust. In order to get
the most realistic spherical panorama, it is necessary to remove
every distortion from the resulting image, shades and the effect
of “vagueness”.

V. IMPLEMENTATION EXAMPLE
Consider a simple implementation example of the imagematching approach in the case of creating a 3D panorama. The
process consists of several steps. To start, all the photos of a
single virtual panorama should be downloaded, in this case to
the Adobe Flash environment. The image matching process can
be performed automatically in Adobe Flash. However, the
resulting image will be full of stitching errors. That is why, to
compare overlapping photos control points are generated (Fig.
5).

VI. APPROACH EVALUATION
To test the usability of the Imaging System that
implements the proposed approach, we adopted a method of
questionnaire, based upon participants’ responses to the
images produced by the system.
Ten users were involved in the experiment. The procedure
of obtaining decisions involves participants expressing their
views on usability issues, such as navigation, ease of use,
realistic issues, quickness in response, and others. The method
of scores was used to provide a detailed data of expert
opinions and helped to analyze the results. To provide a high
validity of results different participants from various fields
took part in the research. There were five students, two web
designers, and three Internet users. Participants were provided
with the 3D environment system before and after the image
matching approach implementation. The goal of the research
was to analyze whether the system is effective in terms of
usability issues. The participants had around five minutes to
explore the two systems. Then they were asked to complete a
questionnaire with scores for each question in a table. A 1 to 5
Likert scale was used, for participants to indicate the worst to
the most pleasant in terms of use.

Figure 5. Image matching process

As shown in Fig. 5, the program is trying to find identical
points in both images. These points are generally angle points.
The intensity of an angle point varies relative to the center.
Thus, the coordinates, and changes in brightness of the
surrounding image points, define the angles points. The main
property of these points is distinguishability. This means that
there are two dominant gradient directions in the area around
the corner. Gradient is a quantity vector that shows the steepest
increase in the intensity of the image function I (x, y). To make
a more precise matching, we use the top panel with key point
numbers to move items. In addition, there is a possibility to
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construct feature vectors, and compare local descriptor pairs of
images.
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VII. CONCLUSION
This article considered an image-stitching algorithm for
three-dimensional interfaces and compared two approaches of
implementation. The results obtained have shown a good
usability experience. Two methods of image matching were
used. It was decided to combine the practicalities of HarrisLaplacian method with the versatility of the SIFT algorithm.
For each point on the image the function value was calculated.
Based on these values the certain characteristics to the image
were ascribed. Thus, the problem of image matching moved to
comparison of the characteristics.
In this case, key point identifiers - descriptors, were used.
Adobe Flash provides the ability to calculate the point of local
extremum for a Difference of Gaussians pyramid to determine
whether a point is a key point.
The drawback of this algorithm is that manual annotation
is needed. This can be performed automatically using the SIFT
algorithm. However, professional equipment is needed, such
as a tripod with an automatically rotating head, a camera that
allows specific zooming, studio lighting, and so on. As the
camera is rotating without a professional tripod, one object is
capturing from a different field of view. To deal with
discrepancies of the camera’s field of view the optimization by
means of the above-mentioned algorithms is required.
After a comparison of the Harris-Laplacian and SIFT
methods, and considering their advantages and drawbacks, it
becomes evident that none of the methods will be efficient if
used in their original form. Therefore, the best solution is a
combination of the practicalities of the Harris-Laplacian
method, whilst obtaining the versatility of SIFT. This
combination allows the calculation of local features to define
singular points, allocate special pieces invariant to scale,

[7] H. M. Knight, P. R. Gajendragadkar, and A. Bokhari, "Wearable
technology: Using Google glass as a teaching tool," Case Reports, vol.
2015, no. apr22 2, pp. bcr2014208768–bcr2014208768, May 2015.

[8] B. D. Sawyer, V. S. Finomore, A. A. Calvo, and P. A. Hancock,
"Google glass: A driver distraction cause or cure?," Human Factors:
The Journal of the Human Factors and Ergonomics Society, vol. 56,
no. 7, pp. 1307–1321, Oct. 2014.

[9] U. Rehman and S. Cao, "Augmented reality-based indoor navigation
using Google glass as a Wearable head-mounted display," 2015 IEEE
International Conference on Systems, Man, and Cybernetics, Oct.
2015.

[10] R. Kadobayashi, K. Tanaka, “3D viewpoint-based photo search and
information browsing”, SIGIR '05, pp. 621-622, New York, 2005.

[11] M. Jay, “Do pictures and Virtual Tours really matter?”, Interactive
Virtual Media, 2014.

[12] D. Lowe, “Distinctive Image Features from Scale-Invariant Key
points”, Computer Science Department University of British Columbia
Vancouver, B.C., Canada, 2004.

[13] F. Schaffalitzky, A. Zisserman, “Multi-view matching for unordered
image sets”, In European Conference on
Copenhagen, pp. 414-431, Denmark, 2002.

Computer Vision,

[14] A. Bhatia, “Hessian-Laplace Feature Detector and Haar Descriptor for
Image Matching”, For the M.A.Sc. degree in Electrical and Computer
Engineering, Ottawa, Canada, 2007.

[15] M. Brown, S. Winder, and R. Szeliski, “Multi-Image Matching using
Multi-Scale Oriented Patches”, Conference on Computer Vision and
Pattern Recognition, 2005, pp. 510–517.

[16] Y. Meng, “Implementing the Scale Invariant Feature Transform (SIFT)
Method”, Computer Science Department University of British
Columbia Vancouver, B.C., Canada, 2000.

5
85

Web Application for Visual Modeling of Discrete
Event Systems
Stetsenko Inna V., Dyfuchyn A., Leshchenko K.

Davies John

Faculty of Informatics and Computer Science
NTUU “Igor Sikorsky Kyiv Polytechnic Institute”
Kyiv, Ukraine
stiv.inna@gmail.com, difuchin@gmail.com,
katrean@inbox.ru

Department of Computing
Glyndwr University
Wrexham, U.K.
j.n.davies@glyndwr.ac.uk

programming of the control elements is difficult in these
models because the algorithms that define the operation blocks
are not accessible. For example, the cyber-attack scenario or
grid resource broker, or traffic control elements are unable to
be
represented with blocks of the enterprise model. By
changing the parameters of the resource settings in the
simulation introduces a new state of resources (as
“inoperative”, “damage”), take into account the information
about system’s state in control elements etc.

Abstract— This research work has resulted in the
development of a web application that enables discrete event
systems simulation to be created using a Petri-object approach. It
provides the development of a model in two stages. In the first
stage, the dynamics of the classes of objects are created using
Petri net. In the second stage, the model is composed of objects
with given dynamics. The simulation algorithm is based on
stochastic Petri net with multichannel transitions and is
implemented using Ruby. The web application enables the design
of the model’s dynamics by manipulation with graphics objects
and saving it not only as a graphics object but also as a program
method. This greatly improves the overall performance of the
simulation model development.

An alternative approach involves the use of Petri net graphs
which has an advantage over other modeling systems since it is
based on a mathematical modeling language. Petri net provides
an elegant and mathematically rigorous modelling framework
for discrete event dynamic systems [12]. It is described as a
directed bipartite graph with state-transitions. Transitions
represent the events of system and places represent the
conditions that force the events. Directional arcs connect
transitions (rectangles) to places (circles) which hold tokens
and vice versa. The transition occurs when for each input place
the following condition is satisfied: the number of tokens is at
least equal to the weight of arc that leads from the input place
to the transition. Transition’s firing is performed by deleting
tokens in input places of transition and adding tokens in output
places of transition in accordance the weight of arc.

Keywords—stochastic Petri nets; Simulation Algorithm; Ruby
on Rails; Petri net visual software; Petri-object simulation

I.

INTRODUCTION

Models of discrete event systems are at the heart of
information control systems and decision support systems. So
the quality of the control processes depends greatly on the
model quality. The results of the modeling process are the main
task of the simulation, however, the development of software
component that can be used to simulate the system (and be the
component of information control or decision-making systems)
are an important factor. Since the systems have a high level of
technical complexity then it results in the use of approaches
that have certain characteristics. Modelling systems require
design models with identical elements, flexible modeling of
dynamic elements, a visual representation of the model and
opportunities for its adjustment and modification. Modeling
flexibility entail researchers to detail the process to the smallest
elements, but the demands for convenience representation of
models entail their more abstract definition.

The tokens outputs occur with a determined time delay for
timed Petri net. If stochastic Petri net is considered the time
delay can be given by stochastic value. The functioning of
timed Petri net differs largely from the Petri net without time
delays. For example, the fragment of timed Petri net in Fig.1
presents the performance of two processes, which conflict for
capture resource.
time=0.0
Task А
30

II. BACKGROUND
The theory of Discrete Event Systems and a specification
can be found in [1] which defines it as a generalization of
queuing systems. This is used in most software simulation
including commercially available modeling packages e.g.
Arena[13], ExtendSim[14], Plant Simulation[15] etc. The
system is represented as a collection of blocks configured to
perform certain functions typically waiting, processing,
equipment, transportation and others [2]. However the

Resource

1

Processing

t=2.5

time=40.0
Task А
14
Resource
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t=10.0

30

Fig. 1.

16
t=2.5

t=10.0
Task В

Processing

25
Processing

Task В

The functioning of timed Petri net

4
Processing

Visual programming tools are intended to simplify the
process of Petri-object model construction, reduce the number
of errors caused by the wrong linking of elements, and increase
the perception of a simulation model.

In the case of Petri net without time delays the equal
quantities of tasks which are performed must be obtained.
However, in the case of timed Petri net, the one process is four
times more efficient.
The tokens inputs in multichannel transition are repeated
until the firing condition is satisfied Fig.2. If ordinary
transitions are used then one hundred transitions are needed for
the same fragment of Petri net. So the use of multichannel
transitions reduces the number of elements for the model
representation.
outputs in time=7.0
100
t=5

The functioning of multichannel transition

Input place can be connected with a transition by
information arc. This means that by deleting tokens from such
place is not performed when the transition fire has occurred.
For example, when a car moves over the crossroad the
condition of “green light” still persists. Another example, when
an attacker uses the vulnerability it doesn’t mean that the
vulnerability has vanished, so the appropriate condition should
not change.

B. Petri net Simulators
There are many Petri net Simulators available a more
exhaustive list can be found at [23]. However the most widely
used versions are summarized in table 1 showing comparisons
of their characteristics, uses and disadvantages with the web
application DESS (Discrete Event Systems Simulation) that is
developed.

In Fig.2 the transition has a condition “Permission” that
doesn’t change if the transition is fired. So two inputs occur at
the one moment and two moments of outputs of tokens are
memorized. When the time is over the output of tokens is
performed.
time=2.0+1(exp)

time=2.0+1(exp)

1

2

2
t=1(exp)

1
Permissio

1

t=1(exp)

Permission

1

TABLE 1. COMPARISON OF PETRI NETS SIMULATORS
Object-oriented techniques

time=2.0

t=1(exp)

Permission

Fig. 3.
The functioning of multichannel transition with
information arc

When using Petri net for complex systems researchers are
compelled to decompose it either into a simpler investigation
as in [7] or for a more efficient model with parallelism as in
[8].

Coopn
(Concurrent Object-Oriented Petri
net) builder
JSARP
(Simulator and Analyzer Petri net in
Java)
PNTalk
Renew
CPN (Coloured Petri nets) Tools
Petri.NET Simulator
WoPeD
(Workflow Petri Net Designer)
PIPE2
(Platform-Independent Petri net
Editor)
DESS
(Discrete Event Systems Simulation)

This research provides a software modeler which allows the
Petri-object approach for model designing to be used. The
theoretical foundations of Petri-object simulation is outlined in
[6]. According to this approach, the discrete event system’s
model composes of elements, the dynamics of which are
represented by stochastic Petri net. Adopting this approach
guarantees that the dynamics of the system also represents a
stochastic Petri net. So the simulation algorithm is the same for
elements as for the system. Another advantage of Petri-object
approach is that it provides a significant reduction of
simulation time for systems with a large number of elements.
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Reachability Graph Analysis

t=5

Fast Simulation

0

Token Game Animation

t=5
Fig. 2.

0

0

A. Applications of Petri-nets
Applications in many different areas have been modeled
using Petri net graphs, examples of how the range has
expanded recently are highlighted here. Classically Petri nets
were used in the area of manufacture and business applications.
The use of timed Petri nets for flexible manufacturing systems
is considered in [3]. The theory and practice of using Petri nets
for modeling business processes is outlined in [4]. Petri nets
seminal role for formalization of business processes is unveiled
in [5]. More recently applications in the computer systems area
have appeared including: Communications systems modelled
[17] [18], electronic Hardware Design [19], Formal Methods in
PLC Programming [20], Concurrent Object-Oriented
Programming [21] and Verification of protocols and
performance evaluation of networks [22]. A more exhaustive
list can be found at [16].
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The greatest advantage of DESS is the unique objectoriented approach to building model with Petri nets. This new
innovative concept allows the representing of a Petri net as a
parameter of object’s constructor. Then many objects can be
simply created with the same Petri net. That allows user to
quickly create the list of Petri-objects and then set links
between them.

Obj 3
Obj1

Obj 3

Obj 1

Obj 2

Obj 4

Fig. 4.

Looking at the most popular object-oriented Petri nets
simulators it can be seen that only some of them supports
stochastic Petri Nets. The support of stochastic Petri Nets is
very important for realistic simulation of complex systems.

Petri-objects dynamics connection

C. Petri-object Simulation Algorithm
The Petri-object model simulation algorithm is built in line
with the stochastic timed Petri net function. Current time is
promoted from one moment of event to the nearest next slot. In
every time slot the tokens outputs and tokens inputs must be
calculated. Tokens outputs are performed for transitions which
have moments of output equaling to current moment. This
transformation of Petri net is called D+. In the same moment
tokens inputs are performed in transitions where the fire
conditions are true. Because of multichannel transitions tokens
inputs are repeated while any transitions fire condition is true.
This transformation of Petri net is called (D-)m (Fig.5)

So it can be seen that DESS has some major advantages
that make the process of modeling systems more comfortable
and easier.
IV.

Event
initializing

Common
place

Also there is another unique feature, a web-based graphic
editor. Petri nets can be created or edited on any computer or
even on a smartphone or tablet that are connected to the
internet.

Obj 2

PETRI-OBJECT APPROACH

A. Petri-object Definition
Petri-simulator is defined as a class that realize the simulation
of some real object in accordance the stochastic timed Petri net
which describes the object’s dynamics. The Petri net is saved
in the field ‘net’ and can be specified for every object. Then
any subclass of this class implements the simulation the same
way. The name given to the object of class Petri-simulator or
its subclass is the Petri-object.

(D-)m
t0
Fig. 5.

Stochastic Petri net with multichannel transitions is used,
the mathematical description of which and state equations can
be found in [9].

t1

D+◦(D-)m
t2

D+◦(D-)m
tn

t

The changing of state of the timed Petri net

It has been proven that transformation D+ of the model
equals the transformations D+ of Petri nets of all its Petriobjects. Similarly for transformation (D-)m. The partition on
Petri-objects allows the number of elementary operations
needed to implement transformation of model’s Petri net to be
reduced. The nearest moment of event from the set of nearest
moments of event which are saved in Petri-objects.
Transformation D+ is performed only for Petri-objects which
are the nearest moment of event equal to current moment.
Transformation (D-)m is performed for every Petri-object but
the fact that tokens inputs are repeated in every Petri-objects
mj≤m, so there is also a significant reduction of elementary
operations for this transformation.
If more than one Petri-object has the nearest moment of
token output then there is a conflict of Petri-objects. To select
one Petri-object from the set of conflicting objects the set is
sorted by priority and then a random selection from all Petriobjects with the highest priority is performed.
Computing complexity of Petri-object simulation is
investigated in [10]. The mathematical evaluation of
complexity and the results of experiments are close.
Polynomial evaluation of algorithm complexity has been
obtained. So this simulation method can be implemented for
complex systems with a large number of elements.

Petri net, that represents the object’s dynamics, is created
using the static function of class NetLibrary and then
transferred to Petri-object’s constructor as an argument. This
approach provides the ability of using the same method of the
class NetLibrary for creating Petri nets of plurality of similar
objects.
Petri-objects have all properties of the object (in objectoriented terminology), simulate the dynamics of object by the
stochastic Petri net, and they are constructive elements which
make up the Petri net of complex system.
B. Petri-object Model Definition
The Petri-object model is the model that aggregates (in
object-oriented terminology) the Petri-objects. The dynamics
of Petri-objects is connected in two ways: 1) the common
places; 2) the event initializing (Fig.4).
In the first case the connection is given by assigning
memory addresses to appropriate places. In the second case the
relationship between the transition of one object and the place
of another object is set by token passing along the connection
when the transition is fired. By connecting it in this way it has
been proved that the dynamics of model is described by the
stochastic Petri net composed of its Petri-objects nets is
guaranteed [6]. So this provides a computable model.
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V.

information about all events that occurred during the
simulation and the statistics for each element of Petri nets. At
the end of creating the Petri net it is saved as a program method
with dynamic parameters as its arguments.

CLIENT-SERVER SOFTWARE APPLICATION FOR PETRIOBJECT SIMULATION

The software for the discrete event systems simulation is
developed based on client-server architecture. Web-oriented
implementation ensures cross-platform operation, and enables
the use of models from open warehouse, and supports the
advanced operation for modelers’ communication and
collaboration. The web application is implemented using Ruby
on Rails because it is open-source, provides compact design
and simpler implementation and reduces routing in web
programming [11].

Secondly, the Petri-objects are created and saved in the
model list. They are created with the given Petri net in the form
of appropriate program method with given parameters.
Thirdly, the connections between Petri-objects are
determined visually. Users can choose the object from the
model’s list and determine the connection with other objects of
the model. This then allows the model to be saved and run. It is
important that the model is saved so that the program
components can be run or transformed in graphical images and
be modified.

The main purpose of the software is to provide fast and safe
development of the simulation model. Visual means of
representation of models simplify their perception and reduce
the number of errors in its construction. The process of model
construction is as follows: firstly, the dynamics of Petri-objects
is designing with the use of graphics elements of stochastic
Petri nets: places, transitions, arcs. All graphics elements are
defined with base manipulation operations: create, drag and
drop, delete and edit parameters (Fig.6).

The transformation of the graphical images to a program
method is performed by analyzing the image and coding
automation. Users can modify the list of arguments of the
method and its name. If a Petri-object is opened the reverse
transformation from program method to graphic image is also
provided automatically. The reflection is used for analyzing the
program method and a graphical image is recovered based only
on the information that the method contains. Users can modify
it and save as a new method.

Any transition should be determined with the following
parameters: the value of time delay, the value of priority and
the value of probability. The value of time delay can be given
by stochastic or determine value including zero value but, it
must be a nonnegative value. The value of priority is defined as
a positive integer value. The value of probability is defined by
double value in the interval [0; 1]. By default the parameters of
transition have the values: zero time delay, 1 priority, and 1.0
probability.

User authorization is carried out through an internal
account or using one of the social networks: Github, Google +,
Facebook. User activities include: saving and opening models
in Open Warehouse and it also allows other developers to share
models and modify their models.
Experimental research of time performance has been
carried out with the Petri-object model which consisted of n
Petri-objects with k =5 sequential events for each one.
Common places are used for objects connections in series. This
model construction allows flexible control of the number of
events nk. Taking one Petri-object nk with sequential events the
simulation of stochastic Petri net was obtained. This allows the
comparison of the implementations of the Petri-object model
and the stochastic Petri. The results are shown in Fig.7, which
confirms the theoretical polynomial evaluation of model
complexity given in [10]. The simulation algorithm of the
Petri-object model provides twice the reduction of time
performance in comparison with the simulation of stochastic
Petri net.

The number of tokens should be determined for every
place. The default value of this parameter is zero.
Any arc is determined by the number of links and the
Boolean value specifying if the arc is the information. By
default, the arc creates as ordinary (non-information) with one
link.

Fig. 6.

Creating a Petri net

The dynamics can be seen by running the Petri net, which is
built, using either the animation mode or simulation mode. The
simulation results include protocol events, the values of
average, maximum and minimum marking places and the
values of average, maximum and minimum loading of
transitions. A reports panel allows the user to view the

Fig. 7.
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Time performance dependency of model complexity

TABLE 2. COMPARISON OF RUBY AND JAVA TIMINGS
Parameters

Ruby

No of objects

No of
transitions,
n

Petri-object model
time, tPO

20
40
60
80
100

100
200
300
400
500

343.73
1238.15
2862.23
4920.18
6917.14

Java

Petri-net
time, t

548.95
2094.15
6080.37
11206.46
14131.52

Petri-object
model time,
tPO

t/tPO

1.6
1.7
2.1
2.3
2.0

4.54
17.11
38.88
70.90
122.64

8.37
32.22
69.61
118.73
177.73

t/tPO

1.8
1.9
1.8
1.7
1.4

for Petriobject model
time

for Petri-net
time, t

76
72
74
69
56

66
65
87
94
80

of the simulation algorithm is achieved by dividing the
model into Petri-objects.

Table 2 shows the results obtained using a simulation on
a Java desktop compared to the Ruby implementation. A
factor of approximately two times reduction is achieved
when using the Petri-object model simulation algorithm.
However the Ruby implementation is slower in 70 times
compared to Java.
VI.

tRuby/tJava

Petri-net
time, t

Petri-object model’s construction techniques enables the
user to concentrate, firstly, on creating the dynamics of base
elements of the model, secondly, on creating the elements
with given parameters and thirdly, on connecting elements to
create the model’s dynamics.
The developed web application not only simplifies the
model’s design but also provides the creation of program
components for use in the model’s simulation. Instead of
saving graphics images of all nets of Petri-objects a method
is proposed for creating a Petri net of objects with given
parameters and provide the transformation of the Petri net
from its graphics image to a method and vice versa.

RESULTS

The architecture and software of the web application
implementation enables the Petri-object approach to design
simulation model of discrete event system to be developed. It
is intended to provide the cross-platform, open source, fast
and safe development of a simulation model.

Additionally some services of the web application are
intended to organize the modelers’ communication and
collaboration, and to form the open models warehouse.

The Petri-object simulation technology provides a
convenient model construction and fast simulation algorithm,
so it is easy to implement for a systems with a large number
of elements. By setting multichannel transition, allows the
representation of almost any elementary event with either
deterministic or stochastic time delay, with different ways of
resolving the conflict with other events. Settings of arc
include the parameter that allows taking into account, but not
changing the state of input places. This provides powerful
elementary tools of the model’s representation.

A. Future Work
Future development will include the improvement of
visual programming tools by the transformation of the
graphic image of the model to program code and vice versa.
Additionally Open warehouse of Petri-objects needs
improving.

Saving Petri nets as a program method gives significant
reduction in the memory required to store models.
Transformation Petri net’s program method to graphic image
and vice versa provides the desirable flexibility of modeling.
Using one Petri net for creating many elements with similar
dynamics reduces the time the effort spent on the modeling.
Classes of Petri-objects can be inherited, and Petri net of a
superclass can be modified in its subclass.

The implementation of a parallel simulation algorithm is
being considered for future development.
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Clearly this is an area where there is going to be a great
deal of research and development taking place in the future and
so any system proposed needs to have a flexible design.
Additionally the BAN in most cases is destined for a very
sensitive area and so it is necessary to confirm reliable
operation before installation takes place. Raw data and
equations are obtained that will allow a deeper understanding
of operation of the system. This will allow a simulator to be
built to ensure reliable operation in such a medical
environment. This simulator will enable the confirmation of
the reliable operation of both the introduction of new sensors to
the network and new physical layouts.

Abstract—There has been a great deal of development in the
area of fitness / Activity Trackers which are now capable of
measuring many useful human conditions e.g. heart rate. This
paper investigates if the technology is suitable for use in a
medical environment and in particular what systems would need
to be introduced to supports it. The concept of an Intelligent Bed
is introduced and a possible solution is provided. Due to the
deployment in sensitive areas the issues of performance and
reliability are addressed.
Keywords— Sensors; Heathcare monitoring systems; Body
Area Networks; Intelligent Beds; Raspberry PI

This paper investigates the feasibility of creating a flexible
system from off the shelf components. Particular emphasis is
placed on: Sensor / monitoring devices, system components,
Bluetooth technology for use in Body Area Networks (BAN),
the use of Wi-Fi to connect to a central monitoring point,
connection to Metropolitan (campus) network and the Security
of the information.

I. INTRODUCTION
A Body Area Network (BAN) is a wireless network, based
around IEEE 802.15.1 standard, of wearable computing
devices [1]. BAN devices may be embedded inside the body
(implants), may be surface-mounted on the body in a fixed
position (Wearable technology) or may be accompanied
devices which humans can carry in different positions, in
clothes pockets, by hand or in various bags [2].

II. PROBLEM DEFINITION
A major problem that is being faced by medical systems is
associated with global population and demographics. Using
values obtained from the United Nations [3], it is predicted that
there is an increase in the % population over the age of 65 and
a decrease in the % of the population in the age range 15 to 65.
This means that there are less people working and hence
paying taxes. Hence the question of how health issues are
going to be paid for. This leads to the question can Technology
be used to reduce costs? There are a number of issues that need
to be addressed before this can be answered and these are
addressed in this paper by simulating the overall system.

Hospitals commonly use Multimodal monitors at the
bedside in critical care units that simultaneously measure and
display the relevant vital parameters. These allow for
continuous monitoring of a patient by medical staff so that
changes in general condition of a patient can be alerted. In
recent years the technology associated with the monitoring of
these vital parameters e.g. blood pressure, heart rate, pulse
oximetry, respiratory rate etc. has been implemented in smaller
devices and provided with a computer network interface. It is
anticipated that the quality of the monitoring devices and the
reduction in cost will enable this to be common place not only
in a hospital but also remotely for instance in the patients
home. This raises the question “is this technology suitable for
use in professional medical environment?”

A. Why is Monitoring Expensive?
At present hospitals use specialized measuring equipment
designed and developed over many years e.g. ECG, EMG,
Blood saturation, Temperature, Glucose Monitoring, motion
sensor etc. By investigating developments that are taking place,
particularly using silicon, then an indication can be obtained of
which sensors are likely to be used.

At present a readily available device can be bought on the
high street in the form of a watch that provide useful
information, including Heart Rate monitoring, calorie intake
and usage, water intake etc. Embedded in this technology is
Bluetooth (IEEE 802.15.1) wireless access that enables the
information to be transferred via a network to a monitoring
system. This enables a very simple and flexible system to be
built from standard components to provide great overall
benefits.

B. Is it possible to mislead the doctors?
Diagnosis of patient’s illness relies extensively on the
verbal answers to questions posed by a doctor (GP).
Consistency in answering the questions can be a great problem.
Can technology help with this dilemma?
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Networks are divided into 4 main categories governed by the
distances involved in the connection. Often specialized medical
equipment are provided with specific connections but
development of international standards have now seen these
devices being provided with network interfaces. It is still rare
to find devices provided with wireless connections.

C. Is this technology suitable for use in professional hospital
environment?
Sensors provided with Bluetooth interfaces can store a
limited amount of data and so there has to be a local device that
can collect this data and either store it locally or use a network
to transfer it on. Storing the data locally is not very convenient
and so the use of a LAN to provide the data at a central point,
e.g. a Nursing station, is seen as being essential. Network
connection sharing this data provides great advantages to the
well-being of the patient.

1) Body Area Network (BAN)
Sensors used for monitoring patients conditions via a
Bluetooth interface fall into the category of body area
networks. These networks operate over very short distances.
The advantage of this type of monitoring means that patients
do not have lots of cables attached to their body. This removes
the problem of damaging or disconnecting when they move
around.
2) Local Area Network (LAN)
It is necessary to connect the BAN to a LAN due to the
short distance that BANs are capable of operating over.
Typically a LAN would provide a network that would operate
over a ward in a hospital, a doctor’s surgery or a patient’s
home. This can be provided using either a cabled network or a
Wi-Fi wireless network.

D. Can the information/ data be Secured?
One of the most important issues associated with this type
of application is the security of the information. Since security
of the information is vital then the approach of using
international standards enables the network to be easily
upgradable. This is particularly important for applications
suitability for use in the healthcare industry.
E. Are Standards holding back innovation?
Medical monitoring equipment is heavily regulated and
rightly so. There are international standard bodies (ISO) that
set out basic requirements of the operation, processes involved
in the use of medical equipment. However, most countries
choose to publish their own standards and guild lines. An
example of this is U.S. Department of Health and Human
Services (FDA) US Food & Drug Administration has a
Wireless Medical Devices standard [4]. Unfortunately this all
takes time to develop and get agreed.

3) Metropolitan – Campus Network (MAN)
Utilizing a Campus network in a hospital situation allows
the monitoring of patients at a locally level or at a central point
e.g. a Nursing station.
4) Wide Area Networks (WAN)
Once there is a connection to the internet then numerous
advantages are gained. It allows remote Physicians to monitor
patients or remote Patients can be monitored.

III. BACKGROUND
IV. RELATED WORK

A very simple design philosophy is adopted which
incorporates flexibility. In this environment it is essential to
have well defined interfaces since there will be continual
development of sensors and other components.

Much of the research that has taken place in this area is
associated with sensors. This is mainly due to the ability to
improve their capabilities and to make them smaller.
A. Sensors / monitoring devices.
There are 2 categories of sensors, internal and external to
the body. Both have their advantages & disadvantages. Internal
sensors are able to measure different properties and are more
accurate however they can interfere with the measurements and
require a deeper understanding of the overall effects on the
body. There are 2 parts those that pierce the skin and those that
are swallowed. External sensors are much easier to deal with
but at present are limited to their uses. The function that all
these sensors have in common is that they are provided with a
Bluetooth interface and hence can be incorporated into a BAN.

Fig.1. Components of BAN

1) Internal sensors
Sensors that operate using a skin piercing technique have
been available for many years and are the basis of many of the
large devices found in hospitals. However recent research has
focused on the area of swallowing devices. Traverso and
Langer have built and tested many ingestible devices to
measure conditions such as temperature, heart rate, and
breathing rate. [5] Researchers at MIT and Brigham and
Women’s Hospital have designed and demonstrated an
electronic pill that when ingested can use the acidic fluids in

Data is gathered from the patient using an attached sensor.
Bluetooth is then used to transfer this data to a small computer
e.g. Raspberry Pi for either storing or transferring, using a
LAN, on to a Local Repository. This Local Repository
computer would be situated in the Nursing station and has the
ability to store and display data associated with all the patients
being monitored on the ward. The Local Repository computer
would have a connection to a WAN to allow for long term data
storage and additionally the possibility of remote monitoring.
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the stomach to power circuitry. A prototype has been built as a
cylinder about 40mm by 12mm and it is anticipated that using
a customized integrated circuit it would be reduced in size and
be able to contain a small microprocessor. [6]

B. BAN
Kurunathan provides an overview of work carried out by
Task Group 6, IEEE 802.15.6, on the development of a
communication standard optimized for low power devices and
operation on, in or around the human body [11].

Work is also being channeled towards looking for other
ways of monitoring to make the continuous monitoring
possible. Currently blood pressure measurements require the
use of a cuff that temporarily stops blood flow by squeezing
the arm. By using a pressure gauge built into a wristwatch
situated above a wrist artery could sense the changes [7].

C. Security & Privacy
Toorani published a paper "On vulnerabilities of the
security association in the IEEE 802.15.6 standard", [12] which
deals in detail with mechanisms to encrypt data.

2) External sensors
An interesting associated research area is labelled lab-on-achip. It allows analysis normally carried out in a laboratory to
be done by a single chip device. It is commonly used for the
synthesis of chemicals in particular blood samples. This is
such an import research area that the Royal Society of
Chemistry produces a Lab-on-a-chip journal which is
published 24 times per year [8]. Recent articles in this area
show the use of networks to record results [9]. European
researchers are developing a lab-on-a-chip wristwatch that
monitors various bio-indicators intended on warning wearers of
serious problems before they occur [10]. An example of its use
is to inform an athlete that they are showing signs of
dehydration.

Li, et al. published the paper, "Data security and privacy in
Wireless Body Area Networks” address the privacy and
process involved in E-Healthcare systems [13].

Clearly some of these systems require further development
and not all are suitable for integration into a wristwatch device.
But advances in both polymer electronics and conventional
sensors have made these lab-on-a-chip biosensors increasingly
small and affordable.

A. Intellegent Bed
For a hospital environment the concept of an Intelligent
Bed can be adopted since each bed would be fitted with a
processor to collect data from the sensors attached to a patient.
This forms the basis of the BAN. Costs associated with the
Intelligent Bed need to be considered due to the quantities
involved. Providing a simple and flexible system built from
standard components should achieve the objective of low costs.

V. INVESTIGATIONS
Since the presented system is designed for medical
purposes it is necessary to provide a stable reliable
environment for each part of the system. Failures can have a
significant effect on the efficiency of operation. To ensure the
integrity of the system a number of areas need to be
investigated in detail. This includes an Intelligent Bed,
Computer systems including the Local processor for the BAN,
the overall network and security.

3) Consumer sensors
Consumer Sensors are best described as the wide range of
sensors built typically into wristwatches. The availability of
these devices on the high street has had a profound effect. It is
possible to obtain sensors capable of measuring temperature,
amount of exercise, sleep patterns, heart rates etc. affordable by
the man in the street. These generally come under the title of
Activity Trackers.

From the sensor point of view, by utilizing monitoring
devices that use Bluetooth means that the patient does not have
lots of cables attached to the body removing the problem of
damaging or disconnecting when they move around.
As discussed previously the much of the development of
sensors are provided with a Bluetooth wireless network
interface and are intended to operate with Mobile phones.
However in the case of a hospital a Raspberry Pi or similar
could be used to collect the data instead of a Mobile phone, the
Local processor. If each bed were fitted with a Raspberry Pi,
this could monitor the patient via Bluetooth and then use Wi-Fi
to connect back to the nursing station. This would allow the
Intelligent Bed to be portable. Since this utilize commercially
available equipment then the overall cost and installation is
relatively low. Additionally with the provision of Raspberry
Pi’s in other areas of the hospital this would also allow for
patients to move around and still be monitored e.g. in
bathrooms.

There are many different makes and types of devices and
due to the small amount of storage they have an associated
BAN to store the data onto a mobile phone, tablet or computer.
These in turn have an associated web site for long term storage,
analysis and sharing. Fig.2 shows the typical information
available. Most Activity Tracker applications provide an
interface to food calorie monitoring applications via Bar-codes
that can be integrated into the Activity Tracker applications.

B. Local processor
System component choice for creating an Intelligent Bed is
vital since it is the data collector and is in a vulnerable
physical position. A Raspberry Pi has been suggested since it
is very low cost technology (<£50). It has a number of

Fig. 2. Typical information provided ©2017 Fitbit, Inc.
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significant characteristics of any OS. An OS with outstanding
vulnerabilities for long periods of time cannot be considered
as secure and reliable.

advantages for data collection including it being fully
programmable and has a Bluetooth and Wi-Fi wireless as well
as an Ethernet cable network interface as standard. There are a
number of disadvantages it would need to be physically
protected and mounted on the bed. Even though it is low
powered it still needs a power connection. Main concern
however is performance and reliability which are considered
in the following sections.

2) Performance
Table II shows typical data rates based around equipment
presently used in hospitals in the UK. It is anticipated that these
rates are unlikely to get higher since the sensors will get more
intelligent. However it is necessary to consider these to ensure
the overall system is capable of handling the capacity required.
The performance of the network is considered in section D.
However it is also important to consider the performance of the
Raspberry PI to ensure that it is capable of handling these data
rates.

1) Reliability of Local Processor
The hardware reliability of the Raspberry Pi is not of great
concern since it based on well-developed technologies. So the
greatest concern is the Operating System (OS) that is used and
the application running on it. A list of the most widely used
and well supported OS can be found in Table I.
Comparison of OS is a complex task since there is no
universal criterion, which can be used to estimate their level of
reliability and security. Long-time support of the OS is
preferred since installation of unstable or beta-version can lead
to unpredictable behavior of the system. It is also necessary to
have Stable versions of all packages required for services.

TABLE II.

DATA RATES FOR MEASUREMENT EQUIPMENT
Application
ECG (12 leads)

71 kbps

250 ms

320 kbps

250 ms

EEG (12 leads)

43.2 kbps

250 ms

Blood saturation

16bps

250 ms

Temperature

120 bps

250 ms

Glucose Monitoring

1600 bps

250 ms

Motion Sensor

35 kbps

250 ms

Cochlear implant

100 kbps

250 ms

Artificial retina

50-700 kbps

250 ms

Audio

1 Mbps

100 ms

Video

<10 Mbps

100 ms

Voice

50-100 kbps

100 ms

ECG (6 leads)

OS
Raspbian

Arch Linux ARM
Pidora
RISC OS
Snappy
Core

Ubuntu

Ubuntu MATE

Windows 10 IoT
Core

ASSESSMENT OF OS FOR RASPBERRY PI
Features
User-friendly OS with great abilities for
education, but no important advantages for
presented goal. Contains problems not fixed for a
long time mainly Debian vulnerabilities.
OS repository contains only stable and welltested packages, but the reason could be that the
packages not be updated for a long time.
Last released on 2014, Pidora is not a project
with good dynamics of development.
Very specific not Linux-kernel OS, not wellknown by developers and hackers, which is an
advantage for system security, but a drawback
for development and usability.
Large set of inbuilt abilities for IoT, but it also
requires installation of redundant packages which
Cn have vulnerabilities.
Using the first release is a good decision for
Raspberry Pi 2, but with Raspberry Pi 3 some
problems could appear. The second version was
only released in March 2016 and contains many
unfixed bugs at present.
Includes specific abilities to build an IoT
network, but contains a lot of new vulnerabilities
because of the near date of release and also some
old vulnerabilities, not fixed in all types of
Windows OS.

Delay
250 ms

EMG
TABLE I.

Data Rates
288 kbps

3) System Updates
Since the BAN is designed for medical purposes it is
necessary to provide stable work of each part of the system
without failures. Problems appear and often the fixes require
software updates. These could have significant consequences
and lead to the failure of the whole system or it parts. That is
the reason why the task of introduction of new updates to
applications and OS should be performed without impact on
the system operation. Currently there are standard algorithms
for updating software provided by OS or application developer
using a public repository and are generally available via the
Internet. This is not appropriate for this BAN application. The
process for application and OS updating should be performed
according to several requirements. a) A simulator should be
used to test out critical timing operation. b) A testbed should be
used to test new for reliability and operation in the presented
system before installation on end devices. c) All possible
updates, provided by a developer, should be filtered:
redundant updates should be avoided; only required and
valuable updates should be installed. d) Security of updates
storage and delivery should be provided. Unstable versions of
packages should be ignored. e) Provision of Local Repository

Kernel vulnerabilities are the most dangerous
vulnerabilities and so must be avoided. Most vulnerabilities of
an OS are in additional services and applications. To minimize
their impact only required packages and applications with
should be installed. The level of a particular vulnerability
characterizes the possible impact on security. Dynamics of
vulnerabilities detection is a criterion that is used to measure
the evolution of OS and evaluate them in the current stage of
development. OS with a rapid growth of vulnerabilities is
typical for a new widely used OS, but for stable well-tested
version of OS the number should be low. Additionally the
Dynamics of vulnerabilities fixing is one of the most
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AAA for Authentication of users. Additionally, by using
TCP/IP protocol then this allows the network to be secured
using standard supported Virtual Private Networks (VPN).
Configuration of IPSec allows the information to be secured
over the network. Keoh et al. [16] provide an important
discussion on Securing body sensor networks. Once the data is
available at the nursing station this opens up many possibilities
for group or specialist monitoring and recording. Since this
system utilizes commercially available equipment then the
overall cost and installation is relatively low.

situated on the LAN of a hospital and protected by security
policy from any unauthorized access should be used. f)
Delivery of the packets with updates is performed via LAN. g)
Network connections should be secured via VPN tunnels to
solve security issues related with data transmission.
C. Data Storage
Storage of real-time data produced by the sensors is not a
typical task for a common SQL database. That is the reason
why the widely used databases such as MySQL, Oracle or
Postgres are not appropriate to be used as data storage in the
developed system. One of the methods to store large amounts
of data is by using Big Data Cloud services. Well-known and
widely used Cloud computing has a large set of significant
advantages for data storage, such as it is not necessary to have
own hardware and software resources (and associated costs),
permanent high-quality support of provided services by a
Cloud provider, availability of stored data. There are 2 main
drawbacks of this, unknown physical location of the data and
significant rental costs of large amount of storage. The
conclusion can be made that storing large amounts of sensors
data in the Cloud is comfortable, but expensive.

1) Network Performance
Data rates for this IEEE 802.15.1 standard is 3Mb/s and for
IEEE 802.11ac from 433Mbps to 1Gbps which is well within
the requirements shown in Table II.
E. BAN (Bluetooth)
IEEE 802.15.1 has a very short range of operation which is
an advantage for this particular application. However it is
necessary to check whether this limitation is acceptable. A
series of tests were carried out to identify the distance involved.
Additionally Table III shows the signal loss through different
materials since this is a concern when considering the
placement of Raspberry Pi on an Intelligent Bed.

Other method of storing data from sensors is the
application of Hadoop Distributed File Systems (HDFS). It is
gaining increasing popularity lately. HDFS is a distributed file
system designed to run on commodity hardware [14]. The
main differences of HDFS from other exiting distributed file
systems are its high fault tolerance and orientation on the lowcost equipment. HDFS is a good decision for storing large
amounts of data since it provides high throughput data access,
ability to enable streaming data access, parallel data
processing and high reliability of stored data. Application of
HDFS allows organizing high performance data storage
system using only basic hardware (WS, laptops etc.),
connected in a network. Current approach doesn’t require high
costs on hardware and software resources (Apache Hadoop is
open-source project), however the system administration and
support tasks appears.

TABLE III.
Distance

COMPARISON OF SIGNAL STRENGTHS AT DISTANCES
Signal Strength dBm
Free Space

Wood

Wall

Glass

5m

-69

4

8

3

10m

-77

5

11

3

15m

-85

3

3

2

Bluetooth uses Wireless technologies which are
electromagnetic waves the propagation of which, in free space,
is governed by the Friis transmission equation, which is:

These technologies provide the ability for large data
storage along with high performance. However they require
the application of either Complex Event Processing Systems
(CEP) or Stream Processing Systems (SPS). Both CEP and
SPS have been developed to solve the problem of the analysis
of large amount of streaming data, but use different
approaches. CEP systems use a method of analyzing streaming
information based on event detection, processing, filtering and
aggregation. Whereas SPS performs stream data processing
using continuous SQL-type queries, which buffer windows
[15].

which is
Where: Pr = power received, Pt = power transmitted, Gr =
receiver antenna gain, Gt = transmitter antenna gain, λ = signal
wavelength and d = distance of the receiver from the
transmitter. Since λ, Pt, Gr and Gt are all constant values, this
equation can be reduced when, K = a constant. So, the power
received varies inversely with the square of the distance in free
space. However, Bluetooth technology in this application is
used inside buildings where many other factors come into play
as well. The signals can be affected by the phenomena of
reflection, refraction and diffraction. These phenomena can
lead to multi-path fading whereby the transmitted signal
reaches the receiver through multiple paths.

To ensure a high level of reliability a hybrid approach is
recommended which requires the usage of both system, for
real-time data processing, CEP or SPS, and a system for data
storage, such as Cloud or Hadoop.

By plotting a graph from Table III for free space, then it is
found that it is governed by the linear equation with a gradient
of -1.8. Putting this relation in terms of Friis equation, = d -1.8
which is very close to Friis' interpretation d-2 . This also shows
the point of -91dBm is the maximum distance for receiving
acceptable signals which is at a point 15m.

D. Network
A great advantage of this approach is that IEEE standard
network protocols can be used for the wireless and any cable
networks required. The Wi-Fi can be protected by WPA2 and
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A number of options are available for connection of the
Intelligent Bed to the Nursing station. A convenient method is
by using Wi-Fi. Carrying out similar work to ascertain a model
for IEEE802.11ac a similar equation was obtained providing a
distance of 75.37m.

layout. Since security of the information is vital then the
approach of using international standards enables the network
to be easily upgradable. This makes this research and design
suitability for use in the healthcare industry for monitoring
patient diagnostics.

VI. CONCLUSIONS
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Abstract—Internet has become a part of our children’s daily
activities at home and at school. The benefits of the Internet for
children are huge and include education and entertainment.
However, the same technologies also pose some risks that parents
need to identify and guard against. A lack of awareness can cause
children to encounter serious danger and become victims of
Internet criminals.

I.

INTRODUCTION

In recent years, Internet access has increased dramatically
around the world. There has been a significant increase in access
to, ownership of, and use of tablet computers by children of all
ages. Elementary and secondary school students comprise a
large percentage of the digital world and are characterized as
digital learners [1], [2].

To the best of the authors’ knowledge, no previous research has
been conducted in Saudi Arabia on parent’s awareness of the risks
of Internet use to their children and how Saudi’s parents seek to
mitigate those risks. This paper investigates the associations and
correlations between what parents do and what children say about
online risks. It compares and contrasts parents’ mediation
strategies and their children’s online habits with the aim of
investigating which parental mediation strategy has taken place to
reduce the risk of online activity against children.

The number of children who believe everything they read on
the Internet has significantly increased. According to an Ofcom
study, “digital natives” are too trusting of what they find online
[3].
Although the Internet is valuable, especially for educational
purposes, it also involves serious risks, including child sexual
harassment and the prevalence of child pornography. Several
studies point out that the more children use the Internet, the
greater the likelihood that they will encounter dangerous
situations [4]. Parents’ lack of awareness may mean that their
Internet exposure has an undesired negative influence on
children. If no protective polices are enforced, children might
come across serious dangers and become victims of Internet
crimes [5].

The findings indicate a substantial gap between what children do
online and what their parents know. The majority of parents are
interested in monitoring their children’s online activities and
collaborating with their children on those activities, but most
parents also do not have a strategy for accomplishing this. The
survey indicated an absence of collaboration between parents and
children to ensure online safety. This is not a result of a lack of
interest, but rather a result of a shortage of resources due to time
constraints, and poor knowledge of the Internet, or lifestyle
choices.

Research on the online risks to children must be constantly
repeated due to the continuous evolution of digital media. Online
risk is defined as set of intended or unintended experiences that
increase the likelihood of harm to the Internet user. It includes
encountering pornographic, racist, or hateful content online, and
also inappropriate or potentially harmful contact such as

Keywords: Internet use; Internet risks; Children; Parental
mediation.
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defined the level of risks faced by children online and examined
the validity of 45 factors affecting online risk to children that
were adapted from studies conducted in Europe and the US. The
study included 420 schoolchildren from Malaysia. This study
found that children were more likely to experience “unwanted
exposure to pornography” than “conduct risk” (e.g., accidental
illegal downloading, creating profiles on inappropriate
websites). Boys and older children were more vulnerable to
these risks than girls and younger children. Martinez and
Apodca analyzed the association between Internet use and
parental mediation in a cross-cultural sample group [21]. The
sample included 1,238 adolescents aged 14 to 19 from Spain,
Latin America, and Ireland. The subjects of this study displayed
a moderate amount of Internet usage with context-based
variations. An investigative factorial analysis found that the
main forms of mediation employed by parents were restrictions
on Internet use and co-viewing. The study also found that
parents find it harder to engage in instructive mediation and coviewing of their children’s Internet use than their television use
since the Internet is less user-friendly than television.

harassment and bullying [6]. However, these definitions may
differ in different countries due to differences in culture, legal
framework, and style of government [7].
This study analyses the key responses to a survey that was
answered by both parents and children. The survey addresses the
children’s Internet activity, parents interest in and increased
awareness of their children’s digital activity, and investigates
ways parents can control their children’s online activity. No
survey results on Internet risks to children have previously been
published in Saudi Arabia. Thus, this study attempted to collect
data that would help clarify Internet risks, particularly in the
Saudi context, from the perspective of parents and children. The
paper is organized in the following manner: Section II describes
related works. Section III presents the research methodology.
Findings of the conducted research, with and the results are
discussed in Section IV. Discussion are presented in section V.
Finally, the conclusion and suggestions for future work are given
in Section VI.
II.

RELATED WORKS

Lazarinis provided inclusive insight into the factors that
undermine safe Internet access for children in Greece [22]. This
study found that many of the recognized online risks exist in
children’s most-visited sites and that children are able to bypass
restrictions to visit their preferred sites.

A study conducted by Livingstone et al., in 21 European
countries shows that 75% of European children are using the
Internet, and the rate continues to grow– more than 65% of them
have Facebook and MySpace accounts [8]. The risks of extreme
Internet use has been documented worldwide. Recently, Internet
use has increased significantly and excessive or extreme Internet
use among children has been identified as a common problem in
several international studies [11],[10],[11]. Grooming by online
predators is a well-known risk. Grooming is an attempt by an
adult to make friends with a minor, often under a fake identity
and usually in a chat room, in order to induce the minor to accept
unsuitable sexual communication or behavior [12]. The danger
becomes even greater when the child agrees to a physical
meeting with the unidentified adult met online. One study found
that one in three teens (age 12-17) have experienced online
harassment, and girls are more likely than boys to be victims of
cyber-bullying and grooming (38% girls’ vs 26% boys) [5]. A
survey of 2,000 middle-school students in the southern US found
that 10% of children had been cyber-bullied [13]. The Australian
Covert Bullying Prevalence Study found that 27% of school
students aged 8 to 14 reported having been bullied, and 9%
reported bullying others frequently [14].

Blackwell [20] used data collected from a national sample of
442 8- to 12-year-olds in the US to examine children’s Internet
content preferences. This study found that YouTube and
Facebook were the two most preferred websites.
European countries have many similarities, including several
cultural and geographical aspects. However, there are
differences among European countries in how parents address
their children’s online risk. The Eurobarometer survey found
that parents in Denmark and Sweden have more confidence in
their children than parents in other European countries.
Consequently, they supervise their children’s Internet use much
less than parents in Germany, Greece, Ireland, Italy, Portugal,
Spain, and the UK [21]. According to one study [22], certain
parenting styles may be more common in specific cultures,
depending in part on parental values. Additionally, cultural
values matter, and this especially affects ethical issues. These
differences influence how much access researchers have to
children without a parent being present. A study that included
four different countries (Argentina, Egypt, Finland, and India)
found that the approach to ethical aspects of the study varied
significantly in these countries. For example, Finnish parents
allowed the researchers to conduct in-depth interviews with their
children. This could include very personal discussions, and the
data obtained in these interviews was not made available to the
parents. On the other hand, Egyptian and Indian parents in the
same study were unwilling to leave the youngsters alone with
the interviewer [23]. Due to some cultural barriers, children may
not report or even admit to being exposed to online risks while
using the Internet or playing games. For example, some
countries have cultural barriers that make it difficult for children
to have an open discussion with their parents about sensitive
words or inappropriate online content, such as sex and
pornography [19]. Children fear to break such barriers and so do
not report their exposure to these risks to their parents. However,
further research needs to be done to determine whether this is a
significant issue in Saudi culture. Almogbel et al. examined the
association between the parents’ educational level in Saudi

A study in Finland found that excessive Internet use that
interferes with children daily life was significantly linked with
obesity in 16-year-old girls [15]. Chou and Hsiao [16] explored
Internet use among Taiwanese students and found that extremely
frequent Internet users experienced negative effects on their
daily routines, such as missing meals and lack of sleep. Another
study by Punamäki also found a positive correlation between
excessive Internet use and sleep deprivation [17].
Singapore is a developed country with a high Internet
penetration rate, and almost all children (98%) aged 7-14 have
Internet access [18]. One study conducted in-depth interviews
with a sample of Singaporean parents of primary-school children
(aged 7-12) on their children’s Internet use. The parents believed
that the effect of Internet use on their children was more positive
than negative and felt confident about their ability to manage
their children’s Internet usage. However, they also said that
parents should communicate frequently with their children and
educate themselves about the Internet in order to ensure a safe
online environment for children. Teimouri and Hassan [19]
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how the Internet works may hinder their efforts to do
so.

families and their level of control of their children’s Internet
usage. This study recognizes the broad influence of Saudi
families’ economic status on their control over children’s
Internet use. It proposes that demographic parental variables
seem to have no effect on the level of control parents exert over
their children’s surfing habits. The study also illustrated the need
for parents to be approachable so their children feel free to share
their Internet surfing experiences [24].

While some parents may not mediate because of a lack
of skill, some may not due to factors such as time
constraints owing to the number of children/devices
involved, work commitments, social norms, etc.
In both cases, the recommended action is to carry out further
research in the area of parental mediation to provide actionable
methods that enable parents to achieve their objectives.

RESEARCH METHODOLOGY

The study employed a mixed method approach where
quantitative and qualitative data were collected in the form of an
online survey. The target population consisted of parents and
their children in Riyadh, the capital of the Kingdom of Saudi
Arabia – involving 60 participants, 30 parents and 30 children
All children surveyed are aged 9 to 16 years. The survey was
designed in a way that covers four 4 main sections including
demographic, parent Internet users, child Internet users and
Internet risks on children – from both parents and children
perspective.

Table 2 compares the parental mediation of employed vs.
unemployed parents. The literature review indicated that
parents’ employment status could affect the level of mediation
they provided, or at least the amount of time they spent with
children while they use the Internet [24].
Table 2. Employed vs. Unemployed Parents

27%

57%

17%

42%

Internet.

41%

57%

Sit with him/her while s/he uses the Internet.

13%

42%

How do parents mediate their children’s Internet
use?

FINDINGS

To the best of author’s knowledge, there is no survey results
on Internet risks to children have previously been published in
Saudi Arabia. Therefore, it is imperative to investigate the
associations and correlations between what Saudi parents do and
what their children say about online risks with the aim of
understanding how Saudi parents mediate their children to
reduce the risk of online activity to children. Thus, quantitative
research in the form of a survey was conducted, involving 60
participants, 30 parents, and 30 children. This study was
conducted in Riyadh, the capital of the Kingdom of Saudi
Arabia, through an online form. All children surveyed are aged
9 to 16 years. Results of this study were organized into groups
and analyzed. The first part of the survey seeks to provide insight
into the awareness levels of the parents surveyed about the
dangers of Internet use to their children. Several studies have
identified the negative impacts of Internet use on children. These
impacts may be psychological [25], emotional [26], safetyrelated [27], and health-related [28]. Table 1 shows that a high
percentage of parents are, to an extent, aware of the risk the
Internet poses to their children. Parents’ biggest concerns are the
potential risks to their children’s privacy and safety, followed by
the psychology impact of Internet use.

Encourage children to explore and learn things on the
Internet on their own.
Share activities together with your child on the
Internet.
Talk to your child about what he/she does on the

Overall, there is a lack of parental mediation in both groups.
Figures show that 87% of employed parents do not sit with their
children while they use the Internet, 83% do not share activities
with them, and 60% do not even talk to their children about what
they do online. These numbers were also low for unemployed
parents: 58%, 58%, and 43%, respectively. More than 50% of
unemployed parents encourage their children to learn things on
the Internet on their own, whereas less than 30% of employed
parents do. It can be said that unemployed parents provide more
mediation than employed parents. Further investigation is
needed to identify the reasons for this lack of mediation. Parental
technical mediation, such as online filters, can reduce the online
risks that children encounter. Table 3 compares parents’ use of
such techniques based on their level of education.

Table 1. Parent Awareness Level
Do you imagine that Internet use might have any of these negative
impacts on your children?

Parents

Psychological: Altering the children's way of thinking.

93%

Emotional: Changing the way children feel

76%

Safety-related: Internet access can put privacy and safety at risk

96%

Health-related: Internet overuse can lead to obesity and other health risks

90%

If parents are aware of the risks but do not implement any
form of mediation, the reasons for this need to be identified. The
following possible reasons were explored:
•

Unemployed

IV.

Time constraints and social barriers:

Employed

III.

•

Lack of technical knowhow:
Some parents may want to mediate their children’s
Internet usage. However, a lack of technological
savviness and/or complete lack of understanding of
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Table 3. Parents’ Educational Level
Use

of

technological

mediation

application to monitor and
your

educated

parent/Reason

Do you have a smartphone
control

Highly

children's

Table 5. Trust in Parents’ Ability (Children’s Opinion by Gender)
How true are these for you?
I know more about the Internet than my
parents, so I don’t need my parents’ help
online.
I believe that using the Internet is safe, so I
don’t need my parents’ help online.

Less-educated
parent/ Reason

75%

I think it might

80%

Do not know

don’t

not be useful

don’t

how to use it

have

have

88% would be interested

60% would be interested

Would you be interested in
having an application in
you monitor and assist your
children online?

Time
Parent
Children

13- 16

Explain why some websites are good or bad?

85

89

Know what you do on the Internet?

55

44

Sit with you while you use the Internet?

23

0

Encourage you to explore and learn things on the Internet

47

77

Do shared activities together with you on the Internet?

19

44

Help you when something bothers you on the Internet?

57

44

> 3 hours/day
24 %
50 %

Over 56% of parents do not actively monitor their children’s
online activity. However, unmonitored Internet usage can
trigger an Internet addiction, which has associated risks,
including sleep deprivation due to online activity that runs into
the night, poor social skills owing to less interaction with peers
and neglecting important tasks such as homework [4].

Table 4. Parental Mediation from Children’s Perspective
%

Children’s Average Time Spent Online
< 1 hour/day
1-3 hours/day
8%
55 %
20 %
33%

The highest percentage of children reported over three hours
of daily Internet use, as shown in Table 6. However, the highest
percentage of parents reported one to three hours of Internet use
daily. Less than 25% of parents thought that their children used
the Internet for more than three hours a day. This information
gap is significant, as a fundamental requirement for effective
monitoring of any kind requires an awareness of the subject’s
activity levels, comprising access periods and frequency.

It is crucial to explore children’s points of view regarding
their parents’ monitoring of their online activity. This section
seeks to explore children’s points of view, taking their age into
consideration as children’s age can also affect parent mediation,
as several studies have suggested [29].

9- 12

6%

Table 6. Time Spent Online

The data also shows that parents with higher levels of
education are more interested in using technology to filter/
monitor their children’s activity than less educated parents.
However, 75% of educated parents do not currently utilize such
methods due to doubts about their efficacy, and they have not
used or investigated such applications even once.

%

0%

Several gaps were identified between reported usage,
indicating a substantial disparity between the parents’
perception of their children’s Internet use and how much time
children actually spent online.

Table 3 shows that most parents, both educated and
uneducated, do not currently employ smartphone technology to
monitor their children’s Internet usage. On the other hand, a high
percentage of the same groups would not mind having an
application to monitor their children’s Internet use.

Do your parents:

Boys
12%

Both male and female children surveyed do not feel they are
more knowledgeable about the Internet than their parents. Very
few of the children surveyed—and none of the girls—believe
that they do not need their parents’ help online. Only 6% of the
boys surveyed indicated complete competence. This supports
the answers to the questions about parental assistance with issues
that bother children on the Internet. Over 50% of both preteens
and teens indicated that their parents provide assistance when
things bother them. This shows that children typically desire
some input from their parents about their online activities.

devices?

your smartphone that helps

Girls
28%

80% of parents indicated that their children must have some
sort of permission to carry out certain online activities,
including:

According to the survey, 85% of children aged 9 to 12 years
said that their parents have explained to them why some
websites are good or bad, and a slightly higher percentage of
children aged 13 to 16 said their parents had explained this as
shown in Table 4.

•

Downloading music or films.

•

Watching video clips online (e.g. on YouTube).

•

Having his/her own social networking profile.

•
Uploading photos, videos, or music to share with
others.
This further demonstrates the need for parents to be aware of
when these activities are taking place. The issues identified
above can be mitigated if parents or other authority figures are
aware of such potentially harmful activity when it occurs. This
enables them to implement remediation procedures. To do so,
parents need tools that can help them monitor the time that their
children spend online. Such tools should allow parents to
intelligently and carefully monitor their children’s online
activities so that parents can know exactly what their children do
online. This would enable effective monitoring and awareness
of children’s online activity. Parents want to guide their children
to facilitate safe and responsible Internet use. However, as
shown in the children’s survey, they often don’t monitor their

Over half of the preteens (9-12) surveyed feel their parents
know a lot about their online activity, while less than half of
teens (13-16) surveyed do not. This is also supported by a low
percentage of parents in both groups: 23% in preteens and 0%
of teens reported that their parents sit with them while they use
the Internet. Again, this shows that the parents encourage online
independence for both of these age groups. It is worth noting
how much children trust their parents’ ability to protect them
online if necessary. A lack of trust in their parents’ ability might
prevent children from asking for help. Table 5 the responses of
boys and girls on this point.
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developed countries. There is no research addressing these
issues in developing countries. Several countries have launched
initiatives to protect children from Internet risks. For instance,
EU Kids Online seeks to provide information about European
children’s online opportunities, risks, and safety. Although these
risks are universal and require a global approach, many efforts
to develop child online protection are national rather than global.
Thus, a global response is needed.

children as much as they would like to. The responses to our
survey indicated that more than 50% of children set their social
profile account to the public, so everyone can see it. More than
20% of the children surveyed do not know how to set their
account to private. This is especially relevant since more than
12% of children surveyed have more than 100 people in their
contact list. The survey also examined parents’ biggest worry
about their children’s online activity. About 73% of parents
worry about their children being contacted by strangers and
seeing inappropriate material on the Internet, and more than 50%
of the children surveyed have unprotected or potentially exposed
profiles. This suggests that parents are not aware of their
children’s activities or do not understand them. There is a gap
between parents’ knowledge of their children’s activity—and
therefore their ability to take action regarding it—and the
children’s actual online activity.

English has always dominated web content [31]. According
to The Guardian, native Arabic speakers represent about 4.5%
of the world’s population. However, less than 1% of the total
global online content is in Arabic, and less than 0.2% of global
digital content is hosted in the Middle East or North Africa [32].
If parents do not understand what their children do online, they
cannot support their children and/or mediate their Internet use.
This study was conducted in Saudi Arabia – a country where
children use the Internet frequently and their parents are native
Arabic speakers. The culture and lifestyle are different, and
online risks to children in this country have not been previously
investigated.

The survey also assessed parents’ ability to help their
children with online problems and their children’s opinion of
those abilities. The question was: “To what extent, if at all, do
you feel you are able to help your child to deal with anything on
the Internet that bothers them?”

It can be said that there is a gap between children’s and
parents’ perspectives. This gap can be noticed in several parts of
this survey, including time spent online, places that children
access Internet, and the amount of help provided to children
regarding the online activity. Furthermore, the number of
children in a family affects parenting styles. Parents of larger
families often exert less control and offer less support to their
children regarding Internet usage. The majority of parents in this
survey have three children or more to supervise, and the majority
of children in the survey have access to more than two Internetenabled devices, this means that children have significant
opportunities to access inappropriate material and face online
risks with minimal supervision. Furthermore, there is a
substantial gap between what children do online and what their
parents know they are doing. However, a number of parents
indicated an interest in their children’s online activity, so it can
be deduced that the absence of monitoring indicated by the
survey exists, because of a lack of resources (time, Internet
knowledge, etc.) rather than a lack of interest.

None of the parents indicated a high level of confidence in
their own ability to assist their children with such issues. It is
worth noting that over 50% of the children surveyed also
expressed a lack of confidence in their parents’ ability to assist
them with issues encountered online. The survey also indicated
that parents were not always aware of where their children were
using the Internet. More than 24% of children reported accessing
the Internet from their friend’s homes, while parents thought
they did not go online at friends’ homes, as illustrated in Table
7.
Table 7. Access Location
Location

Child’s Bedroom

Living Room

Friend’s
Home

Parents

10%

66%

0%

Children

22%

78%

24%

The number of children in a family also affects parenting
styles. In larger families, parents exert less control over and
support for children’s Internet use than in smaller families [3].
Twenty-six percent of the parents surveyed reported having
three children living with them, and 36% reporting having more.
It can be inferred that about 60% have at least three children to
supervise. Since 83% also reported having more than two
Internet-enabled devices, this suggests more opportunities for a
child to access inappropriate material and to face online risks
with less supervision. While a parent or guardian can manually
monitor each child’s activities on each device, this may not be a
practical solution, depending on the number of children and
devices.
V.

VI.

CONCLUSION AND FUTURE WORK

This study investigated parents’ opinions of their children’s
Internet use and children’s perspectives on their parents’ support
of their online activities in Saudi Arabia. Several gaps were
identified between children’s reported usage (parents vs.
children), indicating a substantial disparity between parents’
perception and their children’s actual online activity. This
survey represents an initial step towards understanding parents’
and children’s attitudes toward Internet usage. Further research
is required to more deeply examine the underlying questions.
Future work might include a focus group discussion with the aim
of clarifying parents’ feelings, perceptions, and opinions about
their children’s Internet use; for example, exploring how parents
start open discussions with their children about sensitive or
inappropriate online content, and examining what sort of
parental mediation enables them to achieve their goals of
protecting their children online.

DISCUSSION

The majority of studies on this topic have examined the risks
to children associated with Internet access, without examining
how these risks are mitigated by parental mediation.
Furthermore, most similar studies surveyed parents but not
children. However, children’s perspectives on these topics are
critical to reaching truthful and balanced conclusions [30].
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Idaho and New Mexico jurisdictions of EPSCoR. WC-WAVE
is a collaborative project with three principal components,
watershed science, cyberinfrastructure data and visualization
[1]. The goal of the project is to bring watershed scientists,
hydrologists, and cyberinfrastructure teams together to build a
platform called Virtual Watershed. The overall plan of the
project is to develop software tools for watershed scientists to
allow data storage and sharing, on demand modeling and
visualization through an integrated system.

Abstract—Environmental scientists always use different
models to simulate the real world with their own devices. Because
of the limited computing power, the simulation can consume very
long time. Also, it is hard to share their models with others and
they may need to rebuild the same model for similar problems.
To solve these problems, we propose a web-service centric
framework to expose models as services in this paper. The
framework allows model execution in the cloud environment,
submission of model data through the NetCDF standard data
format and storage and access to the model resources through
web services. The framework allows an easy way to publish
models as Linux container images through an image hub. A
prototype is introduced and implemented to prove the idea
works.

Researchers in the WC-WAVE project use different
hydrologic models like ISNOBAL, PRMS, etc. to do modeling
of hydrologic processes of various watersheds including Dry
Creek and Reynolds Creek in Idaho, Jemez Creek in New
Mexico and Lehman Creek in Nevada. We introduced a
framework for representing these model data in the standard
format called Network Common Data Format (NetCDF) and
expose the models through web services. Because of the
flexible design (blueprint and templates), the framework can be
applied for the general use. To clarify these ideas, ISNOBAL
and PRMS are used in this paper to demonstrate the proposed
framework. In the rest of the paper, the prototype system is
named Virtual Watershed System (VWS).

Keywords—model as service; web-based application;
environmental model; hydrological model; cloud-based application

I. INTRODUCTION
Modeling of physical processes is a core part of the
scientific inquiries. Scientists in all domains including earth
science build computer models to investigate physical
phenomena. Software is becoming a critical part of the modern
scientific research as a result. Quality, scalability, and
maintainability are significant concerns for scientific software.
Issues like data storage, retrieval, running and coupling models
are hard problems and require extra care from the perspective
of software engineering. Designing integrated systems that
provide means to handle all these issues can be a challenging
job.

ISNOBAL is a model initially developed by Marks et al. to
simulate the development and melting of the seasonal snow
cover in several mountain basins in California, Idaho, and
Utah. It is a DEM (Digital Elevation Model) grid-based model
that uses the energy balance to calculate snowmelt, runoff,
from snow properties, terrain and region characteristics,
precipitation, and climate [2].

Building software tools and frameworks for scientific
research can be interesting for many reasons. With the
advancement of computing power in recent decades, scientific
research is creating more and more data and models
independently built by scientific researchers. It is an exciting
field where software engineering can assist this emergence by
facilitating the creation of distributed software systems and
frameworks to assist scientists to have collaboration on these
data and models. Another significant aspect of this field is its
interdisciplinary nature. It poses a lot of challenges regarding
barriers to communication and team building among different
communities involved in the process.

The Precipitation-Runoff Modeling System (PRMS) is
another widely used model for general watershed hydrology. It
is a deterministic, distributed-parameter, physical process
based modeling system that evaluates the response of various
combinations of climate and land use on a watershed [3]. The
model was first developed in 1983 as a single FORTRAN
program composed of algorithms describing the physical
processes as subroutines. The current version of the model is
version 4 which has become more mature over the years of
development. It has been used to model different hydrology
application since its release including water and natural
resource management, measurement of the interaction of
groundwater and surface water, the interaction of climate and
atmosphere with surface water and much more [3].

The work presented in this paper is part of the NSF
EPSCoR-supported Watershed Analysis, Visualization, and
Exploration (WC-WAVE) project, initiated by the Nevada,
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This paper, in its remaining parts, is arranged as follows:
Section II introduces related work that has been done; Section
III proposed a design to build the system; Section IV describes
the prototype system and how to build software using RESTful
APIs; and Section V contains the paper’s conclusions and
outlines planned future work.

allow remote execution of complex cpu and memory
consuming models by exposing them as a service on top of a
cloud provider like Amazon AWS. The central idea of MaaS is
to allow users to upload input data, run a model and access and
manipulate the output data through a web interface. The MaaS
backend runs on top of a cloud provider like Amazon EC2 and
takes care of provisioning computing resources on the provider
and running the model. The framework allows model
registration through a virtual machine image repository,
ensemble of model runs through on demand virtual machine
provisioning and input/output data persistence through a
common data backend.

II. BACKGROUND
There has been numerous research on creating software
frameworks and environments to facilitate scientific research
by different interdisciplinary research groups. Several
successful collaborative research work on software frameworks
and environments in the fields related to earth science are
discussed in brief in this section.

The Demeter Framework by Fritzinger et al. [8] is another
attempt to bring software framework for assisting scientists in
the area of climate change research. This work presents an
overview of a software framework named the Demeter Framework that proposes a new solution to the model coupling
problem by taking a component-based approach that allows
almost any standard or type of component to be integrated into
the system.

Community Surface Dynamics Modeling System
(CSDMS) was a project started in 1999 to facilitate earth
surface modelers by creating a community driven software
platform. CSDMS applies a component-based software
engineering approach in the integration of plug-and-play
components, as the development of complex scientific
modeling system requires the coupling of multiple
independently developed models [5]. CSDM allows users to
write their components in any of the popular languages. Also
they can use components created by others in the community
for their simulations. CSDMS treats components as precompiled units which can be replaced, added to, or deleted
from an application at runtime via dynamic linking. The key
design criteria that drove the design of CSDMS includes the
support for multiple operating systems, language
interoperability across both procedural and object-oriented
programming languages, platform independent graphical user
interfaces, use of established software standards,
interoperability with other coupling frameworks and use of
HPC tools to integrate parallel tools and models into the
ecosystem.

The Geographic Storage, Transformation and Retrieval
Engine (GSToRE) is a project initiated by the Earth Data
Analysis Center at the University of New Mexico which
provides a data framework for data discovery, delivery, and
documentation for scientific research specializing in earth
science. It has been developed as an extensible, scalable data
management, discovery, and delivery platform that supports a
combination of open and community standards. It is built upon
the principle of a services oriented architecture that provides a
layer of abstraction between data and metadata management
technologies [9].
The following paragraphs will briefly introduce the highlevel idea of different software engineering techniques used in
the development of the proposed system.
Service Oriented Architecture (SOA) is an architecture for
software systems which has gained significant focus in the IT
industry in recent years [10]. Service Oriented Architecture
constitutes a model where business logic for software is
decomposed into distinct units or services. Each unit is selfcontained, and they collectively represent the aggregated
business logic [10].

The Consortium of Universities for the Advancement of
Hydrologic Science Inc. (CUAHSI), one of the leading
research organizations representing universities and
international water science-related organizations, has several
software projects such as HydroShare to provide infrastructure
for water science research. HydroShare is an online,
collaborative software system for sharing hydrologic data and
models. The goal of HydroShare is to help scientists to
discover and access data, and models, retrieve them to their
desktop or perform analyses in a distributed computing
environment that may include grid, cloud or high-performance
computing model instances [6]. Scientists can also publish
outcomes of their research whether its data or model into
HydroShare, using the system as a collaboration platform for
sharing data, models, and analyses with other modelers. The
architecture of HydroShare separates the web application
interface layer from the service layer, exposing the
functionality through an application programming interface
(API) to enable direct client access and interoperability with
other systems [6].

With the widespread popularity and effective use
of RESTful web services, a new kind of software delivery
architecture has emerged which is termed as Software as a
Service (SaaS). SaaS is essentially a software delivery method
where the service is delivered to a customer through the
internet instead of the need for local installation. SaaS is
currently regarded as an important IT trend as according to
industry analysts, considering the increasing sales and
continuing growth in the industry [11].
Micro-services is a software architecture in which a
complex application is decomposed into small components or
services that communicate with each other through welldefined language-agnostic APIs [12]. The Micro-services is a
relatively new buzzword in the world of software architecture.
The architecture emerged as a solution to the numerous
complexities attached with traditional monolithic architecture.

Li et al. [7] proposed a cloud-based solution called Model
as a Service (MaaS) to support Geoscience Modeling. The
authors have provided the solution as a proof of concept to
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In micro service architecture, the capabilities of an application
are decomposed into self-contained services. The usage of
micro-service architecture provides the liberty to use different
technologies that best suit the needs, enhances the scalability of
the application and facilitates low-risk deployments without
interrupting the rest of the services.

STORAGE is a generic wrapper for the object storage which
can be configured for different storage provider, either in the
cloud or locally.
VW-AUTH: The VW-AUTH module works as the
common security gateway for the system. It provides
authentication and authorization level access that can be used
by other services to authenticate/authorize a user/client against
a resource.

III. THE PROPOSED METHOD
The detailed design of the system is introduced in this
section. The design is presented through different standard
software design tools such as system level diagram and
workflow diagram.

VW-SESSION: The VW-SESSION is a common session
backend that can be used by different components inside
Virtual Watershed that requires user session management. The
session backend is managed with a key-value Redis data store
that is shared across the services under Virtual Watershed.

A. System Level Design
The Virtual Watershed system comprises of several
different submodules where each of the modules provides
different functionalities of the entire framework.
Figure 1
provides the high-level system diagram of the system.

VW-WEB: The VW-WEB is the common web frontend
module that is exposed to the end users. Users can log into the
system through the vw-auth module that sets a shared session
across the system and access resources, run models, track
progress and upload/download resources of model runs.

VW-PY: The VW-PY sub-system provides a module to define
Python adaptors over the different models that are available
through the Virtual Watershed platform. An adaptor is
essentially a Python wrapper over a model to allow running the
model programmatically. It provides an interface to wrap a
model with a light python wrapper that takes care of data
format conversion, model execution and event triggering on the
progress of the model. The event driven system will allow a
model-wrapper developer to easily signal on progress as the
model execution happens.

B. Detailed Design
The entire Virtual Watershed system is built as an
aggregation of different web services and web applications that
interact with each other. A common authentication gateway is
necessary to make the communications secure and centralized.
The VW-AUTH authentication module is a micro service
developed for the purpose. It provides a one-stop registration,
authentication, and authorization point for the users of the
system.
The component itself is developed as a web service that
exposes RESTful endpoints for the users to be able to gain
access to different service endpoints. It exposes API endpoints
for registration and authentication. The service also implements
a JSON Web Token (JWT) based authorization scheme for
allowing secure access to the REST endpoints of different
components. JWT is an RFC standard for exchanging
information securely between a client and a server. Figure 2
depicts the workflow for a user to be able to gain access to a
secure REST endpoint following token based authentication.

Figure 1. The system level diagram of the system
VW-MODEL: The VW-MODEL submodule is the web
service front end to the modeling system. It exposes a REST
API endpoint to the user/client through which a user can
submit, query and download a model run and its resources.
VW-WORKER: The VW-WORKER module is a
messaging queue driven worker service that encapsulates a
model adaptor in a messaging queue worker. It is loosely
coupled with the VW-MODEL component through a common
redis data-backend.

Figure 2. The workflow for accessing secure REST
endpoint with JWT token

VW-STORAGE: The VW-STORAGE component works
as the storage backend for the VW-MODEL module. The VW-

The model web service component is a RESTful API that is
exposed to a user. Upon authentication, a user can create a
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request for a model run, upload necessary input files needed for
the model to run and instruct the server to execute the model.
The API backend stores the model run data in a small database
and uses a storage backend to store the files uploaded by the
users.

frontend and worker backend. When a user submits a model
run task through the web service frontend, it is placed into the
queue by the web service through a unique id. The
consumer/worker process listens to the queue through a
common protocol for new jobs.

Each available model in the system provides a schema to
describe the necessary input files and their formats, execution
policy of the model and a mapping between the parameters
presented to the user and the parameters available in the model
adaptor. The user or client can essentially extract the mapping
and know which resources are needed to be uploaded to run the
model. The basic steps from the client side perspective to run a
model are: get the model schema stored in the server; create a
model run in the server side; upload the model inputs; start the
model run; track the model run progress until it is finished;
download the model outputs. There are several advantages of
using this workflow and the web-client architecture: 1) Users
do not need to have the internals of the model. How the model
is setup, what are the dependencies essentially get hidden from
the user. 2) Users don't need to worry about installing the
dependencies of a model. 3) Users can initiate an ensemble of
model runs that can run in parallel on the server and get the
results back altogether. 4) Users can persist the data in the
server and access it from anywhere through the REST API.

The worker process is a Python process that runs on a
server where it has access to the model execution code, and the
dependencies of the model are installed. The worker resides in
an isolated server instance that has the dependencies and
libraries of the model installed. It is ensured through the
deployment workflow using Linux containerization.
C. Deployment Workflow
We have devised a Linux container based deployment
workflow for the different components of the system. We used
a technology called Docker to develop the workflow [4].
Docker containers are better than normal virtual machines
because they use fewer resources. This workflow allows doing
iterative deployment and scaling of the components, and a
strategy to register new models in the system.
Each of the components of the virtual watershed platform is
dockerized. We have a central Docker image repository set up
that contains images for the different components. A Docker
image is essentially a template that encapsulates the os,
dependencies of an application and the application itself. An
image can be used to provision containers that run the
application on top of Docker engine. Each of the repositories in
virtual watershed contains a Dockerfile that describes how the
image for the component should be built and how the
application is served when deployed as a container. A typical
Dockerfile usually contains instructions to install libraries and
dependencies for the component to run when provisioned. The
repositories are set up with automated build in the image hub
through webhooks.

The first step in creating the architecture for exposing
models as services is to be able to run a model
programmatically. Besides, a model can have dependencies it
needs to meet before it can be run. We achieve this by allowing
model adaptor developer to create a thin Python wrapper
around a model and expose all the dependencies through a
Linux container image. Another important issue to tackle here
is the data format heterogeneity of the model inputs and
outputs. Different models have inputs and outputs in different
formats. To achieve automated modification of the model
inputs, we introduced an option to write NetCDF data adapters
for each of the models. NetCDF is a data exchange format that
allows easy storage, extraction, and modification of gridded
scientific data. So in a nutshell, a model adaptor is essentially a
Python program that takes care of data format conversion,
running the actual model and emitting the progress. A wrapper
is a simple python interface. Model adaptor developer can
implement the interface to expose the model programmatically.
Adaptor developer needs to provide a set of converters to allow
conversion and deconversion of the native resources of the
model to NetCDF and its original format. The developer also
needs to implement an execution method where the resource
conversion and execution of the model happens. The wrapper
has access to an event emitter that can be used by the developer
to emit events as the model progress on execution; the events
can be caught by an event listener, which is responsible for
persisting the progress to be sent back to the user through a
REST endpoint.

The dockerized workflow opens up an easy way to register
model in the system. Different models have different
requirements for setting up the environment. Our system
allows a developer to register a model through the creation of
Docker image for the model. It allows a developer to specify
the os, libraries and other dependencies for the model. The
basic steps for registering a model in the system through the
creation of Docker image are: create model repository;
implement the model wrapper; provide dependencies through
dockerfile; test and publish code; create a Docker image in the
image repository.
IV. SYSTEM PROTOTYPE AND TESTING
The system was built using different tools based on the
need for the components. The project used some our previous
codes and similar structures introduced in [14] and [15]. The
web service frontends are built using a Python microframework called Flask with the usage of various extensions
[13]. Some of the used libraries were Flask-Restless for
implementing the REST API endpoints, SqlAlchemy for
mapping the data models with a database back-end [16],
PostgreSQL as the database [17], Flask-Security, and FlaskJWT for authentication and authorization. For the web front
ends HTML5, CSS, Bootstrap, Javascript and ReactsJs library

Through a model adaptor, we can encapsulate a model to be
executed programmatically. To set the bridge between the web
service frontend and the actual model execution we need a
process. The model worker module comes into play to facilitate
that. We used a producer-consumer style messaging queue to
accomplish the process. A messaging queue or task queue is a
lightweight middleware that creates a bridge between user
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were used. Celery, a python based task queue that supports
multiple broker backend was used to implement the task queue
for model workers [18]. Redis was used as the broker and
result backend for Celery. A REST spec library called Swagger
was used to create the spec for the REST APIs. This spec
allows the creation of REST clients in numerous languages. To
structure the code, MVC design pattern was used. GitHub was
used as the central repository for code and issue management
and the codes are publically made available through Virtual
Watershed’s GitHub repository [19].

parameter values. Modelers often end up using a manual
process to edit and manipulate the input files and running the
model manually on a local machine. It requires an enormous
amount of time to do the calibration. The virtual watershed
system includes a web-based scenario design tool to
manipulate different input variables of the PRMS model, run it
through the modeling web service, and, visualize and compare
the output data of different model runs. Figure 4 shows the
interface that allows manipulation of input data visually
compared to a manual edition of the input by opening them in
an editor. It allows the users to do modeling without having the
deeper knowledge of how internally model data is represented,
and it can be useful for public teaching for modeling. The
system can also visualize the outputs after a model has
completed run through the modeling web service.

The two main components of the prototype system are 1)
Authentication module and 2) Modeling module.
The authentication module takes care of all the activities
related to securing the Virtual Watershed system. It handles the
registration of new users, login of existing users, verification of
the user, resetting the user password, and generating JWT
authentication tokens to access the REST APIs. The VW
system also supports the registration and authentication of
users through a REST API. This feature helps VW system to
have multiple applications using a single authentication
endpoint.
The modeling module contains an intuitive user interface to
allow users to create, upload, run and delete models using the
REST API service. The UI includes a progress bar to inform
users about the percentage of the model run finished. The
module also includes a dashboard where users can view the
models being run, the finished model runs, and also download
the model run files. Figure 3 shows a screenshot of the
dashboard where a user is trying to run ten PRMS models in
parallel by uploading the three input resources needed for
PRMS model.

Figure 4. Scenario creation interface for PRMS model that
uses Modeling REST API to execute model

Figure 3. The dashboard for user’s model runs
The web interface works as a proof of concept client for the
modeling REST API. The real power of the modeling interface
comes when it is used programmatically to run an ensemble of
models in parallel without having to worry about the need of
computing power. Applications can be built on top of the
modeling web service to provide an extended capability to
manipulate model input parameters and run the model.

Figure 5. Example of tuning a hundred model through an
IPython notebook with different parameters
A set of IPython notebooks were created to demonstrate the
programmatic way of running an ensemble of models in
parallel by using the modeling API [20]. The particular

Model calibration is a tedious process for the PRMS modelers
since it requires running the model again and again with varied
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example is shown in the screenshot in Figure 5, shows an
important step of modeling with PRMS model. By using the
modeling API, the user can achieve this capability
programmatically writing a few lines of code. It also enables
the user to leverage the computing power of the server to run
the model as many time a user wants without having to worry
about system configuration.
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Abstract- Heart diseases may perhaps consequence
in debility, severe disorder, and meager quality of
lifespan. Furthermore, it could also be lethal. Hence
inferring heart disease has turn into foremost distress
currently. This paper centers on various machine
learning practices which assist ascertaining and
perceiving innumerable heart diseases. Multifarious
machine learning approaches conversed here are
Hidden Markov Models, Support Vector Machine,
Feature Selection, Computational intelligent
classifier, prediction system, data mining techniques
and genetic algorithm. Scrutinizing each approach
thoroughly allowed us to select most apposite one.
This ultimately permits us to propose an Ensemble
Model exploiting pertinent machine learning
procedures which perfectly categorizes diverse heart
diseases. The evaluation of the proposed technique
has been conducted using state of the art technology.
The proposed technique has an accuracy of 94.21%,
a ROC (Receiver Operating Characteristics) of
0.981, RMSE (Root Mean Square Error) of .2568,
Precision
of
0.953;
showing
significant
improvement when compared to the performance of
K-Nearest Neighbor, Artificial Neural Networks
and Support Vector Machines algorithms.
Analysis/Evaluation of the implemented algorithms
and the proposed Ensemble Model has been done
expending the Receiver Operator Characteristics.

coronary artery may constrict it down and result in
coronary heart disease, which grounds for an
occurrence of 1.2 million heart attacks each year.
Providing eminent services is the major concern
faced by the health care administrations currently.
For instance, it requires early diagnosis of heart
disease efficiently and effectively. Hence in order to
accomplish this task we are executing various heart
disease prediction mechanisms followed by
proposing Ensemble models. As the irregular
heartbeats
are
easily
perceived
by
electrocardiogram, therefore ECG seems to be quiet
helpful for physicians particularly for the bulky
volumes of statistics. This Research paper is
systemized in following manner. Section-I is the
introduction. Section-II summarizes all the research
papers reviewed. Section-III converses the
implementation of Ensemble Model along with data
set and result analysis, followed by concluding the
research paper in fourth section.

II.

Expending Artificial Neural Network for prediction
of heart disease is major focus of Wijaya et. al[1].
Moreover, Support Vector is also being considered
for the prediction process. Predicting heart
syndrome is possible within a year by overviewing
irregular heart rate. Utilizing various tools such as
smart mirror, smart chair, smart mouse and smart
phone, data regarding individuals is collected in a
server. This is how fatality rate along with number
of patients suffering from heart disease decrements
significantly. However, in Year 2011 observed
accuracy of ANN was 80.06% while SVM observed
accuracy was 84.12%. Chen et. al. in 2011[2]
present Diagnosis of heart syndrome depends upon
the medical data. Heart syndrome prediction system
is developed that can help the medical professionals
in predicting the heart syndrome by analyzing the
medical data of patients. The system takes thirteen
medical attributes as input. Then system uses the
ANN technique for categorizing the heart syndrome
on the basis of these medical attributes. Moreover,
ROC is displayed that depicts the performance of

Keywords- ANN (Artificial Neural Networks),
Ensemble Model KNN (K-Nearest Neighbor), SVM
(Support Vector Machines), ROC.

I.

LITERATURE REVIEW

INTRODUCTION

In developed and under developing countries,
prominent origin of death is heart disease. Person’s
health is significantly influenced by the heart disease
suffered. Cardiovascular disease (CVD) is endured
by 80 000 000 inhabitant, alone in united states.
Each day approximately 2400 Americans die
because of this disease. One very common form of
CVD is Anomalous heart rhythm termed as cardiac
arrhythmia. The correct functionality of the heart is
significantly influenced by Cardiac Autonomic
Neuropathy (CAN). Deposits of fatty acids in
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system. Outcomes show that the system’s prediction
accuracy is about 80%, sensitivity is 85%, and
specificity about 70%. Sonawane and Patil in
2014[3] detail that in medicine the diagnosis of heart
syndrome is extremely problematic job. Hence
prediction system using multilayer perceptron
neural network is proposed particularly for heart
diseases. System takes thirteen medical attributes as
data. Back- propagation algorithm is used and the
system ultimately predicts whether the heart disease
is suffered by patient or not. Moreover, the
maximum precision is 98.58% for twenty neurons in
unseen layer.Practices of data mining are generally
used for prediction of several syndromes as
discussed by Amin et. al. [4]. A method is based on
neural network and genetic algorithm is proposed
for the prediction of heart syndrome by exploiting
main detrimental features. The proposed technique
predicts the threat of heart syndrome by precision of
89%. Therefore by using this technique a smart
system able to predict the syndrome could be
constructed easily. In this paper a model for multilevel risk assessment of heart failure is proposed by
Aljaaf et. al[5]. By using this model five risk levels
of heart failure can be predicted. This model uses the
C4.5 decision tree classifier for prediction. In order
to improve the prediction accuracy three risk factors
are also added to the data set. Efficacy of proposed
model is evaluated on the basis of cross validation
employing 10 folds. By using this model we can
achieve 86.5% sensitivity, 95.5% specificity and
86.53% accuracy. Heart disease prediction and its
cure is a job that needs abundant knowledge and
experience. Nearly 60 percent of the global
inhabitants are targeted by heart syndrome. Goal of
this paper is to perceive the reasons of circulatory
syndromes by using machine learning methods with
the support of medical verdict. C4.5 algorithm,
Native Bayesian classifier, Decision tree induction
are used in this paper authored by Mohan, K. R et.
al.[6]. Palaniappan et. al. [7] discuss various
machine learning procedures employed for the
evolvement of Intelligent Heart Disease Prediction
System (IHDPS) prototype which encompasses
Neural Network, Decision Trees, and Naive Bayes.
IHDPS is web based application. Traditional
decision support system’s limitations are
significantly outperformed by IHDPS because it
responds to “what if” multifaceted queries. It is
observed that, Naïve Bayes is the most efficient
algorithm compared to other ones, as it produces
greatest number of accurate predictions i.e. 86.12%
while Neural Network has 85.68% accurate
predictions, followed by Decision tree with 80.4%.
Cardiac Autonomic Neuropathy (CAN) is a disease
which intervenes with regular functionality of heart
and hence results in associated disorders as detailed
by Cornforth et. al.[8]. For diagnosing early phases
of CAN, diverse measures used are portrayed.
However, this research paper rely on a case study

considering variation of actions to perceive the
initial phases of syndrome that disturbs the accurate
procedure of the heart and ultimately results in
related comorbidities. Machine learning procedures
are applied in order to distinguish healthy
individuals from the ones with early stage of CAN
(Cardiac Autonomic Neuropathy) (using age
matching
control).
For this Genetic Algorithm was used in order to
identify the subset of those measures which
provided absolute parting amongst two classes.
Using this approach 70 percent accuracy was
attained. Ordonez et. al[9] state Association rule is a
method used for heart diagnosis. But when these
methods are practiced using medicinal data set, it
yielded immense number of rules which are
medically unrelated. Moreover, association rules are
mined by exploiting complete data set and do not
requisite authentication of distinct sample. In order
to overcome problems encountered, a procedure is
proposed that practices the four search constraints to
decrement the number of rules. Additionally, search
for association rules expending trained set and
ultimately authenticating them exploiting test set.
These search constraints yield a set of rules with
great
predictive
accuracy.
Support vector machine (SVM) mechanism is
exercised in this paper for interpreting coronary
heart disease based on statistical learning technique
proposed by Zhang et. al.[10] in 2012. In order to
categorize the test data, classifiers are carefully
chosen with different kernels, with the help of
feature extraction and preprocessing of the original
data. Classification results are also compared which
depicts greatest accuracy of classifier attained using
radial basis function. Grid search technique is
implemented for choosing the well suited
parameters of penalty factors and kernel functions.
This results in highest classification accuracy
attained by the classifier. Highest classification
accuracy of linear kernel function is 84.1%,
polynomial kernel function 81.8%, and RBF kernel
function
88.6%.
Using the statistics from ECG, numerous
cardiac diseases are categorized efficiently in this
research paper by Vanlenzuela [11]. Most related
features are picked using these paradigms and are
able to attain the classifier capable of discriminating
various forms of arrhythmia from ECG signal. It is
observed that SVM has the highest precision (i.e.
86.4%) with original matrix (142 features). In this
paper by Ho, et al.[12], automatic identification of
ECG signal in real time evaluation is executed for
constructing clinical support and decision system.
Moreover, feature extraction and noise reduction
approach for the application of support vector
machine (SVM) is implemented with automatic
learning algorithms.The results of automatically
classifying model are as follows. Sinus classification
model observed specificity was 85.9%, for noise
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detection model sensitivity observed was 88.4%,
while that of disease classification model sensitivity
was
89.1%.
In this paper by Bouali et. al. [13] comparative
analysis of five classification techniques is
presented. The classification techniques are
Decision trees, Fuzzy Pattern Tree, Bayesian
Network, Artificial Neural Network, and Support
Vector Machine. Amongst five machine learning
methods being tested, Support Vector Machine
gives the better results with greater accuracy. SVM
attained greatest percentage of correctly classified
instances i.e. 85.76%. In order to evaluate and spot
the risk of arrhythmia, the clinical tool which is now
extensively used is ECG.
Two features are
amalgamated in this paper by Oresko et. al.[14],
using smartphones for aiding diagnosis. One is
Holter monitor’s transportability, in which offline
evaluation is done by maintaining the track of the
signal, other is resting ECG machine with real time
processing ability. Explicitly, two platforms
developed are wearable CVD recognition based on
smartphones. The experiment was performed and
the results suggest that prediction accuracy is greater
than 90%. For categorizing the electrocardiograms,
along with online signal analysis, unique Hidden
Markov Model (HMM) is used by Abdreaou et. al.
[15]. Multichannel beat assorting and segmentation,
demonstrating waveforms into models, and
unsupervised adaption to the individual’s ECG are
the key tasks addressed using this approach. ECG
signal scrutiny is performed by the system in two
layers. Segmentation of ECG signal is executed at
layer 0, in form of the beat waveforms. Then early
ventricular contracting beats are detected by the
system at layer 1. However, the experiment
performed with 59 recordings of test set. The results
showed that 99.79% sensitivity achieved for high
beat detection and 99.96% of positive prediction.
III.

algorithms used are ANN, KNN and SVM. SVM is
usually called black box because the complex
transformation and decision boundary that SVM
produces are very difficult to interpret. In high
dimensional spaces SVM works effectively. If the
number of samples is large then KNN will give the
good classification but it requires large storage to
store the entire dataset. Moreover, more time is
consumed to find the k nearest neighbors. To save
both time and cost ANN can be used because it takes
the samples of data instead of the entire dataset to
achieve the desire outcome. But for predictive
purposes ANN is rarely used because it mostly over
fit the relationship.

B.

Fig. 1: Proposed Model

We have analyzed each algorithm individually by
reviewing various research papers. In year 2011
ANN accuracy observed by Milan Kumari et. al. [7]
was about 80.06 % while that of SVM was 84.12%.
Heart disease prediction system developed by AH
Chen using ANN also had predictive accuracy of
80%. Moreover 85.68% accurate prediction
observed by IHDPS developed in (Palaniappan &
Awang, 2008) which was based on ANN. However
classification accuracy of 88.6% achieved using
RBF kernel function of SVM by Zhang et. al. [10]
and 86.4% precision acquired using SVM by
Valenzuela[15]. In addition to this, disease
classification model by Ho Et. al.[11] achieved
89.1% sensitivity. Five classification algorithm
tested by [12], out of these SVM attained greatest
correctly classified instances i.e. up to 85.76%.
However, KNN algorithm used by S. Rajathi [24]
for prediction and analysis of Rheumatic Heart
Disease had observed accuracy of 68.05% with error
rate of 0.675. The KNN algorithm has low accuracy
in this scenario but it has good results for large
number of samples. Considering these statistics,
we have concluded that most efficient amongst all
the algorithms studied are SVM, ANN and KNN for
heart disease prediction. However we perceive that
the results achieved using single algorithm is not as
proficient as could be achieved using the

IMPLEMENTATION

Heart diseases are one of the prevailing causes of
death in the whole world. Therefore there is dire
need for accurate prediction of heart disease. Early
symptoms or initial medical data is used for the
prediction process. The medical data should be
analyzed at regular intervals to figure out chances of
developing heart disease and take preventative
actions on time. However the prediction system
should be as accurate as possible, so that it classifies
heart diseases correctly without errors. Hence we
intend to propose a model with highest accuracy,
precision and with minimum root mean square error.

A.

Proposed Model:

Methodology:

Our Research is focused on three algorithms for
heart disease prediction and analysis and the
proposed Methodology is depicted in Fig.1. The
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combination of algorithms using voting where two
or more sub-models are build, each sub-model,
predicting independently. In our scenario voting
allows all three algorithms to predict what the output
should be and accordingly mean/mode is taken.
However by default, the combination Rule
parameter is used for amalgamating the predictive
results of different sub-models. This parameter
calculates the average of the predictive probabilities.

Fig. 2 Receiver Operating Characteristics for K-Nearest
Neighbor

Proposed Ensemble Model: Firstly we
assemble the data. 2) Followed by scrutinizing the
data set on the basis of number of attributes,
instances, type and values of attributes. All attributes
in our data set are categorical except age i.e.
numeric.3) Subsequently Combine KNN, ANN and
SVM using Voting Technique. In voting approach
the original data set is used as a basis for training
each classifier. And accordingly that class is
selected which is supported by greater number of
classifiers. 4) Successively apply the proposed
technique on Data set.5) lastly Analyze the Results
to verify whether the proposed technique gives
better results or not.
IV.ANALYSIS

Fig. 3 Receiver Operating Characteristics for Artificial Neural

AND RESULTS

The ensemble model is presented in the current
study. The data set has been acquired from the work
by S. U. Amin at. Al [4]. Thirteen attributes are
incorporated in total with 50 instances explored. The
attributes used to acutely classify multifarious heart
diseases are gender, age, cholesterol, heaviness,
genetic, smoking, alcohol intake, activity, diabetes,
food, obesity, pressure, and Syndrome. Our data set
is apportioned in a way that up to 66% is training
data and residual 34% is test data. Our data set is
presented in Table 1.

Networks Fig. 4 Receiver Operating Characteristics for Support
Vector Machine Algorithm

Fig. 5 Receiver Operating Characteristics for Proposed Ensemble
Model

Evaluation and Analysis: Receiver Operating
Characteristics (ROC) is a popular measure to
evaluate and analyze the datasets/algorithms. The
analysis is useful for assessing predictive models as
presented by (B.Yegnanarayana, 2009)[16] [17].
The text onwards is an in-depth ROC curve analysis
for various machine learning algorithms. K-Nearest
Neighbor algorithm: K- Nearest Neighbor algorithm
measures the distance to the nearest K instances, and
let them vote. K is typically chosen to be an odd
number [19]. The ROC curve obtained employing
KNN is depicted in Fig.2. Artificial Neural
Networks: An artificial neuron network (ANN) is a
computational model based on the structure and
functions of biological neural networks. Information
flows through the network affects the structure of
the ANN because a neural network changes - or
learns, based on that input and output [20]. ROC
curve obtained by exploiting ANN algorithm is
depicted in Fig. 3.

Support Vector Machines: A Support Vector
Machine (SVM) is a discriminative classifier
formally defined by a separating hyper-plane. In
other words, given labeled training data (supervised
learning), the algorithm outputs an optimal hyperplane which categorizes new examples [21].
Subsequently applying SVM algorithm following
ROC curve presented is presented in Fig.4.
Ensemble Model: Ensemble modeling is the process
of running two or more related but different
analytical models and then synthesizing the results
into a single score or spread in order to improve the
accuracy of predictive analytics and data mining
applications. [22] Finally the ROC curve acquired
by our proposed ensemble model is presented in Fig.
5.The confusion matrix obtained from our proposed
Ensemble model technique is represented in Fig.6:
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learning practices disseminated in different research
papers [23]. Exploring the above mentioned
techniques we are able to design ensemble model
assimilating SVM, KNN, and ANN. Preeminent
competence is attained consuming these
classification procedures, and relative sorting
between them is effortlessly performed. Intelligent
ensemble model is fabricated because of the very
auspicious acquired outcomes. The proposed
ensemble model is further aimed to magnify and
augment in future by assimilating more machine
learning methods and additional medical attributes.
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Fig. 6: Confusion Matrix for Proposed Ensemble Model
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that oblique is improper categorizations of particular
kind. So the confusion matrix that is obtained from
our technique shows that only one instance out of 17
is incorrectly classified by our model while others
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For companies such as The NPD Group, detection of
possible intrusions is of paramount importance. Much of the data
stored within the company is under strict usage guidelines that,
if breached internally or externally, can result in a catastrophic
loss of business. In recent years, work on network anomaly
detection has been extensively researched in both academia and
in industry due to the recent increase in network intrusion
incidents. While signature based detection systems are highly
accurate for known attacks [1], unsupervised learning methods,
such as MCOD are used for the detection of unknown attacks[2].
By using the MCOD algorithm, it is possible to outline
abnormal network behavior that may be attributable to possible
network intrusions and malware on the network. With the
possibility of such large traffic volumes within any organization,
gaining the information needed to successfully train and
maintain a supervised model can be a daunting task. For
instance, there is no guarantee that a selected time period is
100% free of malicious behavior. To do this, a network security
technician would need to manually process the information used
for training such a model to ensure that no abnormal or
threatening activity is contained within it. Such a task would take
considerable resources to accomplish as a single hour may
contain up to eleven million samples, totaling 15 gigabytes in
size.
When working with such large data sets, using large amounts
of readily accessible historical data may be unfeasible, as a
single weeks’ worth of information may be up to 2.5 terabytes
in size. This paper aims to identify anomalies based upon a
limited set of historical data through the use of multiple time
windows to view possible anomalous activity without the need
to present labeled data to a supervised method while also
preventing the need to store large amounts of NetFlow data. In
Section II, we review work in the area of network anomaly
detection. In Section III we review MCOD and NetFlow in the
context of this research. In Section IV, we propose a framework
for the detection of anomalies within NetFlow. In Section V, we
analyze MCOD within this context and propose a new
architecture to address these limitations of MCOD that uses time
series cluster density analysis. Finally, we summarize our
conclusions in Section VI.

Abstract— It is common place in any organizational
environment that data stored internally does not necessarily
belong to the company storing the data. In such cases, keeping this
data secured is of critical importance. If such data is compromised,
it can lead to devastating effects on both the public image of the
organization and the relations between said company and its
business partners. To combat this surge in malicious activity in
recent years, research has focused on using anomaly detection
techniques to detect possible malicious activity on a network. This
paper proposes an evolution of the MCOD (Micro-Clustering
Outlier Detection) machine learning algorithm. Designed to
implement a time-series approach along with using both distance
based outlier detection and cluster density analysis, we analysis the
results of this algorithm on real-world data.
Keywords—Micro Clustering Outlier Detection (MCOD);
NetFlow; Anomaly Detection.

I. INTRODUCTION
A rise in network based attacks has increased the prevalence
of the need for new and unconventional methods of detecting
such attacks as soon as possible. There have been many
examples in media that demonstrate the negative effects that
such attacks can have to an organization. Protecting from these
attacks is vital for any organization that holds confidential
information. Not doing so may lead to loss in consumer
confidence in the organization, as ramifications from not
upholding legal and contractual obligations.
Within any large organization, software is consistently used
to monitor and mitigate any known threat to the network.
Examples of such popular software include McAfee ePolicy
Orchestrator (EPO), which provides a signature based detection
mechanism to detect previously discovered malware. It also
allows for custom rules to be created by experienced network
security personnel to counteract possible anomalous behavior.
However, such software can be prone to false positives
introduced by these manually configured rules, and also false
negatives due to the signature based approach it uses. “ZeroDay” attacks that have not been previously identified and
analyzed can go undetected within such a system, leading to the
need for adaptive machine learning mechanisms to identify
anomalous network behavior that has never been seen before.
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processing purposes and storage. For the analysis in this paper,
NetFlow was used as it was found that using NetFlow for
network monitoring purposes was highly common in the area
[12],proven to have benefits for anomaly detection over packet
traces [13], as well, in this case, the current infrastructure of
NPD allowed for the collection of NetFlow with relative ease.

II. RELATED WORK
Recent work within the area of network anomaly detection has
increased dramatically to combat the rise in malicious network
based attacks. Traditionally, Network Intrusion Detection
Systems (NIDS) typically worked upon using a signature based
approach [3] and a rules based engine [4]. While accurate, its
success is based on the knowledge that the anomaly is within a
library of known anomalies or behaves in a predictable manner.
This led to the rise of both statistical and machine learning
approaches that enable new, unforeseen intrusion methods to be
detected with increased accuracy due to a non-reliance on
known, analyzed anomalies.
This rise in unsupervised learning techniques is a
necessity when moving away from signature based system. The
inherent reliance on pre-labeled data for supervised learning
algorithms can be a restriction a when data set is very large. The
data gained when learning from traffic within a period of time
might rapidly change when, for instance, project turnover
happens within a company.

Figure 1: NetFlow Collection

MCOD [5] was developed as a method for
computationally cheap distance based outlier detection over
data streams, whose inherent benefits lead to it being ideal for
the monitoring of network traffic. Other distance based
anomaly detection mechanisms, such as Local Outlier Factor
(LOF) can become extremely computationally expensive over
large datasets due to its reliance on distance calculations for
multiple data samples per cycle. Performance based derivatives
such as Neighborhood Outlier Factor (NOF) [6] and FastLOF
[7] attempt to combat this computational cost by reducing the
number of calculations in a similar manner to MCOD, but are
still comparatively expensive.
Clustering techniques were used to combat the inherent
cost of distance based outlier detection with relative success [8],
[9]. Port numbers and protocol identifiers are commonly used
to help identify anomalous behavior within these clustering
techniques [10]. This proved to be beneficial for
compartmentalizing anomalous behavior with that of normal
traffic. However, as presented in Section V, these variables can
be unpredictable with certain applications when applied to
network-wide anomaly detection.
III.

B. MCOD
MCOD is a distance based outlier detection mechanism
that utilizes clustering to reduce the amount of distance based
calculations needed to identify possible anomalies. This
reduced performance cost of the algorithm makes an ideal
candidate for real-time anomaly detection over data streams
when compared to other distance based algorithms such as
Local Outlier Factor (LOF). The algorithm is discussed in detail
in
MCOD has 4 principle steps:
1.
2.
3.

4.

TECHNOLOGY OVERVIEW

A new point (p) is received.
If p is within a range (r) of a certain number of points (k), a
new micro cluster is created at p, and any father points in
range are of this micro cluster are regarded as an inlier.
If the point p is not within range of a micro-cluster, we
perform a range query to all objects within range r. If the
number of objects are below k, then the point is regarded as
an outlier.
Following this, all points that are over the designated time
window are removed.
IV. PROPOSED FRAMEWORK

A. Cisco NetFlow

As outlined in figure 2, this paper proposes a method to
extend the capabilities of MCOD. By establishing multiple time
windows within MCOD, it is possible to detect continuous
outliers within a series of time windows. To enable this, data is
gathered from a live network, and processed by a single
instance of the MCOD algorithm. Each new object (NetFlow)
input into the algorithm is supplemented with a timestamp. This
timestamp is used to identify which time-windows the object is
of importance to.
Any outliers detected that are persisted throughout all time
windows are outlined, and the clusters activity within each
independent time window is also measured.

Cisco NetFlow is a system that amalgamates network traffic
information into a format that successfully describes
communications occurring on a network. Through a NetFlow
enabled device (Figure 1), packet traces are identified and
stored as a single flow representation of a specific set of
communications between two devices. These are used for
multiple tasks such as network performance monitoring and
used as a means of security evaluation when an incident has
been detected. Visualization of these NetFlows has also proven
to be of tangible benefit [11].
Using this aggregated data for anomaly detection has
numerous benefits, such as data size being reduced for
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For testing, only 7 of these 48 attributes were chosen for the
anomaly testing outlined in Table II,
TABLE II: NETFLOW ATTRIBUTES

Figure 2: Proposed Framework

V. TESTING METHODOLOGY
MCOD is a distance based outlier detection mechanism that
uses the construction of micro clusters to reduce the
computational cost of performing this task. This is vital for the
performance of a real-time anomaly detection mechanism that
can be used effectively within any organization. To test the
MCOD algorithm in a real-world environment, data was
gathered during a six-hour period, containing over 35 million
samples of NetFlow data from within NPD. There were 3
assumptions about this data.
1.
2.
3.

Destination Bytes

2

Destination IP

3

Destination Port

4

Protocol ID

5

Source Bytes

6

Source IP

7

Source Port

8

Start Time

While the NetFlow samples contained both the source and
destination IP addresses were collected, and while they would
enable detection of abnormal activity among individual assets,
they were excluded from all distance calculations. Within a real
world environment, it is not uncommon for a DHCP server to
reallocate IP addresses with varying frequency, as little as 30
minutes in some cases. Such changes can drastically shift the
perceived behavior of an asset from the algorithms point of
view; however, it is interesting to note that a change to IPv6
routing can solve this problem by allowing for static ip
addresses to be allocated with relative impunity.

The data taken is a sample where no noteworthy activity
was taking place.
The sample was not guaranteed to be anomaly free.
All numerical attributes were normalized using the
maximum and minimum values within the six-hour period.

Windows of various sizes were chosen in order to successfully
correlate the scores of detected anomalies though each of the
time windows. Both and values remained the same through
each of the tests, with the only variable being changes was
window size.

This data was then “salted” with incidents of interest to NPD
that were investigated within the company over a period of five
months. Table 1 outlines these incidents on a 3-point scale of
relevance determined by the security team within NPD, one
being most relevant.
These incidents were used to
comparatively test if the anomalies outlined by the MCOD
algorithm were of benefit.

VI. EXPERIMENTAL RESULTS
Window sizes of 5,15,30,60 and 180 minutes were chosen
and the 6 hours’ worth of data was processed. These windows
were chosen to identify both short and persistent network
activity. The radius value was set to 0.1 and set to 50,
determining that there needs to be at least k instances within the
cluster for it to be determined as an inlier.

TABLE I: LIST OF KNOWN ANOMALIES

Known
Example
No.
1
2
3
4
5
6
7
8
9
10
11
12

1

Relevance
rating
of
anomaly.
1
2
1
3
3
3
3
3
1
2
1
2

Table III: MCOD Results
Window
Size
(Minutes)

Window
Size
(Objects)

Inlier

Outlier

In/outlier

Total

5

507,710

36,543,733

7,311

4,094

36,555,138

15

1,523,131

36,543,184

6,580

5,374

36,555,138

30

3,096,262

36,543,075

4,387

7,677

36,555,138

60

6,092,523

36,543,075

3,656

8,408

35,555,138

180

18,277,569

36,542,709

1,828

10,601

36,555,138

From the results outlined in Table III, there is a clear
correlation between the size of the window and the number of
outliers detected. Upon closer inspection of both the known
anomalies listed in Table I, limitations of the MCOD algorithm
were found. While all labeled anomalies were found (outlined

The NetFlow data was obtained through NetFlow collectors
on NPD’s network, with each NetFlow containing 48 attributes.
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in Table IV), there was a specific strength with the algorithm
when it came to finding point anomalies within the data.
NetFlow samples with a high data traffic volume were
consistently outlined as anomalous (e.g. Figure 3, Sample B).
However, while the overall accuracy of the algorithms high, the
large amount of NetFlows found to be anomalous make it so
more analysis is needed to determine the what anomalies within
this set is noteworthy. While analysis of these NetFlows
showed that they were not a security concern, it aided in the
identification of one major limitation of the MCOD algorithm
in this context.

nature. Analysis of the cluster densities of both the labeled
anomalies and unlabeled anomalies detected by MCOD
(TABLE IV) to be used as an indicative measure of anomalous
behavior. Rapid changes in cluster density was shown to be
indicative of anomalous behavior. Samples 1 to 12 identify the
known anomalies that were salted to the 6 hours’ worth of data,
while samples A through E were anomalies that were found to
be of particular interest that did not follow the pattern of normal
traffic activity.
Analysis of the results found that when finding point
anomalies (Sample A and Sample B), the algorithm performed
admirably. Sample A is of particular interest, as the anomaly
was found to be of security interest even though it was
unlabeled. On NPD’s scale of relevance, it measured a two, and
was undetected by traditional means within the company.

MCODs use of the static value strongly limits the potential
of detecting contextual anomalies within NetFlow data. While
Sample 1 was outlined as an anomaly in a short time window,
the nature of this anomaly led it to quickly meet the threshold
of and become an inlier. Sample 1 and Sample 3 contain an
inherent property that quickly makes irrelevant due to its

TABLE IV: MONITORED CLUSTER DENSITIES

1
2
3
4
5
6
7
8
9
10
11
12
A
B
C
D
E

Sample Cluster Density Per Window
5
15
30
60
180
Minutes Minutes Minutes Minutes Minutes
18
23
40
>
>
25
>k
>k
>k
>k
10
23
45
>k
>k
13
19
>k
>k
>k
11
23
44
>k
>k
5
10
48
>k
>k
8
18
29
31
31
11
20
42
>k
>k
>k
>k
>k
>k
>k
15
27
29
29
29
3
5
5
5
5
5
16
28
>k
>k
1
1
1
1
1
1
1
1
1
1
1
3
8
12
19
25
>k
>k
>k
>k
1
6
18
25
>k

Destination
Bytes

Destination
Port

Protocol
ID

Source
Bytes

Source
Port

Timestamp

A

1356

80

6 (TCP)

1004

57645

B

0

40497

17(UDP)

235(Mb)

33668

C

306(Mb)

81

6

0.5(Mb)

3158

D

792

4466

17

792

4466

E

224(Mb)

80

6

4.5(Mb)

22051

18/11/2015
16:02:38
04/05/2016
05:45:09
04/05/2016
05:30:42
18/11/2015
16:05:20
4/5/2015
05:45:14

Sample

TABLE V: SELECTED SAMPELS
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FIGURE 3 : INDEPENDENT SAMPLE CLUSTERING RESULTS THROUGH EACH TIME SERIES WINDOW
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Contextual anomalies however were detected with varying
success. Samples 1 and 2 were detecting within a 5-minute
window, however this was because the initial value of k, which
is 50, within this time window. Though analysis of the cluster
density of these clusters though the relative series, it was found
that they maintained a pattern unlike that of the normal traffic

within the series. A rapid climb in density over the course of 50
minutes was detected, followed by no increase and eventually
returning to 0 when the window passes. This burst of activity
then sudden lack of activity within a cluster was only present in
a few number of cases where the nature of the traffic was
suspicious with few notable examples (Samples C and E) being
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considered normal traffic but outlined as an outlier through the
base results from MCOD. Sample C was activity on the network
that was uncommon enough that it never met the density
requirement outlined by k over the course of the 6 hours’ worth
of data. However, the density increase when traced through the
relative time windows was relatively linear when compared to
the other known anomalies and the genuine, unknown
anomalies detected.

[2]

Figure 3 illustrates the change in cluster densities over the
time windows. We can see that point anomalies (Samples A and
B) remain linear throughout the time series. Samples C and E
are examples of network traffic that did not successfully meet
the minimum density requirement of 50 samples, however are
known to be of normal traffic behavior. The change in cluster
densities is relatively linear when compared to the known
anomalies. Further investigation of other normal traffic patterns
shows similar results.

[4]

[3]

[5]

[6]

Sample D can be seen to have a major change in density both
when initially detected and when it meets the minimum cluster
density. Sample D and Sample 4 correspond to the same
incident. By the nature of the incident, the rapid increase in
density would normally pass MCODS threshold on cluster
density (50) and be considered as normal traffic behavior.
However, by the analysis of the cluster densities within the time
series, we found that this rapid increase was anomalous when
compared to normal traffic data as seen my MCOD. Sample 9
is also another example where this occurs, except that the
minimum threshold is met almost immediately and is never
considered to be an outlier by MCOD.

[7]

[8]

VII. CONCLUSION
In this paper we proposed a framework in which the MCOD
algorithm can be used for anomaly detection within NetFlow
data. We proposed a method in which MCOD can be adjusted
to be more applicable to the task of anomaly detection within
NetFlows by removing the cluster density requirement for
anomalies. We used a number of time series windows and
correlation between cluster densities to outline and investigate
possible malicious activity on the network, with success in both
known and unknown anomalies.

[9]
[10]

Future work will focus on refinement of the proposed
framework in relation to a real-time application where
performance is of crucial importance. Work with anomaly
detection utilizing a graphics processing unit [14] may aid in
this endeavor. Also, theoretical values for normalization will
also need to be formulated. Further testing will be done on a
larger set of data to determine the benefit of this technique when
compared to tools used within NPD.

[11]

[12]
[13]
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metaheuristics to solve the large-scale RNP problem. The
Particle Swarm Optimization (PSO) is the most popular
algorithm in the RNP optimization. H. Chen et al [3] developed
a variant of the PSO algorithm, named multi-swarm particle
swarm optimizer to solve this problem. The authors in [4]
adapted the PSO algorithm with the Von Neumann topology to
the RNP problem. In [5], a new multi-objective estimation of
the distribution algorithm combined with the PSO, utilizing a
Pareto-based method, was suggested and applied in the RNP.
The genetic algorithm has been frequently used in the RNP
optimization [2], [6], [7]. In the same context, other
metaheuristic variants such as the multi-colony bacterial
foraging [8] and the hierarchical artificial bee colony [9] have
been developed. The fireworks [10], firefly [11], [12] and bat
algorithms [13] are also used to overcome the complexity of
the RNP problem.

Abstract—The Radio Frequency Identification (RFID)
network planning problem is a critical issue because it strongly
has an impact on Quality of Service (QoS) and cost efficiency.
However, finding an optimal planning for a large scale RFID
network is an NP-hard optimization problem. In this context,
metaheuristics provides a natural framework to solve this
optimization problem by finding a near optimal solution in a
reasonable time. In this paper, a new variant of the cuckoo
search algorithm, called the Self Adaptive Cuckoo Search
(SACS) algorithm, is presented, where control parameters are
dynamically adjusted according to the evolution of optimization
processes. The SACS algorithm is used to solve real RFID
network planning instances. The experimental results show that
the proposed algorithm obtains better solutions for the RFID
network planning problem than all other adaptive cuckoo search
variants in terms of optimization and robustness.
Keywords—RFID; RFID network planning; Cuckoo Search
algorithm

I.

Recently, new metaheuristics, called the Cuckoo Search (CS)
algorithm, has proved its success for solving hard real world
optimization problems. Because of the success of this
algorithm, a new variant of the CS algorithm is develop to
solve the RNP problem. The key contributions of this work are
summarized as follows: (i) the A new variant of the CS
algorithm, called the Self-Adaptive CS (SACS) algorithm, is
developed, where the step size and the reject probability
parameters do not require any initialization and they are
adaptively adjusted during the optimization process. The selfadaptive behavior of this algorithm allows solving the RNP
problem more efficiently than the existing adaptive CS
variants. (ii) A new power loss metric, not dealt with in other
work, is introduced, which must be taken into account during
the RNP. The power loss is defined as the sum of the power
emitted by readers outside of the working space. Minimizing
the power loss permits energy saving and reducing the risk of
external attacks.

INTRODUCTION

With the paradigm of the Internet of things, each object in
the physical world can be remotely identified, controlled, and
located through the networks. Thanks to their low cost and
their small form, the Radio Frequency Identification (RFID)
tags are frequently used to tag objects [1]. The tags or objects
are often distributed in large geographic areas. Due to the limit
of the interrogation range of RFID readers, multiple readers
should be deployed to read the information stored on all tags.
The major challenge in an RFID network design is to find the
optimal placement and parameters of readers in order to meet
the essential requirements of an RFID system such as coverage,
load balance, power loss and interference between readers.
This challenge has led to a new research area known in the
literature as the RFID Network Planning (RNP) problem. The
RNP problem has been proven to be NP-hard by analogy with
the antenna positioning problem in cellular networks [2]. This
problem is known as a multi objective optimization problem
with a large number of variables and uncertain parameters.
Compared to deterministic methods and exhaustive search,
metaheuristics provides a natural framework to solve the RNP
problem.

The rest of this paper is organized as follows. In the next
section, the operating principles of the RFID system and the
formulation of the RNP problem are presented. Section III
gives a brief review of the adaptive CS variants, and then
proposes the novel SACS algorithm. In section IV, the ability
of the SACS algorithm to solve the complex RNP problem is
evaluated. Finally, the discussion is concluded in section V.

All approaches in the literature have used standard
metaheuristics or have proposed new variants of these
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II.

RFID NETWORK PALANNIG

antenna, and
is the propagation loss considering multipath
fading, which is given by:

In this section, we use the notation provided in Table I to
describe the RNP problem. Firstly, we present the RFID
network communications. Next, we detail the mathematical
formulation of the RNP problem.

[

Representation
Set of tags distributed in A.
Set of readers deployed in A.
Number of tags = cardinality of TS
Number of readers = cardinality of TR

( )[

Tag sensitivity
Reader sensitivity

[

]+

[

[

]+

[

]+

[

] −

[

(3)

]

]+

[

]−

[

]

(4)

] = 20 log

B. Formulation of RFID network planning
Usually, the RFID system is deployed in large geographical
areas where multiple tags are distributed. Solving an RNP
problem is an NP-hard task. In this work, there is an interest
in five principal RFID system requirements when modeling
the RNP problem. This problem is formulated as follows:
1) Optimal tag coverage: The primary objective of the
RNP is to maximize the tag's coverage. Each tag in the work
area must be covered at least by one reader. According to link
is expressed by the
budget, the coverage of the tag
following relationship:

A bidirectional radio link can be divided into a forward link
and a backward one. In the forward link, the reader transmits
the RF power and data to the tag. The tag antenna detects the
power transmitted by the reader to feed the electronic circuitry
embedded in the tag. The power received by the tag should be
. This constraint guarantees
higher than its sensitivity
is defined as the minimum
reader-to-tag communication.
power needed to feed the electronic circuitry embedded in the
tag. The power available to the tag is given by the following
Friis transmission equation:
( )[

]=

with:

In this work, we are particularly interested in passive and
semi-passive tags that are characterized by a long lifetime and
low cost. Several tags are used in industry and as research
prototypes. For passive and semi-passive tags, the RFID
utilizes the backscatter communication, which is based on the
behavior of the tag to reflect electromagnetic waves. This
behavior enables a tag to communicate at almost zero power,
by capturing the energy in the reader's RF signal. In the
backscatter RFID network, a bidirectional radio link is
established between the reader and the tag to ensure reader-totag and tag-to-reader communication.

]=

(2)

]

In the backward link, the tag responds to the reader by
backscattering the received power. The backscatter power
and the
heavily depends on the tag reflection coefficient
received power
=
×
( ) . Formally
( ) ). The
power received by the reader should be higher than its
sensitivity
. This constraint ensures the tag-to-reader
communication and guarantees that the reader is sensitive to
the power reflected by the tag
that which is defined as the
minimum input power at the reader to assure a successful
reception of the tag's data. The received power by the reader is
calculated as:

TABLE I. NOTATION IN FORMULATION OF RNP PROBLEM

( )[

+ [

Frequently, RFID systems are deployed in indoor
environments, then multipath loss should be considered. In (2),
is the wavelength, is the distance between the tag and the
reader,
∈ [1.5,4] owing to medium conditions, and
represents other losses related to wireless communication
such as pluralization loss, cable loss, etc.

A. Communication in RFID network
An RFID system is typically composed by a set of tags
distributed in a square working area denoted A, a set of readers
and a central repository. The tags and readers have an antenna
for radio communication with each other. The RFID readers
send and receive data to and from the tags. The readers
transmit or distribute data through multi-hop wireless
communication to or from the central repository, which is
responsible for processing the collected data.

Symbol

] = 10 log
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≥

(5)

Thus, the network coverage is defined as follows:
=∑

( )

× 100%

(6)

2) Number of deployed readers: Minimizing the number
of deployed readers reduces the complexity of the network and
its financial cost (purchase and installation cost of readers).
The lack of candidate reader sites in continuous working areas
makes it difficult to adjust the number of readers during the
optimization process. In order to face up this difficulty, the
TRE operator, proposed in [4], is used. The latter can
adaptively adjust the number of readers in continuous working
areas. The main idea of the TRE is the following: Initially,

(1)

is the
here
( ) is the power transmitted by the reader,
gain of the reader antenna,
is the nominal gain of the tag
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suppose that
is the number of readers that assures the
total tag coverage, then the TRE will provisionally delete the
reader that has the minimum tag count (i.e the reader that
covers the minimum number of tags). If the coverage rate is
capable of attaining 100% again in a few generations of
optimization algorithms, the elimination of this reader will be
definitive. Else, the TRE will recover the deleted reader. For
more details of the TRE, the reader can refer to [4]. Based on
this principle, the objective function responsible for
determining the optimal number of readers is as follows:
=

=

solution for the RNP. The linear representation permits
in a weighted manner. The weights
are the
summing
indicators of the importance of an objective in relation to
others in the multi-objective fitness function.
=

,

(7)

−( + )

s the euclidean distance between two adjacent
where
,
, and and are the interference range of
readers and
the readers
and , respectively.
4) Load balance: The load balance has a big impact on
the performance of the RFID system. A network with a
homogeneous distribution of tags between readers can give a
better performance than an unbalanced configuration.
Therefore, it is necessary to distribute all tags to monitor
between the readers as evenly as possible. This objective is
defined by the following equation:

( + 1) =

where denotes the number of tags monitored by ith reader.
depends on the locations and the radiated power
Note that
of readers.
5) Power loss: The power loss is defined as the power
emitted by readers outside the working space. Minimizing the
power loss aims to improve the QoS of the RFID networks.
Indeed, minimizing the loss power allows energy saving and
minimizes the risk of external attacks such as jamming of
RFID frequency and DoS attacks. Formally, the power loss is
calculated as follows:
= ∑

∑

,

,

,

∑

×

× 100%

(10)

SACS ALGORITHM

Yang and Deb [14] integrated the Levy flight in the CS
( + 1) for the ith
algorithm to generate a new solution
cuckoo. Mathematically, the new solution is manipulated
according to the following equations:

(8)

=∏

∈ [0,1]

A. Standard cuckoo search
The CS is one of the recent metaheuristic algorithms, inspired
from the reproductive parasitic behavior of some cuckoo
species [14], [15]. More precisely, cuckoos lay their eggs in
the nests of other host birds of other species. When a host bird
discovers the presence of an exotic egg, one of these cases
may occur: the alien egg will be thrown away, or the nest will
be abandoned and a new nest will be built in another location.
To implement the basic CS algorithm, Yang and Deb [14]
defined the following rules: 1) Each cuckoo lays one egg at a
time in a random nest. The egg may represent a possible
solution for the optimization problem. 2) Only the best eggs
will evolve in the next generation. 3) The number of host nests
is fixed to and a host bird can discover an alien egg with a
specified probability
∈ [0,1]. It is interesting to note that
when describing the CS algorithm, there is no difference
between a solution or an egg, a cuckoo or a nest.

3) Interference level: Generally, obtaining full coverage of
tags causes an overlap between the interrogation zones of
readers. This overlap may cause interference when several
readers try to interrogate simultaneously the same tags, which
results in error reading. This objective is expressed by:
∑

=1 ;

III.

where
denotes the number of redundant readers
eliminated by the TRE operator.

=∑

;∑

where is the ith objective function normalized by its
. In optimization, normalization is
maximum value
necessary because the various objectives have different values
and represent heterogeneous quantities.

(6)

−

+∑

( )=

( )+
(

)×
× ×

⊕

( )

(11)
(12)

where ( ) and ( + 1) respectively represent the solution
found by the ith cuckoo at iterations t and t+1, is the step size
that depends on the size of the problem to be solved,. > 0 is
usually taken as 1, ⊕ represents the entry wise multiplication,
( ) is the specialized random walks of the Levy
and
flights. Whereas, the random step length is drawn from the
Levy distribution that is characterized by an infinite variance
with an infinite mean. In addition, Γ denotes the gamma
( )=
function which can be expressed as follows:
, where being is a constant (1 < ≤ 3).
Accordingly, a random walk via the Levy flights is quite
efficient in exploring the search space of the problem of
interest with its relatively long step length in a lengthy
execution

(9)

is the euclidean distance between the readers
Where
th
and the j straight which limits the working area.
6) Multi-objective fitness function: In this work, all
fitness
into is linearly combined into a single multiobjective fitness function (10) to evaluate each possible
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space properly. Actually, a low level of diversification at the
beginning leads to a premature convergence, which will likely
degrade the performance of the algorithm. At the end of the
algorithm, these parameters must be very small to foster
intensification, so as to explore more thoroughly the promising
regions to find better solutions.

B. Adaptive cuckoo search
Much research effort has been invested to improve the original
CS algorithm [16], [17], [18], [19], [20]. Particularly, the
adaptive parameterizations of the CS have received much
attention from a lot of researchers. Indeed, the original CS
algorithm does not have any strategy to control the parameter
when running, which can guide the algorithm to converge at
global optima. The adaptive parameterization adjusts the CS
parameters like the step size and the reject probability ,
periodically. Most approaches in the literature have adjusted
the step size [16], [18], [19], [20]. Valian et al [17] proposed
an improved CS algorithm, where the values of
and were
dynamically changed over the time. The values of
and
should be big during the early iterations, so as to enforce the
algorithm to augment the diversity of solution vectors.
Contrarily, these values must be reduced in the final iterations
to result in better fine-tuning of solution vectors. In addition,
another improved CS algorithm was suggested in [18].
Initially, the value of was bigger and went down with the
number of iterations. This strategy ensured the balance
between exploitation and exploration during the search
process. In [19], the authors used historical information and
the current situation of each cuckoo bird to adjust the step
size. This strategy guaranteed that the search process was
neither too ineffective nor too aggressive. Similarly, Naik et al
[20] presented a novel variant of the CS algorithm that
adaptively decided the step size. In their work, the authors
ignored the parameters and the Levy flights during the
generation of a new solution. The new step size was
proportional to the fitness value of the individual nest in the
current iteration. The latter work successfully improved the
rate of convergence and the learning process. Note that the
work put forward in [17], [20], [18] and [19] will be noted
respectively as ACS1, ACS2, ACS3 and ACS4 in the rest of
this paper, where 'A' stands for 'Adaptive'.

In our approach, Pa will adjust automatically according to
the following equation:
∑

( + 1) =

( )
∑

( )

× 1−

(13)

+

( ) and ( ) are the average fitness
In this formula,
values of the population and the fitness value of the ith nest at
time t, respectively. Pa will adjust proportionally to
∑
( ) for the minimization problem (or to
∑
( ) for the maximization problem) and to the
number of iterations where the best solution is not changed.
This number is noted by UN. The logic behind the adjusting
strategy of Pa is as follows. When the absolute value of the
sum of the fitness value greater than
increases, an
important number of solutions found at this iteration will be of
poor quality. Therefore, Pa must rise in the next iteration to
force the cuckoos to explore new regions in order to improve
these solutions. Moreover, when UN goes up, Pa must grow to
avoid the risk of getting stuck at local optima.
Here, the step size of each cuckoo i depends mostly on
three factors: (i)
, which is the current euclidean distance
that separates the ith cuckoo from the cuckoo that has the best
fitness, (ii): its rank, which is defined as the rank of its fitness
vis-a-vis the finesses of the entire population, and (iii) the
current iteration t. The relationship between these factors is
expressed as follows:
( + 1) =

C. Proposed approach: self-adaptive cuckoo search
algorithm
In this section, we describe a novel SACS algorithm, where
the parameters are adaptively regulated during the optimization
process. It does not require any intervention to define the initial
parameters. The setting of these parameters is not arbitrary, but
it must abide by some rules. In fact, CS algorithm will be less
efficient and slower if the value of Pa is low and the value of
the step size is high. On the other hand, if the value of Pa is
high and the value of the step size is low, CS algorithm will
quickly converge, but there will be a big risk of moving away
from the best solution. Moreover, if the step size has a small
value, it may get stuck in a local optimum since the location for
the new solution is near the previous one. Contrarily, if the
value of the step size is large, the new cuckoo egg may be
placed outside the bounds.

×e

(

( ))

−

( )
(

)

(14)

where
is the maximum distance of a cuckoo from the
best cuckoo in that generation (
=
(
))
and n refers to the population size. This modulation of the step
size ensures that the best cuckoos follow their evolutions
around their current positions, which are generally promising
regions. Yet, the step size for the worst cuckoos must be large
enough to force these cuckoos to leave their regions. In order to
achieve this purpose, the position update of a cuckoo is
modified as follows:
( + 1) =

IV.

( )+

×

( + 1) ×

( )−

(15)

EXPERIMENTAL RESULTS

In order to evaluate the performance of all algorithms to solve
the RNP problem, three RNP instances, namely R50, R100
and R200, are tested. These instances represent the uniform
distribution of 50, 100 and 200 passive tags in an ideal square
working area(50 × 50 ). These tags are characterized by
= −14
and their antenna
their sensitivity thresholds
= 3.7
. 15 RFID readers available to be deployed
gain
in the network are characterized by a transmitted power,

On the basis of the study described above, the reject
probability Pa and the step size vary adaptively according to
equations (13) and (14), respectively. It is clear that these
parameters decrease over time. This is justified by the fact that
these parameters must be big at the beginning of the algorithm
in order to augment diversification, thus exploring the search
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which is adjustable in the range from 20 to 33 dBm (0.1 to 2
= 6.7
and by their
watt), by their antenna gain
= −80
. The radio frequency
sensitivity thresholds
used in the backscatter communication is 915 MHz,
corresponding to a wave length = 0.328 .

results show that when the density of tags in the working areas
increases, the number of readers requiring to obtain full tag
coverage goes up. Therefore, the interference level between
the readers grows, such as the case of the instance R200. In
this case, the RFID network planning is not sufficient to solve
the interference problem. Hence, there is a need to use the
protocol aspects such as those proposed in [21] and [22].

The parameter setting for all algorithms are given in Table II.
The simulations are repeated for 50 independent runs for each
algorithm on each RNP instance. Two metrics are used to
compare the performance of algorithms: 'mean' and 'best'.
‘Mean’ designates the average value of the 50 best values of
fitness. 'best' denotes the minimum value of fitness found in
50 runs. Tables III, IV and V present the mean and best results
obtained by the six algorithms during 50 independent runs for
the RNP instances R50, R100 and R200, respectively. For the
instance R50, ACS1, ACS2 and the SACS can achieve full
coverage of tags in all runs. Moreover, the result obtained by
the SACS is better than ACS1 and ACS2 for all metrics.

The last column 'Observation' of Tables III, IV and V
represents the advantage of the SACS compared to the other
algorithms. The value of this column is determined according
to the following procedure: If the mean coverage obtained by
the SACS is higher than that obtained by the other algorithms,
then we place a 'Coverage+' in the cell. On the other hand, the
remainder of the objectives is compared. 'Reader+' implies
that the number of readers used by the SACS is smaller than
that utilized by the other algorithms. According to the
experimental results, the performance of the algorithms to
solve the complex RNP problem is ordered as SACS > ACS1
> ACS2 > ACS4 > ACS3 > CS. We note that the SACS and
SAC1 algorithms that adjust the step size parameter and the
reject probability are more performant than those that adjust
the step size parameter only. Moreover, the SACS is more
performant than ACS1 because it uses not only the current
iteration number to adjust the CS parameters but also the
information about the cuckoos during the search process to
maintain a good balance between exploration and exploitation.
Consequently, we obtain better results.

As given in the Table IV, only ACS1 and the SACS are able
to provide 100% tag coverage for the instance R100.
However, the interference level, the number of readers and the
power loss found by the SACS algorithm are more significant.
ACS1 cannot provide a solution with full coverage and zero
interference. When solving the RNP instance R200, only the
SACS can achieve full tag coverage, but with an important
interference level. Only the SACS algorithm guarantees the
full coverage in each run for all RNP instances. The numerical
TABLE II.
Algorithm

Parameter settings

SACS

N=25,

=20 000

CS

= 25,

= 0.25, ∝= 0.01,

ACS1

= 25,

= 0.25,

ACS2

= 25,

= 0.5,

= 25,

= 0.25, ∝

ACS4

= 25,

Algorithm

= 0.005, ∝
= 1, ∝

= 0.5, ∝

= 0.1,

= 0.01,

100%
100%
99.92%
99.96%
99.6%
100%

Reader
Num
5.7
6.62
6.18
6.32
6.5
5.54

Interference
0.0356
0.0481
0.0272
0.0348
0.0568
0.0248

TABLE IV.
Algorithm

= 20 000

= 0.25,

RESULTS OF THE SIX ALGORITHMS TO SOLVE INSTANCE R50
Best
Load
Balance
1.7361e-05
5.0923e-06
1.9872e-05
1.9684e-05
1.8318e-05
2.7921e-05

Power
Loss
19.6756%
23.5071%
25.3976%
23.1698%
18.4543%
19.2009%

Coverage
100%
100%
100%
100%
100%
100%

Reader
Num
5
6
6
6
6
5

100%
99.6%
98.32%
98.72%
97.28%

Reader
Num
7.64
7.84
7.32
7.44
8.5

Interference
0.4806
0.5814
0.3021
0.2272
0.6608

Interference
0
0
0
0
0
0

Observation
Load
Balance
1.3997e-05
3.9643e-06
4.3607e-06
1.9290e-05
9.3006e-06
1.2598e-05

Power
Loss
17.5176%
24.8775%
22.3835%
21.7876%
11.8276%
13.7221%

Load
Balance
2.3527e-08
1.5876e-08
1.9290e-08
2.07540e8
2.7750e-09

Power
Loss
24.9150%
22.1130%
19.2974%
20.7876%
21.8515%

Reader+
Reader+
Coverage+
Coverage+
Coverage+

RESULTS OF THE SIX ALGORITHMS TO SOLVE INSTANCE R100

Mean
Coverage

= 20 000

= 20 000

Mean
Coverage

ACS1
ACS2
ACS3
ACS4
CS

= 20 000

= 20 000

ACS3

TABLE III.

ACS1
ACS2
ACS3
ACS4
CS
SACS

PARAMETER SETTINGS FOR COMPARED CS VARIANTS

Best
Load
Balance
8.4009e-09
5.5004e-09
6.2813e-08
1.1319e-08
12.1901e-9

Power
Loss
25.7383%
26.4285%
23.3976%
21.6351%
26.4543%

Coverage
100%
100%
100%
100%
100%
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Reader
Num
7
8
7
7
8

Interference
0.0412
0
0.1628
0
0

Observation
Reader+
Coverage+
Coverage+
Coverage+
Coverage+

SACS

100%

7.2

0.3096

TABLE V.
Algorithm

V.

20.2009%

100%

7

98.72%
97.20%
94.32%
96.72%
95.80%
100%

Reader
Num
9.12
9.4
9.18
9.14
9.62
9.32

Interference
4.7218
4.1262
3.5647
3.5964
4.6608
2.9975

0

1.2653e-08

16.5823%

Load
Balance
1.8325e-12
2.6850e-12
1.1642e-12
1.3921e-12
1.7750e-12
1.3144e-12

Power
Loss
25.0942%
26.4251%
23.6243%
22.2611%
25.7841%
18.1325%

RESULTS OF THE SIX ALGORITHMS TO SOLVE INSTANCE R200

Mean
Coverage

ACS1
ACS2
ACS3
ACS4
CS
SACS

1.4811e-8

Best
Load
Balance
1.2943e-12
1.0976e-12
1.3256e-12
1.2880e-12
8.7988e-13
1.1121e-12

Power
Loss
26.4285%
27.1222%
25.1845%
22.9863%
28.1724%
22.9917%

Coverage
100%
100%
98.5%
100%
97.5%
100%

Reader
Num
9
9
9
9
9
9

Interference
3.2169
4.2410
2.1296
3.4527
3.5241
1.7865

Observation
Coverage+
Coverage+
Coverage+
Coverage+
Coverage+

The experimental results obtained on three complex instances
of the RNP problem have confirmed the effectiveness of the
proposed
algorithm
over
other
CS
variants.

CONCLUSION

In this paper, a self-adaptive strategy has been presented to
control the reject probability and the step size parameters of the
cuckoo search optimization algorithm to improve its accuracy
and its convergence rate. The SACS algorithm has been used to
solve complex RFID network planning problem.
VI.
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Abstract—This paper presents SimiMatch, an element based
schema matching approach for semi-structured and Linked
Data. It contributes towards a virtual data integration system
that is able to provide transparent access to heterogeneous
and autonomous sources. SimiMatch addresses the challenge
of sustaining the continuous changes of a large-scale web of
data through the use of semantic similarity measurement. The
output is a domain-dependent global schema that is created and
updated automatically through an unsupervised process. A test
of the implementation and an evaluation of SimiMatch in three
domains (movie, geographical and people data) demonstrate the
effectiveness and the performance of the approach.
Keywords—Schema matching, Linked Data, Semi-structured
Data, Data Integration

I. I NTRODUCTION
Schema matching is at the core of many web semantics
and database systems, such as: data integration systems, data
warehouse, semantic query processing, and frequently considered as the most challenging and decisive stage. It is the
operation of finding correspondances between two, or more,
datasets [1] originating from the same or different dispersed
data sources. The model and format of the datasets may differ
as a result. Not only does schema matching have to deal
with ”static” heterogeneity, but it also has to accommodate
continually changing data content, structure and organisation.
This is something that legacy systems have experienced, but
not at the current scale. The result of the schema matching
is a ”common schema” [2] that is able to map with the data
sources. The common schema, in this paper, is referred to as
the global schema.
The reduction of the barriers in sharing knowledge over
the Web via Linked Data (LD) allows more flexibility when
contributing to this data space. Consequently, data repositories
appertaining to this paradigm are changing and expanding very
rapidly. LD aims at providing links between different data
sources in order to create a single global data space, ”the web
of data” [3]. It is a combination of various Semantic Web
technologies, such as Uniform Resource Identifiers (URIs),
Resource Description Framework (RDF) and Hypertext Transfer Protocol (HTTP), utilised in publishing and interlinking
structured data on the Web [3]. This combination is based on
four best practices introduced by Tim Berners-Lee in his Web
architecture note ”Linked Data”[4].

According to [5], ”there are still a large number of data
sources and Web APIs that are not part of the LOD cloud”.
Semi-structured data are an input in our approach because of
the steady and the nearly exponential growth of their data
providers (web APIs) even after LD initiation [6][7]. The
emergence of new data spaces along with the growing amount
of semi-structured data suggests that more research is required
on schema matching. Since LD is expected to change over time
using various vocabularies, the schema matching considering
it need to be able accommodate these changes.
This paper presents SimiMatch, an approach for schema
matching that takes as input both semi-structured and LD. The
approach is based on the observation made in [8] that datasets
in the same domain may not be syntactically identical but the
semantics of their properties may overlap. The process exploits
this overlap by mapping between the elements of the sources
and global schema. This involves extracting the semantically
distinct properties from the sources, regardless of their model
or namespace, and transfer the output into the virtual view.
This process is repeated, incrementally building up a virtual
view, ignoring duplicate information, to create a unique set of
semantically distinct properties from all of the sources.
The rest of the paper is structured as follows: Section 2
describes the schema matching approach including the extraction of the semantically distinct properties and the creation
of the global schema. In Section 3 the implementation of
SimiMatch is presented along with an evaluation of its recall
and precision. Section 4 reviews existing works related to our
research. Finally, the conclusions are drawn in Section 5.
II. OVERVIEW OF T HE N EW S IMI M ATCH A PPROACH
SimiMatch is an element-based schema matching approach
designed for a virtual data integration scenario, which is the
operation of unifying data originated from different, generally
autonomous, sources in order to create a homogeneous view
conforming to a global schema [9]. It is a domain-dependant
solution; thus, all the sources belong to the same domain. The
focus of this paper is on the matching operation, no automatic
recognition of the domain is involved. The approach, however,
does not utilise any reference in generating the mapping rules.
As a result, it has the ability to process large-scale sources.
The result is a global schema that is the virtual view: a single
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Fig. 1.

Diagram describing the overall process of SimiMatch.

and uniform temporary storage able to accommodate the data
coming from the different sources considered. Its creation
and update is automatic and does not require any manual
interference. Consequently, the approach can sustain any future
changes from these dynamic data sources.
The overall functioning of this approach is described in
figure 1. The clock sign in the middle means that the same
process is repeated on a time-lapse basis to ensure the global
schema is up to date. This is achievable due to the high degree
of process automation. The approach is based on properties
(elements) matching, which are the tags or attributes for semistructured data and the predicates for LD.
Before the process described in the diagram takes place,
the properties go through a pre-processing stage whereby the
labels are cleaned and prepared to be compared semantically.
To achieve this, the last part of the URI of the predicate for LD
is extracted and some special characters, including commas
and underlines, are replaced with white spaces.
http://data.linkedmdb.org/resource/movie/initial release
date
the result after the pre-processing is:
”initial release date”.

The retrieval of the properties differs between the semistructured and LD. For semi-structured data, originated from
Web APIs, the properties are extracted by processing one
result, since all datasets share the same properties. Whereas in
LD sources, not all the datasets in a particular namespace share
the same structure. Therefore, the properties are extracted
through a separate process that takes into consideration many
datasets. LD datasets use various vocabularies in representing
their data. Yet, many of these vocabularies, particularly when
they are related to the same domain, have overlapping semantics [8]. Hence, a representative sample is sufficient to retrieve
all semantics of the properties.
More formally, a data source consists of a set of n properties
(P), as follows:

DS = Px |x = 1, n
For every data source, the semantically distinct properties are
extracted as follows:
SemD(DS) = {P in DS|sDistnx=1 (P, Px ) < T h
where Px ∈ DS}
Where




s= subject




pr
in
(s,pr,o)
∈
LD
where
pr = predicate






 o= object
P =



r= root




t
in
(r,t,v)
∈
SsD
where
t = tag/attribute





v = value

A. The Extraction of the Semantically Distinct Properties of
the Sources Schema
First, the set of the semantically distinct properties of
each of the sources is extracted locally. This is achieved by
calculating the semantic difference between the properties in
each source. As figure 1 shows, where there are two properties
(P1 and P12 ), or more, sharing the same meaning, only the
first one (P1) is transferred to the resulted set and the rest are
discarded.
The sets of the semantically distinct properties are illustrated
in figure 1 by the bubbles inside the circles of the data sources
DS0, DS1, . . . DSn.

SsD and LD refers to Semi-structured and Linked Data
respectively.
The set of the semantically distinct properties of the local
schema DS consists of all those properties with a unique
meaning. In other words, each property is compared with all
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the other properties from the same DS. If the semantic distance
between them is less than a threshold (Th) then the property
goes into the set of the semantically distinct properties. The
threshold set in the ongoing experiment is 0.75. In addition to
observations, in [10] and other approaches utilising the tool,
this number is considered adequate.
The properties from DS can come from a LD model, in
which case the property is the predicate of the triple, or a
semi-structured one, where the property is a tag or an attribute.
The semantic text similarity system used in this approach is
UMBC EBIQUITY-CORE [10]. UMBC tool is constructed by
combining Latent Semantic Analysis (LSA) word similarity
and WorldNet knowledge. Other semantic similarity algorithms were explored, such as [11], but UMBC was identified
as the adapted solution. It concentrates on the semantics
of the word but not its lexical category, which makes it a
suitable similarity measurement mean for our system, since
the available vocabularies for describing vary between nouns
and verbs. UMBC also provides a web API whereby external
systems can retrieve the similarity between two texts without
the necessity of going through the re-implementation of the
approach. The following URL is a prototype of UMBC API
showing a comparison between two properties labels:
http://swoogle.umbc.edu/SimService/GetSimilarity?
operation=api&phrase1=SourcePropertyLabel
&phrase2=TargetPropertyLabel
B. The Creation of the Global Schema
Once at least two semantically distinct property sets are
extracted from two DS, the creation of the global schema
starts to take place. The creation of the global schema is
incrementally processed each time a new property set is
extracted from another DS. The global schema creation extracts all the semantically distinct properties of all the sources
considered. This forces a semantic overlap between the global
schema and all the sources considered. It is designed to make
the properties of every source semantically a subset of the
properties of Global schema. The following formula describes
the creation of the global schema (GS) and is based on the
semantic distinction (semD) formula previously described. For
the first data source DS0 the GS is empty, therefore, all the
semantically distinct properties are transferred directly as there
is nothing to compare against. The system then goes on to
incrementally extract the semantically distinct properties from
the other sources which are transferred to the global schema.


semD(DS0 )




GS = Sn

i=1 {Pj ∈ SemD(DSi ) | sDist(P, Pj ) < T h, o




∀P ∈ GS, j = 0, size(DSi )
Algorithm 1 shows how the semantic matching of the
properties are being indexed. Note that not only the matchings
between two different sources are indexed, but also internally
within each of the LD sources. Set1 and set2 in an internal

Algorithm 1 SemanticDistinction
Input: set1, set2: PropertiesSets
threshold
Output: P: PropertiesSet
get index(set1, set2)
sizeSet1 = size (set1)
sizeSet2 = size (set2)
for i=0 And i < sizeSet1 do
for j=0 And j < sizeSet2 do
if check if not indexed(set1[i], set2[j]) then
distance = SemanticDistance (set1[i], set2[j]);
else if distance > threshold then
P.addAttribute(set1[i])
Insert index(set1[i], set2[j])
else
i++; j++;
end if
end for
end for
return P;

extraction of the semantically distinct properties are, respectively, the new properties retrieved (after a period of time)
and the current set of semantically distinct properties. It is not
applied to semi-structured sources as they do not share the
same characteristic of LD, which is the expected continuous
dynamism and changes in vocabularies and structures. For
external semantic distinct between a source and the global
schema, set1 and set2 represents the set of semantically
distinct properties of each of them. The order is irrelevant
when inserting or accessing indexes in this approach.
Finally, the same process is repeated but this time for the
mapping rather than the creation of a global view. The only
difference between the creation of the global schema and the
mapping of the results is a further stage, which is the transfer
of the values of the properties. The values of the elements
do not affect the operation as it has no role in the mapping.
Therefore, it is theoretically valid for the outputs of a SPARQL
query or an HTTP request to be mapped with the created
global schema if the semantic distance measurement is used,
as every source is a semantic subset.
III. I MPLEMENTATION AND E VALUATION
This section presents the implementation and proposes an
evaluation of SimiMatch. The flowcharts in figure 2 and 3
describe the overall functionality of SimiMatch. Figure 2
illustrates the different stages the approach goes through to
match two schemas and update the global schema. Figure 3
highlights the concept of automatically re-running the schema
matching process according to a timelapse to check for any
changes in the schemas.
SimiMatch and the semantic similarity tool are implemented
using Java. The same programming language is used in the

130

Fig. 2. Flowchart describing the imple- Fig. 3. Flowchart describes the rementation of SimiMatch
running of SimiMatch according to
a timelapse.

preparation of the inputs along with other tools, such as Jena
framework, SPARQL and JSON and XML parsers libraries.
The UMBC semantic similarity tool is re-implemented locally
to eliminate the time of connecting to the API every time a
semantic distance is calculated.
SimiMatch was tested and evaluated in three domains:
movie, location and people. Before running the system, the
inputs of the schema matching system are prepared by querying the sources, 7 of which are LD: DBpedia (movies, locations and people), LinkedMDB (movies and people), LinkedGeoData (locations), Geonames (locations), OMDB(movies),
TMDB(movies), GoogleMapsAPI(locations), IMDB (people)
and Last.fm (people). The query retrieves the properties of N
results of each of the data sources. A common keyword (that
occurs in many resources in the domain), such as ”The”, is
used in order to retrieve a sufficient number of results to carry
out the experiment. Only the syntactically distinct properties
have been fetched.
Figure 5 highlights the considerable gap between the numbers of the syntactically and semantically distinct properties
according to the number of results retrieved. This shows
the variance in the terminology of the vocabulary used to
describe resources in the same domain, but it also points
out the redundancy and overlap in the semantics of these
terminologies.
Two noticeable aspects are demonstrated in figure 6. First,
the number of the properties in the global schema is not equal
to the total number of semantically distinct properties of the
sources. It highlights that some properties are discarded during
the second step because their semantics exist previously in the
global schema. Second, the number of semantically distinct
properties stabilises at N=500, which confirms, to some extent,

that the semantics of the vocabulary used to describe a resource
in a specific domain is limited and considerably lower than its
syntax. The changes between the two lines representing the
syntactic distinction total and semantic distinction total is the
result of the first step of the approach presented, which shows
the extraction of the semantically distinct properties from the
data sources. The global schema line demonstrates the second
step, which is the incremental extraction of the semantically
distinct properties between the new output of the first step and
the current global schema.
Diverse methodologies were utilised to evaluate schema
matching techniques and tools [12] due to the absence of
a universel benchmark [13][14]. The methodology used in
this paper is drawn from [12]. The basis for this qualitative
evaluation is created by manually solving the match task. The
obtained manual match result is then considered as a ”gold
standard” to assess the quality of the result of the proposed
tool. This allows the calculation of the precision and recall.
Table I shows the results of the evaluation in the three domains
(M, G and P stands for movie, geographical, and people data,
respectively) as well as the global precision (Pr), recall (Rec)
and their harmonic mean, the F1 score.
The 3D scatter diagram in figure 4 illustrates the correlation
between the three parameters affecting the global F1 score of
SimiMatch, which are the version of the global schema (or
the number of results out of which the global schema was
created), the threshold used in the semantic similarity and the
number of results queried (N). The global schema version and
the number of results stops at 200 in this diagram as further
data does not significantly change the F1 score or present a
trend that needs to be reported. It can be seen that SimiMatch
performs best when the threshold is more than 0.75 and the
version of the global schema is greater than 100. The number
of the results also has slight negative affect on the F1 score.
In terms of performance, the time grows linearly from 1 to
3 seconds (to retrieve and process 100 to 700 results), which
conforms to the indexing approach in Algorithm 1 where only
new properties that have not been previously processed are
considered.
This finding is exploited in the paper in order to create a
domain-dependant global schema out of set of heterogeneous
data sources in terms of model, structure and terminologies
of their properties. The global schema contains the minimum
number of properties to accommodate the results, which
decreases the number of comparisons to be processed if
the inputs filled with the results are to be mapped again.
The approach proposed not only improves the performance
by pruning the number of comparisons in the mapping, but
significantly minimises the possible conflicts that may occur
due to the duplicate meaning in data sources. The contributions
of this paper are:
• Highlighting the challenge of automatically accommodating the changes of LD sources in a schema matching
approach;
• Bringing to light a view showing the discrepancy between
the number of semantically and syntactically distinct
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Threshold
0.7
0.75
0.8
0.85
0.9
0.95

GS
10-700
10-700
10-700
10-700
10-700
10-700

N
10-700
10-700
10-700
10-700
10-700
10-700

PrM
0.98
0.98
0.99
0.99
0.99
0.99

RecM
0.89
0.89
0.89
0.89
0.89
0.89

F1M
0.94
0.94
0.94
0.94
0.94
0.94

PrG
0.97
0.99
0.99
0.99
0.99
0.99

RecG
0.84
0.83
0.83
0.81
0.81
0.8

F1G
0.9
0.9
0.9
0.89
0.89
0.89

PrP
0.83
0.84
0.92
0.94
0.96
0.98

RecP
0.93
0.93
0.88
0.88
0.88
0.88

F1P
0.87
0.88
0.9
0.91
0.92
0.93

PrGlobal
0.93
0.94
0.97
0.97
0.98
0.99

RecGlobal
0.89
0.88
0.87
0.86
0.86
0.86

F1Global
0.91
0.91
0.91
0.91
0.92
0.92

TABLE I
E VALUATION R ESULTS OF S IMI M ATCH

Fig. 4. A 3D scatter diagram shows the correlation
between the different parameters affecting the F1 score
of SimiMatch

Fig. 5. the number syntactically distinct properties and semantically distinct properties of LD
sources

properties in LD sources;
Providing a novel element-based schema matching approach based on semantic similarity that addresses that
challenge.
As far as explored, there is no implemented and evaluated
schema matching approach that targets the semi-structured
and LD while addressing the problem of accommodating the
inevitable continuous changes in LD sources.
•

IV. R ELATED W ORK
Schema matching has been approached in various ways
prompting the creation of many important sub-areas of research areas and classifications. One of the most popular
classifications of schema matching is the one distinguishing
between schema-level and instance-level matching. Within the
schema level, two classes of approaches can be identified:
structure matching and element (or property) matching. Structure matching generally uses a knowledge base or ontology to
generate mapping rules. This approach has problems with consistency [15] as it cannot sustain the dynamism, the freshness,
nor the scale of data.
Another approach does not use ontologies to support the
mapping but rather employs other measures to find correspondences between the properties of the schema, including: similarity measurement (syntactic or semantic), linguistic matching, constraint-based matching [13], etc. In this paper, property
matching refers to this type of approach. Other approaches are
hybrid matchers meaning that they utilise various factors in the
matching process. Systems can be classified according to the

Fig. 6. The difference between the number syntactically distinct properties, semantically distinct properties and the properties of the global
schema

degree of automation (manual, semi-automatic or automatic),
or the kind of links they create (relationship or identity).
Approaches can also be classified as pairwise or 2-way schema
matching where only two schemas can be considered, or as
holistic or n-way in which many schemas can be explored.
Research shows few solutions are designed to target specifically semi structured and LD. One of these solutions is Semantic Web Integration Middleware (SWIM) [16]. It is designed
in a data integration context and it uses query mediation and
provides tools to ”view data as virtual RDF”. The middleware
republish, or publish, XML and Relational databases (RDB)
as RDF. Similarly, Linked Stream Middleware (LSM) [17]
unifies and publishes stream raw data, coming from different
sources, and stores them in a LD layer. In Smart Cities, there
have been some approaches addressing the problem of the data
integration generally, which incorporate schema matching [18]
[19]. But they frequently tend to consider it as a secondary
issue. Hence, some of them lack a detailed description of the
matching process.
Harmony is an example of a match module proposed as
part of the Open Information Integration project (OpenII)
[20]. It takes as an input both structured and semi-structured
data sources including XML, relational, and ontology-based
data sources. As described in [21], this approach utilises
external dictionaries in the matching process which indicates
that the update of Harmony is related to the freshness and
ability of these dictionaries to be extended automatically or
semi-automatically. There are, as yet, no evaluation of the

132

effectiveness of this approach.
A common aspect of the systems and approaches discussed
in this section is that they need human actions in order to
keep functioning or to apply settings to accommodate changes
in circumstances or in the data sources. This is practically
infeasible when LD is amongst the sources as its main
characteristic is that it changes and extends very rapidly due
to the low barriers in publishing it.
As stated in section III, different methodologies and metrics
have been used to evaluate the effectiveness of each single
approach, something that restricts the ability to compare them
[22]. COMA [1] for instance, is a schema matching tool that
uses both elements and structure properties to produce 1:1
matches between semi-structured (XML) datasets. It offers
the use of many matchers and the ability to exploit previous
results. Its evaluation was based on these criteria and conducted using 5 XML files that the size of their schemas ranged
between 40 to 145 elements. The average F1 score of COMA
was between 0.85 and 0.90 depending on the combination
of the matchers. CUBIC [23] was a more advanced hybrid
schema matching tool when it was first proposed. It combines
structural match algorithm with a name matcher. The authors
evaluated the system by searching for correspondences which
could or could not be generated by another matching approach.
This paper presents an approach that preserves the autonomy of the participant source. The schema matching is
performed without converting the data model or migrating it to
another data space. It targets two models, the semi-structured
(hierarchical) model and LD (graph) model. Furthermore, it
matches two or more schemas and outputs a domain-dependant
global schema that is able to accommodate the results. The
creation and update of the global schema is done automatically
via an unsupervised process.
V. C ONCLUSION
The semantic web community has been researching schema
mapping and heterogeneity reconciliation for decades. Yet, the
appearance of new data spaces, along with the continuing
growth of existing data models, such as the semi-structured
data model, kept this area active. Schema matching, however,
currently has to cope with new challenges as the web of
Linked data, the new data space, reflects different properties
and features. One of the most important challenges is taking
into account its rapidly and continually expansion via different
vocabularies and visions in schema mapping when it is a
participant. Hence, in this paper, we highlighted this challenge
and proposed SimiMatch, an approach that is able to map
the schemas of numerous semi-structured and Linked Data
sources. We explained how it is adaptive to future changes
and why it is an effective solution when utilised as part
of a data integration context. Finally, a description of the
implementation and an evaluation are presented to show the
effectiveness of the approach.
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Abstract—This paper presents a device for hand injury
rehabilitation. It allows recognition of different gestures made by
a patient and measures such important healing rating as gesture
amplitude, movement speed and motion trajectory accuracy. For
use with children’s rehabilitation it is implemented an ability to
control different external devices with different gestures that
could be set by using developed software.

The HandTutor is a glove for fingers and wrist
rehabilitation that captures patient gestures with PC software
and allows to visualize gestures and measure different gesture
characteristics. For children’s rehabilitation it uses a specially
developed game software that could be controlled by gestures
made by patient with gloves. Currently there are no medical
devices that are designed to perform gesture rehabilitation for
hand injuries to wrist and elbow.

Keywords—hand injuries rehabilitation, rehabilitation device,
gesture recognition, accelerometer gesture recognition, wireless
communication

This article presents a developed medical gesture
manipulator for wrist and elbow injury rehabilitation, its
internal organization and algorithms of its work.

I. INTRODUCTION
Hand injuries are frequent types of injuries that may be
caused by many reasons such as sports or recreational
activities, work-related tasks, accidents and diseases. It is well
documented in the literature that an important component in
achieving optimal rehabilitation outcome is intensive active
movement practice. For hand injury rehabilitation there are
several developed devices, most of them are purely
mechanical. An example of such devices are shown in Fig. 1a
(elbow injuries rehabilitation) and Fig. 1b (finger injuries
rehabilitation).

II. SCHEMES OF THE DEVICES
Schematic diagram of the developed controller is
presented in Fig. 3. The controller device is based on the
Arduino platform and consists of Arduino Nano v3.0
microcontroller, digital accelerometer adxl345 and nRF24L01
radio module. The Arduino Nano v3.0 is the main part of the
device. It allows to provide interaction between accelerometer
and radio module and is programmed using C++ programming
language.
The digital accelerometer is used to measure proper
acceleration and movement acceleration which occurs while a
user performs a gesture. Choosing between analogue

Very specific task is the rehabilitation of children's
diseases. There are a lot of rehabilitation devices for children
that are using game forms of interaction with children to make
rehabilitation more easy, comfortable and fun. And the most
popular are devices using PC’s for interaction with child
patients. An example of this is HandTutor [1]. The
HandTutor™ rehabilitation program focuses on improving
fine motor skills, sensory and cognitive impairments together
with augmented feedback.

a)

b)
Fig. 2. HandTutor fingers rehabilitation glove.

Fig. 1. Mechanical hand injuries rehabilitation devices.
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Fig. 3. Arduino based controller device.

Fig. 5. Basic routine algorithm.

TABLE I. WIRELESS MODULES ENERGY CONSUMPTION STATISTICS.
Module type

Energy consumption (min-max), mA

ESP8266 WiFi module

60-220

HC-06 Bluetooth module

30-45

NRF24L01 radio module

6-15
Fig. 6. Checkpoint location map.

accelerometer adxl335 and digital accelerometer adxl345
digital accelerometer was chosen because of its accuracy and
I2C communication interface [2], [3].

III. GESTURE DETECTION ALGORITHM
In addition to the schematic solution two algorithms
providing control device functionality and its interaction with
one or more controlled devices were developed and
implemented [4].

To provide wireless communication with controlled
devices ESP8266 (WiFi), HC-06 (Bluetooth) and NRF24L01
(radio) modules were tested. Since all of these modules work
on the same frequency the first parameter for tests was energy
efficiency and the second was distance range. As the result the
radio transmitter NRF24L01 was chosen (Table I).

The first algorithm is algorithm for gesture detection and
recognition, its block diagram is presented in Fig. 5.

Schematic diagram of any controlled device is shown in
Fig. 4. It may use any of microcontroller platform (as an
example Arduino UNO R3 was tested), for data
communication it has NRF24L01 radio module, for
controlling external device 220V relay module is used.

The purpose of this algorithm is device movement
detection caught by accelerometer. To detect movements, the
space in front of controller device is conventionally divided
into 5 basic zones: centre, top, bottom, left and right (Fig. 6).
Each zone contains checkpoint coordinates attached to it. If
accelerometer of controller device passes by any checkpoint it
is assumed that the part of gesture was performed and
detected.
While passing through the space around the checkpoint it
is assumed that action was performed in this direction.
Reference coordinates of each checkpoint were defined
experimentally. If the accelerometer detects coordinates in the
area of any checkpoint with error value 50, then it`s believed
that user has performed a movement in a checkpoint`s
direction.
Information about each gesture is collected in internal
memory of microcontroller including such parameters as
movement speed, required trajectory deviation and others. All
this information is transmitted to the receiver connected to a
PC or in case of using remote controlled devices information
is passed to the controlled device.
Besides the specified 5 zones, an additional 4 zones could
be implemented to provide more complex gestures. However,

Fig. 4. Schematic diagram of the controller device.
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identification number which was automatically generated on
the PC in the real time. This new ID will be uploaded on the
device via radio channel through control device. The length of
ID is caused by restrictions in nRF library which is used to
provide interaction between microcontroller and radio module.
These IDs will be unique for every similar system. The choice
of algorithm which will create a random nine-digit sequence
of numbers will be made on the later stages of work.
This developed algorithm solves the problem of adding a
lot of new devices in any similar system at any moment of
time. Considering that every device has a unique identification
number communication between devices with this generated
IDs will look like this.

Fig. 7. Device identification and system functioning algorithm.

Radio transmitters of all controlled devices in the system
are set in data receiving mode on the one channel which was
defined earlier. The first data frame in the packet will be
unique ID, so this packed will be received only by device with
the same identification number and will be ignored by the
others.

usage of additional checkpoints makes the gesture detection
algorithm more complicated because detection of these
checkpoints forces use of specific trigonometric equations.
The given algorithm exposes another task. The problem is
that the gesture detection algorithm works correctly only when
the control device has a certain orientation in space. If user a
will turn the device on any angle around its own axis, then the
accelerometer detects wrong coordinates in same checkpoints.
This is the reason why special correction coefficients were
implemented, which allow the device to use this algorithm
without any dependence from its orientation in space.

IV. GESTURE DEFINITION SOFTWARE
To allow a user to work with the control device a
specialized desktop application has been developed. The
interface of this software is shown in Fig. 8. The application
was implemented using Processing programming language.

The second algorithm is an algorithm for providing
connection between controller controlled devices [5] which
could be connected to PC or even could be absolutely
autonomous. The problem was that using wireless
communication controlling many devices should be
implemented.

Main functionality of this application is associated with the
idea of gesture detection algorithm. The software allows to
define any sequence of movements to control a specific device
using mouse clicks on checkpoints located on the circle. In the
text label at the bottom of the window user can see his created
gesture in form of sequence of numbers which are mapped
with specific directions.

The general idea of solving this problem is unique
identification of all devices in the system. The most obvious
solution is generating and uploading of unique ID for every
controlled device. In this case, a control device can recognize
which device it should connect to after performing a gesture
with ease. Simplified diagram of this algorithm is shown in
Fig. 7.

At the present time work on desktop version of this
application is in progress. It will be rewritten using C++
programming language with Qt cross-platform GUI library.
V. CONCLUSION
In this work of a gesture controlled device, the model of
controlled device, a set of algorithms and software including
firmware and desktop application were developed. Performed
tests and trials have shown the efficiency and suitability of
developed device complex in some medical cases.

All slave devices in the system have ID = 000000000 by
default. During the first start-up of the hardware and software
system control device performs query on all devices in the
system and reads their ID. Every found device with
ID = 0000000000 will be given a new unique nine-digit
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 All housing will use primary electric heating;
 All housing will run one electric vehicle with a fast car
charger (7 kW);
 The system will have a design life of 30 years;
 Storage will be required to hold energy for a relatively
small period of time (days-weeks);
 Each of the 1000 properties might have individually
linked battery storage or alternatively a centralised bulk
storage unit feeding all properties.

Abstract—The further penetration of renewable sources in
the grid requires the implementation of energy storages in order
to smooth out the variability and intermittent nature of
renewables. This paper looks at the possibilities for a storage
solution to meet an unprecedented situation of having no power
input from renewables or an outage from grid sources for five
consecutive days in the highest demand period of the year. The
study uses as test case a 1000 house estate in the year 2050 with
each property using electrical heating and electrical vehicle
charging. The magnitude of power and energy estimated,
together with the practicalities is then used to assess current
storage solutions suitability and the likely possibilities of new
innovations in the storage environment.
Keywords—renewable
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II. ENERGY AND PEAK POWER REQUIRED PREDICTION
The amount of energy to be stored depends on how many
days holdover backup is required as a whole. Demand for
typical domestic consumption is not constant and peaks at
points when electrical items are switched on as demonstrated
in Fig. 1. Elexon load profiling can give a representation of
averaging out patterns of electricity usage for customers in
each one of the eight Profile Classes (Fig. 2) [3].

energy

I. INTRODUCTION
If the UK is to meet its 2050 climate obligations of an 80%
reduction in CO2 on 1990 levels [1] then part of the strategy
must be to create an effective means to reduce fossil fuel
usage for the housing estates of the future. This may involve
the installation of solar PV and/or wind turbines on site,
together with a smart grid in combination with effective
energy storage. Linked energy storage is critical to smooth out
the variability and intermittent nature of renewable energy
supply (i.e. if there is no wind or sun energy capture for
consecutive days to charge storage) together with the
variability of consumers usage.

Future increases in power demand that will be considered
in this paper are future uptake of electric cars, the transfer on
mass from gas to electric heating and the increase of electrical

To estimate the magnitude of the amount of energy that
needs to be stored depends on the number of houses that need
to be supplied together with the combined power usage of all
the individual properties. This energy usage largely depends
on the number of occupants and their habits in each property
which varies considerably throughout the day. The following
scope represents a typical large housing estate in the UK as it
might look in 2050 which will be used as an example for this
paper:
 A new large 1000 property housing estate;

Fig. 1. Individual household electricity demand [2].
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Fig. 3 shows an average of households’ energy profile with
electric heating broken down into constitute parts. The load
profile is skewed towards early morning to take account of
overnight (Economy 7) cheap rate electricity. In our scenario,
it would be spread out as and when required by the home
owner as there would be no fixed overnight cheap electricity
from the microgrid, instead the periods of low electricity
prices would be variable depending on when abundant
renewable energy is available. The overall energy profile for
the day however would be of a different shape but
approximately the same daily magnitude. It should be noted
that the sample size for this study was relatively small.

gadgets used in the home. For the latter this may be mitigated
or even reduced as consumers swap over to more energy
efficient household AAA+ rated appliances. If we look into
the future, then houses in 2050 on the whole may be built to
higher insulation standards requiring less heating input. This
effect has not been considered in the calculations below as
todays average electrical heating provides an accurate baseline
and is being conservative in not considering future
improvements, thus adding a factor a safety.
To future proof the energy storage capacity needed
encompassing the 2050 carbon reduction targets, an
approximate estimation of a worst case scenario of electricity
storage must be estimated. This depends on many unknowns
but this paper conservatively makes an approximate simple
estimation.

The load curve in Fig. 3 is an average for a total year
which includes large seasonal variations that need to be
adjusted to gain peak values. This will have the effect which
would greatly skew for increased usage in the winter time
months as shown in Fig. 4 [4].

A. Domestic Demand (Electric Heating)
If electric heating is used in domestic properties this, as
could be predicted, dramatically alters both the shape and
magnitude of the load profile. The night-time load for
properties with electric domestic heating is dominated with
night storage heaters with consumers taking advantage of
specialist
night-time
discounted
electricity
tariffs
(Economy 7).

Data in this paper uses a current base load for Economy 7
users (Load profile 2) from Elexon [3]. From analysis of
winter energy usage for average households using electric
heating the highest winter daily usage is a Sunday at 20 kWh/
day, winter Saturdays average 19.4 kWh/day and winter week
days come in at 19 kWh/day. From this average there will be a
spread of higher and lower usage in individual houses but
given a sample size of 1000 houses this average will be
sutable.
The worst case winter load scenario over 5 days, Emax, is a
Saturday, Sunday and 3 weekdays.
Ehouse/property = 20 + 19.4 + (19  3) = 96.4 kWh
B. Domestic Demand (Electric Vehicle Charging)
There has been some speculation in the popular media that
the rollout of electric cars will increase overall emissions [5],
however Fig. 5 [6] indicates this to be incorrect and overall
there will be a significant cut in overall CO2 emissions with
the role out of electrical vehicles. The effect on the domestic
demand load profile of using an electrical vehicle for a
German property is shown in Fig. 6 [7]. On the other hand, it
is predicted that the total energy demand from a household by
electric vehicle will be slightly reduced in the future due to the

Fig. 2. Example of a load profile for the average Profile Class 1 (domestic
unrestricted) customer in a typical winter weekday [3].

Fig. 3. Structure of the average hourly load curve [4].

Fig. 4. Seasonality effect for water and space heating [4].
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Fig. 5. Future changes in CO2 emissions in the energy and road transport
sectors in 2030 and 2050 (80% peroration) [6].

significant increase of charging stations and points in public
areas i.e. parking lots in the workplace or shopping centres
[8].

Fig. 6. Load profile (user-driven charging) of electric vehicle charging, private
household and both aggregated (Germany) [7].

This paper assumes average UK electrical vehicle demand
per household would be not dissimilar to Germany. Refining
this graph with the price of possible cheap electricity at night
is demonstrated in Fig. 7 [7]. In this case the load profile
shape is altered, however the magnitude of the overall energy
used over a 24 hour period would be similar i.e. whenever a
car is charged it will take the same magnitude of energy.
Assuming that in 2050 every property will have an average
of 1 electric vehicle, with an average capacity of 30 kW then
we could assume that 50% may wish to be charged every day.
Average additional daily load due to electrical vehicles/
household over 5-day period Ecar = 5  30  0.5 = 75 kWh.
Total worse case 2050 five-day demand per house
Emax = Ehouse + Ecar = 96 + 75 = 171 kWh capacity needed per
property (average 34.2 kWh/property/day). Energy storage
needed for a 1000 property housing estate equates to
171 kWh  1000 houses = 171 MWh + storage losses.

Fig. 7. A comparison (cost oriented charging) of electric vehicle charging
private household and both aggregated (Germany) [7].

III. CHOICES OF STORAGE CONSIDERATIONS
The most efficient choice of energy storage for any
situation depends upon:

C. Peak Power Rating Prediction
According to Elexon [3], the highest peak load for
Economy 7 users is 1am-1.30am on a winter Saturday where
an average of 2.32 kW is used. Even though there may not be
the artificial peak when Economy 7 cheap overnight electricity
is taken away, there may be other times where cheap
renewable energy is available. Smart storage heaters and
appliances would replicate this peak power demand i.e. they
may switch on automatically when energy hits a predetermined cheap rate if there is abundant renewable energy in
the system.

 Practicality for the location/environment (Safety,
Noise, Size);
 Cost;
 Reliability;
 The depth of discharge profile in regular use. (DOD);
 How long the energy needs to be stored for;
 The magnitude of energy that needs to be stored.
 The power vs. energy demand profile;
 The life expectancy of the storage required;
 Efficiency within the specific environment and usage
criterion;
 Voltage stabilization and frequency control.

Rapid car changing can take up to 43 kW, however fast
charging takes 7-22 kW and slow 3 kW. If each property is
fitted with a fast (7 kW) chargers and 50% of property owners
use them at once this will create a power load of
50%  7 kW = 3.5 kW.

There are many ways to store energy in both thermal and
electrical form that may be suitable for this scheme including:

Peak Power = 2.32 kW + 3.5 kW = 5.83 kW/property
Simple 5 day worse-case housing estate totals:
 Peak Power = 5.82 MW (no factor of safety)
 Storage required for 5 consecutive days
171 MWh + storage losses.
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Electrochemical battery technologies;
Hydro Pumped storage;
Compressed Air Energy Storage (CAES);
Gravity Power Modules (GPMs);
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Fig. 10. Electrical energy storage technologies with challenges to the UK
energy systems [11].
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Fig. 8. Applicable power ranges and discharge power duration of different
energy storage technologies [9].
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Fig. 11. Application of energy storage [12].

Fig 9. Comparison of different storage technologies regarding to the investment costs for power and capacity [10].












IV POSSIBLE SOLUTIONS
From this review the technologies considered for this
situation of storage are:

ARES energy storage technology;
Flow-batteries;
Hydrogen energy storage and Fuel Cells (FC);
Flywheels;
Super capacitors;
Superconducting Magnetic Energy Storage (SMES);
Liquid air energy storage;
Liquid metal batteries;
Pumped Thermal Electricity Storage (PTES);
Pumped hydro electrical storage.

A. Large Scale Compressed Air Energy Storage (CAES)
Large scale CAES offers a power rating and rated capacity
range of up to 1000 MW [13] and energy storage of
< 1000 MWh [14] respectively which is suitable for the
purposes of this paper. Cycle Efficiency’s range from 42 to 54
[15] but can be as high as 70% [16]. Predicted lifetime is
slightly less than HPS ranging from 20-40 years [16].

This paper looks at a review of existing research and
applies this to find the best solution for this situation. There
have been many studies of energy storage comparisons for
various scenarios looking into suitability, cost and a myriad of
other factors for example Fig. 8 [9], Fig. 9 [10], Fig. 10 [11],
and Fig. 11 [12].

Large scale CAES offers the advantages of low
maintenance costs of 0.003 $/kWh [13] and can have a
relatively low (compared with other storage technologies)
energy capital cost of 2-50 $/kWh [17] this variance depends
on there being a naturally occurring holding storage vessel i.e.
cavern system being available or not [18]. Storage duration,
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discharge time, daily self-discharge and response time are all
suitable for this application.

hill or large change of elevation and long strip of land to lay
rails on for installation.
The 50 MW proposed planned scheme is claimed to have a
round trip efficiency of 80%, a storage capacity of 12.5 MWh
(which is easily scalable). The time taken from 0 to Full
Charge Power is 10 seconds and 0 to Full Discharge Power is
15 seconds [25]. Where natural topography is suitable, i.e. a
long natural grade with large elevation difference, this may
prove to be a future viable proposition.

B. Hydro Pumped Storage
Power ratings can range between 100-500 MW with a
rated capacity range of 500-8000 MWh which make it suitable
for a wide range of large grid level applications [17].
A pumped storage hydro station would be ideal if the
natural topography of the land was favourable [19] and was
suitable in terms of size but this geographical situation would
be rare. HPS is in teams of capital cost (depending on
location) can be economically sensible with an energy capital
cost of 5-100 $/kWh [17] There is a considerable variance in
these values due to the suitability of location and build cost
indicated above. HPS has the advantages of a long life (40-60
years) [17] and low maintenance costs of 0.004 $/kWh [13].
Storage duration, discharge time, daily self-discharge,
response time and cycle efficiencies of 70-85% [17] are also
favourable to this application. Dinorwig electric mountain
large pumped storage PowerStation holds about 9,100 MWh
[20] and would keep approx. 68,000 houses in energy at the 5day worst case scenario in this paper.

F. Electrochemical Battery Technologies
Tesla and other manufacturers are gaining attention and
have overcome many obstacles, investing heavily in the Li-ion
battery technology [26]. However, the costs, life span and
practicalities [18] involved would prohibit use in this
application needing 10 Powerwall 2s, or a Tesla power pack in
every other house.
V. CONCLUSION
It is difficult to ascertain accurate LCOE (Levelised Cost
of Energy) costs or other attributes of some energy storage
methods because the capital cost to construct plants varies
significantly with topographical and geological location (as
with HPS and CAES). Many storage technologies are in
development and may see significant improvements in key
areas over the coming years with game changing
breakthroughs possible. However what is clear from the
review is that it is wildly expensive, considering not including
the renewables to charge any storage, for the 1000 housing
estate scenario with the technology of today to progress with
any such storage scheme.

This would be an ideal solution for multiple housing
estates and cities/county level, close to a natural source of
water at two elevations and could be used for balancing into
the wider grid with other load shifting measures. Although
HPS relative (to other storage) is favourable, it should be
noted it is very expensive compared with current direct grid
price electricity.
Smaller scale hydro GPMs (Gravity Power Modules) are
available but are in a testing/evaluation phase at time of
writing. These however rely on the construction of as large
tube with piston under the ground which would, in the authors
view, be expensive to construct.

The storage technology of today however is viable and
indeed essential for load shifting and smaller (time) outages of
grid energy together with the ability to smooth out peaks and
troughs in future renewable production and user demand [27].
It is considerably financially better for home owners to have
grid back up to cover for high load/low renewables production
periods than go completely off grid.

C. Cryogenic/Liquid Air Energy Storage
Liquid air storage has a current rated energy capacity
maximum of 2.5 MWh [21] however there are larger ones
planed up to 15 MW [22] which is too small, being in a
demonstration phase, to be considered for this application but
has potential to one day be suitable with innovation.
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µC are already on the market and widely used for the design
and development of IoT devices. These are Xbee, WhizFi,
certain Arduino boards, etc. However, most of currently
offered devices are either quite expensive or large in terms of
weight and size. Moreover, very few modules are open source
devices and have no restriction in the operation purpose. A
new device QFN48 called ESP32 will be released in the
market by Espressif Systems in September 2016 to replace the
previous µC ESP8266. ESP32 device is a powerful
microcontroller with build in Wi-Fi and Bluetooth®, designed
to be a perfect solution for IoT devices [3].

Abstract—This paper discusses the Espressif Systems latest
product ESP32 designed for Internet of Things and embedded
system related projects. The ESP32 is a low-cost, low-power
system on a chip series of microcontrollers with Wi-Fi and
Bluetooth capabilities and a highly integrated structure powered
by a dual-core Tensilica Xtensa LX6 microprocessor. This paper
provides a comparative analysis of the ESP32 with some other
market competitors and introduces the microcontroller
specification, features and programming details. A portable,
wireless oscilloscope based on the ESP-WROOM-32 and a mobile
application is described in detail as an example of successful
practical implementation of the device.

This paper presents a detailed comparison of the ESP32 to
its competitors including competitive analysis of its technical
features and functions. The paper also describes how to
program ESP32 and discusses an example application
demonstrating a practical implementation of the
microcontroller.

Keywords—ESP32, Internet of Things, Wi-Fi, oscilloscope

I. INTRODUCTION
The Internet of Things (IoT) market has rapidly expanded
over the last few years following the increased demand in
communication and control for various devices and gadgets.
The main requirement applied for modern IoT devices is to
provide an effective connectivity to ensure reliable remote
communication and data transfer in a wireless environment.
This concept for IoT devices is called 6A (Anything, Anytime,
Anyone, Anyplace, Any service, and Any network) [1].

II. COMPARATIVE ANALYSIS OF ESP32
Along with the release of ESP32, Espressif Systems also
offers a corresponding module ESP-WROOM-32. Despite the
small size (25.5 x 18.0 x 2.8mm) it is very easy to use the

The IoT technology significantly impacts on behaviour
and lifestyle of people in both working and domestic
environments. The advanced communication capabilities
dramatically reshape properties and operation of industrial
automation and manufacturing, business and process
management, intelligent transportation and logistics, etc. In
terms of domestic applications, IoT enhances home
automation and introduces new, communication based
technologies such as domotics, assisted living, e-health and elearning, etc. [2].
In order to develop the IoT further and expand the area of
its applications, a powerful, low-cost and low-power solutions
for the IoT devices are required. Another requirement for an
IoT device is to have a small form-factor; the smaller size and
weight of the device the wider the area of its applications.
Each IoT based unit comprises of a microcontroller (µC) and a
wireless commutation module (usually WiFi), or a
combination of both in one. A large variety of modules and

Fig. 1. ESP32 system structure.
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TABLE I.
Chip
(Module)

MICROCONTROLLES FOR THE IOT DESIGN [4]-[7]

ESP32
(ESP-WROOM-32)

ESP8266
(ESP8266-12E)

CC32
(CC3220MODSF)

Xbee
(XB2B-WFPS-001)

Tensilica Xtensa LX6
32 bit Dual-Core at 160/240 MHz

Tensilica LX106
32 bit at 80 MHz (up to 160 MHz)

ARM Cortex-M4 at 80 MHz

N/A

SRAM

520 KB

36 KB available

256 KB

N/A

FLASH

2MB (max. 64MB)

4MB (max. 16MB)

1MB (max. 32MB)

N/A

Voltage

2.2V to 3.6V

3.0V to 3.6V

2.3V to 3.6V

3.14V to 3.46V

80 mA average

80 mA average

N/A

N/A

Free (C, C++, Lua, etc.)

Free (C, C++, Lua, etc.)

C (SimpleLink SDK)

AT and API commands

Yes

Yes

No

No

802.11 b/g/n

802.11 b/g/n

802.11 b/g/n

802.11 b/g/n

4.2 BR/EDR + BLE

-

-

-

3

2

2

1

GPIO

32

17

21

10

SPI

4

2

1

1

I2C

2

1

1

-

PWM

8

-

6

-

ADC

18 (12-bit)

1 (10-bit)

4 (12-bit)

4 (12-bit)

DAC

2 (8-bit)

-

-

-

Size

25.5 x 18.0 x 2.8 mm

24.0 x 16.0 x 3.0 mm

20.5 x 17.5 x 2.5 mm

24.0 x 22.0 x 3.0 mm

Prize

£8

£5

£16

£23

Details:
CPU

Operating Current
Programmable
Open source
Connectivity:
Wi-Fi
Bluetooth®
UART
I/O:

module due to integrated components such as antenna,
oscillator and flash. Similar modules for other
microcontrollers are often used for tests and prototypes or by
hobbyists. Table I compares some of those in detail [4]-[7].

III. ESP32 TECHNICAL DETAILS AND FUNCTIONS
A. System and Memory
ESP32 is a dual-core system with two Harvard
Architecture Xtensa LX6 CPUs. All embedded memory,
external memory and peripherals are located on the data bus
and/or the instruction bus of these CPUs. The microcontroller
has two cores – PRO_CPU for protocol and APP_CPU for
application, however, the purposes of those are not fixed. The
address space for both data and instruction bus is 4GB and the
peripheral address space is 512KB. Moreover, the embedded
memories are 448KB ROM, 520KB SRAM and two 8KB
RTC memory. The external memory supports up to four times
16MB Flash [4].

The table shows the details of 4 modules and µC used for
the design of IoT devices. Actually, the variety of modules
and microcontrollers for IoT are much bigger but most of
them have the same problems related to size, performance and
price. For example, the boards like RTLDuino are open source
and can handle complex tasks on their own unlike the Xbee,
but they are quite large in terms of size. On the other hand,
ESP32 QFN48, compared to other microcontrollers, is a very
small component having a size of just 5mm x 5mm. Due to the
published circuit of the module ESP-WROOM-32 it is easy to
integrate ESP32 onto a custom PCB and design a space saving
device. The board ESP32-DevKitC is a bread-board friendly,
ready to use solution for testing and educational purposes.
ESP8266, ESP32 predecessor, was extremely popular for the
design in many IoT related projects, however, ESP32 is a
better solution which can be implemented in more complex
projects.

B. Clock and Timer
ESP32 can use either he internal Phase Lock Loop (PLL)
of 320MHz or an external crystal. It is also possible to use an
oscillating circuit as a clock source at 2-40MHz to generate
the master clock CPU_CLK for both CPU cores. This clock
can be as high as 160MHz for high performance or lower to
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operate as a station and be connected to the internet or server
and access point in order to provide a user interface to, for
example, smartphone running a mobile application [8].

reduce the power consumption. All other clocks, like the
APB_CLK for peripherals are driven by the master clock. In
addition, there are several low power clocks like the internal
RTC_CLK with a default frequency of 150kHz and the option
to adjust it for deep sleep modes. There are four 64-bit timers
for generic purposes with 16-bit prescalers with a range from
2 to 65536. Each timer uses the APB clock, usually at 80MHz.
Those timers can count either up or down, be frozen and
trigger events. Besides 4 generic timers there are also timers to
drive the PWM controller. There are 8 high speed and 8 low
speed PWM channels, each driven by four timers [4].

The microcontroller supports v4.2 BR/EDR and BLE
Bluetooth which fits the current standard and is capable to
operate at a speed up to 4 Mbps. ESP32 can operate under
various power modes – active mode (the chip radio is
working) and modem-sleep mode (CPU is fully operational
but Wi-Fi and Bluetooth is powered off). Furthermore, there
are light and deep-sleep modes, where either both or only one
CPU are operating at a lower performance. The GPIOs include
two 12-bit ADCs with 18 channels in sum. Those can be
configured for 9-bit, 10-bit and 12-bit resolutions with an
attenuation of −0dB, −6dB or −11dB for different input
ranges. One ADC channel is connected to the integrated hall
sensor in order to detect magnetic fields, whereas another to
the temperature sensor with the range from −40°C to 125°C to
monitor the chip temperature. Besides the ADCs there are also
two 8-bit DACs to convert the digital signals into analogue
voltage signal outputs. Ten of the GPIOs are capable to sense
capacitive variations and can be used for touch sensors. Since
those are high sensitive relatively small pads can be used.
Moreover, ESP32 provides a number of interfaces: an
Ethernet MAC Interface, one SD/SDIO/MMC Host
Controller, three UART interfaces up to 5Mbps, two I2C bus
interfaces with standard and fast mode, two I2C interfaces
with a frequency of 10kHz up to 10MHz, an 8-channel
infrared remote controller and an 8-channel pulse counter. The
PWM controller can be used to drive digital motors or
generate digital waveforms. Three SPIs can be used in slave or
master mode with a clock up to 80MHz. [8].

C. Block Diagram and Functions
ESP32 microcontroller structure is designed to operate
under the following protocols – TCP/IP, full 802.11 b/g/n/e/i
WLAN MAC, and Wi-Fi Direct specification. The
microcontroller can provide Basic Service Set (BSS) STA and
SoftAP operations under the Distributed Control Function
(DCF) protocol. It is also support P2P group operation
compliant with the latest Wi-Fi P2P protocol. Thus, it can

D. Programming the ESP32
The real-time operating system on ESP32 is FreeRTOS. It
is open source, designed for embedded systems and provides
basic functions to the higher-level applications. The core
functions are memory management, task management and API
synchronization [9].
The usual way to program the ESP32 is using the ESPIDF, Espressif Systems Internet of Things development
framework, which is available on their GitHub repository. The
ESP-IDF was developed for Linux, thus a Linux terminal is
required in order to execute the bash files. However, it
possible to develop in Windows by using MSYS2. This
software provides a Linux terminal in Windows. Furthermore,
the ESP-IDF-Template is required order to start an ESP32
project. It includes all necessary files for a successful
compilation, which are part of an individual project and not
included in the ESP-IDF.

Fig. 2. Function block diagram [8].

The ESP-IDF provides a visual configuration menu
accessible by the command “make menuconfig” which is the
only graphical menu (Fig. 3). All other operations such as
compiling or flashing take place by executing simple
commands. Therefore, the open source IDE Eclipse provides
great support for Makefile project. A project should be
configured in order to use the xtensa-esp32-elf-gcc compiler
and refer the ESP-IDF for enabling autocomplete and debug
features, which are essential for proper program development.

Fig. 3. ESP-IDF configuration menu.
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It is also possible to flash ESP32 out of Eclipse without
terminal opening anymore.
The common language for programming ESP32 is C, thus
most API libraries are also provided in C. However, the
microcontroller can be also easily programmed in C++. Some
Arduino libraries can be used under C++ programming option,
although some changes might be required. Neil Kolban, an
engineer from Texas provides plenty of C++ libraries in his
GitHub repository for the ESP32 APIs. Since this chip is open
source everyone can develop an “operating system” for the
ESP32, thus there are also solutions on the Internet to program
it in LUA, JavaScript, etc.
IV. EXAMPLE APPLICATION OF ESP32
The variety of application of ESP32 is not limited to
common IoT projects, such as controlling sockets and lights
remotely in order to build a smart-home. The following
example is a project called “smartphone based oscilloscope”
aimed to build a prototype of a portable, wireless oscilloscope
based on the ESP-WROOM-32 as the hardware core and a
smartphone application as the display and control unit.

Fig. 5. Microcontroller flowchart.

At the first stage of the project, the build-in ADC was
analysed in order to verify the accuracy of the conversion. A
voltage from 0.0V to 3.5V was applied to the ADC input in
steps of 0.1V and the measured values were recorded. This
test was repeated for different settings. The best result was
delivered at 12 bit resolution with an attenuation of −6dB (Fig.
4). These tests had also shown that the ADC input range does
not begin at 0.0V but at 0.17V instead. Thus, the decision was
made to use the range from 0.2V to 1.9V for this project.
Moreover, the average frequency was approximate 44.5 kHz
at 10-bit and 12-bit resolution. It was slightly higher at 9 bit
resolution approximate 45.9 kHz but that frequency gain was
not big enough to take the loss of resolution.

The chosen language was C++ because Adafruit provides a
C++ library for the MCP23017 I/O expander, which was used
to control the relays, and no such library exists in C. C++
implements also classes for good structured program. The
simplified program flowchart is shown in the Fig. 5.
The simplified flowchart illustrates the general program
structure. At the initial stage, the microcontroller must be
configured to provide the settings for the ADC, I2C bus and
APIs required for the communication between Wi-Fi module
and smartphone application. The settings for the ADC
comprised the resolution, attenuation and the channel. In order
to conduct this procedure, two instances of the created class
ADC_am were instantiated, one for each input channel and the
parameter were passed to the constructer. The I2C master
should be defined and initiated to use the I/O Expander. This
includes setting of the GPIOs to use as SCL and SDA as well
as the clock frequency moreover defining a GPIO, in this
project GPIO_NUM_17 as MCP23017 reset pin. Upon
completion of the procedure above, some classes have been
instantiated for Wi-Fi connection and socket server. Since the
data is continually streamed to the application a socket
connection will performs better than a HTTP request method.
The socket connection also needs to be established once and
causes less data overhead.

This provides a maximal frequency limit for the input
signal of this project of approximate 20 kHz since the
sampling frequency must be at least two times greater than the
signal frequency in order to sample the signal reliably. The
frequency of 20kHz is actually not suitable for an oscilloscope
but it is good enough for a first prototype and an excellent
opportunity to test ESP32 capabilities.

Once the configuration is completed the Wi-Fi access
point starts with the pre-set SSID and WPA2 password also an
event handler is passed to the Wi-Fi object in order to handle
connections. The socket server configured for the port 8001
starts as well at this point.
A float variable ch1 stores the voltage reading of the first
input channel. However, in order to store the voltage it must
run created scaleAndRound() function of the sbo class and
pass the data received from chan1.read() along with the
channel number. This is necessary because chan1.read()
returns a value from 0 to 4095 which equals to a certain

Fig. 4. ADC linearity test at 12 bit resolution.
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Fig. 7. ESP32 receive task listing.
Fig. 6. ESP32 main task listing.

checks first if the incoming char is a digit or a character.
Digits are the commands for the channel one, whereas the
characters are for the channel two. Depending on the values, it
will be passed on to the corresponding switch statement. The
cases inside that switch statement execute the command by
setting the relays along with the associated scaling factor.

voltage depending on the scaling factor used at that channel.
This is shown in Fig. 6.
Depending on the passed channel number the scale is set to
the scaling factor of the channel one or channel two. Two
variables defaultVal and valPerVolt are implemented to
convert the measured value to an actual voltage. Since the
channel input ground potential at the middle of the ADC input
range, defaultVal stores the value equals to ground potential.
The dependency between input value and voltage is stored in
valPerVolt. Thus, a variable res represents the voltage at the
ADC channel input. To get the voltage at the actual PCB
channel input it is necessary to multiply res with the current
scaling factor of this channel. To limit the decimals to two the
function round() of the math.h library was used. Since it
rounds any given value to an integer it was necessary to
multiply it with 100.0 before and to divide it by 100.0 after
that step in order to keep two decimals. Finally, the formatted
value get returned the function output.

If there is no communication between the Wi-Fi module
and the application then the previously defined
GPIO_NUM_4 which is powering the connection LED will be
set low. A delay of 100 milliseconds prevents the watchdog
reset from triggering.

Along with the voltage value the main task stores the time
after reading the input. More precisely this is the time in
microseconds which the microcontroller runs since the power
up. This is necessary to let the application know how much
time passed since the last input to plot the traces correctly. 4
values are combined to a string or char array, which are
separated by commas and sent to the application if a
connection is established. If there is no connection available a
delay of 10 milliseconds will be built in to prevent triggering
the watchdog reset.

Fig. 8. Application output.

The blink task is very simple GPIO_NUM_5 is set the
value of a Boolean variable, this variable is then inverted and
the task waits one second until it repeats. This gives a visual
indication that ESP32 is still running and no error has
occurred.
The receive task is shown in Fig. 7. If a client is connected
to the socket server then this task lights up the connection
LED to show that a connection is established. Upon the
completion of the connection establishing, the task waits for
incoming data. As soon as data are received it is passed to the
exucuteCmd() function of the sbo object and printed on the
serial monitor for debugging purpose. The execute functions

Fig. 9. PCB layout.
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ESP32 performs much better than its predecessor ESP8266
widely used in a large variety of IoT applications. The
excellent performance of the microcontroller is achieved due
to dual core structure and a significant extension of the
operational features. The microcontroller operating system
FreeRTOS is open source software providing a great support
for real time applications. Thus, it is expected that ESP32 will
play a major role in design of future IoT systems and
embedded projects.

The application output is illustrated in Fig. 8. This app has
been developed in Visual Studio using the Cordova
framework in order to develop it for multiple OS. Cordova is a
common open source framework for hybrid cross-platform
applications.
The PCB designed and manufactured for this project
contains ESP-WROOM-32, a 3.3V and −3.3V power supply
and an USB-UART-Bridge for programming. Moreover, two
input channels include relays for the AC/DC/GND setting and
to set different scaling factors controlled by a MCP23017 I/OExpander along with a LM538 for each channel for scaling
and offset purposes.

REFERENCES
[1]

V. CONCLUSION
This paper discusses a new ESP32 system on a chip series
with Wi-Fi and Bluetooth. A detailed comparison of several
IoT related modules has been provided to highlight the ESP32
microcontroller technical parameters and functions. An
example of the microcontroller application has been presented
and discussed in order to demonstrate practical
implementation of this new component.

[2]

It has been shown that ESP32 is the excellent option for
IoT devices due to the performance properties and price. The
microcontroller is available in various form-factors. The bread
board friendly version ESP32-DevKitC is a perfect solution
for hobbyist and educational purposes, the ESP-WROOM-32
module provides a small solder friendly footage whereas the
ESP32 QFN48 is the option for industrial manufactures and
small sized solutions.

[6]

[3]

[4]

[5]

[7]
[8]

[9]

148

S. Li, L.D. Xu, and S. Zhao, “The Internet of things: A survey,”
Information Systems Frontiers, vol. 17, no. 2, pp. 243–259, April 2015.
L. Atzori, A. Iera, and G. Morabito, “The Internet of things: A survey,”
Computer Networks, vol. 54, no. 15, pp. 2787–2805, Oct. 2010.
K.J. Singh, and D.S. Kapoor, “Create your own Internet of Things: A
survey of IoT platforms,” IEEE Consumer Electronics Magazine, vol. 6,
no. 2, pp. 56-68, April 2017.
Espressif Systems. (2017, May 4). espressif.com [Online]. Available:
https://espressif.com/sites/default/files/documentation/
esp32_technical_reference_manual_en.pdf. [Accessed 10 May 2017].
AI-Thinker Team. (2015). mintbox.in [Online]. Available: https://
mintbox.in/media/esp-12e.pdf
Texas Instruments. (2017, March). ti.com [Online]. Available: http://
www.ti.com/lit/ds/symlink/cc3220mod.pdf
Digi International Inc. (2015). digi.com [Online]. Available: https://
www.digi.com/pdf/ds_xbeewifis6b.pdf
Espressif Systems. (2017, April 11) espressif.com [Online]. Available:
https://espressif.com/sites/default/files/documentation/
esp32_datasheet_en.pdf
N. Kolban, Kolban’s Book on ESP32, USA: Leanpub, 2017.

Posters

149

Development and Analysis of the Numerical Criterion
for the Degree of Observability of State Variables in
Nonlinear Systems
Andrey V. Proletarsky, Konstantin A. Neusypin,
Kai Shen, Maria S. Selezneva

Vic Grout
Glyndwr University
Wrexham, UK
v.grout@glyndwr.ac.uk

Faculty of Computer Science and Control Systems
Bauman Moscow State Technical University
Moscow, Russian Federation
shenkaichn@mail.ru

problem. To determine the degree of observability of specific
state variables in nonlinear systems, it is necessary to develop a
new numerical criterion.

Abstract— This paper is concerned with the problem of
development and analysis of numerical criteria for the degree of
observability in nonlinear systems. The disadvantages of existing
criteria of observability and controllability were introduced. A
numerical criterion for the degree of observability of each state
variable was developed in nonlinear systems by utilizing the
representation of nonlinear models in the State Dependent
Coefficient form. The application of the novel criterion was
demonstrated for the analysis of the degree of observability of
inertial navigation system errors by the simulation with
experimental data.

In this paper, we first derive a novel numerical criterion for
the degree of observability of specific state variables in
nonlinear systems. Then, the possibility of applying the
criterion for the degree of observability is demonstrated by
determining the quantitative characteristics of observability
when estimating errors of an inertial navigation system (INS)
with a real system Ts-060.

Keywords— nonlinear system, state dependent coefficient, the
degree of observability, observation quality, navigation system

II. OBSERVABILITY CRITERIA IN NONLINEAR SYSTEMS
Let the error model of the inertial navigation system be
described by the differential equations

I. INTRODUCTION
In control systems theory, the problem of determining
observability during the study of the properties of dynamic
objects is essential. Generally, we only know the criteria for
observability [1, 2] that allows determining which of the
component of one state vector is observed better, compared
with other components of the state vector. Therefore, these
approaches give only a relative assessment of specific
components of the state vector in the system under
consideration and are inconvenient to apply when comparing
the observation quality in the general case.

d
x (t ) = f (t , x ) + g (t , x ) w(t ) , x (t0 ) = x0 ,
dt
y (t ) = h ( t , x ) + v ( t ) .
n

(1)

m

f , g : T × Ωx → R , h : T × Ωx → R ,
(t , x ) → f (t , x ), g (t , x ), h(t , x ).
where T is the interval [t0 , t1 ] ; x (t ) ∈ Ω x , where Ω x is a
space (open related set) R n ; x ∈ R n is the state of the system;
x0 ∈ Ω x ; w ∈ R n is the input noise; y ∈ R m , m ≤ n is the

Usually, in practical applications, it is necessary to know
the likelihood of effective observation of each specific
component of the state vector. This is the reason for the
introduction of the concept of the degree of observability [3, 4]
for each state variable. Ablin proposed a criterion for the
degree of observability based on the analysis of relationships
between the estimation error values and observation
(measurement) error values [3]. Ham and Brown then proved
that eigenvalues and eigenvectors of the covariance matrix of
estimation errors could provide useful information about the
observability of the system [3]. From the point of view of the
accuracy of estimation, the degree of observability can be
determined by the ratio of the variance of a specific component
of the state vector and the variance of a directly measured state
variable [4]. They are criteria for the degree of observability of
state variables considered in the linear formulation of the

system measurement; v ∈ R m is the measurement noise;
matrices f (t , x ), g (t , x ), h (t , x ) are valid and continuous.
Let us consider the system (1) in an equivalent form: the
model has the structure of linear differential equations with
parameters that depend on the state (State Dependent
Coefficient, SDC) [5]. The representation of equations in (1)
transformed by utilizing the SDC method has the form

d
x (t ) = A(t , x ) x (t ) + G (t , x ) w(t ), x (t0 ) = x0 ,
dt
y (t ) = H (t , x ) x (t ) + v (t ).
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(2)

where A(⋅), G (⋅), H (⋅) are matrices of real variables.

 yk 
 y 
where yk∗ =  k +1  ;
  


 yk + n −1 

The SDC representation of the nonlinear system (1) is
observed in T × Ω x if the pair A(t , x ) H (t , x ) is linearly
observable [6] for (t , x ) ∈ Т × Ω x , i.e.

H (t, x )


 H (t , x ) A(t , x ) 
 = n.
rank [O (t , x )] = rank 




n −1 
 H (t , x ) A(t , x ) 

H ( t k , xk )




H
(
t
,
x
)
(
t
,
x
)
Φ
k +1
k +1
k
k
;
Ok∗ = 







 H (tk + n −1 , xk + n −1 ) Φ (tk + n − 2 , xk + n − 2 )  Φ (tk , xk ) 

(3)

vk




H (tk +1 , xk +1 ) wk + vk +1


;



vk∗ = 


H
t
x
t
x
t
x
w

Φ
Φ
(
,
)
(
,
)
(
,
)
k + n −1
k + n −1
k +n−2
k +n−2
k +1
k +1
k

 +  + H (tk + n −1 , xk + n −1 ) wk + n − 2 + vk + n −1


This means that there is a positive definite matrix Γ(t , x )
(observability Gramian) for any (t , x ) ∈ Т × Ω x , which is a
solution of the Lyapunov’s equation

AT (t , x )Γ(t , x ) + Γ(t , x ) A(t , x ) + H T (t , x ) H (t , x ) = 0. (4)

vectors yk∗ , vk∗ and matrix Ok∗ include parameters that depend
on the state.

This criterion is similar to Kalman’s criterion of
observability [6] for linear systems.
It should be noted that the study of the observability in the
systems of the form (2), i.e. systems with parameters
depending on the state, does not currently have common
constructive solutions. The study of such systems is generally
limited to checking compliance with the conditions of
observability “on the point”, i.e. in the neighborhood of the
studied state for the linearized system.

The matrix Ok∗ in the formula (7) for nonlinear systems is
the matrix of observability. In accordance with the criterion
(3), the system (5) is observable if rank Ok∗  = n , i.e. all
columns in the matrix Ok∗ are independent.
III. NUMERICAL CRITERION FOR OBSERVABILITY IN NONLINEAR
SYSTEMS

In practice, for information processing, the system is often
expressed in a discrete form. In a discrete form, the SDC
representation of the nonlinear system (2) has the form

xk +1 = Φ (tk , xk ) xk + G (tk , xk ) wk ,

The existing criteria for the degree of observability [3, 4]
were proposed for system analysis in linear time invariant and
time-varying systems. However, there are situations when the
objects of analysis have a clear nonlinear form. In this case, to
determine the degree of observability of state variables in
nonlinear systems, it is necessary to modify the existing
criteria.

(5)

yk +1 = H (tk +1 , xk +1 ) xk + vk +1 .

Taking the equation (7) into account, we obtain

It is assumed that wk and vk +1 are Gaussian white
uncorrelated noise, and for any j and k , v j and wk are not

Ok∗T yk∗ = Ok∗T Ok∗ xk + Ok∗T vk∗ .

correlated (i.e. E  v j w  = 0 ).
T
k

Thus, the equation (8) would be

Considering the system (5), we can easily get

Ok∗T Ok∗ xk = Ok∗T yk∗ − Ok∗T vk∗ .

yk = H (tk , xk ) xk + vk ,
yk +1 = H (tk +1 , xk +1 ) Φ(tk , xk ) xk + H (tk +1 , xk +1 ) wk + vk +1 ,




(8)

When the SDC representation of the nonlinear system (2) is
observable, the rank of the observability matrix Ok∗ equals to

(6)



(9)

yk + n −1 = H (tk + n −1 , xk + n −1 )Φ (tk + n − 2 , xk + n − 2 )  Φ(tk , xk ) xk +

the order of the system n , so the rank of matrix Ok∗T Ok∗ is also

+ H (tk + n −1 , xk + n −1 )Φ (tk + n − 2 , xk + n − 2 )  Φ(tk +1 , xk +1 ) wk +

the order of the system n . Hence, the matrix Ok∗T Ok∗ is
invertible. Therefore, we can obtain

+  + H (tk + n −1 , xk + n −1 ) wk + n − 2 + vk + n −1 .

or in a matrix form as
−1

∗
k

∗
k k

∗
k

y =O x +v ,

−1

xk = Ok∗T Ok∗  Ok∗T yk∗ − Ok∗T Ok∗  Ok∗T vk∗ .

(7)
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(10)

Here, it should be noted that during the study of such
nonlinear systems it is necessary to calculate the degree of
observability “on the point” [6]. That is to say, it is essential to
consider the influence of parameters that depend on the state
in vectors yk∗ , vk∗ and the matrix Ok+ .

Now, we introduce a designation

ζ k = Ok+ yk∗ ,

(11)

−1

where Ok+ = Ok∗T Ok∗  Ok∗T is the pseudoinverse matrix of Ok∗ .

IV. SIMULATION AND ANALYSIS

It should be noted that the matrix Ok+ is also a matrix with
parameters depending on the state.

Error equations of an inertial navigation system Ts-060 are
the error equations of orientation and equations of the errors of
horizontal accelerometers.

In practical application, it is usually necessary to determine
the degree of observability of state variables during the
operation of a dynamic object. For simplicity, we express the
equation (11) in a scalar form as

ζ ki = α1i yk + α 2i yk +1 +  + α ni yk + n −1 ,

These equations have the form as [7]

δ V = − gψ + B,
δ V δV
ψ =
ψ + ε,
−

(12)

R
R
ε = − με + η .

where ζ ki is the i-th element of the vector ζ k , α ij ( j = 1,, n )
is from the i-th row of the matrix Ok+ .

where δ V is the error in determining the velocity; ψ is the
deflection angle of the gyro-stabilized platform (GSP); ε is
the drift rate of the GSP; B,η are Markov random processes;
R is the radius of the Earth; g is the acceleration due to
gravity; μ is the average frequency of random changes of
drift rate.

In accordance with the equation (12), the equation of
measurement is formed as

υ ki = α1i vk + α 2i vk +1 +  + α ni vk + n −1.

(13)

Therefore, the variance of the measurement noise, given
the i-th component, has the form as
2
2
2
2
ϒ = E (υ ki )  = (α1i ) + (α 2i ) +  + (α ni )  rk ,

 

i
k

Equations (16) in a matrix form are as follows

x (t ) = f ( t , x(t ) ) + w(t ),

− gx2


 x1  δ V 
x x x

where x (t ) =  x2  =  ψ  ; f ( t , x ) =  1 + 1 2 + x3  ;
   
R
R

 x3   ε 


−
x
μ
3



noise vk .
In order to develop a criterion for the degree of
observability of state variables in nonlinear systems, we use
the structure of the criterion [4] for linear systems.

B
w(t ) =  0  .
 
η 

The numerical criterion for the degree of observability in
nonlinear systems has the following form

=

2
M ( xki ) 


n

2
2
M (ζ ki )   (α ij )

 j =1

(17)

(14)

where rk = E  vk2  is the variance of the original measurement

2
M ( xki )  rk


Λ ik =
i 2 i

M ( ζ k )  ϒ k



(16)

In accordance with the equation (2), we obtain the SDC
representation of the equation (17) as

x (t ) = A ( t , x ) x (t ) + w(t ),
(15)

0
1
where A ( t , x ) x (t ) = 
R
0


,

−g
x1
R
0

(18)

0 
  x1 
1   x2  .
 
x 
− μ   3 

In a discrete form, the SDC representation of the nonlinear
system (18) has a form as

2
where E  ( xki )  is the variance of the i-th component of the


2

state vector; E  (ζ ki )  is the variance of the measurement.
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xk +1 = Φ k +1,k xk + wk ,

Fig. 1. The simulation result of estimation of the deflection angle

(19)

In Figure 1, solid-line 1 – real values during the laboratory
experiment, broken-line 2 – estimates of the deflection angle
with classical nonlinear Kalman filtering.

δ Vk 
 Bk 
where xk =  ψ k  ; wk =  0  ;


 
 ε k 
ηk 

Φ k +1,k

1

T
=
 Rk

0



T ,


1−T μ

−Tg k
T δ Vk
1+
Rk

0

0

T is the sampling period.
During the operation of aircrafts, the INS errors can reach
significant values. Generally, the compensation of INS errors
is carried out algorithmically with Global Navigation Satellite
Systems (GNSS). With this condition, the measurement equation
has a form as
Fig. 2. The degree of observability of the deflection angle

zk +1 = H k +1 xk +1 + vk +1 ,
INS
k +1

where zk +1 = V

GNSS
k +1

−V

= δ Vk +1 + v

GNSS
k +1

(20)

, i.e. vk +1 = v

Markov random process; H k = [1 0 0] .

GNSS
k +1

Numerical values of the degree of observability change
over time, since they depend on the estimates of state variables
and model parameters. The numerical values are consistent
with the data based on the analysis of the degree of
observability of the INS errors. What’s more, the proposed
criterion can be easily employed in practice with less
computer memory and more clear physical meaning.

is a

In accordance with the equation (7), we obtain the matrix
of observability as


1

∗
1
Ok = 

2
 T g k +1
1 − R
k


0
−Tg k
−Tg k − Tg k +1 −

T 2 g k +1 x1,k
Rk



0 
0 .


2
−T g k +1 


CONCLUSIONS
To determine the quantitative characteristics of
observability of state variables in nonlinear systems, an original
numerical criterion for the degree of observability is proposed.
The basis of the developed criterion is the representation of the
nonlinear model in the State Dependent Coefficient form and
the structure of the known criterion for the degree of
observability of state variables in linear systems. The
application of the novel criterion is demonstrated for the
analysis of the degree of observability of inertial navigation
system errors via the simulation with experimental data

(21)

For the simulation, we used the data from a semi-natural
experiment with the real INS Ts-060 mounted on a fixed base.
The INS's output signals are the errors in determination of
velocity and are used as the measurement for the estimation
algorithm. In this case, the laboratory experiment was
conducted using a nonlinear Kalman filter. The simulation
results are presented in figures 1 and 2.

ACKNOWLEDGMENT
This research was supported by the Russian Foundation for
Basic Research (Project No. 16-8-00522) and the Programme
of Introducing Talents of Discipline to Universities in P.R.
China (“111 program” No. B 16025).
REFERENCES

153

[1]

R. Hermann, A.J. Krener, “Nonlinear controllability and observability”,
IEEE Transactions on Automatic Control, Vol. AC-22, No 5, pp. 728740, 1977.

[2]

D. Goshen-Meskin, I. Bar-Itzhack, “Observability analysis of piece-wise
constant systems. I. Theory”, IEEE Transactions on Aerospace and
Electronic Systems, Vol. 28, Iss. 4, pp. 1056-1067, 1992.

[3]

F.M. Ham, R.G. Brown, “Observability, eigenvalues, and Kalman
filtering”, IEEE Transactions on Aerospace and Electronic Systems,
Vol. AES-19, Iss. 2, pp. 269-273, 1983.

[4]

[5]

Nonlinear Problems in Aviation and Aerospace, Daytona Beach, FL
USA, pp. 117-141, 1996.

Kai Shen, K.A. Neusypin, A.V. Proletarsky, “On state estimation of
dynamic systems by applying scalar estimation algorithms”, Proceedings
of 2014 IEEE Chinese Guidance, Navigation and Control Conference,
Yantai, China, pp. 124-129, August, 2014.
R.C. James, N.D. Christopher, P.M. Curtis, “Nonlinear regulation and
nonlinear H∞ control via the state-dependent Riccati equation technique:
Part 1, Theory”, Proceedings of the First International Conference on

154

[6]

V.N. Afanas'ev, “Control of nonlinear plants with state-dependent
coefficients”, Automation and Remote Control, Vol. 72, No.4, pp. 713726, 2011.

[7]

Kai Shen, A.V. Proletarsky, K.A. Neusypin, “Quantitative analysis of
observability in linear time-varying systems”, Chinese Control
Conference, Chengdu, China, pp. 44-49, July 2016.

Mobile application for elders with cognitive
impairments
Sergiu Jecan, Lucia Rusu

Raluca Arba, Daniel Mican

Faculty of Economics and Business
Babes Bolyai University of Cluj-Napoca
Cluj-Napoca, Romania
{sergiu.jecan, lucia.rusu}@econ.ubbcluj.ro

Faculty of Economics and Business
Babes Bolyai University of Cluj-Napoca
Cluj-Napoca, Romania
{raluca.arba, daniel.mican }@econ.ubbcluj.ro
observed during individuals experiences or interaction with
other people, but can be controlled through a healthy lifestyle,
exercise and proper medication. Experts classify MDI in two
clusters, based on the thinking skills affected: i) amnestic
MCI, that primarily affects memory and ii) nonamnestic MCI
that affects thinking skills other than memory. Amnestic MCI
affect recall function, he/she may start to forget important
information as: appointments, conversations or recent events.
Nonamnestic MCI slowly affects the ability to make sound
decisions, visual perception or judge the time or sequence of
steps needed to complete a complex task [4].

Abstract— This paper describes a mobile application that
aims to aid daily activities, monitoring patients and disease
surveillance adapted to elderly people with cognitive
impairments, started with amnesia. The application is
implemented as a mobile solution and the application can run on
any smartphone that uses iOS, Android or Windows. The
development of MR@Old uses PhoneGap.
Keywords— wearable device; component; user-service; event;
message

I. INTRODUCTION

As a component of Ambient Assistive Living (AAL),
mobile health assistive technologies are used for remote
patient monitoring, mobility analysis or fall detection; they
can be divided into two main categories: i) wearable
technologies and device-free technologies. Even if user
comfort is affected, wearable technologies are more precise
than the device-free ones [5].

Although Romania ranks second place in the EU for
Internet speed and third place for use of social media, 57% of
the population has digital skills and 8% of the population has
digital knowledge solid enough to deal with a competitive
work environment [1]. According to recent statistics, 90% of
those who have a home Internet connection use it to look for
information or access news, and 77% of them use it for social
media. The main usages of a home Internet connection are:
information, communication, entertainment and electronic
transactions. As a consequence of the need to communicate of
Romanian users, 75% of the respondents use instant
messaging systems to communicate with family and friends
and 71% use emails; in addition, 61% watch online TV
programs, videos or movies, and 52% of the respondents use
Internet for online gaming. Only 39% use it for online
shopping and 22% for Internet banking [2].

Gerontechnology as a combination of gerontology and
technology covers interdisciplinary research into technology
for an ageing society. It aims to improve the quality of life of
elderly individuals in an optimal way by using technology
when applicable [3].
This paper presents a mobile solution (MR@Old) from the
domain of gerontechnology, that increases or preserves
cognitive functions and coordinates physical activity through a
game customized according to an elderly person’s reactions
and specifics, as a part of the AAL platform Mobile@Old.

Given this, the monitoring of the elderly can be most
successfully realized using mobile devices (iPhone, tablet)
and, to a lesser extent, desktop applications, which in turn can
be more useful for doctors and caregivers, who belong to the
57% of the population with digital skills.

The rest of the paper is organized as follows: Section II
describes other software and AAL solutions for elderly people,
used as assistive technologies in the rehabilitation domain.
MR@Old description is given in Section III. Section IV
presents an evaluation of the proposed mobile solution.
Conclusion and future work are described in section V.

Age-Associated Memory Impairment (AAMI) means
normal ageing-related decline in cognitive functions, resulting
in mild forgetfulness. Mild Cognitive Impairment (MCI) can
be considered as a more-than-average cognitive decline of an
elderly person, and it has a chance of developing into
Alzheimer’s disease (AD) [3].

II. RELATED WORKS
Ambient assistive technology (AAT) was developed as an
aid of activities of daily living (ADL) for independence and
autonomy, manage potential safety risks around the home and
reduce stress of the elderly or of disabled persons [6]. Many
EU projects founded by AAL JP program offer solutions for
supportive environments [7].

Studies in gerontology show that 15%-20% of the persons
aged 65 and older may have MCI, which causes cognitive
changes not severe enough to interfere with daily life or
independent function. These cognitive changes can be
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continuous signal lasting until the patient turns it off, or a
postpone option. Some of the options are: schedule medication
daily, weekly or monthly, set maximum number of allowed
doses to avoid dangerous overdoses, track remaining
quantities of medicines, send refill reminders, and log
medication adherence. The application comes in a free of
charge or a paid version.

SOPRANO scenarios have been developed based on
elders’ collaboration and improve cognitive impairments
based on several modules, such as: Medication reminding,
with the role of reminding a person to take their medication,
Safe for monitoring activity for signs of problems, Exercise
for recovering from hospital on their own, Active for
monitoring signs of problems and supporting good routines,
and Remembering for solving problems with cognitive ageing
[8].

CareZone Meds is a manager for medications and doctor's
instructions by creating a med list using picture of bottles with
prescribed pills. The personalized medication list is shareable
by email and printable. With the Journal option, it can record
symptoms, doctor’s instructions, and privately share updates
with family members. A calendar is used to track medical
appointments and synchronize it with other calendars, and todo lists allow to assign task to the elderly patients or others,
set medication reminders and track adherence. It is available
for iOS and Android smartphones, and has a free version
available.

We mention another similar solution circumscribed in the
ADL domain: OLDES is an EU co-Funded Project, HERA
(Home sERvices for specialised elderly Assisted living),
HOMEdotOLD (HOME services aDvancing the sOcial
inTeractiOn of eLDerly people) provides a TV-based platform
and several focused on AAT, such as NITICS and CAMI,
under the EU Ambient Assistive Living and Mobile@Old,
founded by the Education Ministry [6],[7].
As far as wearable devices are concerned, there are many
applications dedicated to things like medication adherence
solutions, reminders, health information tracking systems,
alert in case of danger, mostly developed as a specialized
mobile application solution. Mobile assistive technologies and
applications are useful for older adults and caregivers in
several situations:

Several other solutions depend on mobile operating
systems and types of smart phone. For instance, we mention
several launchers for Android devices to solve the
shortcomings of old age: weakening eyesight, imprecision in
movements, weakening accuracy aids [12].
Wiser Launcher completely redesign interface and put
larger icons for only six important options available on the
home screen and simplify the default notifications. All the
important contacts can be added to a Favorites section on the
home screen. Depending on the user’s decision, only
important notifications will be displayed in a clean interface.

• Social Connection, by using video chat, social network,
mobile phone,
• Safety application for seniors who live alone and thus
can get help from loved ones
• Exercise or exergame (Video Games, serious games)
for getting seniors' bodies and minds moving

Simple Senior Phone is a helpful solution for seniors and
people who have bad eyesight. It offers home screen
simplification, large icons, and important contacts on the front
as well. The default notifications are simplified with bigger
fonts and different colours for reading quickly and easier
identification.

• Medication Management offered by smartphone
applications, which can help prevent medication errors
• Health Tracking online tools or applications that
simplify the process of maintaining and accessing
seniors' health information

III. SYSTEM DESCRIPTION

The University of Arkansas for Medical Sciences
identified 461 medication adherence applications on the
iTunes, Google Play, and Blackberry marketplaces, making
the decision to choose the best one(s) very difficult. We now
list several of the best medication adherence apps [11].

Mobile@Old platform offers a complex gerontechnology
solution by creating a synergy between doctors, caregivers,
physicians and the elders, to offer a well-being solution, avoid
isolation, improve daily living conditions and monitor health
parameters. It contains three components: a Web component
core Mobile@Old, MR@Old - a mobile component for
monitoring the elderly and O@Exergame for getting their
bodies and minds moving.

Medisafe is a medication and pill reminder application that
allows scheduling different types of medication with their
description, dosage, regime type and frequency. Based on
pillbox on the main screen, Medisafe gives a clear schedule of
the daily medication cycle. The elderly users can have lots of
health measurements: blood pressure, pulse, weight and
temperature. The daily treatment is automated and the doctor
can share regularly generated reports (weekly, monthly and
yearly basis). Medisafe has a reminder for each option:
medicine intake, measurement and appointments.

A. Interactive components
The MR@Old Component is aimed for seniors who wish to
use wearable technology to monitor their health condition and
to control some cognitive impairment.
Since the majority of the elderly suffer from chronic
conditions, the component aims to use functionalities linked to
Medication Management, Health Tracking, Safety and Exercise
for the elderly. MR@Old is integrated in a web platform
Mobile@Old, as a mobile component and interacts with the
following components of the platform:

Dosecast is medication reminder for helping people with
medication to take control over their medical treatment. It is a
list-based solution, which can assign a number of reminders to
each element. Notifications are based on a wide range of
sounds and options: repeating signals after a certain time,
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Based on personalized information from several tables,
such as: Daily_Habit, Elder_Disease, Disease_Type,
Generic_Drug, Drug, Normal_Analysis, Schedule for LAB
Analyse, the patients receive daily messages about medication
and medical treatments.

• Med (Medicine) - monitoring and analysing vital
parameters and improve the situation of the person
forgetting to take medicine;
• Rem - reminder scenarios centered on problems related
to cognitive ageing and impairments;

Analysis. If the patient has chronical diseases like diabetes,
amnesia, mild cognitive impairments, high blood pressure,
heart failure, kidney failure, which involves pills twice or
three time per day, the messages are send at two or three
different hours.

• VSM (Vital Sign Monitoring) - activity analysis for
monitoring vital parameters using medical expertise
and observed behaviour;
• PAT (Physical Activity Trainer) – recommendations for
additional physical exercise - exergames, if it detects a
low level of physical activity.

Patients with particular chronic illness receive another
message for health parameter measurements: blood pressure,
pulse, blood sugar.

Doctors who are involved in patient monitoring started
with Clinical examination: disease susceptibility, personal
screening of a person’s diseases, diagnosis and prognosis for
the patient. Based on these information doctors fill records
and/or fields in several tables, such as: Daily_Habit,
Elder_Disease,
Disease_Type,
Generic_Drug,
Drug,
Normal_Analysis, Schedule for LAB Analyse.

Communication from MR@Old to Mobile@Old is
asynchronous, depending on event triggered by elder. This
event can be:
• a message to the doctor
• health parameter measurements

Also, doctors decide the time management for the
medication (morning/ lunch /evening, weekdays, before the
meal / how long before lunch / afternoon / after the meal),
indications and contra indications for exercise and daily
activities at home, and follow and decide prescriptions based
on Analysis/ Medication Administration History table.

• a message to physician
• alert message
• SOS message
Health parameter measurements are made and sent to
Mobile@Old
during
exergames
coordinated
my
O@Exergame. Using MR@Old, the user can compose and
send any personal message to caregivers, relatives and friends.

Next, MR@Old starts monitoring patients for medication
and pill reminders using personalized messages and feedback
from patient. Doctors give a companion diagnostic, which
means
that
a
particular
patient
respond
favourably/unfavourably to a particular treatment, and decide
if the treatment should continue, be changed, or terminated,
and if other treatments are needed.

C. Development features
This type of system is suitable to any smartphone user and
is part of an organizational process dedicated to home care of
the elderly; given that between 80% and 90% of them prefer to
live on their own, rather than in geriatric institutions.

Disease surveillance can be done as a collaborative
solution between health parameters obtained periodically
through MR@Old, caregivers, second actors in Mobile@Old
and medical examination from doctors in specialized
institutions [13].

The application has the functionalities of a reminder,
which aims to indicate a relevant event in advance (the
relevant settings are specified on the user account on the
Mobile@Old platform). From the program’s perspective, the
application is easy to use, since each button relates to a
specific command. This allows the user to do things such as
selecting a date, writing a simple message, deleting a recorded
event. The option button further allows the user to delete all
events, select specific information, or add a phone number or
record a given alert.

IoT (Internet of Things) component O@Exergame consists
of wearable, sensors and other IoT devices that allow
performing and monitoring personalized physical activities for
elderly people, using exergames and Kinect solutions. We
detailed this in another paper.
B. Communication between components
Mobile@Old sends automated messages to MR@Old
based on information which was obtained by doctors’
prescription and schedule of various tests and treatment. All
this is centred on personalized medicine.

The phone application is universally available; its design
ensured its compatibility with any operating system. The code
can run in any iOS, Android or Windows smartphone, due to
small size configuration settings, in the config.xml file. In
order to limit the impact of the screen size of a device on the
display of the application, there are various values (depending
on the number of pixels on a given phone) that fit the
dimensions of various types of devices.

Medical decisions consist in: 1. Decisions about drug use:
a. eligibility (effectiveness) or ineligibility (lack of safety) a
given drug 2. Decisions about drug dosage 3. Decisions about
which drugs to use 4. Decisions amongst different medical
treatments (e.g., drugs, surgery, etc.)[13].

This large-scale availability of the application is due to the
PhoneGap program and manages to compensate for the
decrease of vision accuracy in the elderly. The 1.9. version of
this protocol enabled the combination of native and hybrid
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The sequencing diagram is used to document usage
scenarios, reflecting the communication between user,
application and local database. Figure 3 describes the user’s
application sequence and manipulation requests. The user is
processed, which results in a request for the local database of
the device to store and share the data.

code. PhoneGap allows the design of an application for
mobile devices, which are themselves realized in specialized
languages, such as CSS, HTML, Javascript, as well as the use
of a code specific to each operating system. When the
application is installed, a web platform compiles the
downloaded archive and, based on its complexity, determines
if the archive is the right one or not (Fig. 1).

Fig. 2 – Activity Diagram
The description of the logical projection is realized via a
data flow diagram (DFD), represented through a structured
analysis technique that lists the data circuit, the processes
involved and the monitoring of the corresponding data
transfer. The processes are the tasks that the application has to
perform and follow; the main data bases are in fact the
external users who communicate through this data flow.

Fig. 1 Entity-Relation Diagram

The development of MR@Old using PhoneGap has a
series of advantages, such as:

The main activities of the application are: adding, editing
and deleting events, choosing the date and the time interval of
an action, including a list of options that allow the deletion of
all reminders, registering new contacts, creating an alert
depending on the selected timing and sound.

•
It is an application based on HTML5, CSS3 and
JavaScript, executed through various emulators, the most wellknown one being Ripple on Google Chrome.
•
It is distributed in a .zip archive and loaded on
PhoneGap.build, from which it can be installed.
•
It can be executed on various Android, iOS and
Windows operating systems, and can thus be installed by any
elderly user who needs reminders.
•
The application can run on Android or iOS
simulators, as well as real smartphones.
•
Well established operations (accessing the internet,
data reading/writing, event monitoring) are included in the
application and are only activated by the user.

The processes that take place in the application, from the
moment the application is active to the moment the required
action is realized, are detailed in Fig. 2. We note that this flow
is initiated by the elderly user or caregiver, through
synchronous communication between MR@Old and
Mobile@Old, with all messages directed from Mobile@Old to
the user via MR@Old automatically generated, and based on
information from databases table, managed by doctors.
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contact name, phone number and optionally, a notification. On
the basis of this html form, a JavaScript function is allocated,
which interposes the information in the form and saves it in
the phone agenda, with a message that notifies the action.

•
The access to the data is realized through the
application’s manifest configuration file of the config.xml.
•
Such an application involves one or more activities
described in the sequence diagram (Fig. 3). An activity can be
associated with a screen or a window. The lifespan of an
activity is not linked to the lifespan of the processor, the
activity can run even if the process does not exist anymore.
•
The application can execute a component from
another application, more concretely the component executed
by the corresponding process.

The restrictions concerning the date and the title are
determined through the saving button id (save_btn) followed
by function(){if (datetime.val()=="" || datetime.val()==null)}
for the date and function(){(title.val()=="" || title.val()==null
)} for the title.
To successfully record something, we use the function
delegate('.event', 'click', function()), which becomes active
once the user clicks on the created event and displays a
window with everything that has been registered. For the
function delegate('.delete', 'click', function(), there is a delete
window, which allows the user to delete something or to leave
the window (via cancel).
The created functions determine the events involved in the
creation of the reminder, starting with adding the date, time
interval or title, as well as writing restrictions and displaying
windows with various types of buttons.
The application also has an option menu that can be
captured through the script.js file, which makes reference to
other interconnected pages. One type of link in this
implementation mode is done through a click function () {
window.location.href}.
The option menu includes a function $('#options').click(
function()
{
var
event_title
=
this.id;
$('<div>').simpledialog2({ mode: 'button', buttons : { 'Delete
All' }, which can delete all previous records.

Fig. 3. – Sequence Diagram

The system relies on the user-service js-database
architecture. This type of architecture is based on an interface
of the application viewed by the user, js services that ensure
all the functions (server) and a database to store phone
information. The system is meant for a single user, another
user cannot record events in the database of the former user.

The next step is the registration of the application in
Google Cloud Messaging services. We started by creating an
account and a FCM project, and afterwards a project id. The
application file www/ js/ index .js includes the function
receivedEvent, where the addition of the following code
creates a reference to the object of notification.
var pushNotification =

The MR@Old application aims to generate events through
code processing, following registration via either an individual
elderly user’s smartphone or through the Database Repository
of MobileOld. The main functions of the application are:
•

Create reminders by choosing the date, the time
interval, title and corresponding message;

•

Create reminders with the alert function;

•

Modify events in the reminders;

•

Delete reminders;

•

Add new contacts;

•

Delete all records;

•

Alarm Second.

window.plugins.pushNotification;pushNotification.register
(app.successHandler,
app.errorHandler,{"senderID":"","xxxxx":""});
For each calling function, certain algorithms can be added,
such as successHandle, which will be called if the registration
is successful. The result contains the registration id and is
displayed as an alert:
successHandler: function(result) {
alert('Callback Success! Result = '+result)
}.
ErrorHandler can be called if there is an error in the
registration request of a reminder, in which case an alert
showing the error is displayed:

The addition of a new contact involves a form where date
from the Mobile@Old web platform can be introduced,

errorHandler:function(error) {
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alert(error);}.
All messages related to the elder person’s health
measurements (blood pressure, pulse, weight and temperature)
are stored in the Mobile@Old databases. The daily values are
compared with limit values stored in the Database Repository
and if values exceed the limit, an alarm is send automatically
to doctors and caregivers. Doctors can share regularly
generated reports (on a weekly, monthly and yearly basis)
using the Mobile@Old web platform.
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IV. CONCLUSIONS AND FUTURE WORK
This paper presents a mobile phone application suitable for
elderly people with cognitive impairments. It is a message
driven solution, centred on personalized medicine.
All messages from the Mobile@Old web platform to the
elderly users are controlled by doctors and are centered on
healthy lifestyle and proper medication. Exercises are
controlled by physicians according to medical restrictions and
chronic diseases.
The users can create their own messages, according to their
daily program: tests, exercises or other type of messages.
The code can run on any iOS, Android or Windows
smartphone, thanks to a small size configuration in the
config.xml file.
This large-scale availability of the application is due to the
PhoneGap program and solves issues caused by the decrease of
vision accuracy in the elderly. The 1.9. version of this protocol
enabled the combination of native and hybrid code.
Another advantage is the reduced cost of the application,
which makes it accessible to any elderly person that has
minimal IT knowledge.
As future work, we will work on the adaptation of the
exergame for mobile phones, based on the medical parameters
of the user.
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lasting device lifetime and to generate the appropriate light
spectrum. The cooling system employed for the direct heat
dissipation from LEDs has to prevent heating influence on
other electronic components allocated in the application. In
many applications, the components are usually predefined and
cannot be replaced. In addition, the application can be
restricted regarding cooling technologies and size. The cost of
the cooling system must also be taken into account at a design
stage.

Abstract—This paper discusses analysis of an insulated-metalsubstrates structure of a printed circuit board in terms of the
temperature management of p-n junction of LEDs mounted on
the structure’s surface. The structure material and surface area
are used for the heat transfer between the junction and the
ambient surroundings. The heat dissipation has been simulated
for conductor layer thicknesses in the range from 50μm to 200μm
and the dielectric layer thicknesses from 50μm to 150μm. The
thermal simulation has been conducted for two base layer
materials – aluminum and copper having the same thickness of
920μm. The results of the simulation provide optimum thickness
of the structure materials and their thermal conductivity to
ensure most efficient heat dissipation.

A typical LED installation method in mass production
applications is soldering the device directly onto the surface of
a printed circuit board (PCB). In such installations, PCBs can
be used for both the current conduction and the heat
dissipation. In recent years, various PCB structures have been
developed to fit the modern electronic requirements. An
improved heat transport from the device to the heat sink and
surrounding area has been achieved by using insulated-metalsubstrates (IMS) PCB instead of conventional Flame Retarded
4 (FR4) PCB [8]. By optimising the IMS structure, the junction
temperature of the LED can be decreased to a suitable
operating temperature. This paper discusses an approach to the
IMS PCB structure optimisation aimed to improve the heat
transfer from the LED junction to ambient surroundings. The
structure optimising was conducted using Catia FloEFD V5
simulation software. The paper also describes new IMS
structures and provides comparative analysis between the new
and existing materials.

Keywords—insulated-metal-substrates; printed circuit board;
heat dissipation; LED cooling

I.

INTRODUCTION

Visible spectrum light-emitting diodes (LEDs) are widely
used for lighting and indicators [1], [2]. The main benefits of
using LEDs are low heat production compared to conventional
light sources, the long life span [3], [4] and the high brightness
[5]. A greater LED light output can be achieved with high
current flowing through the p-n junction and a lower
temperature of the device. Therefore, efficient LED operation
requires implementation of a cooling system to prevent the
device overheating and maintain the temperature at a low level
[6]. The cooling is particularly crucial for high-power LED
applications where the devices are operating at a luminous
efficiency of about 30-40% [5]. It means that 60-70% [5] of the
electrical power applied to the device is converted into heat.
The temperature increase shifts the peak of wavelength
generated by the p-n junction [7] and brings distortion in the
light spectrum. In many applications, the dissipated heat and
the peak wavelength are most important requirements. On the
other hand, long overheating can significantly reduce the LED
lifetime or damage the device [5], [8].

Fig. 1 shows the structure of the IMS model used in this
paper. Using the IMS technology, conventional surface-mount
devices (SMDs) can be assembled on the copper layer. In
general, an IMS PCB consists of three layers: the lower base
layer, the dielectric layer in the middle, and the conductor layer
on the top. The objective of the top layer is to ensure electrical
connection between the devices placed on it; the top layer is the
trace of the whole PCB. The materials used in IMS have to
provide both an excellent electrical conductivity and an
excellent thermal conductivity (λ) for a fast heat transfer from
the component to the heat sink. The function of the middle

Therefore, LED-based applications require a stable and
suitable operating temperature of the junction to ensure a long-
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The heat sinks power dissipation is described by the
following

layer is to provide an electrical insulation between the top and
bottom layer. The material of the middle dielectric layer is a
chemical mixture of polymers and ceramic. The requirements
applied to the IMS PCB dielectric layer are quite controversial
– the layer material should provide both good electrical
insulation and thermal conductivity. The bottom layer is the
metal baseboard of the IMS. The main objective of this layer is
to ensure a fast heat dissipation from the dielectric layer to the
heat sink. Additionally, the bottom layer also acts like heat
sink.

Qmf  mcp Te  Ta 

where ϕQmf is the rate of heat transfer, m is the mass flow rate
through the heat sink or system, cp is the specific heat capacity
of the fluid, Te is the exit temperature of the fluid, Ta is the
ambient temperature of the fluid as it enters the heat sink.
IV.

LED
Conductor layer

Fig. 1. LED soldered on IMS comprising of the conductor layer, the dielectric
layer and the core (base layer).

THERMAL RESISTANCE

Thermal resistance is described as the temperature
difference between two defined points of a material whilst
experiencing a heat flow at a steady state condition [10].
Hence,

Rth 

T L

q
k

The path of the simulated thermal resistance is represented
in Fig. 2, where the thermal resistance from junction to the
solder is noted as Rth j-s, the thermal resistance from the solder
to the conductor is noted as Rth s-c; Rth c-d is the thermal
resistance from the conductor to the dielectric. Rth d-core denotes
the thermal resistance from the dielectric to the core material
(base layer), Rth core-hs denotes the thermal resistance from the
core material to the heat sink and Rth hs-amb is the thermal
resistance from the heat sink to the ambient surrounding. Fig. 3
illustrates the layout of the simulated PCB with the placement
of the analysed LEDs and their measuring points. A steady
state heat transfer simulation was used to find the LED junction
temperature Tj for comparative analysis.

(1)

where Rth is the thermal resistance, ΔT is the temperature
difference; q is the heat flow rate; L is the thickness of the
material, k is the material thermal conductivity.
III.

MATHEMATICAL BACKGROUND

The model used for IMS simulation and analysis utilises
two modes of heat dissipation: conduction and convection.
A. Conduction
Conduction is a heat transfer that takes places in all solid
state parts of the circuit [11]. The conductive heat flow is
described by Fourier’s law of heat conduction [12]:

cond   A

T
n

Tj1 Rth j-s Ts1 Rth s-c Tc1 Rth c-d
Tj2 Rth j-s Ts2 Rth s-c Tc2 Rth c-d
Rth d-core

(2)

Td

Tj6 Rth j-s Ts6 Rth s-c Tc6 Rth c-d

where ϕcond is the heat flow, λ is the thermal conductivity , A is
the cross-section area, ∂T/∂n is the gradient of the temperature.

Rth core-hs

Tcore

Rth hs-amb
Ths

Tj7 Rth j-s Ts7 Rth s-c Tc7 Rth c-d

B. Convection
Effective convection heat transfer usually requires an
extended surface or a heat sink. The convection rate can be
increased using a forced air-flow over the heat sink [13]. The
following equation describes the heat transfer phenomenon:

Qht  hA Tw  Tf 

SIMULATION

A. Model
The ambient temperature of the simulation model was set to
Tamb = 65°C. The PCB is rectangular with a size of
95mm×19mm; the thickness of the samples analysed is varied.
Forward voltage of SMD LEDs used for simulation is
VF = 3.1V at a forward current of IF = 0.445A. The simulated
application comprises of seven LEDs required to generate a
certain luminance. The total power dissipation is estimated
approximately ≈ 9.66W. The distance between the LEDs is
4mm and the heat dissipation is evenly distributed.

Dielectric layer

Core

II.

(4)

Fig. 2. Path of simulated thermal resistance

LED2

LED4

LED6

(3)

where ϕQht is the rate of heat transfer, h is the heat transfer
coefficient, A is the surface are exposed to the heat transfer, Tw
is the average temperature of the surface exposed to the heat
transfer, Tf is the local temperature of the fluid.

LED1

LED3

LED5

Fig. 3. IMS PCB layout with placement of the LEDs

162

LED7

Tamb

B. Initial State
The initial state of the simulation represents a copper
conductor layer (λ = 385 W/m·K, t = 150μm). The dielectric
layer is made of a material with a thickness of 76μm and a
thermal conductivity of λ = 2.2 W/m·K. The base layer is
aluminum with a thickness of 920μm and λ = 138 W/m·K.

range from 1 W/m·K to 5 W/m·K. The thickness of the base
layer is assumed to be 920μm for all simulations. The scenarios
used for simulations utilised two materials for the base layer:
aluminum (λ = 138 W/m·K) and copper (λ = 385 W/m·K).

C. Initial State Result
The result of the initial state simulation is shown in Table I.
It can be seen that LED4 has the highest junction temperature
of 118.2°C. This is due to the construction; LED4 is
surrounded by three LEDs on both sides and therefore, the
maximum junction temperature will always occur at LED4.
The average junction temperature for the initial state is
117.6°C.

A. Conductor Layer
Based on simulation scenarios No. 2-5 (Table II), the
influence of the conductor layer on the junction temperature of
LED4 and the average junction temperature is shown in Fig. 4.
It can be seen that an average junction temperature difference
of 5.6°C is achieved if the conductor thickness is 200μm
instead of 50μm.

TABLE I.
LED1

117.0

LED2

LED3

117.6

117.9

V.

B. Dielectric Layer
The influence of the dielectric layer thickness and thermal
conductivity is shown in Fig. 5. The conductor layer thickness
was maintained at 100μm. It can be seen that reducing the
dielectric layer thickness lowers the average junction
temperature. A larger dielectric layer thermal conductivity will
also result in a lower average junction temperature. Therefore
a ΔTmax = −2.4°C for LED4 compared to the initial was
achieved at t = 50μm and λ = 5 W/m·K. Representing a
reduction of Tmax of approx. 4.5% from the initial to the
maximum permissible.

INITIAL STATE RESULTS
Tjunction (°C)
LED4

118.2

TABLE II.

LED5

LED6

LED7

118.0

117.6

116.7

IMS SCENARIOS

No

Conductor
thickness
(μm)

λc

Dielectric
thickness
(μm)

λd

Base
thickness
(μm)

λb

2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21

50
100
150
200
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100
100

385
385
385
385
385
385
385
385
385
385
385
385
385
385
385
385
385
385
385
385

50
50
50
50
50
100
150
50
100
150
50
100
150
50
100
150
50
50
50
50

1
1
1
1
2
2
2
3
3
3
4
4
4
5
5
5
2
3
4
5

920
920
920
920
920
920
920
920
920
920
920
920
920
920
920
920
920
920
920
920

138
138
138
138
138
138
138
138
138
138
138
138
138
138
138
138
385
385
385
385

SUMMARY

C. Base Layer Material
By comparing the base material layer against the dielectric
thickness, it could be seen, that using a higher thermal
conductivity base material achieves a lower average junction
temperature. The difference between the analysed materials
(aluminum and copper) is shown in Fig. 6. In general, the
temperature difference observed between the two materials
results in ΔT ≈ 1°C where copper provides the lower
temperatures. In this simulation, an average junction
temperature ΔT of 3.6°C compared to the initial state was
achieved by using a 50μm dielectric layer with a maximum
thermal conductivity of λ = 5 W/m·K.

D. Scenarios
Various scenarios for the IMS materials and thickness were
investigated to analyse the influence of the thickness, thermal
conductivity and the material itself on the junction temperature
of the LEDs. The details of all scenarios are given in Table II.
The material of the conductor layer has not been changed
during the simulations; in every simulated case it is copper
(λ = 385 W/m·K). In contrast, the thickness of the conductor
layer was ranged from 50μm up to 200μm and the thickness of
the dielectric layer was varied from 50μm to 150μm. The
thermal conductivity of the dielectric layer is simulated in a

Fig. 4. Influence of the conductor layer thickness on the junction temperature of
LED4 and the average junction temperature
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results that the reduction in average junction temperature
diminishes for increasing dielectric thermal conductivity,
further investigation would be required to find the best cost
beneficence. The proximity of the LEDs to each other was
revealed in the results to have a considerable effect on the
junction temperature and must be considered for efficient heat
dissipation where cost and application will allow. Compared
to the initial state a maximum temperature difference
ΔTmax = 2.9°C was achieved for a 200μm copper
(λ = 385 W/m·K) conductor layer placed on a 50μm dielectric
layer having a high thermal conductivity (λ max = 5 W/m·K)
and copper base material.
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Abstract—The problem of decomposition of a multi-timescale
systems dynamic model is considered in this paper. The specific
feature of these systems is the simultaneous presence of processes
with essentially different speeds of free components of motions.
The description model is represented by a singularly perturbed
system of differential equations. The conditions are examined
that allow reduction of the order of the system model: the
checking of these conditions causes the greatest difficulty in
practice. Research results are given as an iterative procedure
requiring no special knowledge of singularly perturbed systems
of differential equations.

arguments; the parameter
magnitude than

Functions

and

,

,

, and their

II. SIMPLIFICATION OF A TWO-TIMESCALE SYSTEM
Initially, we consider a two-time-scale system. This is
described by model (1) when
:

(2)

The possibility of transforming this, as
model

The mathematical description of multi-timescale systems
is usually expressed in the form of a singularly perturbed
system of first-order differential equations with small
parameters at the derivatives in some:

,

and

The purpose of this paper is to determine the conditions
under which the order s of the initial model may be decreased
– replacing it by an approximate (reduced) model of order n,
which can be obtained from (1) when
for all
.

I. INTRODUCTION

,

;

derivatives with respect to
and
are assumed to be
continuous considered in the domain in which their arguments
vary.

In problems of dynamic objects control, multi-timescale
systems compose a separate class requiring special
consideration. The essential feature of these systems is the
simultaneous presence of processes with essentially different
speeds of free components of motions. They are wide-spread,
for instance, in electromechanical systems, models of which
combine descriptions of fast-settling electrical processes and
mechanical processes, this settling of which is determined by
the inertia of the load [1]. Multi-timescale systems are
particularly interesting because their models can be
decomposed under certain conditions and thus the model order
decreased.

where

, so that, as they approach zero,

; n + m = s is the total order of the model.

Keywords—multi-timescale system; singularly perturbed model;
decomposition of a model; reduced model; associated system

,

is of a higher order of

, to the reduced

(3)

(1)

is considered in the familiar Tikhonov’s theorem on the
passage to the limit [2] (or [3] in English). This gives
sufficient conditions under which the solution
of the
initial system converges to the solution

;

of the reduced

system as
. We consider these conditions. Model (2) is
considered as the complex of models of two subsystems

, are scalar functions of their
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describing the processes with fast and slow speeds of free
components of motions. The subsystem of the slow variables
is described in (2) by the first vector equation for ; the
subsystem of the fast variables is described by the second
scalar equation for z. The conditions of Tikhonov's theorem
concern demands on the properties of the fast subsystem.

(8)
Two cases are possible here [4].
then the necessary and sufficient

If

We set the left part of the second equation in (2) to zero
(4)

condition of the asymptotic stability of the root (5) is the
demand that

and solve this equation with respect to z. This gives the root of
equation (4)

(9)

(5)
Let

This contributes to the construction of the reduced system in
its final form

and

be the

first non-zero term of the Taylor expansion of the first part of
the equation (7). In this case the asymptotic stability of the
root (5) may be so if and only if the following condition is
fulfilled:

(6)
In the model of the fast motions, we transfer to the new
independent variable

, r – an odd number.
(7)

where

Inequalities (9) and (10) guarantee the stability of the root
(5) when the deviations of z from it are small.
The second condition of Tikhonov's theorem demands that
must be in the domain of influence of
the initial value
the stable root. The fulfillment of this condition guarantees
that the process of the associated system
will reach the
stationary point when a deviation from it is determined by the
initial conditions.

.

Equation (7), where
and t are considered as parameters,
and t can be
is called the associated system. Variables
treated as constants because their changes are small (when
is small) in the time intervals where solutions of (7) are
investigated for the fulfillment of the conditions of Tikhonov's
theorem. For system (7), the root (5) (when , t – const) is the
equilibrium point.

In the general case equation (4) can have several roots,
,
, with different stability properties. We can prove the
following assertion:
Let equation (4) have k roots,
.
order, so that

According to [2], in order to make the solution of the
initial system (2) tend towards the solution of the reduced
system (6), as
, two conditions sufficient:
1) The root (5) must be the asimptotically stable
equilibrium point of the associated system (7);
2) The initial value
, when
,

, arranged in ascending

Then stable roots alternate with unstable roots.
between
We can show that there is an unstable root
and
. According to (9)
the two nearest stable roots
when
,
or (10), in some neighborhood of the root
the variable
decreases over time and approaches
,

, must belong to the domain of influence of the root
(5).

that is:

We now consider each condition.
The fulfillment of the first condition may be confirmed by
means of Lyapunov's first method on the basis of the transfer
the Taylor expansion of

(10)

. From (7) this means that

neighborhood of the root

at the point
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, when

increases, i.e.

and consequently

interval

the function

. In some
, the value of z
. Thus in the
changes its sign.

Because the function is continuous this means that a point
exists, such that, at this point,
and the same
value is the root of the equation (4). Consider the behavior of
near the root
and, consequently,
,

. If

we get

III. A PROCEDURE FOR MULTI-TIMESCALE SYSTEM ORDER
REDUCTION
We now consider the initial problem of the construction of
a reduced model for system (1). A general algorithm for its
solution is given in [2] ([5] in English). This assumes a
procedure of sequentially decreasing the reduced system
dimension from the (s - 1)th to the nth value. In each step of the
, having the
reduction, the equation for zi , with parameter
largest order of magnitude is considered to be the equation of
the fast subsystem. Other equations for zi together with the
equations for comprise the subsystem of the slow variables.
The problem of the construction of the reduced model at this
step of decomposition is solved in a similar way to the process
described above from the initial model (2) to the reduced
model (6). The resultant reduced model, after reducing from it
the equation with
of the largest order of magnitude, is
considered as the initial one for the following step of its order
reduction as the process repeats. At each step, the fulfillment
of the conditions of the theorem [2] is checked for the
associated system obtained during this step, as was described
above.

, i.e.

z decreases moving away from

. If

and z increases and moves away from

as well. From equation (8), derived from (7) by means of
, it follows that such behavior of z in the
expansion of F in
takes place if the derivatives in
neighborhood of
is an unstable
inequalities (9) or (10) are positive. Thus
root. It is easy to prove, in the same manner, that between two
neighboring unstable roots there is a stable root. Now we show
that there is only one unstable root between two neighboring
stable roots and that the stable root that lies between two
unstable is also unique. Let us consider two neighboring stable
roots and suppose that there is more than one unstable root
between them. Then, as a result of the statements proved
above, there should be stable roots between them. It
contradicts the initial hypothesis that we consider the interval
of z values between two neighboring stable roots. In the same
way it can be proved that the stable root between two
neighboring unstable roots is unique. So the assertion is
proved.

Thus, at the first step, the system (1) is considered as the
initial model. Its fast subsystem is determined by the equation
with
. The remaining equations for
and
(
)
refer to the subsystem of the slow variables.

From this assertion it follows that the domain of influence
of the stable root is the initial values of
which are in the
interval limited by the values of the neighboring greater and
lesser unstable roots. If the stable root is minimal then its
domain of influence enlarges upon values,
. If

The roots are obtained from the equation

and the associated system is the following:

the root is maximum then processes converge to it when
.

(11)

The proved assertion provides the final answer regarding
the fulfillment of the second condition of the theorem. The
interval D of the initial condition values, providing the
inclusion of the chosen initial value of
in the domain of
influence of some stable root, depends on the stability
properties of minimal and maximal roots
and
. If
and
are both stable roots then
; if
is a
stable root and

is an unstable root then

where

,

(

their initial values,

), t are parameters determined by
. The fulfillment of the conditions

of the theorem [2] is checked when the initial condition of the
solution
. If they are fulfilled, we chose the root,

; if

, in which the domain of influence of

is an unstable root and
is a stable root then
; if
and
are both unstable roots then

the given initial condition,
, lies. As a result, we obtain the
reduced system of the first step:

. The second condition of the theorem will be
fulfilled if the dynamic system is being considered with the
belonging to one of the aforementioned
initial condition of
intervals D. In this case the very stable root in the domain of
lies will enter into
influence of which the initial condition
the expression for the reduced system (6). Otherwise the
condition of the theorem will not be fulfilled.

(12)

At the second step, the initial system is the system (12),
where the fast subsystem is described by the previous equation
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influence are determined. The belonging of the initial
to the received interval D is checked. If the
condition

with
and so on. For the all associated systems received in
steps 1 … m, the fulfillment of conditions (1) and (2) is
checked. In this case, the associated system received in the kth
step is the following:

result of the check is positive, the root
is refined in the
influence domain in which it lies. The nearest to the
stable root, which is not separated from the initial condition by
the unstable root, is chosen. Substituting this value
into the initial system (1) we obtain
the reduction for the first step of the procedure model with the
reduction of its order by one.

(13)
,

,

where all variables on the right-hand side, except
considered as parameters,
t,

,

, ...,

,

, functions

and m - j functions

The reduced model obtained is then the initial one for the
this step, equation
, and roots

, are

,

depend on

, of equation

considered.

, ...,

.
(Here, for brevity, we do not write down the dependence of all
functions on their variables: replacing it by " " where this
dependence is unambiguous.)

Let us assume that, at each step of the degeneration of the
reduced model order, the presence of the stable root, to the
domain of which influence the initial value for this step (for
) belongs, is confirmed.
example, for i-th step it is
Then, in m steps, system (1) will be represented by a system of
and t,
n differential equations with respect to variables
which represent the description of the completely reduced
model corresponding to the initial model with the reduction of
its dimension by m orders. The description of processes , ...,
is found by successive substitution of the known variables

If the conditions described above are satisfied for all
associated systems (i.e. for systems (13), when
), then
the following reduced model corresponds to the initial model
(1):
(14)

in the expressions for stable roots
where

,

step, beginning with

, are the chosen roots.

[1]

In conclusion, let us represent the results obtained as a
procedure for finding the reduced model for model (1),
requiring no special knowledge of singularly perturbed
systems of differential equations.
In system (1) let us distinguish the equation for
,

distinguished on each

.
REFERENCES

IV. CONCLUSION

equation

are

we

obtain

[2]

. From
[3]

roots

,
. For each of these, the
stability or instability properties for small deviations are
investigated. The root is stable if one of the inequalities (9) or
(10) holds for it; otherwise it is unstable. In inequalities (9)
are considered
and (10) the partial derivatives of function

[4]
[5]

at points
. According to the rule given above, the limits of
the interval D and its division into domains of stable root

168

P.V. Kokotovic, H.K. Khalil and J. O’Reilly, Singular perturbation
methods in control: analysis and design, London-Orlando-San DiegoNew York-Boston-Austin-Tokyo-Sydney-Toronto: Academic Press,
1986. Republished by SIAM, 1999.
A.N. Tikhonov, “Systems of differential equations containing a small
parameters in the derivatives,” Mat. Sbornik, vol. 31(73), No. 3, 1952,
pp. 575-586.
V.F. Butuzov, A.B. Vasil'eva, M.V. Fedoryuk, “Asymptotic methods in
the theory of ordinary differential equations”, Progress in Mathematics,
No. 8, 1970, pp. 1–82.
I.G. Malkin, Theory of stability of motion, Moscow: URSS, 2004.
A.B. Vasil'eva, V.M. Volosov, “The work of Tikhonov and his pupils on
ordinary differential equations containing a small parameter”, Russian
Mathematical Surveys, vol. 22, No. 2 , 1967, pp. 124-142.

A Knowledge Representation Model for Massive
Open Online Course Platforms
Boris Kiselev, Viacheslav Yakutenko, Mikhail Yuriev

Igor Zhelbakov

Department of Informatics and Control Processes
National Research Nuclear University “MEPhI”
Moscow, Russia

Institute of Automatics and Computer Engineering
National Research University “MPEI”
Moscow, Russia

Stuart Cunningham
School of Applied Science, Computing and Engineering
Wrexham Glyndŵr University
Plas Coch, Mold Road, Wrexham, LL11 2AW, UK
authors to design learning courses and educational materials
but it can be used for the development of e-learning systems as
well [3]. Examples of instructional design-based approaches
for e-learning systems development are evidenced in systems
such as IMS Learning Design (IMS LD) [4], MISA [5] and
TELOS [6].

Abstract—This paper describes a knowledge model for the
design of Massive Open Online Course (MOOC) platforms. It is
based on our generic instructional engineering method called
Knowledge Field of Educational Environment with Competence
Boundary Conditions (KFEEC). KFEEC uses the ontology as a
foundation for the knowledge representation model. It provides a
flexible structure to the various self-paced e-learning system
designs but appears to be overcomplicated for the MOOC
platform. This paper describes the KFEEC method, the steps of
adapting the KFEEC to the MOOC platform design, and the
specification of the resulting knowledge model. This model is a
core of the MOOC platform that will be developed in future
work.
Keywords—MOOC;
e-learning;
ontology;
representation; instructional design; RDF

I.

The Knowledge Field of Educational Environment with
Competence Boundary Conditions (KFEEEC) is our generic
instructional engineering method for the design of self-paced elearning systems. It is based on the TELOS [7] approach.
When we began to use KFEEC to design our MOOC
platform, we faced some problems. Although KFEEC is quite
flexible in providing a generic knowledge representation model
to the different kinds of self-paced e-learning systems, it
appears to be overcomplicated when being deployed in the
MOOC platform. This paper describes the adoption of the
KFEEC method to a MOOC platform design. It contains a brief
description of KFEEC knowledge model, the steps of the
adapting of KFEEC to the MOOC platform, the specification
of the new knowledge model, and a discussion of our planned
future work.

knowledge

INTRODUCTION

Massive Open Online Course is a form of e-learning
platform. In recent years it has become very popular and is
influencing modern educational thinking despite it emerging
only 9 years ago [1]. There are two major types of MOOC:
connectivist MOOC (cMOOC) and exponential MOOC
(xMOOC). The key characteristic of cMOOC is a social
networking integration between students that creates unique
artefacts like images, videos and blog posts. A facilitator or a
mentor can lead a CMOOC. Usually the mentor reviews and
reflects on social activity, and other media output, produced by
students and gives them advice or feedback. In contrast, a
xMOOC is highly structured and consists of pre-determined
sequenced periodical activities, which operates at a more selfpaced rate. Often xMOOCs contain units with text information
and short videos. They use quizzes, as well as peer-reviewed
assessments, to verify the learned material [1,2]. Numerous
MOOCs can be found today on different MOOC platforms or
providers such as Coursera, edX, Khan Academy, FutureLearn,
Iversity, NovoEd, and so on.

II.

KFEEC

This section contains a brief description of the technologies
and methods used in KFEEC and its associated knowledge
model. A full and more detailed description can be found in our
previous work [7]
A. Instructional design
As explained in the previous section, instructional design
can be used to design e-learning systems. IMS LD is one of the
first e-learning specifications to provide this ability [4]. It was
created to substitute the old e-learning specifications intended
to just transfer the classroom lessons to the computer. MISA
expands IMS LD to the field of web-based e-learning systems.
It is an instructional engineering method that distinguishes
different knowledge types and abstract models [5]. TELOS is a

Instructional design is a method for the development of
learning models and activities. It is widely used by the course

978-1-5090-4815-1/17/$31.00 ©2017 IEEE

169

base for KFEEC. TELOS is an evolution of the MISA
approach. It uses an ontology to represent a course domain
field, which is described using the Web Ontology Language
(OWL) language [8].
B. Ontology
An ontology is defined as a specification of a
conceptualization. Ontology is used as a knowledge
representation of a domain or field to describe, share and reuse
information that is not only in the form of data but in the form
of a knowledge representation [9]. Design criteria for
ontologies are clarity, coherence, extendibility, minimal
encoding bias, and minimal ontological commitment [10].
Fig. 1. Ontology class hierarchy.

C. OWL
OWL is a language for creating and describing ontologies
for the Semantic Web. It is built on the top of the Resource
Description Framework (RDF) and handled by description
logic. The main concepts of OWL are classes, individuals,
properties, and data values [8].

III.

KFEEC ADAPTING

A. Problems
•

D. KFEEC Knowledge model
The KFEEC knowledge representation model is described
using the OWL approach. This model is specified as an
ontology that consists of defined and anonymous classes,
object properties, data properties, and individuals. It uses
logical constraints to describe the anonymous classes and to
validate the consistency of the ontology [7].

The ontology contains classes and anonymous classes
that are not used for MOOC course design and learning.
Such classes are created only for the generalization of
the knowledge model.

•

A number of object properties should be renamed or
deleted if we want to remove unused regular and
anonymous classes.

•

KFEEC describes the domain field as a hierarchical
structure of a parent and child classes. Its learning process is
represented as a sequenced order of the learning objects. All
learning objects have conceptual and functional information
parts to represent the knowledge therein, as well as test and
problem parts to verify that students have acquired this
knowledge. Students can select their input competencies and
desired output competencies. This allows student users to
personalize their learning experience by devising an individual
learning path. This path goes through all of the learning objects
that connect the selected input and output competencies [7].

Our ontology usage experience showed that the classes
Answer, CorrectAnswer and WrongAnswer do not
represent knowledge validation answers in a simple and
clear logical way. The better representation of an
answer is just one class with a simple IsCorrect Boolean
data property.

•

A full ontology consistency validation cannot be carried
out for OWL ontologies because of the open world
assumption OWL principle and limitations of current
reasoners.

•

Reasoners work relatively slowly for large ontologies.
In our case it is better to completely avoid reasoning
operations, for performance reasons, wherever possible.

•

There is no practical advantage in the use of classes and
an individual model. Every class individual should be
manually supplied with every object and data property
that the class has.

•

Our scientific group is using the .NET Framework to
develop the MOOC platform and other e-learning
applications. Currently there is no usable tool or library
for .NET to operate with OWL and to use reasoners.
However, such libraries do exist for RDF.

•

Considering the above issues, the best solution for our
technical problems is to adapt the KFEEC knowledge
model away from OWL to RDF with RDF Schema.

The KFEEC OWL ontology contains 13 classes, 14 object
properties, 1 data property, and 9 logical constraints. These
parts of the ontology, as well as the personalization
mechanism, are mapped to the appropriate elements of the
TELOS model. The KFEEC ontology is a task ontology, since
it describes e-learning tasks for course management and
learning, describes learning domains, and provides mechanisms
for assessment [7]. The ontology class hierarchy is shown in
Fig. 1.
During the design of our MOOC platform using KFEEC
we encountered several problems, leading to the realization that
its model should be simplified. This section describes our
problems and the actions we took to solve them. Part of the
problems came from the practical ontology usage experience
and the other part of the problems is a technological limitation
or overhead.
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Learning object has connections with Concept,
Functional, Test and Problem classes.

B. RDF
It is important to define the RDF approach and to
understand why its adoption is preferable over OWL in the
case of this piece of work.
The key data structure of RDF is RDF graphs. Graphs are a
set of triples: subject-predicate-object. Triples describe
statements about resources. Usually subject and object are
resources and predicate is a property. Graphs can be combined
to a collection called a RDF dataset. RDF is a base for OWL.
That is, OWL ontology is a correct RDF ontology [12].
A RDF Schema extends the RDF vocabulary with
additional
resources
and
introduces
object-oriented
mechanisms for RDF data [14].

Fig. 2. The hierarchical representation of the described knowledge models
and ontology representation languages.

C. Solutions
Below, we provide our solutions to the problems
encountered and that were described in the previous subsection of the paper:
•

•

All logical constraints were removed from the
ontology: nine constraints for ontology consistency
validation, as well as four constraints for the definition
of the anonymous classes.
Four regular classes were removed. All anonymous
classes were removed automatically after our previous
action.

•

Class Answer was reorganized.

•

Nine object properties were removed and three were
renamed.

•

We moved away from logical constraints and reasoners
completely. This provided performance and
simplification benefits.

•

All manual technical operations, including the creation
of properties for individuals, were moved to the
application level.

•

Concept represents conceptual knowledge about some
LearningObject. It has a connection with
LearningObject and Test classes.

•

Functional represents functional knowledge about
some LearningObject. It relates to the LearningObject
and Problem classes.

•

Test validates conceptual knowledge of a
LearningObject. It has connections with the
LearningObject and Concept classes.

•

Problem validates functional knowledge of a
LearningObject. It relates to LearningObject and the
Functional classes.

•

Answer contains a note of a correct or incorrect answer
for Test or Problem and is connected with these
classes.

•

Competency indicates two things: the first is what a
student should now start to learn from a
LearningObject, and the second is what competency a
student can acquire if they learn from aLearningObject.

RDF properties

KFEEC knowledge model was heavily transformed
and moved from OWL to RDF representation. We
called this new model RDF MOOC Knowledge Model
(RDF MOOC KM).
IV.

•

RDF MOOC KM

The RDF MOOC Knowledge Model is an adaptation and
simplification of the KFEEC model for the usage in MOOC
platform situations. It has a flat class and properties hierarchy.
To provide a description of the model, the relationship between
the different knowledge models and ontology languages
described in Fig. 2.

•

hasResource connects the LearningObject
Concept, Functional, Test and Problem classes.

•

hasAssessment connects knowledge classes with
appropriate validation classes: Concept and Test,
Functional and Problem.

•

hasAnswer relates assessment classes with answers:
Test and Problem with Answer.

•

isCorrect indicates whether some Answer correct or
not. It connects Answer with literal of xsd:boolean data
type.

•

isFollowedBy represents connection between two
LearningObject instances.

•

isPrerequisiteFor and isTargetFor relate prerequisite
and target competencies with appropriate learning
objects.

RDF classes (rdfs:Class):
•

LearningObject is core element of the model. It is the
smallest unit of learning in a MOOC course. Learning
objects depend upon each other: the knowledge
obtained in learning obtained from the first object is a
prerequisite for learning the second object and so on.
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and

•

[2]

hasContent connects Concept, Functional, Test and
Problem classes with string literals. It represent content
these resources.

[3]

This model provides the same abilities for MOOC platform
development as KFEEC. It is still a task ontology but it is
intended for use only in MOOC development.

[4]

[5]

V. CONCLUSION

[6]

We presented new knowledge representation model the
design of MOOC platforms. It is based on KFEEC instructional
engineering method and has more clear and simple structure
that solves all stated model related problems. RDF MOOC KM
described in RDF language. It is a task ontology with classes,
properties and literals.

[7]

[8]

VI.

FUTURE WORK

[9]

We plan to continue our MOOC platform development.
After RDF MOOC KM design the platform has all necessary
theoretical background. MOOC platform will be created in a
near future. Our next step will be content creation and testing
of the platform.

[10]

[11]
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In the new model, people access higher education
opportunities more than once during their lifetime in response
to evolving career obligations and changing socioeconomic
requirements. A recent report by the Executive Office of the
President in the US Administration looked at the impact of
automation on the US job market and found that investing in
education in terms of high-quality early education as well as
providing opportunities to lifelong learning would help prepare
people navigate job transitions successfully [3].

Abstract—Several studies have investigated the impact of
video-recorded and online posted lectures on students’ academic
performance; few of them look at the temporal aspects of the
students’ viewing behaviour. We studied this issue by analysing
the number of views and the amount of time students in the
Faculty of Computer Studies at the Arab Open University spent
on online viewing of posted learning material. To this end, seven
biweekly face-to-face lectures of an information and
communication technology course were video-recorded and
published online on a YouTube channel that was created to host
the learning material over a period of four academic semesters.
We found that despite the early online availability of all video
recordings, students effectively began to view them, on average, a
week before the exam. Both the viewing frequency and intensity,
in terms of the number of views and the viewing duration
respectively, increased quasi monotonically the week before the
exam, only to reach a ceiling value on the eve of the exam. This
behavioural pattern recurred over the period that corresponds to
each of the two exams (midterm and final exams) in each of the
four semesters, resulting in eight spike-like periodic elevations of
viewing activities. Relating the viewing activities to the type of
exam (i.e. midterm or final exam) shows a relatively higher level
of viewing engagement in case of the final exam, indicating
recognition of the effectiveness of video-recorded lectures in
enhancing academic performance. These results imply that videorecorded lectures affect students’ behaviour in that they facilitate
reallocating available resources to also include the use of internet
technologies in their quest to enhance academic performance.
Keywords—blended
learning;
video-recorded
YouTube; temporal patterns; viewing behaviour

One learning paradigm that is increasingly gaining
academic popularity is ‘blended learning’. ‘Blended learning’
is a hybrid learning system that supplements traditional face-toface lectures with components of e-learning [4]. Videorecording of lectures is a crucial component of the ‘blended
learning’ paradigm. Video-recorded online lectures are face-toface lectures that are first video-recorded and then posted
online. Due to relaxing the spatiotemporal continuity that is
inherent in face-to-face interactions in the traditional model of
higher education, as well as the deviation from the classical
image of young students who bring relatively similar schooling
into classroom meetings at certain times, ‘blended learning’ is
becoming more and more recognised as flexible model of
lifelong training of higher education, as is the case with our
study group from the Arab Open University.
Several studies have investigated the impact of videorecorded and online posted lectures on students’ academic
performance [5], [6]. A few number of these studies look at the
temporal aspects of the students’ viewing behavior [7].

lectures;

A central question that the present work addresses is
whether and to what extent students deploy video-recorded
lectures to achieve more flexible educational training.
Furthermore, we wanted to know whether considerable
viewing activities, if any, have an innate objectivity. For the
first question, we found that despite the early online
availability of all video recordings, students effectively start to
view them, on average, a week before the exam. For the second
question posed, our results confirmed a temporal objectivity of
the collective viewing behaviour through patterns consistently

I. INTRODUCTION
Traditionally, people enhance their chances to promising
careers and good lifetime professions by obtaining a university
degree (once and for all) immediately after high school
graduation [1]. Owing to various technology related factors
(e.g. globalisation, outsourcing, and automation), however,
employees need to retrain and continue education regardless of
their age and obtained degrees [2]. As a result, a new model of
higher education is emerging that by and by puts the traditional
one into perspective.

978-1-5090-4815-1/17/$31.00 ©2017 IEEE
173

the first level course participants and provoke a wider range of
Arabic speaking viewers across the MENA region.
Video-recorded lectures were made available for viewing
24 hours a day, 365 days a year, on a YouTube channel created
for supplementing the learning material of the live lectures in
accordance with the methodological characteristics of the
`blended learning' paradigm. Not surprisingly, online viewers
of the video-recorded lectures appreciated both the online
publishing of the lectures as well as the teaching abilities and
soft skills of the course instructor as their comments were to
reveal [8].
B. YouTube Analytics
To capture viewers’ reactions to online published videos,
YouTube provides several fundamental metrics, including the
view counts, the number of watched minutes and the number of
web-based unique cookies. While the view counts quantify the
frequency with which a certain video is watched, whether by
the same or by a different viewer, the viewing duration,
expressed in terms of the number of watched minutes, reflects
the temporal intensity with which a viewer watches a video
within a certain time unit (usually a day). Importantly,
YouTube does not assign the calculated time durations to the
view clicks that generated them. Nevertheless, it computes
from these figures a third temporal metric, termed ‘averaged
watched time’, by averaging the whole watching duration
within the considered temporal unit, i.e., one day, over the total
number of view clicks. This lets the viewing behaviour rather
than the viewers themselves be the focus of the analysis. For
example, that in a certain day the view counts and the number
of watched minutes are 5 and 60, respectively, results in an
averaged watched time of 12 minutes per one view. This
averaged number of watched minutes might have been
generated by any n different viewers, ranging from n=2 to n=5,
or by one and the same viewer.

Fig. 1. An image of the video-graphic approach capturing the teaching
delivery experience as it appears in [8].

along the whole period of observation, i.e. four academic
semesters.
The remainder of the paper is organised as follows. Section
II introduces the devised approach of video-recording and
online publishing of the learning material. Results are
discussed in section III. We finally conclude and outline our
plans for future work in section IV.
II. METHODS AND ANALYSIS
A. Video-Recording and Online Publishing of Live Lectures
Seven biweekly face-to-face lectures of an Information and
Communication Technology course were video-recorded and
published online on YouTube.com [8]. The live running
sessions were the complete lecturing package of an obligatory
course offered for students in the Faculty of Computer Studies
at the Arab Open University. The Arab Open University is an
academic institution, with currently eight branches across the
Middle East and North Africa (MENA) region, that adopts a
‘blended learning’ approach of higher education [9].

Furthermore, to track individual viewers, YouTube utilises
third-party web cookies, referred to by the metric: ‘unique
cookies’, that amasses information about viewers’ current
footprints and their different browsing patterns [11]. However,
because these cookies exclude non-web devices (such as
mobile apps) and the possibility is that desktop viewers could
access the online published video-recorded lectures from
multiple desktops and/or laptops, our analysis considers mainly
the collective viewing behaviour rather than that of individual
viewers. Hence, a fourth possible metric of interest could result
as the number of ‘non-web views’ achieved by calculating the
difference between the total number of views and that of webbased unique cookies.

Total recording time amounted to 525 minutes, averaging
out at 75 minute (SD = 22 min) per video-recorded lecture. The
recording procedure followed a time and resources preserving
approach, in which the course instructor served as the
videographer [10]. To reflect a more realistic learning
experience, the scenery of the teaching delivery was captured
with its four building elements (Fig. 1). As a result, potential
viewers of the video-recorded material could utilise more
cognitive capacities by watching the lecturer (i) explaining
while moving around the class podium, (ii) writing on the
white board, (iii) showing the presentation slides, and (iv)
holding discussions with the participating students [8].

C. Data Collecting, Dissecting, and Processing
Data reflecting the viewing behaviour of the channel
visitors was gathered over a lifetime of four semesters, starting
from 2 September 2012 until 2 July 2014. As described in
Section (II-B), YouTube analytics provides a number of
metrics for analysing patterns of collective viewing activity.
The present work considers three of them with a fourth metric
that was induced from two the YouTube provided ones.
Together, these four metrics are: (i) the number of views, (ii)
the number of minutes (hours) watched, (iii) the number of

Complying with the course learning materials (textbook
and/or supplementary CDs) as well as the official regulations
of the Arab Open University, the presentation slides were
written in English. Nevertheless, the course instructor restricted
the use of the English language to the purpose of
communicating key concepts of the learning material.
Rudimentary explanations and penetrative elaborations beyond
key terms and concepts were, instead, given in Arabic. This is
more probable to ensure a higher rate of understanding among
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Figure 2. Spike shaped periodic temporal patterns over a lifetime of 4 academic semesters, reflecting frequency and intensity of viewing behavior.

the final exam. This explains the existence of 8 such days along
the x-axis.

web-based unique cookies, and (iv) the induced number of
non-web based views. Importantly, these metrics reflect the
viewers’ collective behaviour rather than the discriminative
nuances of their individual viewing patterns.

B. Impact of Exams on the Frequency and Intensity of
Collective Viewing Activity
The most prominent result in this work is the observation of
a quasi-monotonically increasing viewing activity along the
number of views and the amount of time spent on viewing the
online posted video lectures. Fig. 3 shows fourteen days before
the midterm and the final exams. The numbers on the x-axis in
the left and right subplots represent the number of days
remaining to the exam day. For example, the number 5 refers
to the fact that there are still 5 days to one of the exams days.
The red-coloured curve in each subplot denotes the
corresponding viewing activity that refers to the final exam,
averaged over the fours semesters, whereas the blue-coloured
curve represents the activity that corresponds to the midterm
exam. Here, two observations become obvious. First, despite
the online availability of the video-recorded lectures along the
whole period of the four academic semesters, elevated viewing
activities start to take place (in each semester) almost a week
before the exam day. This applies to the midterm as well as the
final exam. Second, and equally interesting, the viewing
activity in both subplots increases more rapidly during the
week before the final exam, compared with that before the
midterm exam. This suggests that students do discover the
effectiveness and usefulness of the video-recorded lectures for
their academic performance.

Despite the given possibility by YouTube analytics to
visualise various data sets of these metrics for any time
interval within the period of data collecting, we had to dissect
the collected data and rearrange it for further analysis and
processing. This was, particularly, necessary when comparing
collective viewing patterns by overlapping several time
periods and relating the frequency and intensity of viewing
behaviour to each other. This was done with the aid of the
computing environment of Matlab software.
III. RESULTS AND DISCUSSION
A. Spike-Like Temporal Patterns
Fig. 2 shows the spike-like recurrent temporal patterns of
the collective viewing activity, observed for the four metrics of
interest over a period of four academic semesters.
In all subplots, the x-axis represents the observation period,
a total of 669 days, starting from 2 September 2012 until 2 July
2014. The y-axis in each of the four subplots refers to one of
the considered metrics of interest (see Section II-C). All
subplots exhibit similar characteristics along both x- and yaxes. Specifically, elevated activity (y-axis) occurs within
certain short periods until it reaches a maximum value on
certain days (x-axis). There are 8 such days in all subplots.
Importantly, on the day that immediately follows each of these
8 days, the viewing activity falls dramatically from its
maximum value to null. These days with the dramatic fall of
viewing activities are the exam days. There are two such days
in each semester: one for the midterm exam and the other for

IV. CONCLUSION AND SCOPE FOR FUTRE WORK
In this work, we looked at the temporal aspects in the
viewing behaviour of students towards video-recorded face-toface lectures. We did this by analysing the number of views
and the amount of time students spent on online viewing of the
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Figure 3. Quasi monotonically increasing viewing activity with a ceiling value on the eve of the exam day (day 1)

posted learning material. Video-recorded lectures were posted
on a YouTube channel that was deliberately created for
hosting this online learning materials. The fact that despite the
online availability of the video-recorded lectures over the
whole semester (in each of the four semesters), students
effectively started to view them a week before the
corresponding exam suggests a persistent viewing pattern that
indicates a considerable objectivity. This is due to the fact that
the viewers are four different groups of students.

[2]

C. B. Frey and M. A. Osborne, “The future of employment: how
susceptible are jobs to computerisation?” Technological Forecasting and
Social Change, vol. 114, pp. 254-280, 2017.
[3] Executive Office of the President, “Artificial Intelligence, Automation,
and the Economy,” Executive Office of the President, Washington D.C.
20502, Tech. Rep., December 20, 2016.
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On the other hand, the same fact requires further
investigation, so as to shed light on the scope and determinants
of such a temporal consistency in the viewing behaviour. In
other words, would students show such a consistent viewing
behaviour in other courses, other academic levels, and other
places in the world? As a next step, we would set out to
investigate such issues.
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Abstract—In this paper one of approaches to parametric
identification of plants with distributed parameters is considered.
The approach is based on the exponential modulation method
(EMM). This method, originally developed for objects with
lumped parameters and described by rational transfer functions,
is extended for identification of plants described by irrational
transfer functions. As an example, the process of radiation
heating of the solid is considered for various boundary
conditions. Identification is carried out according to the noisy
transition processes. The comparison of the transients at the
outputs of the object and model is given.

II. EXPONENTIAL MODULATION METHOD
Since the method of exponential modulation is not covered
widely in the literature, we will give its brief description.
EMM was originally developed for linear systems described
by fractional rational transfer function
G( s) 

Y ( s) bm s m  bm 1s m 1    b0
,mn
X ( s) an s n  an 1s n 1    a1  1

(1)

where X(s) and Y(s) are Laplace representation of input and
output plant signals, b0, …bm, a1, …an − the unknown
parameters that must be defined. Let at time t = 0 the signal
x(t) begins to operate at the input of the plant. The input and
output signals x(t) and y(t) are measured in time interval from
0 to TH. Let us form such the function ψ(t) = exp(−t/θ) that
ψ(TH) << 1, multiple it on the signals x(t) and y(t), and
calculate the areas Sx and Sy under the curves formed (Fig. 1).
Then

Keywords—identification, plant with distributed parameters,
irrational transfer function, heat conduction equation, boundary
conditions

I. INTRODUCTION
Irrational transfer functions have been widely used for the
modelling of some physical and real-world phenomena [1].
They are obtained from linear distributed-parameter systems.
Heat transfer processes [2], The diffusion approximation for
the Boltzmann (transport) equation [3], modelling of
hydropower plants [4, 5], lossy transmission lines [6], the
analysis of the global warming [7] are some of dynamical
systems that are described by irrational transfer functions.

Sx  

TH
0



x(t )(t )dt   x(t )(t )dt 
0

  x(t ) exp(t / )dt  X  1 


0

Sy  

TH
0



y (t )(t )dt   y (t )(t )dt 

(2)

0

  y (t ) exp(t / )dt  Y  1 


It is clear that there are basic differences between rational
and irrational transfer functions. For example, irrational
transfer functions cannot be rewritten in a finite-dimensional
state-space form, or they generally have infinitely many poles
or zeros [8]. According to these differences, parametric
identification of dynamic plants described by irrational
transfer functions seems more complicated problem than
identification of plants described by fractional rational l
transfer functions. An approach for solving this problem is
considered in the paper. This approach is based on the socalled exponential modulation method (EMM) [9]. It is similar
to the well-known modulating function method (MFM) [10,
11]. They both use special formed modulating functions and
calculation of areas under curves. The last feature provides
high noise immunity of parameters estimation. The main
difference between these two methods is following. MFM is
based on integration of ordinary differential equations, while
EMM uses Laplace transform of input and output signals. The
description of the object in the form of the transfer function
makes possible to estimate parameters of distributedparameter systems.

0

In this formula X(θ−1) and Y(θ−1) are Laplace
representation of input and output signals that would be
obtained by substituting the real value θ−1 instead Laplace
operator s. We will call variable θ “the time constant of the
modulating function (TCMF)”.
As follows from (1) and (2),

G  1  

bm  m  bm 1 m 1  b11  b0 S y

Sx
an  n  an 1 n 1  a11  1

(3)

This expression establishes a relationship between TCMF,
calculated areas Sx, Sy and plant parameters. Obviously, in
order to determine all the parameters of the plant, we need to
form q = m + n + 1 modulating functions. Then the parameters
of the plant can be determined from the solution of a system of
linear equations:
С  Γ1Θ

978-1-5090-4815-1/17/$31.00 ©2017 IEEE

177

(4)

where

С   an

 a1 bm  b0  , Θ  1n  nq 
 1 1  1n 1 d11n  m  d11n 


   


 
S
Г
, d  xi
   


  i S yi


n 1
d q qn  m  d q qn 
 1 q  q
T

T

If identification is carried out in ideal conditions (the
observation time is not limited, sampling increment is
infinitesimal, noise is absent), the errors of the parameters
estimation is zero irrespective of the input signal and selecting
TCMF. In practice neither of these conditions is met. The
main source of error is the noise acting on the plant. Under the
current disturbance, the error depends on the input signal and
the time constants of the modulating functions. In fact, if the
signal level at the input of the object is small, then the output
level will be small too. Against this background, the influence
of the noise can be significant. As shown in [12], EMM
provides a better estimation of the parameters, if the input
signal is the step signal of the maximum permissible level.
TCMF should be set from the following considerations. On
the one hand, they cannot be selected too small because the
values of the calculated areas in this case would be
uninformative due to the large specific weight of the random
noise. On the other hand, they should not be too large, because
the modulating the functions will not have time to damp by
the end of the observation process. This can lead to the fact
that the approximate equality in (2) would not be correct and
the regular error in calculating of the areas will appear.

Fig. 1. The process at the output of the plant modulating a function of and
their product.

account the input and the measuring point of the output signal.
Let us consider the value v as a sine wave varying with
frequency ω. Its phasor is

V (it )  Vm ei t

Then equation (5) can be transformed in the following
way:
d 2Vm / d r 2  i aVm  0

(7)

This is a homogeneous differential equation having the
roots of the characteristic equation

1,2   ia

(8)

The solution of equation (7) has the form

Vm  Ae r

III.

IDENTIFICATION OF THE PLANT WITH DISTRIBUTED
PARAMETERS
The specificity of the exponential modulation method
makes possible parametric identification of the plants
described by irrational transfer functions. As noted above,
such a mathematical description is typical for plants with
distributed parameters. It can be obtained by solving the
partial differential equations for fixed spatial coordinates.

i a

 Ber

i a

(9)

where A and B are coefficients that depend on boundary
conditions.
The boundary conditions imply that B = 0, because the
solution must be bounded at infinity. Then

Vm  Ae r

i a

(10)

Now we will consider the various transfer functions of the
plant defined by different boundary conditions.

In this paper we will consider the plant described by heat
conduction equation. Let us consider the radiation heating of
solid of unlimited thickness. Assume firstly that there are no
heat elimination from the surface.

A. The Dirichlet (or first-type) Boundary Condition
Let us consider the case when the input is the temperature
of solid surface, and the output is the temperature at the depth
L.

The thermal regime of the heating of the material surface
can be approximated by one-dimensional Fourier equation for
semi-bounded solid:

 2 v(r , t ) /  r 2  a ( v(r , t ) /  t )

(6)

The boundary conditions of the first kind have the form:

(5)

X m  Vm , r  0

Ym  Vm , r  L 

where v(r,t) is the solid temperature at time t at position r,
a = ρCp/K0, K0 is the thermal conductivity, ρ is the mass
density and Cp is the specific heat capacity. As an example,
consider a temperature change at a depth l = 0.1 m by heating
of semi-bounded copper ingot. Then K0 = 401 W/(m·K),
ρ = 8920 kg/m3, Cp = 385 J/(kg·K), a = 8564 s/m2. The form
of irrational transfer function corresponding to equation (5)
depends significantly on the boundary conditions, taking into

(11)

The complex gain of the plant G(iω) is defined as Ym/Xm
subject to (10):

G(i)  e L
The transfer function is
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i a

.

(12)

G( s )  e

 sT0

(13)

where T0 = aL2. Calculated on the basis of physical data, the
value of the time constant is T0 = 85.64 s.
Let the input signal changes stepwise from x(0−) = 288 K
to x(0+) = 298 K. Then y(0−) 288 K. The transient process at
the output of the plant is [13]

y(t )  x(0 )   x(0 )  x(0- ) erfc 0.5 T0 / t  10 (t )

(14)

where erfc(·) = 1 − erf(·) is the complementary error function,
z

erfc( z )  1  (2 /  )  exp( 2 ) d 
0

(15)

Let us estimate the value of the time constant by
observations of the noisy transition process. The interference
signal is a white noise uniformly distributed on the interval
[−1; 1] K. Normalize the processes so that
xN (t )  [ x(t )  x(0 )]/[ x(0 )  x(0 )]
yN (t )  [ y(t )  y(0)]/[ x(0 )  x(0 )]

Fig. 2. The transient processes on the plant and model outputs (the Dirichlet
boundary conditions).

The estimate of the gain is determined as
(16)

kˆ1  S y / (  )

The calculated value of the time constant according to (23)
is kˆ1  2.68 105 K  m2  W -1  s-1/2 . The transient processes at
the outputs of the plant and the model obtained through
identification are shown in Fig. 3.

According to EMM it is necessary to generate one
modulating function ψ(t) = exp(−t/θ), which at the time of
observation would damp to values much smaller than 1,
multiply it on the recorded signals x(t) and y(t) and to
calculate the areas under the formed curves:


TH

Sx   xN (t )(t )dt   exp(t / )dt  
0

0

Sy  

TH
0

C. The Robin (or third-type) Boundary Condition
Let us consider now the case when heat is eliminated from
the solid surface. Then the boundary conditions take the form

(17)

yN (t )(t )dt 



  erfc 0.5 T0 / t  exp(t / )dt
0

X m   K 0 (dVm / dr )  Vm , r  0 



(18)

Ym  Vm , r  0 or r  l

Then the estimate of time constant in (13) is

Tˆ0   ln(S y / )2

(19)



G(s)  k / 1  sT

(20)

G ( s)  k1 / s

(21)





(25)

where k = 1/α, T = a(K0/α)2 is the unknown gain and time
constant. The transient process is

B. The Neumann (or second-type) Boundary Condition
Let the plant input is the heat flow and the output is the
surface temperature. Such a situation corresponds to the
second-type boundary conditions:

X m   K 0 (dVm / dr ), r  0



(24)

where α = 1000 K·m2·W−1 is the heat transfer coefficient. The
transfer function is

The estimated value of the time constant is Tˆ0  86.41 s.
The transient processes at the outputs of the plant and the
model obtained through identification are shown in Fig. 2.

Ym  Vm , r  0
The transfer function is

(23)

y(t )  k [1  exp(t/T)erfc t / T ]10 (t )

(26)



where k1  1/ K0 a . Calculated on the basis of physical
data, the value of the gain is k1 = 2.69·10−5 K·m2·W−1·s−1/2.
The transient process is
y(t )  y(0)  2k1 t /   x0 10 (t )

(22)

where y(0) = 288 K is the initial temperature on the surface of
the ingot, x0 = 1·104 W·m−2 is the heat flux density.

Fig. 3. The transient processes on the plant and model outputs (the Neumann
boundary conditions).
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The experimental conditions are the same as in the
previous case. Calculated on the basis of physical data, the
values of the gain and time constant are k = 1·10−3 K·m2·W−1,
T = 439.6 s. In this case there are two unknown parameters, so
we need to form two modulating functions ψ1(t) = exp(−t/θ1)
and ψ2(t) = exp(−t/θ2) and to calculate two areas Sy1 and Sy2.
Then we can set up the system of equations:

kˆ / (1  (Tˆ / 1 )1/ 2 )  S y1 / 1


1/ 2
kˆ / (1  (Tˆ /  2 ) )  S y 2 /  2

(27)

Solving this system, we get
kˆ 

S y1 S y 2



 2  1



S y1 2  2  S y 21 1



S y1 2  S y 21

Tˆ  1 2 
S   S   
y2 1
1 
 y1 2 2

2

Fig. 4. The transient processes on the plant and model outputs (the Robin
boundary conditions).

(28)
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ai – penalty value for each time unit when the object is not
being serviced.

Abstract—The paper analyses computational model based on
dynamic programming for platforms with multicore processors
and heterogeneous architectures with FPGA. The models are
applied for solving a canonical problem of dispatching where the
computation time significantly depends on the problem scale
factor. The parallel algorithms of NP-hard problem of
dispatching are complicate and require intensive RAM data
exchange. In order to reduce the computation time, it is
suggested to use FPGA as a coprocessor providing massively
parallel computation and increase the operational performance
of the system in one order.

It is assumed that the inequalities 0 ≤ t1 ≤ … ti … ≤ tn are
fulfilled without loss of generality. In the first moment of time
t = 0 processor P is free and ready for servicing the objects of
the flow Z. The servicing object zi can be started by free
processor P in any moment of time t (t ≥ ti) and is executed
without interruptions, i  1, n . The object can not leave the
flow being unserved. The simultaneous servicing by processor
P of two and more objects is prohibited as well as idle time
spending. The flow Z is accepted as serviced in the only one
case if all its objects become serviced.

Keywords—massively
parallel
calculations,
dynamic
programming, dispatching problem, calculations modeling, discrete
optimisation

The schedule of servicing ρ of flow Z matches permutation
p = (p(1), p(2), …, p(k), …, p(n)) of the set of indexes of
objects and must be compact, i.e. moment t′k of servicing start
for each object zp(k), k  1, n is defined by following equation
t′1 = tp(1), t′k = max{t′k‑1 + tp(k-1), tp(k)}. The moment t′n of flow Z
servicing finish is defined as the moment of the last object zp(n)
is serviced.

I. INTRODUCTION
One of the most common method for solving of the
discrete optimisation problems is dynamic programming [1].
However, the optimisation problems related to analysis of
transportation systems are characterised by NP-hardness [2]
leading to an exponential increase in computation time
regarding problem scale factor. The increase in computational
time significantly affects on the operational efficiency of
management systems involved in real-time transportation
control and planning. This paper analyses computational
procedures for solving a canonical problem of dispatching [3]
aimed to reduce the time required for solution finding.

The canonical problem of dispatching consists of
searching for schedule p* which provides minimisation of
overall penalty over all objects of flow Z:

W ( p )   k 1 a p ( k )  ti  t p ( k )   min
n

(1)

This task can be solved using methods of Dynamic
Programming (DP).
Let Wkmin(t, S) be the minimal value of overall penalty after
servicing of set S by processor P which becomes free in the
moment t after object p(k) servicing (S  Z), when k is the
serial number of serviced object. In this terms the equations of
dynamic programming have the following form:

II. MATHEMATICAL MODEL
The analysed model comprises of n-elements of
determined flow Z of independent objects z1, z2, …, zn. Each
object zi (where i  1, n ) is to be a subject of single-stage
servicing stationary processor P and characterised by the
following integer parameters:



Wkmin  t , S   min i 1..n Wkmin
1  t   i , S  zi   ai  t  ti   , ...,
zi S

ti – the moment of arrival (readiness for servicing),
ti – duration of servicing,

Wnmin  t , S   0
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(2)

where the solution of the problem (1) will be taken at the stage
Wmin = W0min(0, ).

required for the calculation is found using similar way. The
algorithm flowchart (Fig. 1a) shows that up to n operations of
access to memory by random address (RAM) are required for
calculation of penalty function in each state (t, S). Step by step
from n to 0, the process of calculation of the penalty function
for k provides accessibility of all values Wk+1min(t, S) on the
step k.

The expression (t, S) can be considered as servicing system
state, since according to Bellman’s principle of optimality it
matches the minimal possible penalty in case of realisation of
any partial schedule p. Same values Wkmin(t, S) can be
calculated once even if present in states hierarchy multiple
times. This treat is used for realization of dynamic
programming method either by classical scheme or special
scheme with preliminary markup.

In order to provide a parallel algorithm of DP, the
computational process is realised in several independent
calculation threads. The algorithm is synchronised for
independent and sequent calculation of penalty function
values for each k step. The graph “operations-operands” of the
algorithm is similar to graph of states shown in Fig. 1b. It
demonstrates impossibility of algorithm representation as
several independent graphs of calculations (threads), i.e.
algorithm requires to share memory or intensive data
interchange between the threads. Therefore, the performance
of parallel DP algorithm will be limited by the memory
volume [7], because the increase of number of threads brings
the linear increase in the number of memory operations.

The problem (1) belongs to a class of strongly NPhard [2, 3] tasks where the calculation complexity is 2n. As
result, with common single thread realisation of algorithm, the
duration θ of optimal schedule p* solution is exponentially
grows up to ten-fifteen minutes even for values n > 26.
For many logistics tasks, for example, planning and
control in transportation systems, the problem size n can be
significantly higher. However, due to technical circumstances
a regular time-limit θ for synthesis of the schedule p* is
defined as a value of same order n [4]. Therefore, the effective
solution methods and special computing architectures are
required to provide fast computation of dispatching tasks
under time-limit constrain.

For quantitative estimation of effectiveness of the parallel
algorithm execution, it was realised using GPU Nvidia
GeForce 680 1 GHz with the number of cores 1600 and 4 Gb
RAM DDR5 and CUDA [8] with the CPU Intel i5 2 GHz as
host. For the parallel resource usage, each core process
calculations of Wkmin for part of all set of possible states. The
values for duration of schedule synthesis are shown in Fig. 2.
The synthesis provides calculation of all states by m cores for
T = 32 и n = 22.

The state of art in solving hard computing problems is
parallelisation of works over the array of calculation resources
[5, 6]. The effectiveness of such approach is usually estimated
with ratio of performance grown in relation to increase of
computing resources involved in calculation process.

The results of experiment have showed that:

III.

ESTIMATION OF PARALLELISATION EFFECTIVENESS OF
DP ALGORITHM
Fig. 1a shows a DP algorithm to be estimated in terms of
calculation complexity by the number of possible values of the
states (t, S) of the system. After limiting integer value t by
some maximum moment of time T (discretisation could be
selected for desired accuracy) the overall number of states is
estimated as О(T2n). The calculation of penalty function for
each state requires no more than n iterations. The memory

 the effect of involved core number grows is present if it
is less or equal to 352 which is about quarter of
available calculation resources;
 overall benefit of GPU usage in comparison to CPU is
less than 2 times while GPU has magnitude of order
more cores.
The estimation of algorithm complexity shows that the
calculation of Wkmin for 268`435`456 states requires n times

Fig. 1. a) Algorithm of Wkmin(t, S) calculation, b) Example of states (t, S) graph for n = 4.
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IV. REALIZATION OF DP ALGORITHM USING FPGA
Let’s consider special computational system as alternative
to multicore processor. The main requirements for this system
are:
 no waiting time for reply on memory commands while
calculating minimal value of penalty function over all
objects available for servicing;
 ability to work with memory using 8 byte (64 bit)
words.
Such calculation platform could be developed using FPGA
with connected RAM DIMM module. Calculation process,
like in common algorithm, consists of sequence of n stages,
each is providing calculation of all correspondent values Wkmin
(t, S) while k changes from n to 0. The value W0min of the final
stage is minimal possible overall penalty after servicing of all
objects of flow Z. For preparing the process, the n arrays
formed in RAM (for number of stages), each consists of all
possible states (t, S) and uninitialised value of minimal
possible penalty Wkmin for following calculation. For
transportation systems the following dimensions will be
enough: t – 8 bit, S – 32 bits, Wkmin – 16 bits (overall element
size is 8 bytes).

Fig. 2. Duration (sec.) of schedule synthesis by DP algorithm depending on m.

more commands to RAM. For the RAM frequency equal to
2 GHz the best estimation of processing time is about
5 seconds. Taking in to account that the standard technologies
rely on atomic reading of 64/128 bytes for CPU (256 bytes for
GPU) while needs only about 4 bytes, the overhead increases
the time of calculations in ten times [9]. Thus, the presence of
scaling limit for CPU and GPU technology confirms the
assumption about inefficiency of using super multicore
processor for realization of DP algorithm.

At each calculation stage k all elements {(t, S), Wkmin} of
array sequentially arrives to FPGA. In the process of
calculations the new array {(t, S), Wk-1min} is formed in FPGA

Fig. 3. The principle scheme of realization of DP algorithm for FPGA.

Fig. 4. The relation of synthesis time to the FPGA internal memory size.
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and later is uploaded to RAM will be the source for next stage.
Thus, as result of iterative process on the final stage in RAM
we have last array of one element {(0, ), W0min} which is
required as task solution.
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Calculation process shown in Fig. 3 requires usage of
internal FPGA memory for saving array of size T×Ckn of
elements with size 8 bytes.
The work problem considered in this paper has sizes
n = 22 and T = 32. At the stage k = 11, FPGA requires internal
memory size of 180 Mb. Currently mass production FPGA
contains significantly lower amount of internal memory
(BRAM). This limitation could be avoided by sequent
repeating of one calculation stage for computing different
intervals of output array {(t, S), Wk-1min} where the considered
example requires 32 repetitions. FPGA devices of last
generation such as Xilinx Ultrascale+ contain significantly
more BRAM – from 57 MB to 8 Gb [10].
Fig. 4 shows the results of estimation of synthesis duration
for FPGA-based DP algorithm depending on internal memory
size. If the system utilises FPGA with the internal memory
size equal to 35 Mb it is expected that system performance is
increased in one order in comparison to GPU realisation.
V. CONCLUSION
The realisation of parallel algorithms of computation of
NP-hard problem of dispatching is extremely complicate due
to requirement of intensive RAM data exchange. The increase
in processor cores involved in the computational process
provides insignificant synthesis time reducing for dynamic
programming algorithm. It has been shown that an alternative
model based on FPGA as coprocessor to provide massively
parallel calculations increase the operational performance of
the computational system in one order.
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Abstract—This paper discusses the solution of the logistic
problem occurred in a management system to supply fuel to
inhabitants in the Arctic regions using bulk water transport
delivery. The suggested mathematical model of a logistic scheme
is designed in the form of uniprocessor system with refillable
storage component providing a single stage service of
deterministic objects flow. The task scheduling optimisation
problem is formulated in the way where service policies are
estimated by two independent minimised criteria. Proposed
synthesis algorithm of Pareto-efficient service policies utilises a
bicriterial approach of dynamic programming. The algorithm
has been verified by the simulation example.

However, other criteria for evaluating the effectiveness of
management strategies can be significant depending on the
regional particularities and the evolving operational
environment.
The number of possible strategies exponentially depend on
the number of vessels and independent on the criteria [1, 2].
This means that even for a relatively small number of vessels
the development of the most efficient strategy can be carried
out only in the information system under a specialised
sufficiently fast solving algorithms. Mass delivery of oil in the
Arctic region during spring and summer, a period between the
recipe of information about the incoming fleet units and the
beginning of the first ship’s processing is relatively small.
This period is usually no more than 20-30 minutes, in the
certain cases. Therefore, the key task of the base oil port
controller is to define (later to implement) an effective
strategy for cargo tankers processing.

Keywords—massively
parallel
calculations,
dynamic
programming, dispatching problem, calculations modelling,
discrete optimisation

I. INTRODUCTION
Diesel fuel is the main energy source used for life support
and productive infrastructure in the Arctic regions of Russia.
Bulk fuel delivery is carried out by water transport for a short
navigation period. Typical petroleum delivery logistics taking
into account the specifics of navigation in the Arctic regions is
described as following. Inland-waterway tankers with a
capacity of 3 to 5 thousand tons deliver diesel fuel to the base
oil ports where the fuel pumped into the system of
interconnected onshore tanks for intermediate storage. Later,
the fuel discharges from the intermediate storages in shallowdraft tankers with a capacity of 600 to 800 tons and delivers
by small rivers to the points of consumption. Unloading and
loading of diesel fuel carried out at a specialised oil port
terminal.

The objective of this research work is to develop an
algorithm that satisfies specified requirements (a and b bullets)
and provides a synthesis of strategies for almost a reasonable
period of time. In order to achieve this goal the following
items must be met:
 construct a mathematical model of a single-processor
system with refillable storage component that satisfies
the above logistics scheme;
 define a synthesis of an optimal service management
strategy problem;
 design an optimal synthesis problem-solving algorithm
using a dynamic programming approach [3];
 implement an algorithm for a model example and show
execution results of computational experiments to
assess its performance.

The logistics uses tankers characterised by a variety of
technical and economic parameters. The key objective of the
scheduling problem is to develop an effective cargo handling
management strategy for a specialised oil port terminal. An
effective strategy must meet the following requirements:

II. MATHEMATICAL MODEL
Each object of finite stream Ok = {о(1), о(2), …, о(k)} is
subject to single-phase servicing by a stationary processor P
with a refillable storage component. The stream Ok consists of
two O+ and O− such that O+ U O− = Ok and O+ ∩ O− = .

a) minimising the total costs caused by unproductive
downtime fleet;
b) reducing downtime over the required values.
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Objects of substream O+ are intended to fill the reservoir; and
objects of substream O− to be filled from reservoir. The
collection of object indices from substreams O+, O− are
declared as Q+ and Q−. For each object o(i), i  1, k , the
following integer values are known:

III. OPTIMISATION PROBLEM
For an arbitrary object o(ij), each admissible servicing
strategy S = {i1, i2, …, ik} unambiguously defines the time
moments when its servicing begins and ends for; in what
*
follows these moments are denoted t (i j , S ) and t (i j , S ) ,
j  1, k respectively. When implementing a strategy S, the
total penalty K 1(S) over all objects from the substream

ti – the moment when this object arrives at the servicing
queue P,
τi – the normal duration of servicing,
vi – the volume characteristic,
ai – the penalty per unit of time that the object spends in
the servicing system P,
di – the directive deadline of servicing (di ≥ τi),
wi – the binary parameter, indicating which substream
consists the object to. In such way w i = +1, if i  Q+
and w i = −1, if i  Q−.

O+ =
and criterion

i j Q

j

ij

  



The complete collection of effective estimates according
Pareto [5] in the problem of minimising a total penalty K 1(S)
for all objects of substream O+ and in the problem of
maximising a total penalty K 2(S) for all objects of stream O−
can be found using the following

min  K  S  , min  K  S 
S 

1

S 

2

(3)

In this approach, the methodology used to determine the
servicing strategy provides the consistent implementation of
the following steps:

 servicing each object done without interruption;
 unserved object cannot leave the queue;
 the processor cannot service more than one object at a
time;
 the processor has no idle time.

1) synthesise the complete collection of effective
estimates in bicriterial problem (3);
2) decision maker have to select an effective estimation to
realise based on results of Step 1;
3) construct the Pareto optimal solution that generates
efficient estimates chosen on Step 2.

A service scheduling S for the stream Ok is defined as a
permutation S = {i1, i2, …, ik} of the collection of indices
N = {1, 2, …, k} [4]; when it is implemented, an object with
index ij as the j-th in the queue ( j  1, k ).

It should be noted that the problem 1* is NP-hard [6]. The
corresponding solving algorithm for this problem is easy to
construct and its implementation described in the next section.

Obviously, starting from moment t, servicing an object
o(s) of substream O+(s  Q+), is only possible if the reservoir
has sufficient capacity, i.e. when condition V t + vs ≤ V* is
true. Similarly, servicing an object o(s) of substream
O−(s  Q−) is only possible when following condition
Vt − vs ≥ 0 is true. Let’s call the system of inequalities capacity
restrictions, and in case they are true for all objects o(ij),
j  1, k of strategy S, then consider them valid. Let Ω denote
the collection of admissible servicing strategies.

IV. ALGORITHM FOR THE BICRITERIAL APPROACH OF
DYNAMIC PROGRAMMING
This algorithm is based on approach given in [7, 8].
Additional notation is required for the following explanation.
Let Y be the set of two-dimensional vectors, and let
x = (x1, x2) be a given arbitrary two-dimensional vector. Y  x
denotes the collection of all vectors of the form
(y1 + x1, max (y 2, x2)), where (y 1, y2)  Y.

Assume the following relations:

It is suggested that the vector (x'1, x'2) dominates vector
(x1, x2), if conditions x'1 ≤ x1 and x'2 ≤ x2 are true; wherein at
least one of these inequalities is satisfied as a strict. For an
arbitrary set of estimate vector X, eff[X] denotes subset of the
elements belonging to X and non-dominating it.

(1)

Then necessary and sufficient condition for the nonemptiness of the set of admissible strategies Ω defined as the
system of inequalities:
n

t i , S   t  ,

determines the maximal value for violating directive deadline
in the realisation of servicing among all objects from
substream O−. The bicriterial problem is formulated as
follows.

We assume that the processor P is ready to service objects
of the stream Ok starting from time moment t = 0. Following
restrictions imposed on servicing:

0  V0   wi  vi  V *

ij

K2(S) = max max t i j , S  di j , 0

Objects have indices in the order of their arrival in P, i.e.
0 ≤ t1 ≤ ti ≤ … ≤ tk. The refillable storage component
represented by a reservoir of capacity V *. At moment t the
value of the filling is characterised by a variable V t, and thus
V0 is the value of the filling at the initial moment t = 0. As a
result of servicing an object of substream O+(O−), the reservoir
filling increases (decreases) by v i value.

2  vi  V * (i  1, k )

a

i j Q

Let F(t) be the subset of object indices from the stream Ok,
that arrives at servicing at moment t. The collection of object
indices for object arrives over interval [t + 1, t + Δ], Δ ≥ 1 is
denote by D(t, Δ). It is obvious that

(2)

i 1

D  t ,    Ug 1 F  t  g 
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During the servicing of stream objects Ok, the decision
made at those moments when the system is free and another
object must be chosen from one of the substreams. Thus, it is
necessary to take into account the current filling of the
reservoir. Accordingly, (t, Q, Vt) is the current state of
servicing at moment t, where Q is the set of indices for objects
of stream Ok, waiting for service at moment t.

Formulas (4) and (5) are recurrent dynamic programming
relations for solving the bicriterial problem (3). The
computational complexity of described algorithm is
characterized by

At any state of servicing (t, Q, Vt), t < tk the set of unserved
objects Q will always additionally include a dummy (zero)
object o(0) with characteristics a0 = 0, t0 = 1, v0 = 0, d0 = 0 and
to be definite let w 0 = +1. Servicing a dummy object means
processor downtime during one processing cycle.

where L  tn   i 1 i .

O  L  2n  n  max  max  L  d i , 0   
i:oi O


n

The following example illustrates implementation of
described algorithm. It is required to find the complete
collection of Pareto effective estimations and related Paretooptimal servicing strategies for objects of stream O4. V* = 19
is the maximum capacity of the reservoir, at initial moment
t = 0 and filling V 0 = 10. The model data set is represented in
Table I.

Processor downtime occurs in following cases:
 all previously arrived objects have already been
serviced, and other objects from the stream have not
yet arrived;
 none of the objects that have previously arrived and are
awaiting servicing from time moment t can be accepted
for servicing because the reservoir either does not have
enough free space (for objects from substream O+) or
does not have enough product (for objects from
substream O−);
 it makes sense to let the processor go idle in order to
ensure high priority servicing of some object with high
penalty per unit of idle time that has not yet arrived.

Complete collection of efficient estimates is the set
E(0, {0, 1}, 10). The index of dummy object 0 is included in
the set Q. The index 0 is assigned to the state (0, {0, 1}, 10).
According (5)

E  0,0,1 ,10  

 eff  0, 0   E  2,0,1, 2 ,10  ,  0, 0   E  3,0, 2 ,15  
The indices 1 and 2 are assigned to the states
(2, {0, 1, 2}, 10) и (3, {0, 2}, 15) respectively. During the
algorithm execution, each new state of servicing system
receives the next index. According (4) and (5), the sets of twodimensional
estimations
E(2, {0, 1, 2}, 10)
and
E(3, {0, 2}, 15) have found recursively.

The idle object is excluded from set Q when t ≥ tk, i.e.
when all objects of stream Ok have arrived and awaiting
servicing.
E(t, Q, Vt) is the collection of effective two-dimensional
estimations constructed by servicing all objects with indices of
set Q and objects that will arrive to servicing after the moment
t. Then E(0, F(0), V0) is the complete collection of effective
estimates for the initial bicriterial problem.

In order to calculate E(2, {0, 1, 2}, 10) there is no point to
choose a dummy object, because servicing an object with
index 1 can be completed before arrival of object with index 3.
In addition, it is impractical to servicing an object with
index 1, because servicing can start earlier that moment t = 2.
Therefore,
E  2,0,1, 2 ,10  

In current state (t, Q, Vt) object o(s) s  Q can be served
only if the following condition is true 0 ≤ Vt + wsvs ≤ V*. Q*is
a set of object indices that can be served at the state (t, Q, Vt),
Q* U Q.

 eff  3  2  2  , max  6  7, 0    E  6,1, 3, 4 ,16   
 E  6,1, 3, 4 ,16 

Obviously, that for any θ ≥ 0 и Q = {α}, where α is the
index of the arbitrary object, the following condition defined
as:





E tk   ,   , Vtk  





 a  tk       t  , max t  , S   d , 0



Since all objects are entered into servicing system in state
(6, {1, 3, 4}, 16), then, starting from this step, we are
excluding dummy object from consideration. By formula (5)
we get
E  6,1, 3, 4 ,16  

(4)

 eff  2  6  0  , max  9  5, 0    E  9,3, 4 , 21 ;
 5  6  4  , max 8  9, 0    E 8,1, 4 ,14  ;

In the state (t, Q, Vt), if an object with index α  Q*
chosen for servicing, then t + τα is the next decision-making
moment, and the choice of an index of the next object for
servicing has to be from a set . Characteristic of refillable
storage component will change to V t + wαvα. Summing up:



 6  6  5 , max 10  9, 0    E 10,1, 3 , 9  
 eff 12, 4   E  9,3, 4 , 21 ;
10, 0   E 8,1, 4 ,14  ;
 6,1  E 10,1, 3 , 9 





E  t , Q   eff  U * a  t     t  , max t  , S   d , 0 
 Q
(5)
 E t    ,  Q \    UD  t ,   ,Vt  w v 
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individual problems has been generated. In each problem, we
choose a complete collection of Pareto effective estimation
and related strategy sets. Experimental results are shown in
Table II where tavg is average time, tmax is maximum time, and
tmin is minimum time to solve a problem.

TABLE I. MODEL DATA SET
N

ti

ti

ai

di

vi

wi

1

0

3

2

5

5

1

2

2

4

3

7

6

1

3

4

2

5

9

2

-1

4

5

4

6

9

7

-1

TABLE II.

As shown in Table II, the dynamic programming
algorithm,
although
characterized
by
exponential
computational complexity, can perform the synthesis of the
Pareto-optimal set of object flow servicing strategies for
practically significant dimension values for the period of time
that does not exceed an average of 10 minutes. The time
intervals are acceptable for the synthesis of objects service
strategies in logistics system of this type.

EXPERIMENTAL RESULTS

k
8

tavg, s

tmax, s

tmin, s

tmax, s

tmin, s

0.016

0

k
12

tavg, s

0.001

0.871

24.063

0

9

0.003

0.031

0

13

5.006

73.236

0

10

0.020

0.297

0

14

45.35

633.016

0

11

0.112

1.074

0

15

447.542 2344.02

0

VI. CONCLUSION
This paper presents a mathematical model of the logistic
scheme used, in particular, for diesel delivery to consumers in
the Arctic region. This model is formulated as a bicriterial
optimisation problem where the solving algorithm based on
Pareto concept and multi-criteria discrete dynamic
programming approach. The results of massive computational
experiments of the software implemented the proposed
algorithm verified applicability of the model and its solving
algorithm for use in the transport and process control systems.

If serve the object with index 1 in state E(6, {1, 3, 4}, 16),
filling the reservoir exceed the maximum possible value
V* = 19. Thus, to find E(6, {1, 3, 4}, 16), we need to find
E(8, {1, 4}, 14) and E(10, {1, 3}, 9).
E  8,1, 4 ,14  

 eff 16, 6   E 11,4 ,19  ; 18, 3   E 12,1 , 7  

According to (5), we obtain E(11, {4}, 19) = (36, 6), and
E(12, {1}, 7) = (24, 10).

In order to solve the problems of the synthesised servicing
strategies with increased dimensions, the management model
should be modified to generate subclasses of optimisation
problems which can be then solved. In particular, these
modifications are discussed in [1], where they lead to the
definition of the computational complexity of service model.

Similarly, we get E(10, {1, 3}, 9) = {(65, 8), (54, 10)} and
begin to compute E(6, {1, 3, 4}, 16) = {(62, 6), (52, 10)}. As
E(2, {0, 1, 2}, 10) = E(6, {1, 3, 4}), then E(2, {0, 1, 2}, 10) =
= {(62, 6), (52, 10)}.
Using the same approach, we find E(3, {0, 2}, 15) =
= {(42, 5), (30, 7)}. As a result, we get complete collection of
efficient estimations
E  0,0,1 ,10  
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 eff  E  2,0,1, 2 ,10  , E  3,0, 2 ,15   
 eff  62, 6  ,  52,10  ,  42, 5  ,  30, 7     42, 5  ,  30, 7 
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accommodate 127 devices using a 7-Bit long address. An
address extension to 10-Bit was later implemented into the
standard [1],[2].

Abstract—This paper discusses the development of an
algorithm for the data analysis to monitor Two-Wire-Interface
operation in order to improve the reliability of communication.
This algorithm is designed to improve code-efficiency with
regards to hardware modelling. An algorithm for the protocol
used in the Standard-Mode, Fast-Mode, Fast-Mode Plus and
High-Speed-Mode was developed. The proposed algorithm has
been derived using the bus protocol specification and
implemented in hardware via a hardware description language.
The correct operation of the algorithm was proofed by applying
the hardware system on a sample communication. The paper also
describes the development process of embedded systems and
provides information on aspects regarding hardware modelling
including a mathematical description of the TWI protocol is
provided.

Communication via this bus must be seen as a data
exchange between a master and a slave notwithstanding that
the specification allows multi-master-operation. In the latter
case one of both masters must behave as a slave. The device
which initiates a communication by a Start-Command is
holding the status of the master. It is crucial to emphasise that
the Master and Slave statuses do not correspond with the
Transmitter and Receiver status. Instead, the data flow
direction is variable. TWI therefore is classified as a halfduplex communication.
An extra bit after every byte is provided for verification
purposes. During the reserved Acknowledgement-Bit slot, the
receiver of the previous transmitted byte must pull the SDA
line on low to indicate the transmitter that it received the
preceding byte and is prepared for further communication. If
the receiver holds the status of the master, the bit is used to
indicate if another byte is expected. A positive
Acknowledgment is referred to as an ACK whereas a negative
Acknowledgement is referred to as NACK. Each data frame
must consist of at least one byte followed by an acknowledge
bit. This arrangement can be repeated as often as desired
within one frame. Within a byte, the bits follow a descendant
order from the Most-Significant-Bit (MSB) to the LeastSignificant-Bit (LSB) [1],[2]. The bitwise representation of
TWI sequence is shown in Fig. 2.

Keywords—I2C bus, two-wire-interface, FPGA, reliability

I. INTRODUCTION
With the rise of microelectronics, in particular integrated
circuits (IC), communication in the form of bus systems
gained importance in order to allow complex arrangement of
controllers and peripherals to execute their tasks both more
efficient and faster. Most commonly used Inter-IntegratedCircuit (I²C) serial bus also known as Two-Wire-Interface
(TWI) has been developed by NXP Semiconductors in 1982
[1],[2]. Because of TWI’s significant role, the bus is a
potential failure source that must be considered in terms of
troubleshooting. Furthermore, it is crucial for reverse
engineering to understand ongoing bus communication in a
system [3],[4].
The bus operates using two lines: a data line (SDA) and a
clock line (SCL). Apart from the Start and the STOPCommand, every intended signal must be applied on the data
line before the clock changes its state to high and must not
change until the next low period (Fig. 1). A falling edge of
SDA during a high cycle of the clock represents a Start or
Repeated-Start-Command whereas a rising edge indicates a
Stop-Command [1].

Fig. 1. Signal change at Start and Stop-Commands [1].

The frequency at which the master drives the SCL wire of
the bus depends on the operating mode. A complete listing of
the maximum SCL frequencies is shown in Table I. The
master oversees the clock cycle which is applied on the SCL
line. An exception is clock stretching, with the help of which a
slave can pause the communication. A TWI network can

Fig. 2. Bitwise representation of a TWI sequence [1].
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be programmed after manufacturing. This enables the design
of a specific IC in order to meet the requirements of a
particular project [8]. The implementation of the desired
logical function into the FPGA is realised using HDL.

TABLE III. MAXIMUM FREQUENCY OF THE TWI MODES [1]
Operating Mode

Max. Frequency

Unit

Standard-Mode

100

kHz

Fast-Mode

400

kHz

1

MHz

100 pF max

3.4

MHz

400 pF max

1.7

MHz

5

MHz

Fast-Mode Plus
High-Speed
Mode
Ultra-Fast Mode

HDLs differ from software programming languages
substantially due to the fact that they describe the
interconnection and thus the hardware behaviour instead of a
sequence of instructions [9]. In addition, HDLs are counted
among parallel languages. This is due to the nature of
hardware programming, which does not follow the concept of
a processor polling its commands in serial order [10],[11].

Previous studies had been carried out with the proposed
work to develop a hardware model of a TWI-bus participant.
Dependent on the mode of participation, the models’ extent
ranged beyond the scope of an analyser. Any development of
a master device implied, that monitoring a TWI
communication can be realised utilising a state machine in
Hardware Description Languages (HDL) code [5]-[7].
However, the previously published papers are not focused on
mathematical elaborations and analysis. In general, there was
a lack of papers which investigated the derivation of an
algorithm from the TWI bus. This work focuses on the
performance analysis of the TWI in terms of assessment of the
reliability of communication. It includes analysis of codeefficiency with the aid of an analysis of the protocol and its
mathematical interpretation.

In order to implement a bus-monitoring function into a
FPGA chip with the aid of a HDL, an algorithm was
determined to be designed to provide a mathematical model
which acted as a pattern, based on which the programme was
coded. Furthermore, an improvement of the code’s efficiency
was expected by utilising such an algorithm.
II. TWI PROTOCOL
Fig. 3 illustrates a complete sequence on the TWI-bus
including the potential branches from the master’s point of
view. The master executes a Start-Command to initiate the
communication, followed by the seven-bit long slave address
and the indicator, whether it desires to write or read data. In
both cases, the slave must acknowledge that it has been
addressed. Depending on the data flow direction either the
master or the slave must send a byte which must be
acknowledged if the slave is the receiver, whereas the master
as a receiver uses this acknowledgement to indicate if it
expects another byte. In the position of the transmitter, the
master can send another byte without declaring upfront. Either
way the communication must be terminated by a STOP
condition from the Master.

The other main technology used in this study is Field
Programmable Gate Array (FPGA) where function of ICs can

Two supplementary notes on the process are listed below:
 Instead of a Stop-Command, the Master can apply another
Start-Command on the bus, which is referred to as a
Repeated-Start.
 Acknowledgement-Bits which the slave is responsible for
must not carry a NACK. Otherwise, an error will occur
and the Master is in charge of ending the communication.
III. MATHEMATICAL BACKGROUND
A. Bit Index
The protocol of a serial bus purports the appearance of
high and low states on the data line with regards to the
transmitted data. Therefore, under consideration of the
possible branches of the protocol, the number of bits to be
transmitted can be predicted. By using Boolean algebra, above
mentioned branches can be interpreted and utilised to identify
the current state of the communication and predict the number
of following bits. In the following, an elaboration of the
number of the appearing bits dependent on the course of the
communication is provided.
The communication must start with a Start-Command,
which occupies one bit of the sequence. The end or restart of
the communication is indicated by a Stop-Command or

Fig. 3. Flowchart of TWI protocol.

190

respectively a Repeated-Start-Command. Both of the latter
mentioned occupy one bit as well. Another fixed slot is
captured by the Direction-Bit. Therefore, three bits of the
sequence can be predicted to appear regardless of the course
of the communication. The address of the slave which is
transmitted as the first information after the Start-Command
seizes seven bits [1].

B. Boolean Branch Operations
The prediction whether another data byte follows an
Acknowledgment-Bit must be obtained by using Boolean
algebra. As shown in Fig. 3 the acknowledgement that follows
every data byte that is read from the master is used to indicate
whether the master expects another byte to read. The logical
composition of direction status and the acknowledgement
value (ack) therefore was utilised to forecast the next state of
the communication.

The core of the communication is occupied by data bytes.
The number of bits concerning data to be transmitted therefore
is equal to the sum of all data byte’s bits and can be obtained
multiplying the number of data bytes with eight.

Presupposing that ‘Write’ correlates with the false state of
the Boolean value of the direction (dir) and ‘Read’
corresponds with its true value, the following equations could
be set up to predict the following state:

All data bytes must be followed by an AcknowledgmentBit. Hence, the number of data bytes also determines the
number of Acknowledgement-Bits. Because the directionindicating-bit is also followed by an acknowledgement bit, its
quantity is equal to the number of data bytes plus one.



Overall Bits  Cs  A  n  9  1



 

Next Data Byte  dir  ask  dir  ask



Stop-Command  dir  ask

(1)

(2)
(3)

Error  dir  ask

Combining these elaborations, the overall number of bits
can be determined:
Overall Bits  Cs  A  n  8  1  n 



Stop-Command  dir  ask   dir  ask 

(4)
(5)

The equations’ results are summarised in Table II.

where the constant Cs represents the number of bits that must
appear on every issued communication, consisting out of the
Start-Bit, the direction-indicating-bit and the Stop-Bit
respectively the Repeated-Start-Bit. Hence, this constant is
equal to 3; the constant A depicts the address which in this
study is assumed to be 7 bit long; n indicates the number of
transmitted data bytes. This number is either known upfront
or, in case of a monitoring function, derived during the
monitoring process by evaluating the binary values of the
acknowledgement bits.

IV. ALGORITHM
The electrical specification of the bus defines that every
transmitted bit must hold a consistent logical level over the
whole period of the clock. The Start, Stop and Repeated-Start
commands however differ from that specification. Instead of
operating on a Boolean value, these commands are indicated
by providing a rising or respectively falling edge of the data
signal during a high clock level. [1]
This restriction allowed to identify a command that issues
the start or end of a communication and therefore were utilised
as the entry and exit conditions of the algorithm. Once the
algorithm is entered, the number of bits to appear until the first
branch is expected to have an impact on the communication is
counted. Due to the fact that every information can be
identified via the corresponding bit index, the direction can be
obtained and stored for later usage.
When eventually the bit to indicate the branch is
transmitted, its value – together with the direction value – is
fed into the Boolean equations that form the truth table shown
in Table II. The results of these Boolean operations determine
the following progress of the communication as shown in
Fig. 4 and hence allow the algorithm to predict which
information is expected to follow.

TABLE II.

Fig. 4. Flowchart of a whole sequence of the algorithm
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TRUTH TABLE THE BRANCH OPERATION

Direction

Acknowledge

Prediction

Write

0

Stop-Command or next byte

Write

1

Error

Read

0

Next data byte

Read

1

Stop-Command

Hereinafter the states of the state machine and their
transition conditions were explicated.
IDLE
When no communication has been tracked or a reset
command was entered, the IDLE state is occupied. A StartCommand causes the transition into the READ_ADDR state.
READ_ADDR
To enable processing of the value using the same subentities as the data registers, the register in which the address
is stored was defined to be eight bit long, carrying a ‘0’ as the
MSB. For the duration of seven clock cycles on the SCL line,
the programme tracks the level on the SDA line and stores the
values in this register. While doing so, the decreasing counter
value is used as the index of the bit of the register in which the
value is stored. An abstraction of this procedure is presented
in (6).

adderss  bitcounter   SDAbitcounter

(6)

When the bit counter ran through seven cycles, the
READ_DIR state is entered.
READ_DIR
The bit which indicates the communication direction
specified by the master is caught and sets the corresponding
READ or WRITE flag. For further usage the value is also
stored in a signal.
Fig. 5. Flowchart of the state machine.

ACK_DETECT
This state may be entered from different stages. Every byte
-long sequence is followed by an acknowledge bit and
therefore demands this state to be run through. This applies on
the data bytes as well as the seven bit address combined with
the subsequently transmitted direction indicating bit. This state
moreover possesses different branches to navigate the
programme flow into. An overview of the possible exit states
is given in Table III.

V. ALGORITHM IMPLEMENTATION
As the target system, a Cyclone II chip from the
manufacturer Altera was elected. The developed algorithm
was transferred into a VHDL code. The sequential nature of
the algorithm advocated in favour of the utilisation of a state
machine to implement the algorithm into hardware [12],[13].
Due to hardware limitations, the maximum number of data
bytes was limited to 2. This restriction however did not
confine the algorithms capabilities because further
communication is subject of the same recurring procedure of
the algorithm. An illustration of the state machine is given as a
flowchart depicted in Fig. 5. The single states of the state
machine were derived from the algorithm and its
corresponding entities of communication within a sequence of
a TWI communication.

It was predicted that this state must be called for the
second time after and the first data byte and hence could be
used to count the overall number of data bytes. The state
therefore is used to branch into the BUSY state when the
processing capacity of data bytes is reached. In this test, this
capacity was set by the hardware which allowed to display
two data bytes. The exit condition into the BUSY state was
therefore hardcoded to a compare condition of the data byte
counter with the value of two. If the acknowledgement bit
suggests an error, the current state changes to ACK_ERROR.
If none of the above mentioned exit conditions are met, the
state machine proceeds its normal procedure by entering the
SNIFF_DATA state.

TABLE III. TRUTH TABLE OF THE EXIT CONDITIONS
Byte Count < 2

Direction

ACK

Target State

False

READ

0

BUSY

False

READ

1

ACK_ERROR

False

WRITE

0

BUSY

False

WRITE

1

BUSY

True

READ

0

SNIFF_DATA

True

READ

1

BUSY

True

WRITE

0

SNIFF_DATA

True

WRITE

1

ACK_ERROR

ACK_ERROR
Accessed by the acknowledge detection in case of an error,
this state sets the error flag and awaits a reset command.
BUSY
The programme’s inability to track data frames beyond the
length of two bytes due to hardware limitations legitimates the
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TABLE III. TRUTH TABLE OF THE EXIT CONDITIONS
Information

Value

Slave Address

126

Data Byte 1

255

Data Byte 2

255

system had been monitored successfully. It could be shown
that the algorithm meets the requirements and was
mathematically correct.
V. CONCLUSION
It has been shown that the developed algorithm for the
communication monitoring was correctly derived from the
protocol specification. It was also demonstrated that a TWI
communication can be transformed to a more abstract stage by
utilising mathematical methods to index the transmitted bits
and assign these indices to correlating information
respectively states of the communication. An interpretation of
the course of events on a Boolean level was elaborated and
applied to provide a logical model for branches.

Fig. 6. Oscilloscope trace of the sample sequence.

existence of this state. When no further monitoring is possible,
this state is called. This however is not an error handler. It is
expected that the communication finishes with a StopCommand which causes a transition into the DONE state.

The findings could be reasonably implemented into
hardware by transferring the worked out relations into
hardware-description-language expressions and designing a
finite state machine to assign each incremental step of the
communication to its corresponding code segment.

SNIFF_DATA

Further work proposes the improvement implementation of
the 10-Bit address range as well as the Ultra-Fast-Mode into
the algorithm which has not been considered in this study.

The eight bits that follow this state’s invocation are stored
in a temporary register to be written to the entity’s output
afterwards. The bitwise value assignment was designed the
same way as in the READ_ADDR state. Before accessing the
ACK_DETECT state, the data byte counter is incremented.
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Reducing the drag of the vessel will lead to a decreased
energy consumption. The skin friction drag contribution of the
total drag is 60-70% for cargo ships, 80% for tankers [3] and
up to 90% for submarines [4]. Over the last decades, different
skin friction reduction technologies were the subject of many
investigations. Some approaches like polymers, coatings,
surfactants and microbubbles have shown significant influence
on drag behaviour of vessels [5]. Injecting microbubbles in the
turbulent boundary layer between hull and water is a
promising technique to decrease the skin friction drag. Studies
in this field archived drag reduction rates up to 80% [6]. This
study is motivated by the contribution to this research field
and further exploration of microbubble skin fraction reduction.

Abstract—This paper discusses the numerical investigation of
dispersed bubbly flow within the boundary layer of a fully
submerged axisymmetric body in horizontal position. The aim is
to analyse the influence of injection position and bubble
parameters on the drag reduction behaviour. The numerical
study is conducted with the commercial CFD package ANSYS
Fluent using the Eulerian-Eulerian modelling approach. Several
sets of simulations are carried out with air injection velocities in
the rage of 1 m/s to 15 m/s, injection locations between 0 and
0.5 m, and bubble diameters from 0.1 mm to 2 mm. In order to
obtain the percentage drag reduction the results are correlated
with a model without air injection. The simulations demonstrate
a different behaviour between small and large bubble diameters
of 0.1 mm and 2 mm respectively. Small bubbles archive drag
reduction rates around 10% almost independent from the
injection velocity and position, while large bubbles are highly
affected by those parameters. The maximum drag reduction of
20.67% is achieved by injecting bubbles of 2 mm diameter with a
velocity of 12.5 m/s at the tip of the prow nose. It is presented
that the drag reduction increases with increasing injection
velocity and bubble diameter. These parameters enable the
bubbles to build up a continuous film across large parts of the
hull which is required for a sufficient drag reduction.

This numerical study investigates multiphase flows in
order to reduce skin friction drag by inducing microbubbles in
the turbulent boundary layer of a fully submerged
axisymmetric body. Various multiphase flow issues are
omnipresent in many ordinary engineering applications like
pump systems, pipeline transportation, hydraulic machines or
seafaring. Despite the wide range of investigations conducted
by many scientists, there is no clearly established theory for
the fundamental skin friction reduction mechanisms of bubbly
flow. This work aims to contribute to this complex research
field of multiphase flow and deliver recommendations in order
to achieve a sufficient bubble drag reduction.

Keywords—Eulerian-Eulerian approach; multiphase flow;
bubble drag reduction; axisymmetric body; CFD

I. INTRODUCTION
Since the first time, humans used vessels to move over
water, technical improvement became a perpetual process.
Over centuries, vessels evolved from simple dugout canoes up
to modern nuclear powered submarines. First merchant ships
lay the foundation for intercontinental trade and global
markets. Driven by the increasing demand for commodities,
maritime transport becomes more and more important. Up to
80% of the global trade by volume is moved by the maritime
shipping industry, a total of 9.84 billion tons in 2014 [1].

II. GOVERNING EQUATIONS
In order to describe and predict the detailed behaviour of
multiphase flows, numerical models are used for flow
simulations with the commercial CFD package ANSYS
Fluent. There are various models available with different
limits and different computational effort which are suitable for
various multiphase flow issues.
In the Euler-Euler approach, both phases are considered as
fluid, therefore, it is also called multi-fluid model. The
dispersed phase is treated as a second continuous phase which
interacts and interpenetrates with the continuous phase. For
each individual phase, a set of conservation equations are
solved. As the phases are treated as continua, the equations
have similar structures, which lowers the computational effort,
independent from the volume fraction of the single phases.
The following three multiphase flow models are available in
the Euler-Euler approach [7].

With the increase of global maritime trade and seafaring in
general, more and more energy is required to fuel them. This
lead to a vast emission of greenhouse gases, as the majority of
seafaring vessels is powered by fossil fuels. With around 960
million tonnes of CO2, the international shipping emits about
2.5% of the total greenhouse gas pollution worldwide [2]. To
accomplish the international agreement to reduce greenhouse
gases, new energy saving techniques are of great importance.
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The mixture model is a simplified multiphase model where
the phases are interpenetrating. It is used in various
applications like flows with phases moving at different speeds,
homogenous multiphase flows with strong coupling and for
non-Newtonian viscosity. The equations of momentum,
continuity and energy conservation are solved for the mixture,
the equations of volume fraction for all secondary phases and
if phases are moving at various speeds, the algebraic
expressions for the relative velocities [7].

B. Boundary Conditions
In this work, the SIMPLE pressure-velocity coupling
scheme is used with second order upwind schemes for all
calculations except the pressure, where a standard scheme is
applied. The transient formulation is set to second order
implicit. Virag et al. [10] reported that the time step (∆t) of
0.0001 s was found to give accurate results for all computed
velocities. This setting was also adopted in the simulation of
Shereena et al. [11], hence ∆t = 0.0001 s used in all
calculations with this study. Exactly like both mentioned
studies [10], [11], the characteristic area was represented by
V2/3 with a total body volume of V = 0.148 m2. The Eulerian
multiphase model with implicit volume fraction formulation
and the standard k-epsilon viscous model was chosen.
Standard wall functions were defined for the near wall
treatment. The first order implicit transit formulation showed a
more stable convergence behaviour than the second order
implicit formulation and was therefore utilized in all
multiphase calculations. In addition to the primary phase
(water) a secondary phase (air) was defined with constant
surface tension coefficient of 0.0735 N/m. The volume
fraction was set to 1 at the air inlet and to 0 at the water inlet.

Continuity equation:


   u   0
t
where ρ is the density, u is the particle velocity.

(1)

Momentum equation:

 u
(2)
    uu   p     g
t
where p is the fluid pressure, τ is the viscous stress tensor and
g is the gravity vector.

Fig. 2 illustrates the computational domain, designed with
the following boundary conditions: The Air_Inlet (A) is
defined as velocity-inlet type with a velocity magnitude (Uair)
between 1 m/s and 15 m/s, dependent on the particular
simulation. The Outlet (B) is defined as outflow. The Wall (C)
is set to stationary wall with specific shear stress of 0 pascal
for the x- and y-component. Wall roughness height and
constant remain on the default values. The Water (D) is of
interior type. The Hull (E) is a stationary wall with no slip
condition. The Inlet (F) is set to velocity-inlet type with a
velocity magnitude (U) of 2.152 m/s in x direction. Suggested

III. SIMULATION
A. Model
The numerical implementation is similar to the test body
utilized in an experiment by Huang et al. [8]. The nose is
elliptically shaped, while the middle section is parallel and the
aft is a tangential ogive. The detailed dimension of the
3.066 m long underwater vehicle are illustrated in Fig. 1. The
axisymmetric hull shape is based on a standard Defence
Research Establishment Atlantic (DREA) submarine bare hull
[9].

Fig. 1. Dimension of the submerged body [10].

Fig. 2. Computational domain.
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Fig. 3. Comparison of Case 1 and Case 2: Injection velocities.

Fig. 4. Comparison of Case 1 and Case 2: Injector positions.

by Sarkar et al. [12] the representative values of turbulent
intensity is chosen 5% and length scale, 0.003066 which
represents 0.001*L, where the length of the body (L) is given
with 3.066 m.

boundary layer. With a small bubble diameter, no continuous
bubble film builds up and hence only minor drag reduction is
attainable for all simulated injector velocities. While with
larger bubble diameter, the drag reduction increases together
with the injection velocity as larger hull sections are covered
with bubbles.

C. Cases
In the multiphase flow simulations, the influence of
several factors on the drag properties are analysed in three
steps. In the first step, the injection velocities of Uair = 1 m/s,
2.152 m/s, 5 m/s, 7.5 m/s, 10 m/s, 12.5 m/s, 15 m/s are
computed with constant injector position and bubble diameter.
In the second step, injector distances of Xair = 0 mm, 100 mm,
200 mm, 300 mm, 400 mm, 500 mm from the tip of the prow
nose are analysed. The injection velocity and bubble diameter
are kept constant. In the third step, the bubble diameters of
Dair = 0.1 mm, 0.5 mm, 0.75 mm, 1 mm, 1.5 mm, 2 mm are
computed with constant air velocity and injection position. For
every step, the parameters build on the highest drag reduction
result of the previous step. The three steps are conducted for
two cases, where the highest result of Case 1 is the initial
condition for Case 2.

B. Influence of Injector Position
The achieved drag reductions relative to the injector
distances of both cases are plotted in the graph, illustrated in
Fig. 4. Case 1 comprises a bubble diameter of 0.1 mm and an
injection velocity of 7.5 m/s, while Case 2 comprises a bubble
diameter of 2 mm with an injection velocity of 12.5 m/s. The
drag reduction results of both cases show a nearly horizontal
linear trend line, with only minor growth within Case 2. While
all results of Case 1 are around 10% drag reduction, the linear
overall trend of Case 2 is around – 20%. This value is caused
by negative drag reduction at injector positions from 0.1 m to
0.4 m. The data implies that the injector position influences

IV. RESULTS
A. Influence of Injection Velocity
The achieved drag reductions relative to the injection
velocities of both cases are plotted in the graph, illustrated in
Fig. 3. The bubble diameters for Case 1 and Case 2 are
0.1 mm and 2 mm, respectively. For both cases, the bubbles
are injected at the foremost position. The resulting drag
reductions of Case 1 shows an almost horizontal trend around
10%, indicating that the various air injection velocities have
nearly no influence on the drag reduction. In contrast, Case 2
shows an increasing drag reduction trend with increasing air
injection velocity, where the course rises from around 10% to
around 20%. This data leads to the conclusion, that with a
larger air diameter, the influence of air velocity on the drag
reduction behaviour increases. A high drag reduction is only
possible, if a sufficient air volume fraction is present in the

Fig. 5 Comparison of Case 1 and Case 2: Bubble diameters.
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the drag behaviour only at larger air diameter and higher
injection velocities. Where only an injection at the tip of the
prow nose or at the transition between nose and middle body
results in any drag reduction. With small bubble diameters and
moderate velocities, the injector location’s effect on the drag
reduction becomes less important as all positions result in a
reasonable drag reduction, while the general trend is similar to
the case with larger bubbles. Both case studies agree with the
overall outcome, that the optimum injector position is at the
tip of the prow nose. Injection at the rounding of the nose
leads to less drag reduction and on the contrary, drag may
even increase. The injection position between nose and middle
body may lead to a moderate drag reduction but less effective
than the foremost position. The superior injection at the front
can also be explained with a fully developed air bubble film
which is maintained over the whole nose and large parts of the
middle body, while at other injector positions, only parts of
the nose are enveloped in bubbles.
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C. Influence of Bubble Diameter
The achieved drag reductions relative to the injector
distances of both cases are plotted in the graph, illustrated in
Fig. 5. The injection velocities for Case 1 and Case 2 are
7.5 m/s and 12.5 m/s, respectively. For both cases, the bubbles
are injected at the foremost position. The resulting drag
reductions for Case 1 and Case 2 show a similar linear run. In
both cases, the drag reduction is rising with increasing bubble
diameter. In the first trend, the reduction rate grows from
around 9% to more than 18% and in the second trend from
around 10% to more than 20%. The only difference between
Case 1 and Case 2 is the injection velocity of 7.5 m/s and
12.5%, respectively. The result shows that the bubble diameter
is direct related to the drag reduction, independent from the
injection velocity. However, higher velocities tend to achieve
stronger reduction in drag.
V. CONCLUSION
Various bubble parameters and injection positions were
analysed and lead to the conclusion that small bubbles of
0.1 mm diameter are less effected by injection velocity or
position as all configurations resulted in a moderate drag
reduction around 10%. In contrast, large bubbles of 2 mm
diameter are strongly influenced by the injection velocity and
positions as the simulations result in either strong drag
reduction up to 20.67% or even an increase in drag. The
analysis shows that it is necessary to maintain a bubble film
across large parts of the hull surface in order to obtain a
sufficient drag reduction. The best result was achieved with
bubbles injected at high volumetric flow rate, which is a
function of injection velocity and air diameter, at the tip of the
prow nose.
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Furthermore, various flow direction aligned uneven
structures were analysed by Bechert et al. [7] (blade-shaped
riblets and riblets with triangular cross-section), El-Samni
et al. [8] (blade-shaped riblets), Xu et al. [9] (riblets with
triangular cross-section), Martin and Bhushan [10]
(continuous blade, sawtooth and scalloped riblets) and Tian et
al. [11] (riblets, convex dome and dimple concave shapes on a
body of revolution). A drag reduction up to 11.6% was
obtained. Dean and Bhushan [12] and Bixler and Bhushan
[13] experimentally investigated the internal flow behaviour
using streamwise aligned uneven structures in a rectangular
duct. Bogdanovic-Jovanovic [14] experimentally and
numerically investigated in the aerodynamic influence of golf
ball dimples on a sphere in various flow regimes while
Chowdhury et al. [15] experimentally investigated the drag
reduction using different dimple sizes on a sphere.

Abstract—This paper characterises flow around a circular
cylinder and investigates the potential of a non-smooth surface to
reduce air resistance in a Reynolds number range between
Red = 8.09∙104 and Red = 2.02∙105. The two- and threedimensional numerical simulations were performed using a
steady-state solution and the Reynolds-averaged Navier-Stokes
(RANS) approaches. Three different mesh designs and four
turbulence models with various treatments were assessed and
compared against experimental data. A total of 26 uneven
preparations in the two-dimensional analysis and two riblet
structures in the three-dimensional analysis were designed to
investigate the effect of drag reduction. The results reported hold
the potential of uneven structures to reduce the air resistance in
the case of a circular cylinder. This research further
demonstrates that engineering applications can benefit from
mimicking nature’s details and functions.
Keywords—Non-smooth surface, bionic, drag reduction, CFD

Zhang et al. [16] numerically studied flow past a circular
cylinder with uneven structures in the form of polygonal and
ridged modification around the circumference, as well as
designs with wavy and o-ringed geometries, for a Reynolds
number of Re = 5000. It was observed that circumferential
preparations failed to reduce drag due to a low Reynolds
number.

I. INTRODUCTION
The rising price of fossil fuels, economic restrictions and
advanced engineering applications are the major reasons why
engineers and scientists are more interested in methods to
improve the aerodynamic behaviour of moving objects.
Passive flow methods like a change in the surface structure are
considered to be an influencing aspect of the aerodynamic
behaviour.

Cui and Fu [17] numerically studied crosswise to the flow
direction aligned bionic structures with the shape of placoidshaped grooves inspired from shark skin, V-shaped grooves
mimicked from the wing of jaegers, riblet-shaped grooves
adapted from the skin of seals and ridge-shaped grooves like
on the outside surface of shells. Simulations were performed
with water as fluid and all models achieved a drag reduction.

Living organisms were able to invent almost perfect
structures [1] shaped by their ongoing interaction with nature
[2]. Surfaces which exhibit advanced structures and materials,
as well as sophisticated chemical properties, have evolved [2].
Zhao et al. [3] and Chen et al. [4] investigated the bioreplication mimicking shark skin and drag reduction ability in
water (drag reduction of 12% to 18.6%) while Dou et al. [5]
analysed the drag reduction using irregularly distributed
microscale caves imitated from fish scales (drag reduction of
10%). Bechert and Hage [6] explored the flow direction
aligned riblets mimicking shark skin about the influence of
stiffness as well as the alignment of ribs and determined the
most useful characteristic with aligned scales and a hard
stiffness. Bechert et al. [7] focused on clarifying the optimal
proportion of the height to spacing between streamwise
aligned riblets. Conscientious experiments have determined
that the optimal height is half the distance between the ribs
(h = 0.50∙s) [7].

With the development of increasing computer power, CFD
is becoming a preferred tool used to design, analyse and
optimise fluid interactions. The direct numerical simulation
(DNS) and the large eddy simulation (LES) are the most
accurate approaches for turbulent flows [18]. However, the
Reynolds-averaged Navier-Stokes (RANS) approach is the
most used solving model for practical engineering problems
due to the limited requirements in computational power [18].
The purpose of this investigation has been to characterise
the flow around a circular cylinder and to compare a smooth
surface against a non-smooth surface with uneven
preparations to assess a drag reducing potential.
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II. NUMERICAL SETUP
Numerical simulations were carried out using the software
code ANSYS Workbench R17.0 Academic. The design of the
numerical domain was developed according to spatial
conditions from the wind tunnel experiment with the length of
1000 mm and height as well as length of 450 mm respectively.
Simulations were performed using a pressure-based solver.
Operation conditions were specified according to the wind
tunnel experiment. Furthermore, no slip shear condition was
selected for walls. Pressure-velocity coupling was defined
performing the SIMPLE scheme. Spatial discretisation was
specified with pressure as second order, momentum as second
order upwind and turbulent kinetic energy as well as turbulent
dissipation rate as first order upwind. All numerical
simulations were conducted with convergence absolute criteria
where the equations residual values are lower than 10−3.
A. Two-dimensional Modelling
Three meshing designs (Fig. 2) were investigated for
determining the most accurate approach: structured multiblock
(quadrilateral elements), unstructured (triangular elements and
inflation layer) and hybrid (quadrilateral and triangular
elements).
Four different turbulence models with various treatments
were assessed with respect to validate simulation values
against experimental data: k-epsilon and k-omega,
Transitional k-kl-omega and Transition SST. A total of 87
simulations were compared.

Fig. 2. The two-dimensional meshes generated: (a) structured multiblock
mesh design, (b) close-up view of structured multiblock mesh, (c) unstructured mesh design, (d) close-up view of unstructured mesh, (e) hybrid mesh
design, (f) close-up view of hybrid mesh.

In order to analyse flow over a non-smooth surface, 26 two
-dimensional designs were created. Uneven structures with
triangular and semi-circular geometries in elevating and
hollowing shapes were designed. In addition, the number of
evenly distributed elements around the circular body (n = 80,
n = 160 and n = 240) and the size of the geometries
(h = 0.5 mm and h = 0.25 mm) varied in the different designs.
In addition, the characteristic geometry of a golf ball dimple,
as detailed in Bogdanovic-Javonovic et al. [14] was applied in
a further uneven design.

A. Three-dimensional Modelling
An unstructured design with pure tetrahedral elements was
defined. The generated mesh for the smooth circular cylinder
did not exceed 450∙103 mesh elements while in the case of the
riblet structures the number of mesh elements was just below
10∙106. The k-epsilon model with enhanced wall treatments
was defined for all three-dimensional simulations.

Fig. 1. Schematic of the two-dimensional numerical domain.
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number range of Red = 8.09∙104 to Red = 2.02∙105. Values
were calculated as:
Re d 

 u d


(1)

with ρ as density, u as the free stream velocity, d as the
diameter of the circular body and µ as the dynamic viscosity.

Fig. 3. Mesh generated of the three-dimensional numerical domain .

Fig. 5. Comparison of the two-dimensional non-smooth surfaces against the
smooth surface. Drag as a function of the Reynolds number. C: circular;
T: triangular; G: golf ball; H: hollow; E: elevation; S: small.

Fig. 4. Subsonic wind tunnel for the experimental research.

Two uneven structures were designed for the threedimensional analysis of air resistance reduction using
streamwise aligned riblets. The design of the threedimensional geometry was defined as elevating equilateral
triangles with an interior angle of 30 degrees. Furthermore, the
relation of h = 0.5∙s suggested by Bechert et al. [7] was
considered.
III. EXPERIMENTAL SETUP
A subsonic wind tunnel at Wrexham Glyndwr University
was used for the experimental research (Fig. 4). Each setup
was examined three times and average values were formed to
reduce inaccuracy. One measurement of pressure coefficient
was taken every 10 degrees of rotational angle. Ambient
conditions were frequently measured during the experiment.

(a)

The pressure distribution around a smooth cylindrical body
was conducted in five flow cases resulting in a Reynolds
TABLE I. DETAILS OF THE THREE-DIMENSIONAL RIBLET DESIGNS.
Design

Height (h)
[mm]

Interior Angle
[degrees]

Lateral Space (s)
[mm]

Riblet A

0.5

30

1

Riblet B

0.5

30

1.27

(b)
Fig. 5. Pressure coefficient around the circular body for Red=2.02∙105: (a)
design THS2, (b) design G. T: triangular; G: golf ball; H: hollow; S: small.
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(a)

(b)

(c)

(d)

(e)

(f)

Fig. 7. Velocity contours for flow case E (Red = 2.02∙105): (a) smooth geometry,
(b) close-up view of smooth geometry, (c) design THS2, (d) close-up view of design THS2, (e) design
G, (f) close-up view of design G, (g) velocity legend. T: triangular; G: golf ball; H: hollow; S: small. .

using a steady-state solution and the RANS approach support
the ability to predict values of good agreement with
experimental data. However, the pressure distribution was not
accurately represented, in particular the prediction at the
trailing part of the cylinder (90° < θ < 180°). The predicted
drag, on the other hand, agreed well with experimentally
obtained values.

IV. RESULTS AND DISCUSSION
A. Two-dimensional Analysis
Mesh designs and solving models. The most congruent
results in comparison with experimental data with an overall
average deviation below 2.5% were obtained by using the
standard k-epsilon model with scalable near-wall treatment
and the hybrid mesh. Final meshes were generated not
exceeding 200,000 cells.

Analysis of non-smooth surfaces. Non-smooth surface
designs were assessed about the ability to reduce drag for
Red = 2.02∙105 in three main comparisons: the shape of the
geometry, the size of the geometry and the number of uneven

The study of the flow around a circular cylinder in the
Reynolds number range of Red = 8.09∙104 to Red = 2.02∙105
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Fig. 7 illustrates the velocity magnitude of the flow around
the circular body for Red = 2.02∙105. Obviously, the flow at
some distance around the circular body interferes with the
wall boundaries. The smaller wake region with a higher
velocity magnitude confirms the lower drag value and the
transition to a turbulent boundary layer. Furthermore, it was
observed that the flow on the surface around the cylinder
separates at the leading edge of an indentation and is drawn
down into the hollow shape before it reattaches at the trailing
edge of the indentation. Therefore, the flow between the
indentations along the circular body accelerates and triggers
the transition from laminar to turbulent. As a consequence, the
separation of the boundary layer delays and causes a reduction
in drag force. In the case of elevations, the reduction of drag
force was observed to be similar, with the difference being
that the acceleration of the flow occurs as a result of the
elevations directly at the geometry rather than between the
geometries. This phenomenon of flow separation was also
observed by Bogdanovic-Javonovic et al. [14] in the specific
case of a three-dimensional golf ball.

Fig. 8. Comparison of the three-dimensional riblet designs against the smooth
surface. Drag as a function of the Reynolds number.

elements distributed. Circular geometries achieved in most of
the simulations lower drag values than triangular geometries.
Similar, hollow designs showed generally a higher reduction
in drag than elevating designs. Structures with small elevating
geometries show in comparison with designs of larger
elevating geometries a higher drag reduction. On the other
hand, the performance of small and large hollow structures
showed a dependency of the space between the uneven
elements. Moreover, elevating designs achieved the lowest
drag values with the highest number of uneven elements while
hollow designs performed superior with the lowest number of
uneven elements.

B. Three-dimensional Analysis
The values of the three-dimensional simulation show very
good agreement (average deviation below 0.5%) in the
comparison with the results experimentally obtained. Design
Riblet A and Riblet B perform at low Reynolds numbers
almost equal while in the range of higher Reynolds numbers,
the design Riblet B outperforms design Riblet A. The design
Riblet A which was dimensioned according to the relation of
h = 0.5 s showed an average drag reduction of 8.41% while
design Riblet B with a relation of h ≈ 0.4 s achieved an even
higher average drag reduction of 14.7%.

Drag values of non-smooth surfaces are compared against
values of the smooth surface in Fig. 5. The reduction in drag
as a consequence of non-smooth structures which trigger
turbulence and therefore shift the drag crisis, i.e. the minimum
coefficient of drag to a lower Reynolds number range was
observed. It was observed that crosswise to the free stream
aligned riblets and golf ball similar structures were able of
reducing the average drag force up to 12.45% within the
Reynolds number range defined. Values of drag reduction
were calculated as follow:

reduction 

Fs  Fn
100%
Fs

V. CONCLUSION
The key results of this investigation are summarised as
follows.
 The crosswise aligned non-smooth surfaces in the
configuration with semi-circular indentations generally
achieved a higher drag reduction than triangular and
elevating structures. However, a non-smooth surface
with small triangular indentations was determined as
optimized structure for the Reynolds number defined.

(2)

 It was observed that the velocity is reduced in the nearwall region of the non-smooth surface and that small
vortices were generated within the structure cavities.

where Fs is drag for the smooth surface and Fn is drag for the
non-smooth surface. Positive values indicate a reduction in
drag while negative values indicate an increase in drag force
for uneven structures.

 Non-Smooth surface structures trigger turbulence and
delay the boundary layer separation. As a consequence,
a reduction in drag merges.

Fig. 6 shows the pressure coefficient of non-smooth
surfaces in comparison with a smooth surface. The shift of the
minimal turning point to higher degrees and the displacement
of the minimum pressure region to higher angles in the cases
of uneven structures indicates a later separation of the
boundary layer. Moreover, the lower magnitude of the
minimum pressure value for the prepared uneven designs
reveals a smaller separated region behind the circular body.

 Two-dimensional non-smooth structures designed
achieved a drag reduction up to an average reduction of
12.45% while the from shark skin adapted threedimensional riblet structures achieved a drag reduction
up to 14.7%.
 The results presented corroborate the beneficial
contribution of non-smooth surfaces to the
aerodynamic behaviour of flow around a circular
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cylinder. Geometries and structures determined show
specific improvements in the drag reduction and
therefore provide the opportunity of designing
structures with the potential to lower the air resistance.

[9]

[10]

REFERENCES
[1]

[2]

[3]

[4]

[5]
[6]

[7]

[8]

[11]

Z. Han, Z. Mu, W. Yin, W. Li, S. Niu, J. Zhang, and L. Ren,
“Biomimetic multifunctional surfaces inspired from animals,” Advances
in Colloid and Interface Science, vol. 234, pp. 27-50, 2016.
A. Malshe, K. Rajurkar, A. Samant, and H.N. Hansen, “Bio-inspired
functional surfaces for advanced applications,” CIRP Annals Manufacturing Technology, vol. 62, no. 2, pp. 607-628, 2013.
D.-Y. Zhao, Z.-P. Huang, M.-J. Wang, T. Wang, and Y. Jin, “Vacuum
casting replication of micro-riblets on shark skin for drag-reducing
applications,” Journal of Materials Processing Technology, vol. 212, pp.
198-202, 2012.
H. Chen, X. Zhang, L. Ma, D. Che, D. Zhang, and T.S. Sudarshan,
“Investigation on large-area fabrication of vivid shark skin with superior
surface functions,” Applied Surface Science, vol. 316, pp. 124-131,
2014.
Z. Dou, J. Wang, and D. Chen, “Bionic research on fish scales for drag
reduction,” Journal of Bionic Engineering, vol. 9, pp. 457-464, 2012.
D.W. Bechert, and W. Hage, “Drag reduction with riblets in nature and
engineering,” in Flow Phenomena in Nature, vol. 1, A Challenge to
Engineering Design, R. Liebe, Ed. Southampton: Wit Press, 2007, pp.
457-504.
D.W. Bechert, M. Bruse, W. Hage, and J.G.T. Van der Hoeven,
“Experiments on drag-reducing surfaces and their optimization with an
adjustable geometry,” Journal of Fluid Mechanics, vol. 338, pp. 59-87,
1997.
O.A. El-Samni, H.H. Chun, and H.S. Yoon, “Drag reduction of turbulent
flow over thin rectangular riblets,” International Journal of Engineering
Science, vol. 45, pp. 436-454, 2007.

[12]
[13]

[14]

[15]

[16]

[17]

[18]

203

C. Xu, J. Wang, S. Luang, B. Qu, and L. Jiang, “Analysis of drag
reduction mechanism of the bionic microscopic riblets surface,” in Proc.
3rd Int. Conf. on Biomedical Engineering and Informatics, Yantai,
China, 16-18 Oct. 2010, pp. 2394-2398.
S. Martin, and B. Bhushan, “Modeling and optimization of sharkinspired riblet geometries for low drag applications,” Journal of Colloid
and Interface Science, vol. 474, pp. 206-215, 2016.
L.-M. Tian, L.-Q. Ren, Q.-P. Liu, Z.-W. Han, and X. Jiang, “The
mechanism of drag reduction around bodies of revolution using bionic
non-smooth surfaces,” Journal of Bionic Engineering, vol. 4, pp. 109116, 2007.
B. Dean, and B. Bhushan, “The effect of riblets in rectangular duct
flow,” Applied Surface Science, vol. 258, pp. 3936-3947, 2012.
G.D. Bixler, and B. Bhushan, “Shark skin inspired low-drag
microstructured surfaces in closed channel flow,” Journal of Colloid and
Interface Science, vol. 393, pp. 384-396, 2013.
J.M. Bogdanovic-Jovanovic, "Experimental and numerical investigation
of flow around a sphere with dimples for various flow regimes,”
Thermal Science, vol. 16, no. 4, pp. 1013-1023, 2012.
H. Chowdhury, B. Loganathan, Y. Wang, I. Mustary, and F. Alam, “A
study of dimple characteristics on golf ball drag,” Procedia Engineering,
vol. 147, pp. 87-91, 2016.
K. Zhang, H. Katsuchi, D. Zhou, H. Yamada, and Z. Han, “Numerical
study on the effect of shape modification to the flow around circular
cylinder,” Journal of Wind Engineering and Industrial Aerodynamics,
vol. 152, pp. 23-40, 2016.
J. Cui, and Y. Fu, “A numerical study on pressure drop in microchannel
flow with different bionic micro-grooved surfaces,” Journal of Bionic
Engineering, vol. 9, pp. 99-109, 2012.
Y. Zhiyin, “Large-eddy simulation: Past, present and the future,”
Chinese Journal of Aeronautics, vol. 28, no. 1, pp. 11-24, 2015.

Data Analysis of Random Blood Measurements for
Abnormal Condition Detection
Yevgen Sokol, Pavel Shchapov, Roman Tomashevskyi

Oleksandr Veligorskyi

Department of Industrial and Biomedical Electronics,
National Technical Uni. “Kharkiv Politechnical Institute”,
Kharkiv, Ukraine

Depart. of Biomedical Radioelectronic Apparatus and Systems,
Chernihiv National University of Technology,
Chernihiv, Ukraine

Richard Picking

Roustiam Chakirov

School of Applied Science, Computing and Engineering,
Glyndwr University, Plas Coch, Mold Road,
Wrexham, LL11 2AW, UK

Department of Electrical and Mechanical Engineering,
Bonn-Rhein-Sieg University of Applied Science,
20 Grantham-Allee, Sankt Augustin, D-53757, Germany

Abstract—This paper discusses an approach of the abnormal
condition detection of whole blood using piezo-synthetic effects in
blood under dynamic external pressure. Three groups of samples
having verified chemical and biological conditions were analysed
to prove reliable detection: saline, whole blood and whole blood
with colorectal cancer as an example of abnormal conditions. The
procedure of a discrete differentiation process for obtained
experimental data has been proposed as preliminary processing.
Three information parameters have been selected to describe
experimental data. Fischer F-statistics were used to determine
the information content of the proposed information parameters.
It has been proved that the proposed information parameters
react on changing state of object under test and therefore can be
effectively used for the abnormal condition detection.

cancer cells. For example, a novel approach for cancer
detection based on biochemical analysis of peripheral blood
plasma by using Fourier transform infrared spectroscopy was
proposed [8]. That method provides minimal-invasive
technique to detect any form of cancer, but requires special
blood sample processing, like centrifugation, drying samples,
etc.
In this paper we propose a new approach to detect the
cancer cells in blood using pressure variable factor load,
electrical potential registration and information analysis of
measured signals. The paper presents an experimental
investigation of different liquid biological material samples
(whole blood), processing of experimental data and
information parameter analysis, as well as proving difference
in parameters for different samples that allow detecting blood
with cancer cells.

Keywords—biological object, factor load, information
parameter, dynamic experiment, cancer cells detection

I. INTRODUCTION
There are many techniques to diagnose cancer. Some
classical techniques such as colonoscopy [1], [2],
mammography [3] or ultrasound [4] are applied to detect
special types of cancer and can be used both standalone and as
an additional procedure for cancer diagnosis. However,
sometimes these methods can miss many cancer diseases,
especially for mammography in case of dense-breasted cancer.
Colonoscopy and biopsy [5] are invasive techniques, which
can cause patient discomfort during the procedure. Other
techniques, such as Magnetic Resonance Imaging (MRI) [6]
or
Positron
Emission
Tomography-Computerized
Tomography (PET-CT) cause radiation exposure (in the case
of PET-CT) and require expensive equipment.

II. MECHANIC FACTOR INFLUENCES ON BLOOD
Electrical characteristics of blood can be described using a
classical well-known three-element model [9] shown in Fig. 1.
Resistance Rp of the model corresponds to the electrical
resistance of plasma, the cell membrane capacitance of the
erythrocytes in the blood is represented by the capacitor Cm.
Erythrocytes interior cell resistance is described as resistance
values for Ri. Rp, Ri and capacitor Cm. The values of the
resistances and capacitor depend on different factors, for
example, flow speed changes the electrical resistance Rp [10]
whereas Rp and Cm depend on the velocity of blood.
Pressure is another external parameter that changes electric
characteristics of whole blood. Blood cells became more
polarized under mechanical loads that significantly decrease

Beside the classic methods some new techniques that used
a patient’s blood as an object of the analysis were proposed
recently. Blood and cancer cells have different chemical and
physical characteristics. Plasma membrane capacitance of
cancer cells is two times more than for lymphocytes. That
allows using special techniques like dielectrophoretic
separation of cancer cells from blood [7] for the detection of

Rp
Ri

Cm

Fig. 1. Three-element electrical model of whole blood.
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the dielectric constant of membrane components of blood cells
[11], [12]. This effect is called the “piezo-synthetic effect in
biological tissues”. As it was mentioned before, cancer cells
have plasma membrane capacitance twice that of lymphocytes
[8]. It allows detection of cancer cells in the blood under
mechanical loads.

This signal to the data acquisition board comes from the
electrodes and goes through the differential amplifier, the lowpass filter, the analogue to digital converter (ADC) to the
microcontroller. The differential amplifier with adjustable
gain from 100 to 1000 provides preliminary amplification and
filtering of raw measured difference of electrical potentials,
that appears on the electrodes E1 and E2, caused by variable
factor load P(t).

III. DYNAMIC EXPERIMENT
The experimental part of the paper describes the
investigation of piezo-synthetic effects in different biological
objects with and without pathological states.

The low-pass filter selects the measured signal at a
frequency up to 100 Hz and sends it to the ADC to convert the
signal into the 12-bit digital sequence. Then the
microcontroller converts this data into the universal serial bus
packages to transmit it to a PC for further processing,
visualisation and storing.

Three groups of samples having verified chemical and
biological states were chosen for the investigation of electrophysical parameters of liquid biological materials:

Typical duration of cycle of variable factor load for
biological samples P(t) is around 4-5 seconds. An example of
bioelectric potential response for two sequential cycle of
pressure changing is shown on Fig. 3.

 sample S0 – saline;
 sample S1 – non-pathology whole blood;
 sample S2 – whole blood with pathology – colorectal
cancer.

B. Preliminary Processing of Experimental Data
Dynamic behavior of factor load determines the selection
of the special information parameters related to the dynamics
of the measured bio-electric potentials, taking into account
variable electrochemical inertia of ionic conductivity
processes of samples with increasing and decreasing load. To
demonstrate the difference, discrete (digital) differentiation of
the measured signal V(t) has been used.

Each sample has a volume of 1 cm3. Variable factor load
for biological samples P(t) is a repeatable changing of
pressure (up to 1 atmosphere). Different random and
uncontrollable factors (perturbations) take place during the
experiment, such as:
 non-stationarity on the mathematical expectation of
electrochemical drift in the processes of biopotentials’
formation at the electrodes of the primary measuring
transducer, that causes additional additive conversion
error;
 ambiguity in providing conditions for repeatability of
the atmospheric pressure values and its changing over
time, that causes the appearance of multiplicative
errors in the output variable.

Transformation of centralisation of measured signal has
been carried out to eliminate drift additive error in the
preliminary transducer (electrodes and differential amplifier):

V t   V t   V t 

where Ṽ(t) is a parabolic regression, caused by drift of the
settled value of the preliminary transducer’s measured data,
V (t ) is a centralised value of the measured data.

A. Experimental Setup
The experimental setup for a dynamic active biophysical
experiment is shown in Fig. 2. Two gold-plated electrodes (E1
and E2) with different active surface areas have been used for
measuring the electrical potential of liquid samples. Electrodes
are placed inside the cylindrical cuvette with a piston
changing the pressure P(t).
P(t)

~ 220V

Normalisation of the centralised data for amplitude level
Vm has been used to decrease multiplicative errors caused by
non-uniform parameters of the factor load, such as variation of
pressure etc. Amplitude level of measured bio-electric
potentials Vm has been used for all cycles of factor load P(t).
V t  

PC

E2

+5 .0 V

+3.3 V

Data Acquisition Board
Low -pass
Filter

Vm



To extract these parameters every process Ṽ(t) was
differentiated, that allows this to be used for the analysis rate
of biopotential’s changing ΔV(t):

V

Differential
Amplifier

V t 

In addition, it was proposed to consider the parameters that
have information about samples S0, S1 and S2, as complex
parameters, that are based on characteristics of Ṽ(t) dynamics
(separately for load P(t) increasing and decreasing).

Power
Supply

E1



A-D
Converter

V  t  

dV  t 


dt
Typical rates of biopotential’s changing for samples S1 and
S2 is shown in Fig. 4 and Fig. 5.

Microcontroller

Fig. 2. Experimental setup for dynamic active biophisycal experiment with
different blood samples.
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-4

6

IV. DISPERSION ANALYSIS OF DYNAMIC EXPERIMENT
For planning and analysis of this experimental data we
should take into account the following:

x 10

5

 V, V

4

 all parameters Ym (includes Y1, Y2, Y3) are random
values due to the internal and external random
disturbances;
 every state S0, S1, S2 corresponds to their own set of
numerical values (dispersion, mean value, asymmetry
and excess coefficients, etc.) of random parameters Ym.
 A limited amount of experimental data (amount of
samples with verified states) allows using only
averaged values of analysed parameters Y1, Y2, Y3.
Dispersion and high order moments requires additional
data in the set.

3
2
1
0

0

1

2

3

4

5

6

7

t, s

Fig. 3. Example of bioelectric potential response for two variable factor load
P(t) changing.

Preliminary analysis of measured and processed data ΔV(t)
for three states S0, S1 and S2 of used liquid biological materials
shows the following:
 Positive amplitude +ΔVmax is always more than
negative −ΔVmax independently from number of
repeatable cycles and the state of the samples.
 The second derivative of the Ṽ(t) process
2V  t   d 2V t  dt 2 has more intersections with the t
axis n− for the negative V(t) compared to the number of
intersections n+ for the positive values V(t) for the
states S1 and S2.
 State S0 has n+ = n−.
 n−S1 > n−S2, where n-S1 is the number of intersections for
the second derivative of the Ṽ(t) process with the t axis
for the negative values V(t) for the states S1.
 All bioelectric potential responses V(t) independent
from the number of cycle and the state are asymmetric,
and the asymmetry rates is increasing for changing
states from S0 to S1 and from S1 to S2. It means that the
settle time for the process from −ΔVmax to the steadystate value is increasing

In such cases, single-factor parametric models for the
dispersion analysis can be used, that allows [9]:
 Estimate statistical significance of mean values
changing of parameters Y1, Y2, Y3 in the case of
transition from state Sk to state Sj (j ≠ k), such
estimation counts dispersion of the analysed
parameters.
-4

1.5
1

 V, V

0.5
0
-0.5

All results mentioned above allow us to consider three
main information parameters (described below as Y1, Y2, Y3),
that meet the next logical requirement: ΔV(t) ≠ 0.

-1
-1.5

The function (4) that depends on rate of change +ΔV(t),
−ΔV(t) and global/local extremes +ΔVmax and −ΔVmax, was
chosen as the first information parameter Y1 describes the
biochemical state of the sample.

2

Y1  F  VMAX , VMAX , V  t  , V  t   V  t   0  

1.5

1

1.5

2
t, s

2.5

3

3.5

-4

Parameters Y2 and Y3 are used as parameters responsible
for biochemical states directly connected with quantum effects
of electropotential transformation. Parameter Y2 is a function
that depends on number of intersections of Δ2V(t) with t axis:

x 10

 V, V

1
0.5
0

(5)

-0.5

Parameter Y3 is a function that depends on root-mean
square values of phase shift τ1 and τ2 of intersection points n1
and n2:

Y3  F 1 , 2 ,  V  t   0 

0.5

Fig. 4. Rate of biopotential change for the sample S1 (non-pathology whole
blood).

That parameter is indirectly related to quantum effects of
electro-potential transformation in the liquid biological
material.

Y2  F  n1 , n2 ,  V  t   0 

x 10

-1

(6)

4

4.5

5

5.5
6
t, s

6.5

7

7.5

Fig. 7. Rate of biopotential change for the sample S1 (whole blood with
pathology – colorectal cancer).
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 Estimate information content for any parameter Y1, Y2,
Y3 by using test F-statistic. [3] [5]

I  0.5ln 1  F  nit

S1, S2 and calculations of criterial F-statistics (10). Critical
level of F-statistics for significance level α = 0.05 is
FCR = F2;15;α = 3.68.

(7)

As it seen from Table I, the biggest information parameters
is Y3 having F-statistic value F2;15 = 32.98, the second is Y2
and finally Y3. All F-statistics for information parameters
exceed critical level, that means Y1, Y2, Y3 can react on
changing states of object under test (changing dispersion due
to another chemical state of sample Ῡj 2-9 times more than
residual dispersion of random deviations zji).

States S0, S1, or S2 are the influence factors for the
dispersion analysis. Quality of the analysis is provided by a
limited type I errors (significance level α = 0.05).
Experiments with several groups of samples have been
carried out (number of groups K = 3): state S0 – 8 samples,
state S1 – 5 samples, S2 – 5 samples, so the total amount of
samples are N = 18, and N1 = 8, N2 = N3 = 5.

Information content of all parameters Y1, Y2, Y3 was
calculated by using (7), results are represented in Table II.

A. Information Parameters Estimation
Results of estimation of the information parameters will be
presented as yji, where j = 1…K; i = 1…Nj. A statistical model
of such type will be expressed as:

y ji  Y   j  z ji

B. Estimation of Information Parameters Correlation
Elements of mutual correlation matrices have been
calculated to estimate information independence of parameters
Y1, Y2 and Y3. The five first columns of Sample information
parameter values from Table I (N1 = N2 = N3 = n = 5) and two
states S1 and S2. Obtained matrices for state sets {S1, S1} and
{S2, S2} are shown below:

(8)

where Ῡ is a mean value for all N results, ρj – deviation,
caused by the influence of main factor (pressure), zji – random
deviation of model, caused by uncontrollable and controllable
disturbances.

0.529 0.709
 1

R11  0.529
1
0.511
0.709 0.511
1 

Let’s Ῡj be sat as a mean value for the results in group j, in
this case, the dispersion decomposition can be expressed as
follows:
k

Nj

  y
j 1 i 1

ji

k

k

Nj

 Y    N j Y j  Y     y ji  Y j 
2

2

j 1

j 1 i 1

2

0.187 0.023
 1

R22   0.187
1
0.124 
 0.023 0.124
1 

(9)

Criterial F-statistic as a random value with FisherSnedecor’s F-distribution with two degrees of freedom
V1 = K−1 = 2 and V2 = N−K = 15 will be expressed as the
ratio:

If it is assumed the main hypotheses H0 of independence
Y1, Y2 and Y3 as R11 = 0, R22 = 0, then the criteria F-statistic for
any R11 and R22 elements with correlation R will be
represented as follows:

 K
2 
  N j Y j  Y  
j 1
   V2 
F2;15  
(10)
 K Nj
 V 
   y ji  Y j    1 
 j 1 i 1

Table I represents calculation results of information
parameters Y1, Y2, Y3 (4)-(6) collected for different states S0,

F1; n  2 

R2

1  R 
2

  n  2

(11)

A critical statistic for proving hypothesis H0 will be
FCR = F1;3 = 10.13 for a significance level α = 0.05, so the
condition of H0 confirmation is:

F1;n  2  FCF

(12)

TABLE I. INFORMATION PARAMETER AND F-STATISTIC VALUES FOR DIFFERENT SAMPLES
Information
parameter

Y1

Y2

Y3

State of sample

F-stat,
F2;15

Sample’s information parameter values

S0

1.095

1.364

1.333

1.652

1.227

1.111

1.318

1.292

S1

1.0

1.0

1.34

1.41

1.0

–

–

–

S2

2.433

2.673

2.659

1.238

1.152

–

–

–

S0

1.667

2.0

4.25

2.0

1.667

1.1

1.444

1.444

S1

2.182

2.0

4.333

3.19

2.125

–

–

–

S2

4.01

9.8

4.75

8.8

4.72

–

–

–

S0

1

1

1

1

1

1

1

1

S1

3

2

3

3

2

–

–

–

S2

6

7

5

4

3

–

–

–

207

6.32

12.31

32.98

TABLE II. INFORMATION CONTENT FOR INFORMATION PARAMETERS
Information parameter

I, nit

Y1

0.995

Y2

1.294

Y3

1.763
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Finally, by using (11) and (12) calculations confirmation
the condition as R < 0.878. It is seen from matrices R11 and R22
that all elements (excluding the main diagonal) satisfied that
condition. It means that information parameters Y1, Y2 and Y3
are mutually-independent.
This allows a summary of information obtained from
different information parameters, joining them to the integral
parameter, as an example, by using linear-additive model of
functional transformation [9].
V. CONCLUSION
Three groups of samples having verified chemical and
biological states (saline, whole blood and whole blood with
colorectal cancer) were chosen for the investigation of electrophysical parameters of liquid biological materials. Three
information parameters were selected to describe the rate of
biopotential changing that was measured during the dynamic
experiments with pressure for different samples. Dispersion
analysis of the selected information parameters allows the
calculation of F-statistics. Calculation shows that all Fstatistics for information parameters exceed critical levels.
This means that the selected parameters can react on changing
states (normal or pathology) of object under test. So, the
results of dynamical experiments and the obtained data
analysis show the possibility of abnormal states detection of
whole blood. In further research the proposed method of
dynamic external pressure and piezo-synthetic effects in
whole blood will be extended for bigger sets of samples
allowing more accurate statistical analysis and better detection
of abnormal states such as cancer cells in whole blood.
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Abstract— Research has previously demonstrated the positive
effects of robotic companion pets, but while this is important
from a research perspective, their cost renders their widespread
use currently unfeasible. This research seeks to explore the
potential of an affordable robot, with a view to making a realistic
difference in quality of life for people with dementia and their
carers. Early research results involving participants in the
community have proved very positive.
Keywords—companion robots, dementia, assisted living

I.

INTRODUCTION

This study is investigating the effect of interaction with a
robot cat for people with moderate to severe dementia and their
carers. The research builds upon previous research carried out
on psychosocial effects of companion robots, previously
undertaken in a care home setting. The background to this is
that the health benefits of pet ownership are well known and
have been reported in the literature as long ago as 1999 [1].
Companion animals can provide comfort and meaning to a
person [2] but because they require care and attention, they
may not be allowed in certain homes (sheltered
accommodation for example) and an individual may be unable
to make a commitment to own a live animal because of their
condition and safety risks [3].
The most well-known studies undertaken in the field of
companion robots identify the benefits of interacting with a
robot seal, known as Paro [4]. The results show that robots can
encourage communication between care home residents [5, 6],
and have a positive effect on loneliness among residents in a
residential care facility [7]. Also, increased activity during
sensory group therapy and older people with dementia has been
observed [8].
Most of this previous research has taken place in a
controlled environment with multiple residents over a short
period of time. Our study involves individual interaction over a
longer period. Also, the robot seal is extremely expensive (over
£4,000 at the time of writing this paper), whereas the robot cat
used in our study costs less than £100. Although the cat is
much less sophisticated in its functionality, it has a range of
interactive elements that may engage a human pet lover, such
as reacting to stroking with purring and animation, and sensing
movement nearby with responsive miaow calls.

II.

METHODOLOGY

The ongoing study is taking place over a 6 month period
involving 10 participants living at home with dementia and
their carers. We are currently into the second month of this
work, so are able to report early research indications.
At the beginning of the study, a quality of life tool was
administered (QOL-AD) to test the carer’s and the person with
dementia’s perceived quality of life [9]. At this point, the cat
was introduced to the participant and family.
The QOL-AD tool is a validated tool that elicits the quality
of life of the carer and person with dementia in two separate
documents. It was initially anticipated that administering this
tool would give a quantitative element to the research that
could facilitate triangulation with the qualitative data obtained
from in-depth interviews with the carers, where they are
encouraged to tell their story, including with the aid of other
media if available (e.g. photographs).
At the end of week one, the carers were contacted to ask
how the cat was being used and at what times of the day. They
were also asked whether the person with dementia was still
interacting with the cat. This was also done at the end of week
two and an appointment made to interview the carer and to
administer the QOL-AD tool at the end of week three.
Unfortunately, following initial piloting of the tool, it has been
considered to be inappropriate for the present study, as it is not
focused enough for our purposes. We are currently considering
alternative tools.
Towards the end of this study, participants will be re-visited
on one more occasion, where their whole experience over this
period will be evaluated.
III. EARLY RESULTS
Given the nature of the robots and previous research that
has supported robot animals in care homes, it is hypothesized
that the participants and their carers will feel a growing
attachment to the cats, and may derive benefit from their
‘company’ and presence in the home. Whether this has an
impact on the quality of the participants’ lives is less certain,
and this study aims to identify this.
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Asking the carers about their experience of having the cats
in the home is interesting, since it is not known whether there
will be a sense of ownership of the cats in the same or a similar
way to owning a live pet, but ‘sense of attachment’ is being
evaluated in this study, as we consider it would be unethical to
remove the cats at the end of the study in case of attachment.

Our preliminary results indicate a positive effect on the
participants’ well being. Interaction with the cat has increased
conversational interaction, and has acted as a comforting
distraction by relieving distress.

So far, five cats have been distributed to participants who
have volunteered for the study. Two of these were returned, as
the participants felt unable to bond with them. This rejection
was fairly immediate. Of the three remaining participants, all of
them have accepted the cat, and it is clear from the second
round of interviews that a progressive companionship is
developing.

Our research with this affordable robot cat is continuing.
One of the aims of this work is to consider a minimum viable
product that is programmable and can be adapted or enhanced
for individual needs e.g. reminders, communication, and
monitoring, if so required.

IV. FUTURE WORK

This is the focus for future technical research and
development, as strictly speaking, the cats used in this study
are not robots in the purest sense of the definition, according to
the Oxford English Dictionary:

One participant in particular, has been reported by their
family and carers as experiencing an enormous positive change
since being given their robot cat (fig. 1). She is getting up
better in the mornings, interacting with other people more, as
well as with the cat. She picks it up, strokes it, and treats it as
her companion. It is interesting to note that the three (thus far)
successful experiences with the cats are with people who had
pet cats in their earlier lives, and who have always been known
as cat lovers. The two participants who rejected the cats were
not previously ‘cat people’, although one relative enquired
whether there was a similar dog robot as the participant was
more of a ‘dog person’ (there is, but this is outside the scope of
this study).

“A machine capable of carrying out a complex series of
actions automatically, especially one programmable by a
computer.”
If however, the affordable option provides companionship
for some dementia sufferers, and helps to improve their quality
of life, we will regard our research as a success and a
contribution to the field we define as ‘Companotics’: the
research and development of computerized companion devices,
especially companion robots.
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ABSTRACT
The remarkable growth in wireless communication technologies in
recent times has motivated the synergy between wireless systems and
medical sciences for improved healthcare services. Several emerging
wireless technologies and approaches have therefore been proposed to
achieve various efficient monitoring systems for health-related
activities. In this paper, localisation of a patient using the ranging
approach of received signal strength from passive RFID was proposed
in the form of smart room. The proposed system is modelled based on
a three-level intelligent model of transition, signal measurement and
location sensing. The measured RSS is analysed using particle
filtering algorithm as a means of localising the position of the target in
indoor environments. The system was simulated in a test bed
environment using wireless insite with satisfactory results. The
system is aimed at achieving a non-wearable sensor approach that is
unobtrusive and non-invasive for recognition of activity and location
of critically-ill patients and the elderly for timely and reliable
healthcare intervention.
Index Terms: RFID, Activities of Daily Living, Indoor Localization,
unobtrusive sensing, quality of service, e-health monitoring system,
Smart Room

1.
INTRODUCTION
The proliferation in the application of wireless
communication technologies has driven the need to integrate
wireless technologies in medical application. Subsequently, the
synergy has fuelled intense research into the development of
electronic monitoring systems for health-related application
and invariably improved healthcare services. In recent times,
improved healthcare service has significantly contributed to
longevity experienced worldwide, resulting in the high number
of the elderly (i.e. people above 65 years or over). Recent
statistics has indicated that the increasing number of the
elderly is expected to geometrically grow by 56 percent
between 2015 and 2030, resulting in an increase from 901
million to 1.4 billion in size. Moreover, the elderly figure is
expected to be more than 2 billion by 2050, which make these
senior citizens a major contributor to the world population [1].
However, living longer comes with various health challenges
due to increasing chronic and degenerative diseases such as
Alzheimer and dementia, Parkinson, osteoporosis, and
incontinence. Moreover, these health conditions are discovered
to be existing among the younger generations [2], as it renders
affected patients vulnerable, helpless and most times in need of
assistance for activities of daily living (ADL). ADL which

includes eating, bathing, walking, feeding and even using the
bathroom, serves as a measure of healthy functionality of
patients within the healthcare environment.
Different approaches to monitoring systems for healthrelated issues has been proposed and designed. Khoshhal et.al
and Candamo et.al in [3, 4] focused on the study into human
behaviour with a review of the various algorithms used in
detecting patient’s behaviour such as fighting, physical attack
on fellow patients and staff and in the extreme case of
vandalism. Bustamante et.al. [5] propose an e-health system
capable of monitoring the behaviour of in-bed patients. Yin
et.al [6] proposed an unsupervised method of monitoring the
daily routine activities by analysing the locomotion pattern as a
means of finding the routine cluster at different time intervals
within the room. Motoi et.al. [7] propose an unobtrusive ehealth monitoring system that involves the use of several
different sensors for measuring the body and excretion weight,
ECG, respiration and pulse rate during sleep of patient with
cardiovascular disease. Xu et.al. [8] propose the “cloud
hospital”, an e-health system that incorporates cloud
computing and mobile network as an approach for monitoring
the patient’s data collection, storage, analysis and medical
resources assignment, while Alahmadi et.al. [9] propose a
smart e-health monitoring system architecture capable of
monitoring mobile patient’s data, analyse and share it with
mobile medical expert, while Reilent et.al. [10] proposed a
monitoring system for acquiring the medical and contextual
data of the patient’s automated home. Kyriazakos et.al. [11]
proposed an e-inclusive health system for patients with mild
dementia. Several other researchers such as Fern, Ayase, Long,
and Cuppens, et.al. [12-15] adopted the video-based approach
for physiological and activity monitoring of the patients,
whereas Lawrence et.al. [16] adopted a wireless sensor
network (WSN)-based interactive gaming approach as a form
of e-health system for improving quality-of-life for the elderly
patient. Heikkel et.al. [17] proposed an intelligent furniture
network for human posture and activity detection.
Nevertheless, other researchers proposed the smart home as a
means of detecting and monitoring the physical and health
condition of the patients. Freitas et.al. [18] propose and
implemented a monitoring system which monitors the room
and issue warning against indoor accidents using the mobiles
phones and wireless sensor network, whereas Booranrom et.al.
[19] propose a smart bedroom that would facilitate and
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monitor the daily activities for the elderly using Kinect was
proposed. However, in our work, we are providing a new
dimension to non-invasive, unobtrusive monitoring of the
patient for ADL within a smart room by using the variation of
the received signal strength to for determining the activities of
an elderly patient. The proposed system utilises a suite of
passive RFID tags by using their received signal strength for
analysis.
In this paper, we propose an intelligent approach to
recognizing the location of patients within a smart room which
will serve in the long run as a monitoring system using the
RSS of passive RFID sensor for localising the position and
subsequently the physical activities of the elderly patient for
prompt healthcare attention. The overall system is modelled
using particle filtering approach as a means of localising the
position of the target in indoor environments. The paper is
organised as follows: Section II reviews some of the related
works on various approaches to indoor monitoring systems for
health-related activities while identifying the key technologies
adopted and advantages of the systems. Section III addresses
the problem statement and how the systems are designed to
overcome it. Section IV presents the system architecture and
layout of a proposed smart room. Section V provides a detailed
insight into the method of signal analysis adopted, identifying
the key models used in the particle filter approach. Section VI
presents the simulated results. Section VI concludes of the
paper.
2.
PROBLEM DEFINITION
Critically-ill patients and most elderly in healthcare home are
often too frail and incapable of performing ADL. Moreover,
as identified in [20], elderly patients with dementia over a long

period of time often exhibits psychotic behaviour, which
necessitates constant physical assistance and prompt medical
response. However, for patients in this circumstance to
perform ADL themselves requires a monitoring system that
can efficiently localise their physical position and activities
such as fall, sit, stand, sleep and even toileting without
necessarily attaching any wearable sensor on the patient. Thus,
it is with respect to this flexibility in localisation that this smart
room is proposed.
3.
SYSTEM ARCHITECTURE
For unobtrusive, non-invasive activity monitoring to be
enabled, we installed a simple suite of passive RFID system
operating at 920MHz in a bandwidth of 92 MHz to achieve
better precision and higher accuracy within the testbed as
shown in Fig. 1. The component of the proposed is divided
into two parts: the main room and the bathroom. The room is
evenly distributed into three signal routes of passive RFID tags
with each route consists of 13 tags of equal space, while a
route of three tags is positioned along the bathroom wall. The
overall dimension of the room consists of a total number of 42
tags. Routes 1 and 3 are used in estimating activity along the
path of the bed and bathroom, whilst route 5 is used to monitor
activities along the sitting and wardrobe area. Two RFID
reader antennas are positioned within the room as a measure of
achieving higher precision and thus improved accuracy. RFID
antenna Tx1 is placed at the far corner of the room, while
antenna Tx2 is placed close to the bathroom to measure the
power variations of the tags caused by a change in the location
of the patient which invariably indicates activity within the
room.

RFID Reader antenna

Fig. 2. Schematic Layout of Components in the proposed Smart Room

Fig. 1. 3-D Layout of the proposed smart room

=

4.

SYSTEM MODEL USING PARTICLE
FILTERING
Since testbed is a dynamic environment where continuous
motion indicates activity. To estimate the position of the
patient, the dynamic state-space model of the wireless sensor
network using particle filtering is thus adopted. Thus, the statespace model using particle filtering is therefore represented as:
=

(

;

; )

Passive RFID Tag

( ,

; )

(2)

where is the new state vector indicating the positions,
is
the set of RSSI observations at instant time t,
is the state
transition function,
is the measurement function which
maps the states into observables of RSS,
is the transmitted
power level extracted from each tag route and
are the
independent noise vectors in both transition and measurement
function.

(1)

213

An iterative application of the two functions in the initial state
will therefore generate a fully specified stochastic process.
Applying particle filtering, the state sequence is modelled as a
Markov random process, and an alternative representation of
the specified dynamic system can thus be represented by two
)
probability densities; the state transition model ( ⋮
and the observation model ( ⋮ , ). The purpose of
utilizing particle filtering is to infer the location state of the
given set of RSS reading of the passive RFID tags (t =
0,1,2…) from the RFID reader, and . The particle filtering
can therefore be represented by deriving the posterior
probabilistic distribution ( ⋮ ∶ , ), where ∶ is the set
of distance readings from neighbouring tag in each route
during the transition |0 ∶ |. Hence, by adopting Bayes
approach, the posterior can then be derived as:
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where
represents the normalized constant ensuring that
( ⋮ ⋮ ,
) sums up to one over all .
The posterior probability distribution of the location of the tag
at time t are represented by the tag’s position belief bel
( ), whereas the term ( ⋮
) represents the posterior
probability of the patient moving from
to . Samples are
then drawn from the motion transition model and the RSSI
model to be represented by a set of particles, such that an
inference of the time-series location information can thus be
expressed by the evolution of the particle. Therefore, the
evolution of the particle gives an accurate and convergent
representation of the patient location.

4.3
Sensor Model
The sensor model is used as in describing the RSSI reading
response to a given tag route which is invariably used as the
observation output of the system. The sensor model determines
the probability of measurements R i.e. ( ⋮ , ), given that
the tags are at positions V and with power levels P.
The sensor model is thus evaluated from the RSSI model as
follows:
,

=

−
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,

)

+
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=
. +
(7)
−
is the Euclidean distance between tags at
where
different routes x and y,
is the transmitted power of the
RFID reader and
is the Gaussian often caused unbiased zero
mean Gaussian component, and
represents the nonGaussian errors often caused by reflection of signals from
walls, lack of line of sight and multipath effects. Moreover, the
probability distribution of the measured RSSI of tag x from
reader y,
given the true distance d and
can thus be
defined as:
(
)
1
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where =
. + is the expected RSSI measurement
is the standard
as expressed in eqn. (7), and
=
,
deviation of the measurements, assumed to be a function of the
given distance and power level. The overall steps involved in
determining the location/position of the patient is illustrated in
Fig. 3

4.1
Transition Model for Prediction
The transition model is useful in describing how the elderly
patient moves around the room with a certain probability. In
the testbed, the RFID tags positions are fixed and known in
advance, whereas the elderly patient motion is inherently
).
unknown but mapped from the previous state by ( ⋮
Moreover, since the tags are typically static, the patient motion
is thus predicted using Gaussian noise without considering
velocity.
4.2
RSSI Model
The smart room is evenly distributed with passive RFID tags to
observe the Link Quality indicator (LQI) and RSS
measurements, which are correlated with power setting to
establish the room channel characteristics and communication
behaviour. Moreover, by considering the wall attenuation
( Bm) of the RFID
factor (WAF), the received power
( Bm) and the
reader is a function of the tag output power
separate distance d in between each tag route in the overall
room dimension. Thus, the RFID reader received power can
then be expressed as:
( Bm) =
( Bm) − 10 log − (
) (5)
where n is the attenuation factor, and both n and WAF are
dependent on the indoor environment.

Fig. 3. Flowchart of patient location determination using particle filtering

5.

SIMULATED MODELLING OF THE
PATIENT WITHIN THE ROOM

We model the patient using the wireless insite software as a
cylinder with water having the overall dimension of 3 x 2 x
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for visualising the effect of the patient performing ADL. The
received signal density under each case scenario was generated
using MATLAB software, with the dB scale was used in
plotting each received signal density under each case scenario.
The received signal density plots generated in the results below
under each case scenarios, gives a clearer view of the variation
in the signal strengths, as indicated by variation in the red,
black and yellow colour. Two set of measurements is taken
under each case scenario as a means of improving the accuracy
of each measurement.

17m to represent the shoulder, gait and height of the patient.
Four distinct set of measurements were taken for analysis as a
means of presenting different case scenarios of the patient: (a)
when the patient is not in the room (b) when the patient is in
bed, (c) when the patient is the bathroom area and (d) when the
patient is around the sitting area of the proposed smart room.
The overall dimension of the room was divided into three
routes of 14 RFID passive tags of equal distance. Each route
provides a signal strength measurement acquired from each tag
in it, which is along the path of all case scenarios considered
Case scenario 1: When the patient is not in Room

Fig. 4. Power spectral density of Tx1

Fig. 5. Power spectral density of Tx2

Fig. 6. Power spectral density of Tx1

Fig. 7. Power spectral density of Tx2

Case scenario 2: When the patient is in bed

Case scenario 3: When patient is in the bathroom
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Case scenario 4: When the patient is around the sitting area

From the result, the presence of the patient is signified by the
higher density in the received signal strength shown as the
black spots in each figure presented above. However, it can be
observed that the signal spectral density is not concentrated at
any part of the room when the patient is not in the room. The
experiment, therefore, shows the efficiency of using the signal
variation of passive UHF RFID tags for localising the position
and subsequently the various activities going on within the
room, which can serve as a cost-effective approach for prompt
medical assistance. However, during the experiment, we
ensure that the variation of environmental conditions within
the room is brought to the barest minimum since RSS is easily
affected by environment conditions such as ambient
temperature, humidity, pressure and human obstruction.
Nevertheless, the experiment serves as a useful model for
tracking and monitoring the position and invariably the

activities of the target patient without necessarily attaching
any sensor on them in indoor environments such as in a
healthcare smart room.
6.

CONCLUSION AND FUTURE WORK

In this paper, we exploit the availability of RSS in
determining the indoor location of elderly and critically ill
patients, as a measure of treating the problem of ADL
monitoring. Different from previous approaches which focus
on the utilisation of video, locomotion pattern, body weight
and often wearable body sensors. This work presents a nonwearable, non-invasive, unobtrusive, less computational
power driven and efficient approach to indoor localisation
using the power variation of wireless communication devices.
Moreover, this work is particularly helpful in understanding
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the deteriorating parameters of functional living for the elderly
group of patients; as their movement is often limited and
domestic accident is often prevalent and usually critical.
Nevertheless, this work serves as a foundation for succeeding
research in which we aim to improve upon, for the orientation
determination of patient using a novel signal processing
algorithm for analysing critical situation such as fall or
collapse. The research will further extend from room-level to
floor-level for multiple patients sensing which will involve the
use of hybridization of indoor technologies and approaches.
REFERENCES
[1] U. Nations, "World Population Ageing 2015," United Nations, New York
(ST/ESA/SER.A/390), 2015.
[2] M. R. Vann. (2015, 10/30/2015) The 15 Most Common Health Concerns
for Seniors. Everyday Health.
[3] K. Khoshhal, H. Aliakbarpour, J. Quintas, P. Drews, and J. Dias,
"Probabilistic LMA-based classification of human behaviour
understanding using Power Spectrum technique," in Information Fusion
(FUSION), 2010 13th Conference on, 2010, pp. 1-7.
[4] J. Candamo, M. Shreve, D. B. Goldgof, D. B. Sapper, and R. Kasturi,
"Understanding Transit Scenes: A Survey on Human BehaviorRecognition Algorithms," IEEE Transactions on Intelligent
Transportation Systems, vol. 11, pp. 206-224, 2010.
[5] P. Bustamante, N. Guarretxena, G. Solas, and U. Bilbao, "In-bed Patients
Behaviour Monitoring System," in Biocomputation, Bioinformatics, and
Biomedical Technologies, 2008. BIOTECHNO '08. International
Conference on, 2008, pp. 1-6.
[6] J. Yin, Q. Zhang, and M. Karunanithi, "Unsupervised daily routine and
activity discovery in smart homes," in 2015 37th Annual International
Conference of the IEEE Engineering in Medicine and Biology Society
(EMBC), 2015, pp. 5497-5500.
[7] K. Motoi, M. Ogawa, H. Ueno, S. Fukunaga, T. Yuji, Y. Higashi, et al.,
"Development and clinical evaluation of a home healthcare system
measuring in toilet, bathtub and bed without attachment of any biological
sensors," in Proceedings of the 10th IEEE International Conference on
Information Technology and Applications in Biomedicine, 2010, pp. 1-4.
[8] B. Xu, L. Xu, H. Cai, and L. Jiang, "Architecture of M-Health Monitoring
System Based on Cloud Computing for Elderly Homes Application," in
Enterprise Systems Conference (ES), 2014, 2014, pp. 45-50.
[9] A. Alahmadi and B. Soh, "A smart approach towards a mobile e-health
monitoring system architecture," in 2011 International Conference on
Research and Innovation in Information Systems, 2011, pp. 1-5.
[10] E. Reilent, L. I, x00F, x00F, bas, R. Pahtma, et al., "Medical and context
data acquisition system for patient home monitoring," in 2010 12th
Biennial Baltic Electronics Conference, 2010, pp. 269-272.
[11] S. Kyriazakos and N. Prasad, "Delivery of eHealth and eInclusion
services for elderly people with mild dementia," in Wireless
Communication, Vehicular Technology, Information Theory and
Aerospace & Electronic Systems Technology (Wireless VITAE), 2011
2nd International Conference on, 2011, pp. 1-4.
[12] A. Fernández, J. L. Carús, R. Usamentiaga, E. Alvarez, and R. Casado,
"Unobtrusive health monitoring system using video-based physiological
information and activity measurements," in 2015 International
Conference on Computer, Information and Telecommunication Systems
(CITS), 2015, pp. 1-5.
[13] R. Ayase, T. Higashi, S. Takayama, S. Sagawa, and N. Ashida, "A
method for supporting at-home fitness exercise guidance and at-home
nursing care for the elders, video-based simple measurement system," in
e-health Networking, Applications and Services, 2008. HealthCom 2008.
10th International Conference on, 2008, pp. 182-186.
[14] X. Long, I. Y. H. Gu, A. Flisberg, and M. Thordstein, "Video-based
tracking and quantified assessment of spontaneous limb movements in
neonates," in 2015 17th International Conference on E-health
Networking, Application & Services (HealthCom), 2015, pp. 517-522.
[15] K. Cuppens, L. Lagae, B. Ceulemans, S. Van Huffel, and B. Vanrumste,
"Automatic video detection of body movement during sleep based on
optical flow in pediatric patients with epilepsy," Med Biol Eng Comput,
vol. 48, pp. 923-31, Sep 2010.

217

Arc-Shaped Monopole Antennas with reduced coupling for WLAN and
WIMAX Applications
Likaa S. Yahya

Khalil H. Sayidmarie

F. Elmegri1, & R. A. Abd-Alhameed2

Dept. of Electronic Techniques
Institute of Technology,
Mosul, Iraq
likaas.yahya@gmail.com

College of Electronic Eng.
NinevahUniversity,
Mosul, Iraq
kh.sayidmarie@uoninevah.edu.iq

School of Engineering and Informatics,
University of Bradford, Bradford,
BD7 1DP, UK
1 F.Elmegri@bradford.ac.uk,
2 r.a.a.abd@bradford.ac.uk

Abstract—Anarc-shaped planar-monopole two antennas for WLAN

[4-11]. Defected ground plane structure was also used to
reduce antenna coupling as in [12].
A variety of conducting structures have been placed
between the two antennas in attempts to modify the current in
the ground plane or reducing the radiation coupling [13,14].
The ground plane has also been extended into the spacing
between the two antennas [13].
An innovative technique treats the combined signal due to
radiation coupling and current leakage as a composite signal
in one antenna that should be eliminated by adding another
signal. Such signal can be derived from the other antenna by
connecting the feed lines of the two antennas by a
transmission line known as neutralization line. The length of
the neutralization line, its width as well as where it should be
connected to the feed lines of the two antennas must be found
to attain the required neutralization. Since many interdependent parameters have to be selected simultaneously to
achieve the required goal, then an optimization technique has
to be used to find the parameters of the neutralization line
[15-19]. Another point of view considered the composite
neutralization line and added lumped elements as a
compensating circuit that works to reduce the coupling [18].
Various approaches were also combined to attain more
reduction in the mutual coupling, such as, a T-shaped line
joining the two radiating patches in addition to two slots on
the ground plane were used for the coupling reduction in
[20]; two meandered-line PIFA antennas were arranged in a
MIMO configuration in [21] where a number of decoupling
techniques were used to reduce the coupling between the two
MIMO antennas working at the LTE (Band-Class-13) [21].
The fabricated prototype had dimensions of (0.275 × 0.1625
× 0.004) in wavelengths and achieved isolation better than 12
dB [21].
A Tri-band MIMO antennae for Wi-Fi/WiMAX
applications with a separation distance between the sides of
the two elements of 3mm (0.024λo) has been recently
proposed[22]. The coupling is reduced by inserting a
neutralization line between the ground planes of the two
antennas as well as using a beveled ground plane. The
prototype antenna achieved isolations of nearly 25 dB at 5.5
GHz, 20 dB at 3.5 GHz and 18 dB at 2.4 GHz
A low–profile double–antenna was proposed in [23] to
serve the 2.45GHz WLAN and the 3.5GHz WIMAX. Each
antenna consists of a crescent-shaped monopole following the
design of [24]. A new technique was proposed to reduce the
mutual coupling where in the feed line of each antenna an S-

and WiMAX application is proposed. The lengths of the two arcs are
designed to meet the requirements for the WLAN and WiMAX
standardsat 2.45GHz and 3.5GHz respectively. The separation
between centers of the twofeed lines is 14 mm (0.098 wavelengths at
2.45GHz).A new technique isproposed toreduce the mutual coupling
between the two closely-spaced antennas by etching slotsin the feed
lineof each antenna. The slots are in the form of two interlaced
letter U. In each antenna, the slot is tuned to resonate at the
operating frequency of the other antenna so that the signal coupled
from the other antenna is blocked from reaching the antenna port.
The antenna performance was investigated by simulation using CST
Microwave Studio software. The results show that the proposed
method has reduced the envelope correlation coefficient by 246
folds at the 2.45 GHz, and 11 folds at the 3.5GHz frequency bands.
Measured S-parameters verified the simulated results.
Keywords- Dual band antennas; mutual coupling; envelope
correlation coefficient, planar monopoles, U-slots.

I.

INTRODUCTION

In many applications, two or more antennas are needed to be
closely placed to confine small volume. These antennas either
operate in the same band as in the MIMO systems or in
different bands depending on the application [1-3]. The
antenna proximity results in a mutual coupling, where some
of the energy fed to one antenna is coupled or radiated to the
other one. The problem is exacerbated by the limited size
allocated for the antennas as in portable devices. Since the
far-field distance of either antenna is in general much larger
than the separation between the two antennas, then the power
transfer between the antenna is a process of coupling rather
than transmit/receive mechanism. The above situation makes
the mathematical analysis of the coupling a difficult job. The
other cause of coupling is through the ground plane (GP)
which is usually shared by the two closely-spaced antennas.
The current flowing in the GP due to one antenna with certain
density distribution intersects with the feed of the other
antenna leading to coupling. The shape of the distribution
depends on the shape and size of the radiating element, shape
of the GP, and the type of the feeding line, as well as the
separation between the radiating elements and GP. Therefore,
the two coupled signals (through radiation and GP coupling)
will add constructively or destructively depending on the
phase shift between them.
Various techniques have been proposed for the reduction
of the mutual coupling between closely-spaced antennas.Slots
or slits in the GP were used to modify the current distribution
in the ground plane such that the mutual coupling is reduced
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shaped slot is incorporated. Each slot is designed to resonate
at the operation frequency of the other antenna. Adequate
reduction of the coupling was obtained in spite of the very
small edge to edge separation of 9mm (0.07350 at
2.45GHz).
In this paper,two small antennas are designed with small
separation distance of 1.5 mm (0.01225λo at 2.45 GHz) from
of the antennas; based on earlier author’s work in [23]. Two
interlaced U-Shaped slots are also implemented in the
feedline of each antenna to reduce the effect of coupling.
II.

found 30.67mm for the 2.45GHz operating frequency. Table1
shows the design parameters of the two proposedantennas.

ANTENNA DESIGN

(a)

The geometry of the proposed double-antennas is shown in
Fig.1. The design consists of two arc-shaped radiating
elements of similar radii printed on a common grounded FR4
substrate. The 1.5mm thick substrate has 4.3 relative
permittivity, and dielectricloss tangent of 0.025. This
configuration of antennas is different from [23],in respect to,
firstly, the two arc-shaped monopoles are oriented such that
they are parallel and asymmetric with respect to the feeding
lines. Such arrangement leads to a favorable small size. The
two antennas shown in Fig.1 have an edge-to-edge separation
of 1.5 mm (0.01225λo at 2.45 GHz). The feed lines center-tocenter separation is 14 mm (0.098λo). Secondly, two
interlaced U-shaped slots are used instead of the S-shaped
slots.
The length of each monopole is set equal to about e/4 at the
monopole operating frequency, where e is the effective
wavelength [24]. Thus, the long arc-shaped monopole strip
has assigned a total length of 26mm to excite low band
frequency of fr1=2.45GHz, and the short arc-shaped
monopole strip assigned a total length of 18.31mm, to excite
the high band resonance frequency at fr2=3.5GHz.In order to
reduce theunwanted coupling between the two closely-placed
radiating antennas, slots with a length of g/2 at the isolation
frequencies are introduced into the two feed lines. The slot
can be considered as a transmission line with short circuits at
both ends. For an isolation frequency (fn) the length is given
by [23]:
(1)
L g/2

(b)
Fig. 1 Configurations of the proposed antennas; (a) antenna-1, (b) antenna-2
with using two interlaced U-slots at each feed lines.

Table 1 Parameters of the designed antennas. All dimensions are in
millimeters.
parameter
Antenna-1
Antenna-2
11.5
11.5
r1
10.5
10.5
r2
17.11
23.2
Lf1
17.11
23.2
Lf2
3.2
3.2
wf
14
14
d
30.16
30.4
wg
15.9
22.62
Lg
36
42
L
2
l11
12.7
l12
0.35
ws1
17.7
l21
2
l22
0.37
ws2
3.2
wsg
2.7
lsg
0.94
h1
0.81
h2

Where
=

=

(

+ 1)
+
2

(2)
−1
2

1+

12ℎ

III.

REFLECTION COEFFICIENT AND ISOLATION

The antenna parameters were investigated using the
commercial software CST Microwave Studio. The variations
of S-parameters of the proposed antenna-1 are shown inFig.2.
The figure shows good impedance matching over the lower
and upper bands of 2.45GHz and 3.5 GHz respectively. Each
of the two antennas is matched across one of the bands, while
it shows high mismatch at the other band. One can say the
requirements for WLAN and WIMAX operations based on
bandwidth and matching are satisfactory. Figure 3 presents
the simulated S-parameters for antenna-2 containing the

Where L is the length of the slot, εe is the effective dielectric
constant, εr is the relative permittivity of the substrate, h is
the substrate height, W is the width of the slot or the strip
line, and c is the speed of the light. For a 3.5GHz center
frequency of the upper band to be isolated, the total length of
the slot line is evaluated to be 21.47mm; in addition it is
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antenna. Thus, the signal due to the other antennais blocked
leading to reduce mutual coupling between the two
monopoles and this results in high current density along the
slot. Again, when a signal of the proper frequency is applied
to port 1, then the slot at the other antenna will prevent the
coupled signal from reaching the port2. This explains how
the decoupling structure can reduce the mutual coupling
effectively. Similar distributions were also observed when
port2 was excited, and port1 was terminated by a 50 Ω load.

double U-shaped g/2 slots at each feed line of both antennas.
It can be seen that introducing this type of decoupling
structure preserves the matching and bandwidth
requirements, while gives better isolation, especially at the
lower frequency band. Mutual coupling is down to -50 dB at
2.45GHz and -34.03dB at 3.5GHz. Table 2 compares the
characteristics of the responses of antennas for WLAN and
WIMAX applications subject to dimensions and area of both
antennas.

Fig. 2 Simulation results of reflection and coupling coefficients against
frequency for antenna1 (without slots).

2.45GHz

3.5GHz

2.45GHz (with slot)
3.5GHz
Fig. 4 Surface current distributions of double-antenna2 when Port1 is excited
with a signal at the shown frequency and port2 is matched loaded.

Fig. 3 Simulation results of reflection and coupling coefficients against
frequencyfor antenna2 (with slots).

V.

Table 2 Comparison of the frequency response characteristics of the
proposed double-antennas.
Antenna/Feature
Antenna-1
Antenna-2
Frequency range (GHz)
2.282-2.684
2.26-2.85
1st band
3.148-4.148
3.289-4.2
2nd band
B.W.(MHz)
401(16.38%)
590 (24.08%)
1st band
1000(28.57%)
911 (26.02%)
2nd band
-20.411
-15.15
S11&S12 (dB)
-8.9985
-50
for 1st band
-27.25
-17.93
S22& S12 (dB)
-16.4144
-34.03
for 2nd band
30.16*36*1.5
30.4*42*1.5
Dimensions (mm)
1086
1277
Area (mm2)

IV.

(without slot)

THE ENVELOPE CORRELATION COEFFICIENTS

In MIMO and diversity applications, the correlation between
the received signals of two antenna elements is an important
figure of merit of a wireless link. In general, the envelope
correlation coefficients (ECC) are calculated to evaluate
some of the diversity capabilities of a multi-antenna system.
The evaluation of these coefficients from the scattering
parameters of an antenna arrangements could be obtained
from [25]. For example, for a double-antenna system, the
envelope correlation coefficient 12 is given by[25]:
| ∗
|
+ ∗
=
(4)
(1 − | | − | | )(1 − | | − | | )
It should be noted that this equation is only applicable for
lossless antenna systems that are operating in a uniform
scattering environment. For the two double-antennas
analyzed in this study, the envelope correlation coefficients
against frequency are shown in Fig. 5. The introduction of the
slots has considerably reduced the values of ECC at the lower
band and clear improvement is seen at the upper band.Table 3
shows a comparison of the correlation coefficients of the
proposed antennas. One can conclude from Table 3 and Fig.
5 that by the introduction of the slots the envelope correlation

SURFACE CURRENT DISTRIBUTION

For further insight into the phenomenon of mutual coupling
across the operating frequency bands of the proposed
antennas, the calculated surface current distributions with and
without the slots, when port1 is excited, and port 2 is
terminated with a 50 Ω load, are displayed in Fig. 4. The
effect of adding the slots can be clearly seen. At the isolated
signal frequency, the current is confined much more around
the λg/2 resonating slots than on the main radiator of the
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been achieved at the upper band of 3.5GHz by introducing
the slots. The simulated gain is suppressed to –11.36 dBi with
the corresponding efficiency substantially reduced to 0.92%.
For other frequencies out of the isolated frequency band, the
appropriate gain and efficiency of the antenna were almost
maintained. Figure 7b shows a similar behavior for the
antenna gain and efficiency with respect to port2 which is
designed to meet the operation at center frequency 3.5GHz.
For this port the reduction in gain and efficiency is evident at
the 2.45 GHz band.

coefficient 12 has been reduced by 246 folds at the 2.45GHz
and by 11 folds at the 3.5GHz.

Fig. 5 Envelope correlation coefficients of antennas-1 and antenna-2.
Table 3 Comparison of the correlation coefficients of proposed antennas.
ECC at

antenna1

antenna2

2.45 GHz

0.2978

0.001211

3.5 GHz

0.01124

0.00105

VI.

ECC1/ECC2
246
11
(a)

RADIATION PATTERNS:

The simulated XZ, YZplane radiation patterns at 2.45GHz
and 3.5GHz are illustrated in Fig. 6. The radiation patterns
were normalized with respect to the maximum field strength
in each plane. The phy component of the radiation patterns is
omnidirectional inthe, while the theta component of the
patterns show typical dipole pattern.

(b)
Fig. 7 Gain and total radiation efficiency for; (a) port 1 when port 2 is
matched-loaded, (b) port 2 when port 1 is matched-loaded.

VIII. EXPERIMENTAL VALIDATIONS
Two prototypes representing antenna1, and antenna2 were
fabricated, as shown in Fig. 8, and their S-parameters were
measured using a vector network analyzer (VNA Model HP
8510). The results of the reflection coefficients (S11,S22) and
mutual coupling (S12, S21) are shown in Fig. 9. The results of
antenna-1 are shown in Fig.9-a, which exhibit a -10dB
impedance bandwidth of 19.8% from 2.3-2.786GHz for the
lower band and 16.8% from 3.31 to 3.9GHz for the upper
band. The mutual coupling values are -11.2dB and -20dB at
2.45 GHz and 3.5 GHz frequency respectively. The results
for antenna2 are shown in Fig.9-b. Observing the |S12| and/or
|S21| curves, the mutual coupling has been improved from 11.2dB to -18dB at the lower band and from -20.2dB to 32.4dB at the upper band compared with antenna-1. The
isolation is more than 10dB across the entire bandwidth (25GHz). However, the deep nulls of |S21| and |S12| do not
appear in the lower band in Figs.9-b. Table 4 compares the
characteristics of the responses of antennas for WLAN and
WIMAX applications. The structures cover the desired bands
with 2:1 VSWR. It can be observed that the isolation of

(a)
(b) 2.45GHz

(b) 3.5GHz

Fig. 6 Simulated normalized radiation patterns of antenna2 at frequency of;
(a) 2.45 GHz, (b) 3.5GHz.

VII. GAIN AND RADIATION EFFICIENCY
The calculated peak gain and total radiation efficiency of the
proposed antennas covering the spectrum from 2 to 5GHz are
shown in Fig.7. As observed in Fig. 7a, for port1, a
significant gain and total radiation efficiency reduction have
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B.W(MHz)
1st band
2nd band

Frequency
shift

S11&S12
1st
band
(dB)

S22&S12
2nd
band

Antenna-1

2.3-2.786
3.31-3.9

486(19.8%)
590(16.8%)

5.63%
-------

-12.4
-11.2

-22.4
-20.2

2.34-2.78
3.1-4.2

440(18%)
1100(31.4%)

4.258%
1.34%

-22
-18

-16.5
-32.4

Double
antennas

Frequency
range
(GHz)

Antenna-2

Table 4 Comparison of the frequency characteristics of the fabricated
antennas.

double antenna-2 is much better than other antenna,
especially in the second frequency bandand where the
coupling is at -32dB.

Fig.8 Photographs of the fabricated antennas.

Fig. 10 Envelope correlation coefficient of the two double- antennas obtained
from measured S-parameters.
Table 5 Comparison of the correlation coefficients obtained from measured
S-parameters of proposed antennas.

(a)

ECC at

antenna1

antenna2

ECC1/ECC2

2.45 GHz

0.0885

0.0268

3.3

3.5 GHz

0.0236

0.000993

23.766

IX.

CONCLUSIONS

A low–profile dual-port antenna system for WLAN and
WIMAX applications has been presented. The two antennas
were found to be capable of supporting two separate
frequency bands at their two ports. The proposed two U-slots
in the feed lines proved to achieve high isolation
performance. The parametric study was applied to tune the
position, length, and width of the inserted slotsfor the control
of the position of the notched bands and obtaining deep nulls.
The simulated results showed that the double-antenna with
U-slots provide lower mutual coupling of less than -26dB at
2.45GHz and -38dB at 3.5GHz. These results were also
enhanced the envelope correlation coefficients values to
0.00121at 2.45GHz and 0.00105at 3.5GHz.The initiated
measured results showed quite reasonable agreement values
at both operated frequency bands.

(b)
Fig. 9 Measured S-parameters of the two antenna systems; (a) Antenna-1,
(b) Antenna-2.

Figure 10 shows the correlation coefficients that were
calculated from the measured S-parameters with and without
slots. Table 5 compares the correlation coefficients of
proposed antennas. It can be observed, when adding the slots,
the correlation coefficient is improved from 0.0885 to 0.0268
at 2.45GHz, from 0.0236 to 0.000993 at 3.5GHz.
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Abstract— Recently, a considerable attention has been paid for full

Consequently, the spectral efficiency will be theoretically
twofold. In addition, it can solve some problems, such as large
end-to-end delays and eliminating hidden terminal issue [5].
The associated problem that prevents the fulfilment of a
practical full duplex mode is the self-interference signal. This
signal is generated by the transmit antenna of the same node,
and it is received by the receive antenna with the desired
signal that comes from different node [3]. Because of the
space between the receive antenna and transmit antenna is so
small comparing with the distance between two nodes, the
power of self-interference signal is approximately 100 dB
higher than the desired signal [6].
In spite of the fact that original signal can be recognized
and simply removed at a receive chain, it is hard to do that.
Actually, radios do not know what they are sending. In other
words, radios can only identify the pure digital baseband
signal, and cannot distinguish the signal after converting it to
analogue form, and carrying it by a carrier frequency [7].
The concern about cancelling the self-interference signal
has been rising recently. Many methods have been suggested
in order to cancel or reduce the self-interference signal. These
techniques are categorized into three main groups: digital,
analogue and antenna cancellation [5].
In this paper, a new method of antenna cancellation with
symmetric antenna placements is proposed to reduce the selfinterference signal [8]. The CST software is used to model the
technique, which consists of three monopoles antennas, one as
a receive antenna, whereas others as transmit antennas.
Additionally, a code in Matlab is utilized to calculate the
cancellation performance. Finally, the proposed method is
tested practically.

duplex communication. Full duplex allows transmitting and receiving
at same frequency simultaneously. As a result, the spectral efficiency
can be increased two times by utilizing this type of communication.
Nevertheless, the substantial issue of applying full duplex
communication is the self-interference signal. This paper presents a
new method of antenna cancellation with symmetric antenna
placements to cancel the self-interference signal. Three monopoles
antennas are modelled by using Computer Simulation Technology
(CST) program; one as a receive antenna, while others as transmit
antennas. The cancellation of the method is calculated by utilizing
Matlab code. Moreover, many factors that could degrade the system
performance are investigated. Results illustrate that this technique
provides higher than 50 dB cancellation in a typical situation.
However, results show a decline in the efficiency of the technique
when there is an inaccuracy of placing the antennas, or amplitude
mismatch between two transmitted signals. The obtained simulation
results are verified by testing the technique practically. The results
show that the practical prototype can provide more than 40dB
cancellation over a wide band frequency.
Keywords: Full Duplex Communication; Self-Interference
Signal; Antenna Cancellation with Symmetric Antenna
Placements; Analogue Cancellation, Digital Cancellation.

I. INTRODUCTION
Existing wireless networks are basically using half duplex
mode on a single channel. In this mode, systems can send and
receive on different times or frequencies to avoid the
interference between the two signals. Frequency Division
Duplex (FDD) and Time Division Duplex (TDD) are the two
main techniques of half duplex mode, which are exploited in
the current wireless systems [1]. Even though TDD and FDD
improve communication systems, both techniques cannot be
used to receive and transmit concurrently over an entire
bandwidth that is assigned for a system [2].
Recently, the massive proliferation of wireless networks
causes a spectrum shortage of the frequency band that
has been assigned for wireless communication networks [3].
Therefore, there has been a considerable concern about full
duplex mode to be the future direction of wireless systems [34]. Full duplex communication means a system can transmit
and receive on the same frequency at the same time.

II.

SELF INTERFERENCE CANCELLATION TECHNUIQES

- Antenna cancellation: This technique is simply
achieved by using more than one transmit or receive antenna,
and it could be multiple transmit and receive antennas. These
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antennas are structured in such a way to force the transmitted
signals to cancel each other at the receiving antenna [9].
In [5], antenna cancellation with asymmetrical antenna
placement has been presented. The design consists of three
antennas, two as transmitters, while the other one as a receiver
which is placed between the two transmitters. The distance
between the first transmit antenna and the receiver is d,
whereas the second transmit antenna is placed at distance d+
(λ/2) away from the receiver. The aim of adding an extra
distance (λ/2) for the second transmit antenna is to make the
second transmitted signal crosses extra distance (λ/2) to reach
the receiver than the first transmitted one. As a result, there
will be 1800 phase difference between them, and will
eventually cancel each other at the receive antenna. This
method can reduce the self-interference signal by up to 30dB
[8].
The method in [5] has a limitation in terms of bandwidth
and size. Firstly, the suggested idea relies on placing one
transmitter by an extra distance (λ/2) to destruct the two
transmitted signals at the receiver. The wavelength is
obviously calculated from a single frequency. Consequently,
the design will work perfectly at the frequency which has been
used to find λ, and the performance will degrade when moving
away from that frequency. Thus the system cannot provide
high and stable cancellation over a wide frequency band.
Additionally, adding extra (λ/2) distance will produce larger
antenna structure that could not be fixed at wireless devices.
For instance, at 2.4 GHz frequency, this design needs 7 inches,
which will not be fit in some devices, such as access point and
laptop body.
Antenna cancellation with a symmetric antenna placement
has been proposed in [10] for which two transmit antennas
with one receiver are utilized. The distances between transmit
antennas and the receive antenna are equal. The original signal
is divided into two symmetric signals in amplitude and phase.
One of these two signals is connected to one transmit antenna
directly, while the other signal passes through a 1800 phase
shifter. Therefore, the two signals will arrive at the receiver
with 1800 phase difference, and will be added destructively.
Comparing this technique to the method in [5], this design has
many benefits. Firstly, the idea of using a phase shifter to
create the phase difference instead of adding extra distance to
one of the transmit antennas, leads to providing high
cancellation on a wider band frequency than on a single
frequency. Secondly, because of the two transmit antennas are
separated on equal distances from the receive antenna,
studying channel behaviour and its effects on the transmitted
signals are not required, because the impact will be the same
at the two signals. Nevertheless, the insertion loss of the phase
shifter must be compensated in the other signal path, and the
frequency response of the phase shifter is not flat over a wide
bandwidth.

- Analogue cancellation: this idea is based on using the
transmitted signal at the receive chain, because the transmit
chain is close to the receive chain. Therefore, copy of the
sending signal can be taken, and subtracted from, or added to
the received signal. This process is achieved before the Low
Noise Amplifier (LNA) in the RF domain [9].
Balanced/unbalanced (Balun) transformer with two
antennas are utilized in [12]. In addition, an automatic circuit
is applied. The transmitted signal is divided into two signals,
that are similar in amplitude but with 180o phase difference
between them. The transmitter is fed by one of these two
signals for sending, whereas the second signal (the inverted
one) is connected to the input of the tuning circuit. The goal of
implementing the tuning circuit is to adapt and modify the
phase and the amplitude of the inverted signal quickly,
automatically and accurately, according to the second input of
the tuning circuit, which is the received signal. After that, the
inverted signal will be added to the received signal to reduce
the effect of the self-interference signal. Measurements show
that this technique provides 45dB cancellation over 40 MHz
bandwidth. However, it has some limitations. For example,
due to the inaccuracy of manufacturing, balun transformer
could suffer from leakage or non-flat frequency response
issue. Additionally, effects of the channel on the sending
signal are ambiguous and not easy to compensate them.
In [12], single antenna with a circulator is suggested to
cancel or reduce the self-interference signal. The antenna is
used for sending and receiving, and the circulator to isolate
these two signals. Therefore, there is no self-interference
signal composited with the received signal. However, the
circulator has a leaking problem between its ports. Hence the
port of the sending signal passes part of the signal to the port
of the received signal. Results indicate that this design can
provide around 75dB cancelation on 10MHz bandwidth.
Using noise canceler chip for cancelling the selfinterference signal is presented in [13]. It is known as
QHx220. This chip can supply extra 20dB cancellation, when
it is added with other cancellation methods, such as antenna
and digital cancellation. Nevertheless, negative influences
could be added to the received signal; for example, distortion
and non-linearities. As a result, implementing digital
cancelation stage after this chip will be very complicated.
- Digital cancellation: at this stage, the generated
baseband signal at the transmitter is subtracted or added to the
output of the Analogue-to-Digital Converter (ADC) at the
receive chain. Memory is utilized to store transmit digital
samples. After that, the amplitude and phase of these samples
are modified to be similar or opposite to the sending samples
which exist at the received signal. Then, the subtraction will
be applied between the adjusted samples and the received
samples to remove the residual self-interference signal [9].
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III. ANTENNA CANCELLATION DESIGN

This method provides higher cancellation over a wide band
frequency. There are two reasons behind that. Firstly, the
distance between antennas is similar. Secondly, a hybrid
junction can create two signals similar in amplitude with 180o
phase difference over a wide band frequency. Therefore, high
self-interference cancellation over a wider band frequency can
be obtained by using this technique.
After the introduction of a second transmitting antenna, then
the total signal at the receiver is the sum of the (V1) due to the
first antenna and (aV1e-jϕ) due to the second antenna, where
the symbol (a) accounts for attenuation and (ϕ) is the phase
shift in the hybrid junction. The reduction factor RF can be
defined by the ratio of the received power with one
transmitting antenna and that with two receiving antennas:
RF= [V1/ (V1+ aV1e-jϕ)] 2
(1)

This section analyses the method of antenna cancellation
with symmetrical antenna placements. In this technique, three
monopole antennas are implemented, two as transmit
antennas, while the other as a receive antenna. A hybrid
junction is used to supply the required 180o phase instead of
the phase shifter [8]. The use of the hybrid circuit offers two
output signals of equal amplitudes thus the problem of unequal
amplitudes caused by the attenuation of the phase shifter [10]
is solved. Moreover, any ripple in the frequency response of
the phase shifter degrades the cancellation since it affects one
of the two transmitted signal. On the contrary, ripples in the
hybrid circuit response affect both signals and leading to better
cancellation across a wider frequency band.
Rx

Tx2

D2=λ/2

RF=1/ [(1+acosϕ) 2+a2sin2ϕ]

Tx1

This factor approaches infinity for the ideal case (a=1, and
ϕ=180o), while the worst case value is 0.25 or -6dB when (a=1
and ϕ=0). For a desired reduction factor RF=X dBs, then the
values of a and ϕ will be related by:
(3)
RF=1/ [1+ a2+2acosϕ] = 100.1X

D1=λ/2

which can be reduced to:
1+ a2+2acosϕ = 10-0.1X
D = D1 + D2 = λ

(4)

When a=1, then the allowable phase deviation Δϕ from 180o
should be:
(5)
cos(Δϕ) = 1-0.5×10-0.1X

Fig. 1. Model of antenna cancellation with symmetric antenna placements.

As example for 20 dB reduction, then Δϕ=5.73o.
A code in Matlab was written to verify the idea of antenna
cancellation, and calculate the reduction factor that represents
the performance of cancelling the self-interference signal. The
Matlab code utilizes the S parameters that are obtained from
the CST program to check the cancellation performance under
the following conditions:
a. An ideal case; with no phase error and matched
devices.
b. Certain error such as placing antennas in inaccurate
position.
c. Mismatch between the two sending signals in terms
of phase and amplitude.
d. Operation over a wide frequency range

Fig. 2. Practical design of a symmetrical antenna cancellation method.

The two transmitters are placed at equal distances from the
receiver. As shown in figure 1, the receiver is located between
the two transmit antennas, and it is separated by (λ/2) from
each transmitter. The two transmitters are fed by the outputs of
a hybrid junction which supplies two output signals of equal
amplitudes and 180o phase difference. Consequently, the
signals from the two transmitters will cross equal distances
and reach the receiving antenna and cancel each other. The
occupied space by this prototype is one wavelength (D1 + D2
= /2 + /2= λ = 12.449) cm at frequency of 2.45 GHz.

(2)

IV. IMPLEMENTATION OF ANTENNA CANCELLATION
The suggested model was implemented practically, with
three monopoles antennas which were fixed on a circular
copper plate as shown in Fig. 2 [8].
V.

SIMULATED AND PRACTICAL RESULTS

In this section, the simulated results of the model that are
obtained by running Matlab and CST programs are displayed
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along the array axis. However, the presence of the receiving
antennas modifies the pattern to the one shown in Fig. 4.
There is a deep null in the direction normal to the axis of the
three antennas. Therefore, the coverage of this arrangement is
different from that of a single monopole antenna.
Figure 5 shows the cancelation performance of this
technique versus phase angle and frequency. It is obvious that
this method produces high cancellation (around 50dB). The
frequency response of the proposed method is limited by that
of the hybrid circuit and the used antennas. Thus, this method
can offer much wider band than the methods based on the
phase shift that is caused by separating distances or phase
shifters.

and discussed. Additionally, it displays and discusses results
of the implemented model.
Figures 3 shows the reflection coefficient of the receiver
antenna (S11), the reflection coefficient of first transmitter
(S22) and reflection coefficient of second transmit antenna
(S33). The reflection coefficients S11, S22 and S33 are below
-20dB across the band with a minimum of -30dB at 2.45GHz.
Thus, the prototype fulfils the (802.11b/g/n) band (Wi-Fi
band). Additionally, the values of S12, S21, S23 and S32 are
equal, because the three antennas are identical, and the
similarity in distances between the two transmitters and the
receiver, which leads to equal channel attenuation on both
forward transmission gains (S21 and S31). Consequently, there
is no need to study channel behaviour by using this technique.
The values of S21 and S31 are approximately -14dB at
2.45GHz, these two values can be reduced by increasing the
distance between the antennas, which leads to increase the
cancellation performance. However, the size of the model will
be larger.

Fig. 5. Model performance of cancelling the self-interference signal at perfect
conditions.

Fig. 3: S parameters of the simulated model.

Fig. 6. Cancellation performance of the model when the amplitude of Tx2 is
varied while the amplitude of Tx1 is fixed to 1V.

Fig. 4: Far field radiation pattern.

Figures 4 illustrates the far field radiation pattern of the
model. It can be seen that two nulls at the far field are
produced, due to the 180o phase shift between the two
transmitters which forms an endfire array. While using two
transmitting antennas can offer good cancellation by placing a
null in the direction of the receiving antenna, the two
transmitting antennas obviously have radiation pattern that is
different from that of a single one. Two transmitting antennas
with phase shift of 180o means an endfire array whose null is

Fig.7: The performance of cancelling the self-interference signal over the
frequency range 1-3 GHz.

Figures 6-7 show the cancellation performance when the
amplitude of the (Tx1) is fixed to 1v, and the amplitude of the
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(Tx2) was varied. It can be seen that highest cancellation can
be achieved when the voltage of the two transmitted signals
are equal.
Figure 8 shows the impact of error in the 1800 phase
difference between the two sending signals. Such error can
occur in the splitter circuit or in the position of the two
transmitters.

Figure 10-11 display the cancellation performance over a
wide band frequency, it is symbolized by S21 in the two
figures. It is clear that the value of S21 is -45dB across the
range (2.2GHz-2.8GHz), when the power of the sending signal
is -5dB. Which means that the design provides 40dB
cancelation over a wider band frequency (24%).

Fig. 8. The cancellation performance when the phase deviates from 1800.

Fig. 11. The performance of cancelling the self-interference signal across the
range (2.2GHz-2.8GHz).

VI. CONCLUSIONS
Antenna cancellation with symmetric antenna placement
technique to cancel the self-interference signal has been
presented. The idea is based on placing two transmitting
antennas at similar distances far from the receiving one. A
hybrid circuit is used to supply the 180o phase shift. The
model was designed to work on 2.45GHz. CST program was
used to model the prototype, and obtaining S-parameters of
the model. Matlab code was written to find the cancelation
performance of the prototype.
The results showed that in perfect conditions, this
technique provides more than 53dB cancelation over a wider
bandwidth. Additionally, results also demonstrated that the
amplitude mismatch and the inaccuracy of placing antennas in
their right positions, lead to degrading in the cancelation
performance. The practical design of this method achieves
higher than 40dB cancelation over a wider bandwidth (24%).

Fig. 9. S-parameters, S11, S22 and S33 of the practical model.
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Abstract— a comparative study of performance is conducted
between two indoor positioning algorithms described in the
Literature, the Vector and Ecolocation algorithms. Both use
received signal strength (RSS) to implement a radio frequency
fingerprinting technique. The experiment is conducted using
commercial ray tracing software called Wireless Insite and
Matlab. The Vector algorithm performs better than the
Ecolocation algorithm, which suffers heavily from an ambiguity
issue. For the Vector algorithm, the median position error was
2.79 m and 90% of errors were less than 5.72 m
Keywords— Ecolocation; Indoor localization; Ray tracing; RFfingerprinting, RSS; Vector Algorithm.

I. INTRODUCTION
In free space, received signal strength (RSS) reduces
monotonically with distance according to an inverse square
law. However, in a cluttered, multipath environment the
relationship of RSS and distance is multi-valued.
Fingerprinting is a technique that seeks to unambiguously
recognize a mobile terminal’s location from the pattern of RSS
seen from a number of spatially distributed transmitting
sources [1]. In many indoor environments radiolocation is
possible by making opportunistic use of existing wireless local
area network signals [2].
One advantage of using RSS in positioning is that it does
not require additional hardware other than the power detectors
which are already built-in in to Bluetooth, infrared, Wi-Fi,
UWB, Zigbee devices. This makes the use of RSS for
positioning attractive [3]. In comparisons between UWB and
Zigbee positioning technologies, it was found that the former
gives better results but is more expensive to be deployed [4].
Another advantage in positioning using RSS is that it does not
depend on timing information therefore no further
synchronization between the operating devices is required [5].
RSS positioning works fine over short distances which is the
case for the indoor scenarios; however the performance
degrades for outdoor scenarios where other techniques like
Time of arrival (TOA) are preferable [6]. RSS positioning
algorithms require training and matching algorithms [7].
Recently, localization systems take advantage of the existing
infrastructure of WLAN systems which characterized by its
low cost and ability to work for many years [8]; however many

of these systems operate in the 2.4 GHz band, where many
other applications including Bluetooth devices and microwave
ovens are operating in the same band, which introduces some
interference and degrades the localization performance [2].
RSS positioning is prone to shadowing, non-line of sight
(NLOS) and works less accurately in low signal to noise ratio
(SNR) conditions [6].
RSS Fluctuations with time reduce positioning accuracy
[9], which occurred due to temporal, human and interference
factors. Temporal factors include the change of RSS
measurements due to change in environmental temperature,
human factor include the effect of human body as it has over
50% of water which can alter the RSS especially with
movements, while interference factors which are due to
existence of other systems operating in the same frequency
band [10] [11].
In the literature many algorithms have been proposed for
positioning using RSS, the main categories including radiofrequency (RF) fingerprinting, probabilistic estimation, range
based techniques, Kernel based algorithms and proximity
based techniques [12].
The present research compares two RF-fingerprinting
indoor positioning algorithms, the Vector algorithm and the
Ecolocation algorithm. It is an extension of previous work [13]
[14] [15]. Section II offers a brief explanation of the proposed
algorithms and the environmental setup. Section III introduces
a discussion of the results. Conclusions are presented in
Section IV.
II. PROPOSED ALGORITHMS
The indoor environment is both complex and dynamic due
to the severe effect of multipath, movement of people and
objects and dynamics of potentially interfering radio sources,
which makes the use of range based algorithms insufficient;
however RF-fingerprinting methods use multi-parameter data
about the indoor channel and hence provide better estimation
[4] [16].
Two stages are followed in RF – fingerprinting algorithms
[17]; the offline phase (the training stage) and the online phase
(real time stage). In the offline stage, a large number of
reference points (RP) locations are selected. This may be
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accomplished by dividing the area into grids. At the center of
each grid RSS data are collected from the surrounding access
points (APs). The system stores the location of the fingerprints
along with its corresponding RSS measurements and this
information is termed a Radio Map [18]. In order to reduce the
effect of noise, measurements are performed over a period of
time and then averaged.
In the next stage, RSS at the mobile from the surrounding
APs are recorded at positions called test points (TP), the
collected readings are compared with the radio map data.
Algorithms differ in the method used to make that comparison.
One possible method is to estimate the smallest Euclidean
distance between the TP and the radio map subspace [19]. The
RP with the lowest corresponding value is considered as the
closest RF to the TP [18] as shown in equation (1).
( , ) = arg min

−

,

( ,

In the online phase, at any given position ( , ), RSS from
the surrounding APs are measured and converted into a further
matrix
as shown in equations (6-8). To test the algorithm,
matrices are constructed for a number of sample positions.

(1)

)

where N is the total number of RPs,
is the TP
received signal strength and ( , ) is the estimated location of
the mobile. Other methods return the k-nearest locations which
have the lowest values of equation (1) [20]. Increasing the
number of RPs will enhance the positioning however it will
cost more time and effort to build the radio map, additionally
the data base should be regularly updated in case of changes in
the environment layout or employing new APs [12] [21].
In our experiments the advantages and drawbacks of using
two proposed localization algorithms were investigated. Both
algorithms are RF-Fingerprinting based algorithms. The first
algorithm is the vector algorithm [19], where the collected
received signal strength measurements from the RPs are stored
and arranged in vectors according to AP order. These vectors
are used to build the radio map, in the next stage the location of
the mobile is inferred by estimating the Euclidean distance
between the TP’s RSS and the data base in the radio map as
mentioned above.
The
second
algorithm
is
Error
COntrolling
LOCAlizaTION (ECOLOCATION) [22] [23], the algorithm
links the higher signal strength to the closest AP as shown in
equation (2) [23] where i and j are APs:
>

→

<

, for all <

c ( ,

)= c ( ,
(
+1
(
) = −1
(
0
c ( , )=0

) . , = 1,2, … ,
, )< ( , )
, )> ( , )
, )= ( , )
for al = .

=

(

−

)

(9)

(2)

Similar to vector algorithm, ECOLOCATION has two phases,
in the training phase a matrix is assembled based on
comparative distances between the mobile and surrounding
APs, as shown in equations (3-5). ( , ) are the reference
points, ( , ) is the distance between the kth RP and the th
( , ) is the matrix generated for the kth RP and
AP,
c ( , ) is the entry for that matrix at row i and column j.
The set of matrices generated at this stage is the idealized Radio
Map indicating which APs are nearest.
( ,

( , ) = e ( , ) . , = 1,2, … ,
(6)
+1 R ( , ) > R ( , )
(7)
e ( , ) = −1 R ( , ) < R ( , )
0
R( , )= R( , )
e ( , ) = 0 for all = .
(8)
( , ) is the matrix
where ( , ) is the TP location,
generated for the TP, e ( , ) is the entry for the matrix at row
i and column j and R ( , ) is the RSS from the th AP at the
tag’s location ( , ).
The matrix
is compared with all the matrices Mk in the
Radio Map. The Euclidean distance ( ) between elements of
and Mk with the same matrix indices is estimated as shown
in equation (9). The RP whose matrix has least Euclidean
distance is considered as the closest RP.

(3)
(4)
(5)
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Figure 1: The distribution of APs, RPs, and Test Points in the floor.

III. SIMULATION AND RESULTS
The adopted scenario for the experiment is a simulated
model using Wireless Insite for the 3rd floor in Chesham
building at the University of Bradford. With the development
in the software technologies, combining the uniform theory of
diffraction (UTD) with shoot and bouncing rays (SBR) ray
tracing become an efficient tool for signal parameters
estimation [24]. Ray tracing estimation accuracy depends on
many factors including the fine detailed design of the
implemented scenario which in case was not carefully
designed it may affect the phases of the electromagnetic rays
and lead to errors in signal parameters predictions [25]. The
model considered material type and electrical properties; the

with four APs, the ascending order of distances to the four APs
in each region is identical, as shown in Table 1.

floor has different types of walls, concrete block and stud
partition, wooden doors and glass windows. A top view of the
simulated floor is presented in Figure 1, the APs used are
linear dipole and mounted in a way to provide proper
coverage; the system operates at 200 MHz.
1) Vector Algorithm:

Table 1: Possible arrangements for distance based matrices for four
APs.
Region
Distance based comparative order
<
<
<
1
<
<
<
2
<
<
<
3
<
<
<
4
<
<
<
5
<
<
<
6
<
<
<
7
<
<
<
8

Figure 2: Histogram of positioning error for the vector algorithm.

As seen in Figure 2, there are some large errors, however,
the median error of approximately 2.79 m makes the technique
useable in some applications. 90% of results are within 5.7 m.
The standard deviation is 1.76 m.
2) Ecolocation Algorithm:
During generation the matrices for both offline and online
phases, it was observed that some matrices are identical due to
the way that matrices are made. Matrix elements are assigned
values depending firstly on the ascending order of distances to
transmitters in the offline case and secondly on the ascending
order of received power in the online case. For example, if the
room has four transmitters and the distances to these
transmitters from two different places are respectively:
= [2.5 5 7 9] and
= [3 5.5 6 8.5], when applying
equations (3-5) both locations will create the same matrix. The
same thing is observed in the online phase, such a problem is
termed as ambiguity issue as shown in Figure 4. For a four-AP
system, the maximum number of unique generated matrices is
8 as shown in Table 1 and Figure 3, this exclude the possibility
of having RP with exactly equal distances to two or more AP
as it unlikely to happen.

The shape of regions in Figure 3 depends on the area under
study, number of APs and their deployment. If more than one
RP is located in each region, ambiguity will arise. In fact the
optimum location for RPs would be at the centre of area in
each region. Therefore if the number of APs increases there
will be more regions which reduces the ambiguity, on the other
hand, increasing the number of RPs will make the ambiguity
issue worse. In our experiment the shape of the area under
study is rectangular, with four APs, so the regions are
triangular. If RPs were optimally located, the r.m.s. error of
distances to the centre of the triangle found to be 2.622 m
which represents the best possible performance for the
Ecolocation algorithm in the absence of ambiguity and
multipath (this can insure the credibility of equation 2).
Furthermore, it was found that different pairs of matrices can
have the same Euclidean distance, which compounds the
ambiguity issue.

Figure 4 Example of ambiguity arising with RSS measurements.

Figure 5 shows the occurrence of estimated locations
resulted due to ambiguity problem. Less than one quarter of
the TPs (15 out of 63) have no ambiguity. The case where each
TP is linked to 2 RPs was recorded for 5 TPs, while in the case
where each TP is linked to 3 RPs it was recorded for 21 TPs
which nearly third of the total number of TPs, the severity of
ambiguity problem is shown as (4 out of 63) of the TPs were
linked to 8 RPs for each TP.

Figure 3: Boundaries of distance based comparative regions.

Figure 3 illustrates the boundaries of the distance-based
comparative regions for a rectangular shaped coverage area
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2.

3.

4.

5.

6.
7.

Figure 5: The ambiguity problem using Ecolocation algorithm.

8.

Figure 6 presents a comparative performance between the
introduced algorithms, as shown in the figure comparing to
Ecolocation algorithm the vector algorithm has much better
performance. For example, the probability of having error less
or equal to 4 m using the vector algorithm is around 75% while
using the Ecolocation algorithm it is even less than 5%.
Because it suffers from the ambiguity problem, positioning
using the Ecolocation algorithm is not as accurate as the vector
algorithm which does not suffer from this effect.

9.

10.

11.

12.
13.
14.

15.

16.

17.

Figure 6: Positioning error comparison using the introduced
algorithms.

18.

CONCLUSION
A comparative performance study was undertaken between
two indoor positioning methods proposed in the literature,
namely the vector and Ecolocation algorithms. The experiment
was conducted at 200 MHz in a simulated environment for the
3rd floor of Chesham building of university of Bradford. The
Vector algorithm shows superior performance compared to the
Ecolocation algorithm which suffer heavily from an ambiguity
issue; only 25% of the results are free from ambiguity. The
median distance error was quite large for the Vector algorithm,
at 2.79 m with 90% of errors less than 5.7 m. However, for the
Ecolocation algorithm the median was 11.5 m.
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their amplitude, phase, delay and polarization should be
known.
Inspired by [3], in this paper we will explore the behavior of
the propagation channel at four frequencies: 28, 39, 60 and 73
GHz using the certified and trustworthy Ray-Tracing software.
Even though the indoor channel measurement and modelling
at 28 GHz and 73GHz were documented in [1], [4], while [5]
had included all four frequencies, these studies did not examine
the effect of material properties on the propagation and hence
on the channel model. In this work, the effect of building
materials has been incorporated along with measurements from
[3] to produce a more accurate channel model. The simulated
environment is similar to one in [6], which included corridors,
offices and laboratories with furniture.
It is worth to mention that the environment, frequencies and
scenario in this work, have been chosen to be applied as a more
realistic mmWave channel model to assess the system
performance in [7].

Abstract-Millimeter-wave indoor propagation characteristics
including path loss models and multipath delay spread values for
systems using directional and omnidirectional antennas are
presented. The performance of the four 5G candidate
frequencies, 28 GHz, 39 GHz, 60 GHz and 73 GHz, are
investigated in line-of-sight (LOS) and non-line-of-sight (NLOS)
scenarios using published real time frequency measurements
conducted in indoor environments. Comparisons are made
against simulation data obtained from the 3D Ray Tracing
Wireless InSite software over Tx-Rx separations of 1.5 m to 62 m.
In addition, frequency-dependent electrical properties, such as
conductivity-σ and permittivity-ε, of common building materials
are incorporated in the simulation. Results show material type
influences propagation behavior of mm-waves due to reflections,
diffractions and penetrations of walls and objects (obstacles). It is
also shown that while both, the received power and delay spread
decrease with increasing frequency, the number of ray paths
increases.
Index Terms- mmWave, 5G, Indoor propagation, path loss,
delay spread, directional models.

I.

II.

WIRELESS CHANNEL MODEL

Because of the very high propagation losses of mm-waves,
being directional, and sensitive to blockage by obstacles and
humans, smaller cell sizes are preferred to enhance the spectral
efficiency of communication systems [8-11]. It was noted that
cell sizes of about 200 m is practical as the effect of rain
attenuation and atmospheric absorption is not so severe [8],
[12]. Consequently, the applications of mm-waves are mainly
used in indoor environments, small cells and backhaul links.

INTRODUCTION

The increasing numbers of sophisticated electronic devices
and applications requiring access to telecommunication and
internet infrastructures, demand robust and very high
bandwidth wireless connectivity [1]. The 6 GHz spectrum is
already congested and is not enough to meet the anticipated
multi gigabit data rate requirement of the proposed 5G system.
Researchers have been looking to higher frequencies, 20-90
GHz, as potential solutions [2]. Current research focuses on
the characterization and modelling of the spatial channel and
antenna technologies, should impact the design of future
mobile devices, base stations and network routers.
Channel behavior is characterized by many parameters, most
importantly are the path loss and the delay spread. The channel
between a single transmitting and receiving antennas (Single
Input, Single Output or SISO) can be fully described through
its complex amplitude-delay response. However, systems are
increasingly using multiple Input, Multiple Output (MIMO). In
order to fully describe the spatial properties of the MIMO
channel, directions of departure and arrival of all ray paths
between the transmitting and receiving antennas, as well as

A. PATH LOSS CHARACTERISTICS.
In the literature, valuable work on the characterization of
millimeter wave propagation at the 60 GHz band exist [8],
[13-22]. Since the free path loss is relative to the square of
carrier frequency. The free path loss at 60 GHz, for example,
with approximately 5mm wavelength, is higher than at 2.4
GHz by 28 dB [8].
It has been found by the channel characterization in [23]
that the non-line-of-sight (NLOS) channel experiences higher
attenuation than the line-of-sight (LOS) channel. The large
scale fading F(d) can be expressed as;
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( )=

(

) + 10 log

−S

III.

(1)

The site to be explored is the third floor in Chesham
building at the University of Bradford, U.K. The floor plan
was first loaded into the ray tracing Wireless InSite software.
The layout of the floor plan is shown in Fig. 1 where the
transmitter is located in Lab (B3.26) and the measurements are
conducted in three NLOS paths (routes) and one grid of LOS
receivers.

where
(

) = 20 log

4

SIMULATION SETUP

(2)

PL(do) is the path loss at reference distance do, which is often
chosen as 1 m for indoor environments, and n is the path loss
exponent. Sσ is the shadowing loss with a standard deviation
σ.
The statistical parameters of the path loss model obtained
for a corridor, a LOS and a NLOS hall are listed in Table 1
[9].
Table 1: Propagation Characteristics of mmWave Communications in
Different Bands in term of Path loss Exponent (PLE)
Carrier
Frequency
(GHz)

28
38
60
73

LOS

NLOS

RF
BW
(MHz)

1.8-1.9
1.9-2.0
2.23
2.0

4.5-4.6
2.7-3.8
4.19
2.45-2.69

800
400
750
800

Path Loss Exponent (PLE)

RMS Delay Spread Values
σrms(max)(ns)
LOS

NLOS

309.6
1.3
0.9
173.1

454.6
122
36.6
14

Fig. 1: Floor layout of 3rd Floor, University of Bradford, with simulation
routes.

Representative material electrical properties are calculated
and listed in Table 2. The real part of the relative permittivity,
', and conductivity, , are compiled using the curve-fitting
approach and simple expressions derived in [24].
Table 2: Materials Parameter Values at Different Frequencies:
Materials
Concrete
Wood
Glass
Ceiling board
Metal
Floorboard
Brick
Chipboard
Plasterboard
Vacuum

σ

73GHz
Re(ᵋr)

σ

60GHz
Re(ᵋr)

σ

39GHz
Re(ᵋr)

σ

28GHz
Re(ᵋr)

1.051

5.310

0.897

5.310

0.633

5.310

0.484

5.310

0.467

1.990

0.378

1.990

0.239

1.990

0.167

1.990

0.717

6.270

0.567

6.270

0.340

6.270

0.229

6.270

0.074

1.500

0.059

1.500

0.036

1.500

0.024

1.500

10e7

1.000

10e7

1.000

10e7

1.000

10e7

1.000

1.451

3.660

1.1133

3.660

0.622

3.660

0.398

3.660

0.038

3.750

0.038

3.750

0.038

3.750

0.038

3.750

0.616

2.580

0.5290

2.5800

0.378

2.580

0.292

2.580

0.242

2.940

0.210

2.940

0.155

2.940

0.123

2.940

0.000

1.000

0.000

1.000

0.000

1.000

0.000

1.000

(a)
(b)
Fig. 2: The Radiation Pattern for (a) Directional Transmitter Antenna and (b)
Omni-Directional Receiver Antenna
Table 3: Properties of the Transmitter and Receiver Antennas.

Properties
Gain (dBi)
E-plane Half Power Bandwidth
Polarization
Waveform
Input Power (dBm)
Temperature (K)
VSWR
Receiver Threshold (dBm)

B. DELAY SPREAD ( ):
The delay spread is a valuable measure of an assortment of
multipath related impacts. It can be ascertained utilizing the
assumption of unlimited bandwidth, as part of which the
energy of every ray path lands at a single moment in time
[25]:

=

∑

−

Transmitter Antenna
Horn

Receiver Antenna
Omnidirectional

17.8
10
Vertical
Sinusoid
30.0
293.00
1.00
-140.00

1.80
90.00
Vertical
Sinusoid
293.00
1.00
-140.00

The transmitter is a horn antenna fixed at 2.5 m above the
ground and has a propagation pattern shown in Fig 2a. The
receiver antenna is omnidirectional, Fig. 2b, fixed at 1 m
height. Each of the NLOS routes has many receivers
distributed at a half-meter spacing. Properties of the
transmitter and receiver antennas are listed in Table 3. Route-1
includes 8 walls of double layered plaster board (0.1 m
thickness) distributed across 63 meters. Route-2 covers 62.5 m
of the building length in which the corridor route is 48.5m.
The corridor is separated by 30 cm thick concrete wall from
the transmitter. Route-3 has same length of Route-2. However,
it comprises a number of concrete and plasterboards of 0.3 m
and 0.1 m thicknesses respectively between the transmitter and

(3)

where NP is the number of paths, Pi is the time averaged
power in watts of the ith path, i is the time of arrival for each
propagation path i, PR is the received power and τ refer to
average time of arrival.
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is particularly true approximately the Tx antenna in the NLOS
routes, i.e. small separation distances. Moving away from the
transmitter and in the intermediate regions, the receiving
antennas become more in line with the transmitting antenna
resulting in a higher spread delay. At high separation distances
the travelling times of all arrived multi path components are
nearly the same resulting in a much smaller delay spread. As
for the LOS scenario, Fig. 6d shows that the initial region does
exist and the delay spread has a more anticipated behavior
with the separation distance, i.e. it decreases with increasing
separations.

the many receivers. All these routes, except a small portion of
Route-1 (the transmitter room) and Grid-1, are classified as
NLOS environment. The LOS scenario consists of a
transmitter and a number of receiver antennas located in Lab
(B3.26). The receivers are distributed in a grid with a spacing
of 1 m covering an area of nearly 80 m2.
The 60 GHz and 73 GHz signals have a 2.1 GHz bandwidth
while a 1.0 GHz bandwidth is used for the 28 GHz and 39
GHz signals.

IV.

RESULTS AND DISCUSSION

The system mentioned in the previous section was simulated
using Wireless InSite. Fig. 3 shows the rays radiating from the
transmitter to many different positions over the scenario field.
The number of rays is calculated by the simulator. Rays that
fall below a certain level (which is the sensitivity level of the
receiver) were ignored. From Fig. 3, it is clear that different
materials influence the distribution of rays differently. Some
material have signal reflections with little attenuation, others
diffract with mostly no effect on the power, and some do both.
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Fig 4: Delay Spread vs. Tx-Rx Separation distance for different
frequencies and (a) Route 1, (b) Route-2, (c) Route-3 and (d) Grid-1.
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Fig. 3: Ray Trace for different routes at 60GHz.
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It is clear from the ray tracing in Fig. 3 that the highest rate
of signal penetration is through glass and then plaster board,
regardless of wall thickness. For concrete walls, however,
signal penetration decreases drastically depending on wall
thickness and angle of incidence. Similarly, objects made of
wood offers very little penetration of signals with high levels
of attenuation and scattering. Therefore, NLOS signals suffer
greatly when concrete and wooden walls exist while glass and
plasterboards have little effect.
Fig. 4 illustrates the relationship between the delay spread
and TX-RX separation distances for the NLOS and LOS
routes. The peak values on the graphs could be referred to
glass and plaster board.
The figure clearly shows that for NLOS routes, the delay
spectrum at all frequencies initially increases and then
subsides as separation distances between the transmitter and
distributed receivers increase. The initial rise can be attributed
to the position of the receivers with respect to the transmitting
antenna, as some of them would fall in the blind spots or the
nulls of the directional transmitting antenna. The received
signals in this case are mostly the result of reflections, which
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Fig 5: The Path Loss vs. 3D Tx-Rx Separation distance for different
frequencies and (a) Route-1, (b) Route-2, (c) Route-3 and (d) Grid-1.

Fig. 5 shows the path loss (PL) versus separation distances
for NLOS and LOS scenarios for various mm-range
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transmitter point for different frequencies and (a) Route-1, (b) Route-2, (c)
Route-3 and (d) Grid-1.

frequencies. Generally, increasing the distance leads to an
increase in the path loss. However, Figs. 5a-c, do not show a
consistent relationship. For short distances, PL decreases with
distance and then it increases at higher distances. This
behavior can be attributed to the way the multipath
components are added up, i.e. constructively or destructively,
type of wall materials, and the effect of the transmitter
directivity. Fig. 5d presents the PL data under LOS condition.
LOS suffers from similar parameters like NLOS, but with a
lesser degree. The main LOS path is normally much stronger
than the other multipath components and therefore they have a
much lower effect.
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Fig. 6 shows the relation between the receiver position and
number of signal paths. The maximum number of paths used
in the calculation is set to 10. In many cases, like route-1 and
the grid, this number can be attained easily as shown in the
figure. The number of paths usually affect the received signal
strength depending on whether they are added constructively
or destructively. Therefore, when there is an increase in the
received signal strength, this usually implies that most multi
paths are added constructively and vice versa. In addition, the
number of paths is indicative of the material type, i.e. whether
they are good or bad reflectors.
Finally, Fig. 7 presents similar results to Fig. 6. The worst
case is for route 2 and 3, where the power is limited between
-100 and -150 dBm. While in route 1 it was between -80 and
-140 dB with wider range reaching up to 45 m while in
previous between 25 and 30m.
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The characteristics of various indoor channels are
investigated under four potential mm-Wave frequencies. The
effect of common building materials on the properties of
propagating signals has been presented including direction of
arrival and multipath effects. It has been noted that the path
loss behaves as expected at high frequencies and large number
of barriers. Walls made of concrete and wood have a much
more serious effect on signals than plaster board walls and
glass. In contrast, delay spread and number of multipath
received and power are decreased in NLOS environment.
These results are due to the nature of these frequencies. Signal
penetration rate of wood is very low, and almost non-existent
for Concrete compared with other material type such as
plasterboard. This is an important consideration when greater
coverage inside a building is required. In addition, the change
in thickness of walls have a relatively little effect on signal
propagation in general. Another important parameter studied
in this work is the directivity of the transmitting antenna
especially when the receiving antenna falls in the blind spot or
nulls of the antenna propagation profile. This study should be
considered in the design of modern buildings, smart cities and
in the selection of building materials for mm-wave indoor
applications such 5G mobile telecommunications.

120

(b)
10

10
Route3-28
Route3-39
Route3-60
Route3-73

8

Grid1-28
Grid1-39
Grid1-60
Grid1-73

9
8

6
7
4
6
2

0

5

0

20

40

60

80

100

120

Receiver Position

4

0

20

40

60

80

100

Receiver Position

(c)
(d)
Fig 6: The Number of Bath vs. Receiver Positions of each receiver point
to transmitter point for different frequencies and (a) Route-1, (b) Route-2,
(c) Route-3 and (d) Grid-1.
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In this work, the performance of existing centralized
Cooperative Localization algorithms such as SFSDP is studied
in the context of TOA based WiFi networks in indoor
environments. The performance of the SFSDP algorithm
developed by Kim [4] for sensor network is examined under
realistic propagation channels that suffer from multipath and
NLOS impairments. The empirical model for TOA ranging
which was developed by the authors [2] is used to study the
behavior of the SFSDP algorithm.

Abstract—Cooperative localization for indoor WiFi networks
have received little attention thus far. Many cooperative location
algorithms exist for Wireless Sensor Network Applications but
their suitability for WiFi based networks has not been studied. In
this paper the performance of the Sparse Finite Semi Definite
Program (SFSDP) has been examined using real measurements
data and under different indoor conditions. Effects of other
network parameters such as varying number of anchors and
blind nodes are also included.
Keywords—Cooperative localization, Indoor environment,
SFSDP Localization algorithm, Time of arrival, LOS/NLOS.

II.
WIRELESS NETWORK LOCALIZATION MODEL
For a specific network with blind nodes si and anchors ar,
the Euclidean distances between the ith and jth blind nodes dij
and between the ith blind node and rth anchor dir should be
determined.

I.
INTRODUCTION
The main challenge facing Wi-Fi Cooperative Localization
in indoor/urban environments is the multipath and non-line of
sight problems that can degrade RSS and TOA based distance
estimation techniques. The second major challenge is the
design and development of robust algorithms to combine
accurate range/distance measurements to localize APs in a
network through centralized or distributed cooperative
localization algorithms.

There will be a set of distance pairs Ns which includes all
the Euclidean distances between blind nodes such that dij is not
greater than the radio range , where Ns  . The radio range
 is the signal maximum travel distance, i.e when the signal
power equals the noise floor. Also, the Euclidean distance dir
such that dir  Na and Na is a subset of .

Cooperative localization for wireless sensor networks
research has been vigorous over the last decade[1]. In the
literature, there are many cooperative algorithms developed to
locate a number of blind nodes (unknown position) with a
number of anchors (known position) in wireless sensor
networks (WSN). However, the suitability of these WSN
algorithms for cooperative localizations in Wi-Fi based
networks and in presence of multipath effects has not received
similar attention. In [2, 3] it was concluded that centralized
algorithms such as the Semi-Definite Programming (SDP)
provide more accurate results than the distributed algorithms
with similar cost [4]. In [5] Doherty estimated node positions
based on connectivity-induced constraints in a sensor network.
He solved the localization problem as a convex optimization
(linear) using SDP. Ouyang, et al. [6] solved localization
problem as a minimal optimization via SDP which obtained
high accuracy with more complexity. Biswas and Ye [7]
proposed a Finite Semidefinite Program (FSDP) algorithm to
compute the approximate location of sensor with an accurate
solution. Kim [4] developed the Sparse Finite Semidefinite
Program (SFSDP) to solve large sensor network problem
which can handle up to 6000 sensors in 2-dimensional
problem.

= ( , ): 1 ≤ ≺ ≤
= {( , ): 1 ≤ ≤

,

, s −s

+1 ≤

≤

(1)

≤ , ‖s − a ‖ ≤ } (2)

where si = [xi, yi]T is the location of the ith blind node, si  Rl,
i = 1,.., min l dimensional space and m blind nodes. In this
work l = 2 as only two dimensional networks are considered.
Also, ar = [xr, yr]T is the known location of anchor node r, ar 
Rl, r = m+1,.., n.
The estimated distances
and
quadratic equations to be applied in SDP:
s −s

are computed as

, ∀( , ) ∈

=

‖s − s ‖ = (

) , ∀( , ) ∈

(3)
(4)

To solve the system of equations defined by the network
problem using SDP, the minimization of the objective function
is given as [8]
∑( ,
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=

− s −s
− ‖s − s ‖

=

III.

(6)
(7)

where  is the error in distance estimation. The error in
position estimation of blind nodes is the result of AWGN
(with zero mean)presence and the propagation condition. For
LOS channels, TOA estimation using WiFi Systems (20 MHz
bandwidth) can be significantly corrupted by the multipath
while in NLOS, both multipath and NLOS bias are involved.
Therefore, the distance estimation model can be expressed as,
= s −s

+

+

/

(8)

= ‖s − a ‖ +

+

/

(9)

The authors in [2] modelled the TOA estimation error for
LOS and NLOS propagation for stationary scenarios and in
presence of AWGN with a variance 2 as a normal distribution
with a mean and variance. The models were derived from realtime measurements carried out in an indoor environment [2, 9].
In this work, these models are incorporated in the SFSDP
algorithm provided by Kim [4] in order to provide a realistic
and practical evaluation of the algorithm’s performance. To the
best of the authors’ knowledge, this is the first work that
investigates the impact of realistic channel propagation
conditions on the performance of a centralized cooperative
localization algorithm.
In order to analyze the performance of the algorithms, the
average position error Pm is calculated for all blind nodes,
=

(a)

1

‖s − s ‖

Simulation Setup and Analysis

A 30 m x 30 m 2-Dimensional network is generated using
the SFSDP software with randomly placed anchors and blind
nodes. The size is chosen based on the regular size of a typical
WiFi network in indoor environments with a radio range  =
15m. Experimental data are used for propagation errors for
LOS and NLOS in stationary scenarios have means and
variances of 6.98 m, 1.87 m for LOS and 16.06 m, 0.68 m for
NLOS, respectively [2].

Fig. 1. The structure of network simulation methodology.

Fig. 1 illustrates the main steps of the system
methodology. First, the network parameters are identified.
Then, the software generates a 2-Dimensional network with a
specified number of anchors and blind nodes, and save their
positions. SFSDP is then implemented to solve the blind nodes
position using the modified SFSDP with the noise model.
After that, the position error Pm is computed for each blind
node and plots are generated of the true position and the
computed ones.
A. AWGN Noise and Multipath Effects
A 2-Dimensional network in an indoor environment with
50 blind nodes and 10 anchors are placed. The radio range 
is set to 15m. The nodes are placed randomly and three WiFi
environment scenarios were considered; (1) with no additive

(10)

(b)

(c)

Fig. 2. The performance of SFSDP with (a) Ideal channel, (b) AWGN noise, and (c) LOS/NLOS + noise effects. Green circles are the true position of
blind nodes, red stars are the computed position, blue diamonds are the anchor’s position, and blue lines are the position errors.
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noise and multipath effects (ideal channel), (2) with AWGN
noise of a variance 2 = 0.3 m2, and (3) with AWGN (0.3 m2
variance) and LOS/NLOS multipath effects. The percentage of
NLOS blind nodes is 50% (25 nodes) of the total blind nodes
in the network.
The performance of the SFSDP algorithm in locating blind
nodes within the 2-dimention (30 m x 30 m) WiFi network
under the three scenarios is shown in Fig. 2. The blue
diamonds are the positions of anchors, the green circles refer
to the true location of blind nodes, and the red stars are the
computed locations by the SFSDP for the blind nodes. The
difference between the estimated and the original position of
the blind nodes is indicated by the blue solid lines. From the
figure, it is clear that the first scenario, with no noise or
multipath effects, gives best results and the computed
locations by SFSDP are exactly the same as the true locations
of blind nodes.

Fig. 3. 100 trial mean positon error vs number of anchors for the three
scenarios.

Table 1summarises some position errors Pm. The addition
of measurement noise can cause a 2.48 m position error while
the position error is increased dramatically to 23.23 m when
realistic propagation error are introduced.

Table 2.Effect of number of anchors on position error Pµ.
Scenarios
1
2
3

Table 1.Performance of SFSDP with no noise, noise, and NLOS Effect.
Scenarios
Position error Pm
1. Ideal Channel
9.5e-7m
2. Measurement noise
2.48m
3. Measurement noise and
23.23m
propagation error

1

6e-5m

2m

6m

15 Anchors

3.5e-7m

1m

6m

25 Anchors

3e-7m

0.9m

6m

C. The Effect of Density of the Network.
The effect of changing the number of blind nodes in a
WiFi network is studied in this section. The number of
anchors is always 30% of the total number of blind nodes
while all other parameters are kept the same. Fig. 4 depicts the
effect of increasing the density of the network (number of
blind nodes) on the position error Pm for 100 random trials for
the three scenarios. Under scenario 1, there is a perfect match
between the real and the estimated locationsof the blind nodes.
Nevertheless, for scenarios 2 and 3, the algrithm seems

B. Effect of Number of Anchors
In this section, the effect of varying the number of anchors
in the network on the SFSDP performance is explored. The
number of anchors is increased gradually from 3 until it
reached 50% of the total number of blind nodes (25) anchors
while other parameters such as the radio range , network
dimensions and number of blind nodes (m = 50), are kept
fixed. Fig. 3 shows the mean position error (Pµ) defined in
(11) for the three scenarios with L = 100 random trials while
table 2 summarises these results. In each trial the nodes were
positioned randomly by the program.
=

5 Anchors

(11)

As expected, the SFSDP estimates the positions of blind
nodes precisely for the ideal channel, i.e. scenario (1). When
measurement noise (2 = 0.3 m2) is introduced, however, the
position error Pµ follows an inverse relationship with the
number of anchors; Pµ is 2 m, 1 m, and 0.9 m for 5, 15, and 25
anchors, respectively. A slightly different behaviour was
exhibited under scenario (3), with LOS/NLOS multipath
effects and noise, as the position error Pµ shows virtually no
change with the number of anchors. This can be attributed to
the overwhelming effect of multipath components on location
estimation.

Fig. 4. Effect of network density on the mean positioning error for the
three scenarios.

undeciasive as there is fluctuations in the mean position error
Pµ. It concludes that the SFSDP algorithm fails to determine
the position of the blind nodes when their number is varied.
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TOA ranging models, based on real time measurements and
data, were developed by the authors [2] and incorporated in
the SFSDP under different indoor conditions. This included,
ideal channel, AWGN noise and a combination of noise and
(LOS/NLOS) multipath effects. The results show that: 1) The
performance of SFSDP in WiFi network under NLOS and
propagation condition degrades, 2) Changing the WiFi
network parameters such as number of blind nodes and
number of anchors, radio range and NLOS percentages affect
the accuracy of SFSDP in estimating the position of blind
nodes. This work confirmed that the performance of the
SFSDP localization algorithm for wireless sensor network has
been drastically compromised when used in WiFi-based
networks with real TOA propagation models. Therefore, there
is a need to develop a more accurate cooperative localization
algorithms for WLAN indoor applications.

Table 3 also shows that the results of SFSDP under scenario 3
has the highest variance in position estimation.
Table 3. Performance of SFSDP with respect to network density.
Scenarios
Ideal Channel
Measurement Noise
Multipath and Measurement Noise

Position mean Pµ(m)
Mean
8.1264e-7
3.2304
5.8446

Variance
1.2536e-12
0.3502
1.2303

D. The Effect of Radio Range and NLOS Percentage
The radio range  for each blind node is important because
it identifies its coverage area in the network. The position of
blind nodes is estimated when it falls in the coverage area of
the anchor or blind nodes. Also, the percentage of NLOS or
multipath severity in the network impacts the localization
accuracy of each blind node. In this section, the effect of
multipaths is examined for three radio ranges. The radio range
is varied from 15 m, 20 m, and 25 m, based on the size of the
network being 30m x 30m. The number of anchors is kept at 3
while the percentage of NLOS range measurements is
increased from 0 to 100%. Fig.5 illustrates the position error
Pm for 100 random trials as a function of NLOS percentage for
the three different radio ranges. As expected, the position error
Pµ increases with increasing NLOS effects. The 0% NLOS
means the error is solely the result of noise.
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IV. CONCLUSION
In this work, the performance of the SFSDP cooperative
algorithm initially developed for Wireless Sensor Networks,
has been examined for indoor and WiFi suitability. Empirical
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a method with moderate accuracy and complexity, and to this
end several methods were proposed [13-17]. They focus on the
extracting of correlation matrix from fewer samples (even
from a single snapshot) or simplify matrix processing in
favour of generating a vector form to be processed instead.
One approach to reduce complexity work on the
correlation matrix is proposed by Yeh in [13, 14], namely to
use the equation below to get the normal projection instead of
eigenvalue decomposition and taking the noise subspace. The
equation is applied to the Q matrix instead of R, the
correlation matrix), where Q is the transpose of any 2 rows
from R:
(1)
)
= − (

Abstract: Direction of arrival estimation has a wide range of
applications, both military and commercial, and the search for
low complexity methods with high accuracy is an important
research area. Many of the well-known methods rely on time
averaging of received data to acquire the covariance matrix,
essential in the estimation method. Some methods depend on
single snapshot in time (single symbol) to generate this matrix. In
this paper we present a low complexity single snapshot method to
obtain the covariance matrix by averaging the data over space
instead of time. The simulation results show that the proposed
method is moderate in both complexity and accuracy.
Keywords: Direction of Arrival (DoA);
Covariance matrix; Estimation methods.

Single

Snapshot;

I INTRODUCTION

Later, Zhang and et al. use QR decomposition to process
the forward correlation matrix of a single snapshot in time
(SSS) [15]. Then Ren proposed a simplification to this
method, using the EVD on the correlation matrix obtained
from SSS vector [16]. The method is to convolve the SSS
vector and arrange the resultant to get a similar performance to
the ordinary correlation matrix obtained from many snapshots.
The rest of the algorithmis similar to MUSIC and Pisarenko
Methods. Eight years later JT Kim in [17] introduced a
method using 5 snapshots. This method is divided into two
parts: coarse and fine detection. In the coarse detection part,
the correlation matrix was obtained by arranging the received
vector for SSS.
In this paper the performance of hybrid methods based on
earlier work in [17] are investigated and then a new proposed
approach with moderate accuracy and simplicity is
implemented.

Estimation and statistics of signals are essential in many
applications [1]. A key parameter to be estimated from an
array antenna is the direction of transmitting sources: this is
known as the direction of arrival (DoA). There are many
applications of DoA already established such as in radar,
underwater acoustics, geophysics, sonar, electronic
surveillance, seismic exploration and spoofing detection in
global navigation satellite system (GNSS) systems [2-4],
positioning and localization may use received signal strength
[5, 6], time of arrival (TOA) [7] and the DoA may be another
alternative. In general, the DoA methods can be described by
the following five steps:
1. acquiring the signal vector.
2. generating the instantaneous correlation matrix for
each symbol.
3. averaging over time.
4. analysing the data correlation (an option, not used in
all methods).
5. scanning over the desired range of angles.
DoA methods have been investigated for a long time,
starting with the Bartlett method, called conventional (Bartlett)
beamforming. This method relies on the application of
Fourier-based spectral analysis to spatio-temporally sampled
data [1, 8]. Another milestone in the DoA evolution was the
paper of Capon in 1969 [9]. Another main category of DoA
methods, namely subspace algorithms [10], includes (but is
not limited to) MUSIC [11] and ESPRIT [3, 12].
The performance of these methods varies between
simplicity and reliability and accuracy. A useful aim is to find

Figure 1: Basic geometry of uniform linear array [18].
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II THE SYSTEM MATHEMATICAL MODEL

affect the importance of achieving a new good performance
SSS method to solve the correlation matrix, while one can use
the parallel processing capabilities of the new processors or
even use multi processors to scan the correlation matrix over
the range of interest. So this second time-related issue can be
solved.
Here we try to simplify these both in total number of
elements to be processed and the time consumed to evaluate
the correlation matrix. The proposed method is to divide the
vector x into small overlapped sub-vectors. These elements
can be regarded as different antenna arrays and then the
correlation matrices can be generated by them. For example,
suppose each of these new arrays (the sub-arrays in fact) has
Ne elements, where
= ⌈ /2⌉ (It should be noted that the K
is considered as odd number). Now arrange them in a new
matrix, denoted X:

Consider a uniform linear array (ULA) with K elements
spaced by d=λ/2, where λ is the wavelength given by λ=c/f; c
is the speed of light and f is the centre frequency of the narrow
band signals, such as used later in our simulations. For the
sake of simplicity of analysis and here, the elements are
assumed to be isotropic. The array receives signals from N
sources which lie in the far field region, i.e. the array receives
a uniform plane waveform.
As shown in figure 1, if it is assumed the signal is not
attenuated from element to element then the difference
between the signals at the elements is due to the phase shift.
Assuming that the first element has zero phase shift (i.e. it
constitutes the reference element) then one can present the
signal vector collected by the array as [18] :
= 1

(ĸ

)

(ĸ

)

…

(

)(ĸ

)

(2)

…

Where ĸ=2π/λ. The total signals for one snapshot in time at the
kth sensor can be given by [15]:
( (

=

⁄ )

)

+

=

(3)

⋮

III THE PROPOSED METHOD
The presented proposal concerns with the generation of the
correlation matrix. Based on the methods applying multiple
snapshots, the correlation matrix can be generated by
multiplying the vector by its transpose to produce the
following:

…
.

=

⋮
(

…
=

⋮

⋮
⋮

⋱
⋯

…

(6)

It can be noted that this matrix is square matrix, and that it is
symmetric over the main diagonal. Now instead of repeating
the evaluation of RN for many time samples (i.e. for each
received symbol) which take K2 multiplications for each
snapshot, thus we have (SN*K2) multiplications and ((SN1)×K2) additions (SN-1 additions for each element in the
matrix RN which contain K2 elements) and K2 divisions to
average the correlation matrices over the acquisition time. It
just needs the new small matrix X to be multiplied with its
transpose to produce the following:

where an is the nth amplitude of the signal from the nth source
and nk is an AWGN component. Note that S is the signal
received from single source by the array (K elements) and x is
the signals received by single element from N sources.

=

⋮
⋮

⋱
…

(4)

)

⋱
…

⋮
⋮

where
=

(

) (

)

where the vector x is given by:
…

=[

]

The superscript (.)H signifies the conjugate transpose
operation. The aforementioned process is repeated for many
snapshots (SN). Then the correlation metrics are averaged
over this period to generate an average:
=

1

(5)

This will cost time to find the direction of the sources and
the training data (pilots bits used in training phase) will reduce
the data rate and hence affect the system throughput. On the
face of it, finding the correlation matrices is not the only
bottleneck process in DoA estimation. The scan over the range
of interest is another issue to be considered, but that will not

Figure 2: Matrix manipulation of the proposed method.
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(7)

The number of multiplications for each of the small
matrices is (Ne2). We need Ne matrices, so require Ne3
multiplications and M3 additions. Here we don’t need to
average over the correlation matrices. Since in this example
we are taking
= ⌈ /2⌉, the total number of multiplications
in terms of K is O(K3/8). The variations of such processes of
the earlier methods including the proposed method (Single
Snapshot) in terms of the multiplication required against the
number of elements are demonstrated in Figure 3. As can be
seen, a reasonable reduction of number of multiplications is
found for various numbers of snapshots.
Fig 3: Number of elements versus number of multiplications.

a) Ren 1997 (MUSIC)

a) Bartlet

b) Ren_Bartlet

b) Capon

c) Ren_Capon

c) Pisarenko

d) Ren_Yeh
Figure 5: Group 2, Probability of detection and average errors in degrees
against Signal to Noise Ratio in dB.

d) MUSIC
Figure 4: Group 1, Probability of detection and average errors in degrees
against Signal to Noise Ratio in dBs.

IV RESULTS:
Figures 4 to 7 compare the performance of DoA detection
methods. Each row for each figure is for a different method.
The first column represents the probability of detection for (0,
1, 2 and 3 signals out of 3 sources transmitted). The next one

The idea here is to obtain a moving average for a small
matrix window inside the big matrix RN for a single snapshot.
This can be represented schematically by the matrices
manipulation of Figure 2.
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is the average error for each number of detected signals. The
x-axis for all figures is the SNR in dB. The sources are
assumed to be uncorrelated with each other. The channel is
assumed as an AWGN and uncorrelated with the sources, and
the position of the sources is assumed to be uniform
distributed over the range of interest (from -180° to +180°).

the resultant matrix is multiplied by itself to attain the
correlation matrix.
Basically, Figure 4 shows the performance of two common
DoA methods, conventional and subspace methods. It is clear
from the sub figures that the performance of the subspace
methods is better, where the error of the detection of the
signals become below 1° for the high SNR regime. But this
combines with only a moderate probability of detection for 3
signals out of 3 sources (0.8 for MUSIC and 0.5 for Pisarenko,
in our scenario). On the other hand, the low complexity
methods suffer from either high average error (in case of
Capone due to the mirror effect of angles) with detection of
direction or low probability of detection with moderate
average error (5°).

a) JTKim_2005(MUSIC)

a) Proposed _Capon
b) JTKim_Bartlet

b) Proposed _MUSIC
Figure 7: Probability of detection and average errors in degrees against Signal
to Noise Ratio in dBs for the proposed methods.

c) JTKim_Capon

Figs. 5 and 6 are for various SSS methods. In general, the
variation of the Ren method has better average error than the
original one on the cost of probability of detection. But this
average is considered high in comparison with previous
methods.
In Figure 6, the performance of the JTKim method and
variations are presented. It is shown that the performance
seems to be better that in Fig. 5 but still worse than that of Fig.
4. The performance varies from better to worse.
Figure 7 shows the results of the proposed method. Even
though it has (depending on the variation of SNR) lower or
higher probability of detection, it has very good resolution and
low average of error where the error is appearing to be below
5° in the high SNR region. The lower accuracy is due to the
smaller size of the covariance matrix (the proposed matrix is
half the size of the original one). The second point is that the
averaging that generates the resultant matrix is performed over
fewer matrices (even though they are smaller) than that in
conventional methods. The whole proposed method eliminates
or at least mitigates the effect of the AWGN which is done by
the averaging processes in both approaches, either in the time
domain or in the spatial domain.

d) JTKim_Yeh
Figure 6: Probability of detection and average errors in degrees against Signal
to Noise Ratio in dBs for hybrid methods.

The first group (Figure 4) is for the familiar DOA methods
(the Capone, the Bartlet, the MUSIC and the Pisarenko) that
depend on acquiring the correlation matrix by averaging the
correlation matrix of many snapshots and then process the
resultant matrix.
The second group (Figure 5) is for the Ren method and
some variations. In this group the correlation matrix is a
procured by the Ren method. The same assumption is applied
for the third group shown in Figure 6.
The fourth group (see Figure 7) is that proposed in this
paper. It depends on the Kim coarse detection technique, but
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V. CONCLUSIONS
The proposed SSS method has been presented and
compared to several DoA methods. It is shown that the
common methods require many snapshots to evaluate the
covariance matrix, entailing delay; also the evaluation
processes are complex. On the other hand there are SSS
methods with lower computational cost, but at the expense of
performance. The proposed method presents a trade-off
between accuracy and time and complexity. It has a lower
requirement in terms of computation and time to implement
which means lower energy consumption. Its accuracy is much
better than that for the other SSS methods: although not as
good as other well-known methods it is very close to them.
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During the last few decades, several angle of arrival
estimation methods are used in smart antenna systems for
mobile, emergency tracking position applications [6].
Beamforming is the earliest concept, which developed to
estimate direction of emitter sources. This principle work of
this algorithm is to scan across the desired angular region and
any directions produce the maximum power are the directions
of arrival signals. The poor accuracy is the obvious weakness
of the CBF method. Capon proposed algorithm is called
minimum variance distortionless response (MVDR) method
to estimate the power of incoming signals [7]. The idea of this
approach depends on the estimation a signal from one
direction and considers all other signals as interference.
Capon method has much better resolution compared with the
Bartlett method. On the other hand, when the signals are
similar or high correlated the resolution of Capon technique
becomes worse than Bartlett algorithm.

Abstract: Direction of arrival (DOA) estimation is currently
an active research topic playing a fundamental role in many
applications including electromagnetic, tracking systems and
signal processing applications. This paper evaluates the
performance estimation of Pisarenko Harmonic Decomposition
(PHD) algorithm and then compares it with multiple signal
classification (MUSIC) method based on narrowband signal
conditions. The main purpose of this evaluation is to investigate
the effect of the spurious peaks (spurious angles) that appears on
the pseudospectrum of the PHD on the estimation precision. The
principle working in addition to mathematical model of the DOA
model and PHD method are presented. An exhaustively Monte
Carlo simulation is performed to explain this problem. A useful
recommendation is provided to overcome this problem.

Index Terms: Pisarenko Harmonic Decomposition (PHD)
algorithm, antenna array, angle of arrival (AOA), wirless
communication,
localization, signal processing,
tracking
systems.

I.

An introduction to the subspace approach marked the
beginning of a new area in the sensor array signal processing.
The estimation accuracy of this type is not mainly limited by
the array aperture but depends on the data collection time
and/or SNR, resulting in high resolution and better
performance compared with previous type [8]. Pisarenko
harmonic decomposition (PHD) is the first approach, which
exploits Eigen structure of covariance matrix to estimate the
direction of incoming signals [9]. The main idea of this
technique is to minimize the mean square error (MSE) of the
antenna array output under the specific condition that makes
the norm of weight vector equal to unity. It is also supposed
the dimension of noise equal to one column with regardless of
the number of arrival signals [10].The first advantage of using
PHD method does not need a pervious knowledge of number
of received rays. Secondly, it exploits only one eigenvector,
which corresponds to the smallest eigenvalue instead of using
the whole noise subspace like MUSIC [11]. These points
make the PHD is low complexity compared with MUSIC.
However, the estimation accuracy of MUSIC method is better
than PHD estimation resolution. In [12], the authors proposed
maximum signal subspace (MSS) method to estimate DOAs.
In contrast to PHD method, the MSS approach computing the
eigenvector which is corresponding to the highest eigenvalue.

INTRODUCTION

The Direction of arrival (DOA) and its application are
continuously growing due to the dramatic increase in mobile
subscribers and industrial requirements. The need for DOA
estimation grows from the requirements of tracking and
locating signal sources in many civilian and military
applications. Examples of these applications are radar
systems, medical and rescue services [1, 2]. These services
mainly depend on the precision of the localisation estimation
approach. Since the localization of radiating sources at
spatially separated sensors has a considerable importance on
these applications.
Smart Antenna systems evolve from a new multiple access
technique, Space Division Multiple Access (SDMA), which
allowed to the subscribers to exploit the same frequency
channel based on spatial separation [3]. This technology
combines antenna array with a signal processing capability to
improve its radiation pattern automatically according to the
signal environment. For example, in wireless communication
systems, when DOA of the desired signal and interference
signals are estimated properly, an adaptive beamforming
technique can be applied to emphasize the gain towards the
desired signal suppresses the noise and interference signals
[4]. Many factors effect on the performance of localization
algorithms, for instance, signal to noise ratio (SNR), number
of samples, correlation and mutual coupling [5].

The goal of this paper is to investigate and analyze the
performance estimation of the PHD method in the Gaussian
noise channel. The rest of the paper is organized as follows:
Section II presents the DOA modelling with uniform linear
array, the incident signals are assumed corrupted with
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( ) is (M×M) zero mean Gaussian noise for each channel
and is defined as follows:.
( )……
(5)
( )=[ ( )
( )]

Additive White Gaussian Noise (AWGN). Section III gives
the essential idea of the PHD algorithm with its mathematical
model. In section IV, an extensive computer simulation is
carried out to evaluate the performance estimation of the PHD
method, the results are discussed deeply. Section V
summarizes the results and gives brief conclusion about this
paper.
II.

( ) is (M×P) matrix of steering vectors and is given by.
(6)
( ) = [ ( ) ( ) … … ( )]
( ) is the steering vector and depends on the type of array
geometry. For linear array, the steering vector is defined by

ANTENNA ARRAY AND DOA MODELLING

( )= 1

Consider s(t) is a narrowband modulated signal with low pass
equivalent ( ), the carrier frequency is fc and symbol period
is T. Thus, it can be expressed as follows:
( 1)
( )= { ( )
}

(

……

)

( 7)

Where d is the separation between adjacent elements, and is
the spatial frequency and defined as follows:
2
(8)
=

With kth element, the received signal is given by:
( ∆ )
( )=
( −∆ )

The calculations are based on time snapshots of the arriving
signals since the impinging signals are changed with time.
Obviously if the signal sources are moving from one location
to another, the matrix of steering vectors is changing with
time and the corresponding received angles are changing too.
Therefore, the array covariance matrix
need to be
calculated as described below.

In order to extract the information with arrival signal and
processed digitally, assume that the received signal is down
converted to the baseband level, this becomes:
∆
( 2)
( )= ( −∆ )
After the antenna array receives the arriving signals from all
the different directions, the AOA approach computes the
directions of all arriving rays depends on the difference time
of incoming signals. Fig.1 illustrates P incoming signals from
P different directions [13]. These signals will receive by M
elements of an antenna array with N samples, every received
signal ( ) contains on an Additive White Gaussian Noise
(AWGN) .

= [ () () ]

= ( )

( )+

= [ () ( ) ]

=

(9)

(10)

(11)

Where
and
are the noise variance and (M×M)
identity matrix respectively. In the case there is no
correlation between the signals sources, the signal correlation
matrix (
) will be a diagonal matrix However,
will be
non-diagonal when the source signals are correlated, . After
covariance matrix is obtained, an AOA method is applied to
estimate the directions of the received signals. In practice, the
) is not available and therefore
actual covariance matrix (
we need to estimate it from the received data over N samples
as follows:
Fig.1. M-element array with arriving signals.
( ) = ( ) ( )+ ( )

≈

1

( )

( )

(12)

( 3)
III.

where
( ) is (P×N) incident complex signals and expressed as
follows:
(4)
( ) = [ ( ) ( ) …… ( ) ]

PISARENKO HARMONIC DECOMPOSITION (PHD)
ALGORITHM

This algorithm supposes that the received signal ( ),
composes of P complex exponentials with presence white
noise. It retrieves the harmonics from a covariance function
based on the Caratheodory theorem of the trigonometrical
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moment problem. It is also supposed the dimension of noise
equal to one column with regardless of the number of arrival
signals. By applying the Eigen Value Decomposition (EVD)
approach to the covariance matrix (
) can be diagonalised
by a nonsingular orthogonal transformation matrix as follows:
(13)
=

increasing numbers of the sensors and especially when the
antenna elements number is significantly much than number
of signals as can be seen with performance of MUSIC
method.

=[

,

,………

]

ARMSE (deg.)

where is (M×M) diagonal matrix with real eigenvalues, its
]
diagonal elements
= [ , , ⋯ ⋯,
and the
corresponding eigenvectors are defined as:
(14)

where e is the eigenvector column with size (M×1). For each
Eigenvector ( ), there is a corresponding eigenvalue . In
order to satisfy this condition, it must be sort the eigenvalues
in ascending way and then take the eigenvector that associate
to the lowest eigenvalue. Once this eigenvector is obtained,
the pseudospectrum PHD method can be constructed as
follows:
1
( )=
(15)
| ( ) |

Fig.2. ARMSE of PHD method vs number of antenna
elements with SNR=10dB, N=100, P=3 and d = 0.5 .

Where is (M×1) eigenvector that corresponds to the lowest
eigenvalue ( ).

IV.

However, the estimation error of PHD method is increased
with increasing number of sensors; this may be surprised and
not expected. This situation can be interpreted as this method
has much tendency to produce spurious peaks when the
number of antenna elements is much more than number of
arrival signals. This situation causes to detect a false angles
and this obviously effect on its estimation accuracy. Two
different simulation examples are given to illustrate this issue.
We assumed there three transmitters (P=3) locate in the far
field and send signals from different directions. These signals
are received by an ULA consisting of ten elements (M=10)
with half wavelength spacing between the elements. The
directions of arrival signals are indicated by (o).

SIMULATION RESULTS AND DISCUSSION

A computer simulation has been performed with uniform
linear array (ULA) to illustrate the performance behavior
estimation accuracy of the PHD method under different
number of antenna arrays.
A. Different Number of Antenna Elements
This simulation studies the estimation resolution of the PHD
method versus the number of antenna elements. Three plane
waves are assumed incident on the ULA from different
directions. The other simulation parameters are SNR = 10 dB,
number of snapshots is N = 100 and distance between the
adjacent elements is d = 0.5 . Seven different numbers of
antenna elements are considered in this scenario (M = 4, 6, 8,
10, 12, 14 and 16). For each antenna element number, a
Monto Carlo simulation (K=1000) including three AOAs are
randomly generated. The average root mean square error
(ARMSE) for each trial is calculated as follows:

ARMSE =

1
K

1
P

θ −θ

(16)

Where P is the number of arrival signals,
is the actual
angle, is the estimated angle and K is the number of Monto
Carlo simulation trials.
Fig.2 shows the estimation accuracy comparison between
PHD and MUSIC methods against the number of antenna
array. Intuitively, the resolution estimation increases with

(a): Example (1)
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CDF of detected angles

Fig.4. The probability detection of arrival angles at P = 3 and
different numbers M.

(b): Example (2)
Fig.3. The performance estimation of the PHD method with
P=3 and M=10.

C. Modified PHD method.
Based on the analysis that has been achieved in the previous
subsection, the best number of the antenna array elements that
needs to be used in the PHD method is L = P+2, therefore,
the received signal matrix can be defined as follows:

As can be seen from Fig.3, there are six peaks appear in the
pseudospectrum of this method, three genuine and three
spurious peaks. But in reality we sent only three signals with
three AOAs. With no prior knowledge of the number of
signals, there is a difficulty to distinguish between genuine
and spurious peaks. Even if the number of incoming sources
is known, the uncertainty of selection the correct direction is
still found since the spurious peaks look sharp and sometimes
its power larger than the genuine peaks as can be seen from
Fig.3. These issues deteriorate the performance of localization
applications such as radar and tracking systems significantly.

( )=
×

( ). ( ) +
×

×

( )

(17)

×

where L is subjected to the following condition:
P < L ≤ M

(18)

Once this condition is achieved, equations (9-15) need to be
repeated. The same simulation parameters that are set in the
simulation of Fig.3 are used here to compare the performance
of the modified PHD method with the classical one.

B. The relation between detection of spurious AOAs and M
This section simulates the impact of increasing M on the
performance estimation of the PHD method. With simulation
we investigate the relation between M and obtain spurious
peaks. The number of signal sources is considered constant P
= 3, whereas the number of antenna array is c. For each M, a
Monto Carlo simulation with K = 1000 trials is performed, the
number of detected angles for is calculated and then plotted as
a cumulative distribution function (CDF). The other
simulation parameters are set as same those in part A. Results
are shown in Fig.4. Although we send only three signals with
three different angles, there are many angles are detected as
can be seen from this graph. This is because PHD method
generates several extra wrong peaks, the percentage of these
peaks is directly proportional to increase M. This problem
happens because the PHD method uses only one eigenvector
in the noise subspace. This eigenvector look own many
orthogonal points with antenna array steering vector not only
in the DOA signals but also in other direction, therefore, the
PHD presents many spurious peaks.

(a): Example (1)
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generation spurious peaks. However, the modified method is
worthy to use when the number of received signals are few
compared with number of antenna elements.
ACKNOLEDMENT
Mohammed Al-Sadoon would like to thank the financial
support from higher committee for education development
(HCED) in Iraq.
REFERENCES
[1] L. Wan, G. Han, L. Shu, S. Chan, and T. Zhu, "The Application of DOA
Estimation Approach in Patient Tracking Systems with High Patient
Density," IEEE Transactions on Industrial Informatics, vol. PP, pp. 1-1,
2016.
[2] A. Konstantinidis, G. Chatzimilioudis, D. Zeinalipour-Yazti, P. Mpeis,
N. Pelekis, and Y. Theodoridis, "Privacy-Preserving Indoor Localization
on Smartphones," IEEE Transactions on Knowledge and Data
Engineering, vol. 27, pp. 3042-3055, 2015.
[3] M. A. Ghali, A. S. Abdullah, and F. M. Mustafa, "Adaptive
beamforming with position and velocity estimation for mobile station in
smart antenna system," in Networked Computing and Advanced
Information Management (NCM), 2011 7th International Conference on,
2011, pp. 67-72.
[4] M. Al-Sadoon, R. A. Abd-Alhameed, I. Elfergani, J. Noras, J. Rodriguez,
and S. Jones, "Weight Optimization for Adaptive Antenna Arrays Using
LMS and SMI Algorithms," WSEAS TRANSACTIONS on
COMMUNICATIONS, vol. 15, pp. 206-214, 2016.
[5] M. A. G. Al-Sadoon, A. S. Abdullah, R. S. Ali, Y. Tu, R. A. AbdAlhameed, S. M. R. Jones, et al., "The effects of mutual coupling within
antenna arrays on angle of arrival methods," in 2016 Loughborough
Antennas & Propagation Conference (LAPC), 2016, pp. 1-5.
[6] V. Krishnaveni, T. Kesavamurthy, and B. Aparna, "Beamforming for
direction-of-arrival (DOA) estimation-a survey," International Journal of
Computer Applications, vol. 61, 2013.
[7] J. Capon, " High-Resolution Frequency-Wavenumber Spectrum
Analysis," Proceedings of the IEEE, vol. 57, pp. 1408-1418, Aug. 1969.
[8] J. Foutz, A. Spanias, and M. K. Banavar, "Narrowband direction of
arrival estimation for antenna arrays," Synthesis Lectures on Antennas,
vol. 3, pp. 1-76, 2008.
[9] V. F. Pisarenko, "The Retrieval of Harmonics from a Covariance
Function," Geophysical Journal of the Royal Astronomical Society., vol.
33, pp. 347–366, 1973.
[10] M. Wax, S. Tie-Jun, and T. Kailath, "Spatio-temporal spectral analysis
by eigenstructure methods," IEEE Transactions on Acoustics, Speech,
and Signal Processing, vol. 32, pp. 817-827, 1984.
[11] R. Schmidt, "Multiple emitter location and signal parameter estimation,"
IEEE Transactions on Antennas and Propagation, vol. 34, pp. 276-280,
1986.
[12] M. A. G. Al-Sadoon, A. S. Abdullah, R. S. Ali, A. S. Al-Abdullah, R. A.
Abd-Alhameed, S. M. R. Jones, et al., "New and Less Complex
Approach to Estimate the Angles of Arrival," 8th EAI International
Conference on Wireless and Satellite Systems (formerly PSATS),
SEPTEMBER 19-20, 2016 CARDIFF, GREAT BRITAIN, 2016.
[13] Z. Chen, G. Gokeda, and Y. Yu, Introduction to Direction-of-arrival
Estimation: Artech House, 2010.

(b): Example (2)
Fig.5. Comparison between modified and PHD methods,
M=10, P=3 and L=5.
As can be seen from Fig.5, the modified method is overcome
on this problem by producing only the peaks towards the
incoming signals. The modified method is also minimized
computational complexity, execution time and the required
memory storage significantly since it requires to decompose
(L×L) matrix instead of decomposing (M×M) matrix like
PHD method .

V.

CONCLUSION

The performance estimation PHD technique has been
evaluated from a different perspective. The perspective was
concentrated on the problem of generation extra false peaks
that appears in the spatial spectrum of the PHD method when
number of antenna elements is much more than the number of
arrival sources. Therefore, in contrast to the other subspace
AOA methods, the estimation accuracy of the PHD decreases
with increase antenna elements number. The main idea of the
PHD method and its model have been given and then an
inclusive Monte Carlo simulation with different number of
antenna elements is accomplished to explain this issue. A
modified method has been proposed depending on the
adjusting the number of antenna elements to be equal M=
P+2. This criteria can eliminate or at least minimize
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 Abstract- This paper presents parameterization and
optimization of a bowtie-dipole adjacent to dielectric material for
through the wall imaging based on hybrid finite difference time
domain and method of moment’s computational electromagnetic
techniques. The antenna shapes are parameterized and optimized
to reduce the return loss in a specific frequency band using
Surrogate Model Assisted Differential Evolution Algorithm for
the optimization task. The SADEA Optimizer combines the
capabilities of CST microwave studio electromagnetic design
environment with those of intrinsic MATLAB computing and
programming environment. Impedance matching and gain are
optimized over a predefined frequency range. This resulted to a
very small and compact 12.87mm x 28.62mm ultra-wideband
antenna with optimal parameters.
Index Terms— Microwave Imaging, Surrogate model Assisted
Differential Evolution Algorithm (SADEA), Finite Difference
Time Domain (FDTD), Method of Moments (MoM), Ultra -Wide
Band (UWB), Through-the-Wall Imaging.

I. INTRODUCTION

T

HE proliferation of Ultra-wideband (UWB) technology
applications have yielded tremendous and vital impacts in
the field of microwave wireless communications[1, 2].
Applications of UWB include military radar imaging, security
screening and medical applications. For example the UWB
systems is used in detecting tumor especially in early detection
of breast cancer due to its non-destructive effects on healthy
tissues [3-5]. It is also used in the through-the-wall imaging
applications [6-11]. These successes encouraged and
motivated researchers (e.g. [12, 13]) to focus on the
technology potentials so that more breakthrough could be
achieved.
In the context of through-the-wall imaging, the technology
addresses the ability to view the inside structure. This helps in
determining the layout and identifying objects within the
building. This will enhance surveillance capability and assist
in unmasking the identity. This hence provides information
about what is on the wall or on the other side of the wall.

Through the wall imaging uses the same concept as the
Ground Penetrating Radar (GPR) although operating at higher
frequency bands.
In this paper. We present the parameterization and
optimization based on Surrogate Model Assisted Differential
Evolution Algorithm (SADEA) to realize the UWB
characteristics for the through the wall imaging. SADEA is a
topical optimization method for dealing with complex
computationally problems. These algorithms uses surrogate
models to substitute the computationally complex function
evaluations such as the high-ﬁdelity EM simulation [14]. The
return loss in the specified frequency band is minimized.
The modelling and analysis of the antenna is carried out
using the hybrid Finite Difference Time Domain (FDTD)
/Method of Moments Computational Electromagnetic
Technique (CET) [15-17]. The method are widely used for
analyzing complex electromagnetic problems to simulate the
interaction between the Electro-Magnetic (EM) field and the
inhomogeneous anisotropy dielectric material such as the wall
cavity [17, 18]. The hybrid method is thus developed to allow
effective and efficient way of analyzing such CET
combination which either method could be used independently
to achieve the desired results [15, 19, 20]. Results are
simulated using CST software package which give promising
outcome.

II. SADEA OPTIMIZATION METHOD
Optimization is generally needed in all engineering
disciplines to enable engineers to get the most out of their
designs. Small variations in the system dimension can have a
multiplier effects on the system efficiency. In a system with
multiple variables, interactions can be very tedious and hence
finding their optimum value can be impractical. Hence the
need for an efficient optimization method. Optimization
algorithm can be either stochastic or deterministic[21]. The
SADEA optimization is follows a stochastic approach. This is
computationally effective and used as an alternative to the
deterministic approach. In this algorithm, the Differential
evolution (DE) is chosen as the search machine while the
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Gaussian Process (GP) is selected as the method for the
surrogate modelling.

Substituting
and
into (4) yields the prediction
uncertainty ̂ which is used to assess the accuracy model as:

The latter, assumes the objective function as part of the
stochastic process where the existing points are used in the
determination of the new point [14]. A prescreening method
will then be used to select the newly generated point to
perform the functions evaluations as illustrated below:
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Equation (7) is the pre-screening method used in SADEA for
considering a minimization problem.
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An example of this correlation function is illustrated in
equation 3 below:
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Where:
d = dimension of

and

is the correlation parameter.

= Smoothness of the function with respect to

.

To determine the smoothness function and the correlation
parameter, the GP will maximize the likelihood function:
ℎ =
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Flow diagram of SADEA Optimizer.

The steps below describe how the algorithms works:

(

Step
1:
Initialize the data base by evaluating all the
individuals using the exact function.

(4)

Where,

Step 2: By using the stopping criterion, the output of the
best solution will be achieved otherwise moved to 3.

is a x 1 vector of ones. Suppose and are known, by
setting the derivatives of the likelihood function to 0, the value
from (2) will be and the value of
will be

Step 3: Select the best solution from the data base to form
the population and thereafter update the best solution

=( −

̂)

( −

̂)

Step 4: Apply the DE mutation and Crossover operator on
the population to yield child solution.

(5)
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Step 5: Use the newest solution from the data base and their
corresponding function values to build the GP model.

frequencies components which will satisfy the best matching
over the desired bandwidth of 3.25 GHz. The optimum value
is at the convergence rate of 450 as shown in Figure 8.

Step 6: Prescreen the child result generated in step 4 by
using the GP model in step 5 with the LCB prescreening.
Step 7: Finally evaluate the prescreened best child result
from step 6, add this evaluated solution and its corresponding
functions value to the data base. Proceeds to step 2.

III ANTENNA ANALYSIS
Figures 2 and 3 shows the basic and the design
parametrized geometry of the isosceles triangle Bowtie
antenna with total length of 0.2385 and width of 0.1073 .
The dielectric has lengths of 1.66 , width of 1.25 and
thickness of 0.833 all wavelength measured as a function of
the center frequency with
of 5, = 0.1 which corresponds
to the electrical properties of a typical concrete inserted into
the hybrid domain of the total far field region. The separation
gap between the antenna and the dielectric were varied at
10mm, 20mm and 30mm respectively. Figure 4 is the hybrid
MoM/FDTD model used for the research. Figure 5 depicts the
parametrized return loss at the input port for different value of
k ranging from 0mm-14mm. The reflection coefficient for
various lengths of the antenna arm was shown for case 1- 3. It
can be seen that a bandwidth of around 300 MHz could be
obtained for the few arm lengths before the optimization.
The optimization was carried out using SADEA algorithm
[14]. Figure 6 shows the improved bandwidth of 618MHz.The
details were shown in Table 1. Using the Huygens principle
which states that each point on a wave acts as secondary
source of the outgoing waves[22], the Huygens surface
encloses the dielectric material was modelled using number of
cubical cell of 58x42x74 ( a cell size equivalent to 0.025 ).
The flare angle were set at 30 , 45 and 60 respectively
which are used to optimize the bow tie arm length for the 3
gaps chosen away from the dielectric.

Figure 3: The design Bowtie antenna geometry

Figure 4: Hybrid FDTD/MoM of the model

Figure 2: Basic geometry of the Bowtie antenna.

The motive is to achieve matching over a wide band width
of the center frequency range (1-4) GHz. Therefore the best
function for the SADEA algorithm was covered by few
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Figure 5: Return loss after parametrization at the input port for different value
of K from the antenna edge.

development of an ultra-wide band antenna. Design analysis
has shown that SADEA can achieve higher performance
optimization efficiency when compared with other standard
evolutionary algorithm method of antenna synthesis. The
method is now being used to achieve complex antenna design
optimization which is obtained through the key idea of the
surrogate model evolutionary search mechanism.
Table 1: FDTD, MoM and SADEA Optimization Parameters
Formulation
Total/scatter field
Operating Frequencies
1.5,2.5 and 3.5GHz
, ,
58,42,74
,
,
78,62,94
Total number of FDTD cells
77x63x95 =460845
8
∆
0.003
∆
4ps
Time cycles
25
, ,
17,17,23
,
+ 6,
−
−6
,
+ 6,
−
−6
,
+ 6,
−
−6
Huygens surface size in mm
176x128x224
MoM: Parameters: Bow tie antenna
Flare angle: Case 1: 15
30
60 .

Figure 6: Return loss after optimization

Separation distance between the dipole and the dielectric: 10mm,20mm
and 30mm.
Length (d/2) -15mm to 30mm
The SADEA Algorithm is characterised by the following parameters: Pop
Size=40, scale factor=0.8, population diversity =450, no of variables =3
and no of iterations 500.
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Abstract — A Cross-sectional study conducted to
understand how music therapy can affect patients who
suffer from memory loss conditions such as Dementia and
Alzheimer’s disease. A comparative study is conducted
between music and non-music questionnaires, to find
patterns and indications of how music can contribute
towards memory recall. The experiment is conducted using
Emotiv Epoc headset which has 16 sensors that tracks the
EEG of the brain and has software called Test Bench
which records the data. This investigation strongly suggests
that music is linked with memory and can affect memory
recall.
Keywords— Emotiv Epoc; EEG ; Memory recall; ROS;
BPSD
I. INTRODUCTION
The main aim is to investigate the use of music therapy to
understand the memory recall function as memory loss
conditions such as dementia affect the world’s population
especially the elderly. As the elderly population is increasing
so is the risk of memory loss conditions, by 2015 there will be
850,000 people living with dementia in the UK and around
60,000 people will die every year due to these conditions
[1][2]. The main problem is the lack of understanding how
these memory loss conditions affect the patients emotionally,
physically and mentally and what can be done to help them
restore some form of memory. A way that this could be done is
by monitoring the brain activity while it is stimulated by music
with the use of Emotiv Epoc EEG.
Treatments for memory loss conditions were employed in
the recent years to help improve the well-being of the patients
who were diagnosed. They were distinguished as
Neuroprotective agents, Pharmacological agents and NonPharmacological therapy [3]. Neuroprotective agents could
include supplements such as Vitamin E which can be taken
with food however it was found that at higher concentration
dosage the reactive oxygen species (ROS) can cause biological
detriment to the cellular function [4].
Pharmacological agents are medicines or inhibitors which
are prescribed by the health care sectors one of these agents are
known as Antipsychotics. One of the Antipsychotics is known
as Risperdal which is harmful for the patients as it was found
that it can also cause an increased chance of cerebrovascular

events as well as cause several undesired behavioral
characteristics such as aggression and depression [5]. This type
of treatment was not efficient and it failed to aid with any form
improvement in their physical, mental and emotional
characteristics. Music is used to help with memory recall, and
aid with the maintenance of the remaining functions. Music is
a type of therapy used as form of recreation and therapeutic
activity which all ages appreciate and has been linked to
assisting individuals suffering from conditions such as
Dementia and Alzheimer’s disease.
Current research work compares the use of music and no
music within a set of questionnaires based on general
knowledge to assess the patient’s memory while using an
Emotiv Epoc EEG. Section II offers a brief explanation of the
proposed solution. Section III is testing parameters taken into
consideration, Section IV is the discussion of the results that
were found. Finally, conclusions are presented in Section V.
II. PROPOSED SOLUTION
Music is enjoyed by individuals of all ages and has been
recently used for patients especially who might be diagnosed
from memory loss conditions. It is a known as a nonpharmacological form of treatment, so it doesn’t involve any
physical contribution from the patient and doesn’t harm the
body as it is not invasive. Patients who suffer from dementia
are known to enjoy music even if they’re at the late stages and
it also shows that the patients interact to the stimuli as
indicated by physiological effects which can be recorded
through real time data. [6] [7].
The human brain is divided into two hemispheres that are
left and right which are further sectioned into 4 lobes which
are present within the brain as shown in Figure 1. These is the
frontal, Parietal, Temporal and Occipital lobe; Each region is
divided by its function, the frontal lobe is at the front of the
brain and is used for higher level of cognitive ability [8]. The
parietal lobe processes the visual information that would be
essential for movement whereas the Occipital lobe process all
the visual information [9] [10]. Then lastly is the temporal lobe
which is largely responsible for the personality, memory
function and behavior of an individual. One of the functions
within the temporal lobe is the ability to determine audio
which is then stored with the related memories [9].
The temporal lobe controls all forms of memory. Long
term memory is one of them which can be defined into implicit
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frequency which is found to be dominant is 12 Hz within the
brain [13].
The Emotiv Epoc utilizes a unique design allowing
wireless transmission of the electrical information from the
brain to the software using the inbuilt Bluetooth transmission
via USB dongle [11].
There are other types of headsets which do provide EEG
data such as Neuro sky and Muse in real time however, with
the Emotiv Epoc it has 16 sensors with 14 which are the
electrodes that are placed around the head unlike the other that
have a maximum of 6 sensors. These 16 sensors are wet and a
saline solution is applied to them to allow the maximum
contact with the scalp and covers all the sections of the brain.
[12].
Each of the sectioned part of the brain have specific
function such as T7 is the sensor which helps the verbal
memory of the user. As shown in Figure 3 and the sensors are
labeled according to the part of the brain it is in contact with.
The sensors are attached using stems and allows adjustment
ensuring comfortability. The sensors displayed on the software
are assigned colors and are shown individually or together.
The headset has 14 channels, the sampling method that is
used within the headset is Single ADC with a sampling rate of
128 SPS. The headset also has a digital notch and Sinc filter.
The Emotiv Epoc has many features including recording EEG,
used for games and technologies as well as a sensor which can
pick up smiling, clenching and winking.

and explicit memory. Explicit memory is memory that the
brain stores from various past events, whereas Implicit
memory is the skills and behavioral characteristics that are
learnt. These memories are often affected when a patient is
diagnosed with dementia especially the explicit memories,
which are further broken down into Episodic and Semantic
memory. These two forms of memories help the brain to
encode process and then store the information which is then
made into either long term or short term memory [10].

Sagittal view

Figure 1 The four lobes within the brain, its positions and its functions

Figure 3 The labeled individual sensors used in Emotiv Epoc
Figure 2 Frequency response of the brain signal that shows the dominant
12 Hz frequency component.

III. TESTING
With the use of the Emotiv Epoc, the calibration is done
with good sensor contact as indicated with green color on the
control panel as shown in Figure 4. To allow calibration of the
headset, it is left for the first 10 minutes of the trail to allow
filtering to occur.
The two tests were designed to be based on music and nonmusic setting. The questions used were from the Sage test,
Alzheimer’s draw test and Mini cog which are employed by
the health care sector to help detect early signs of Dementia
[14] [15].

EEG is a technique which uses neurotechnology to carry
out real time scanning of the brain as well as storage of the
signals in advanced technologies. An EEG can be used to
distinguish functions within the brain. The functions are then
represented by specific waves such as α - Alpha, β - Beta,
Theta and delta in extreme cases. Each of these waves
establish how the user is interacting towards the stimulus.
When a user is excited the waves generated will be β – Beta,
but if the user is relaxed then it will α – Alpha waves [9]. One

260

The tests are easy to read, understand and only required
simple general knowledge but is still challenging enough to
stimulate the mechanisms of the temporal lobe. Nine
participants took part in the trails and were marked out of 15
marks. Each participant was given 10 minutes per test. Specific
questions were added from years 2009 and 2014. These
questions were based on a tragedy or an event that might have
occurred during those years. A personal question was asked at
the end of each trails, if any form of memory was recalled
while performing the test.

Table 1 Illustrates the test results between music and without music.
Results of the test subjects
Subject

Scores
without
Music

Scores
with Music

Scored
more
marks in?

Can
concentrat
e with
music?

5.5 out of
15
13 out 15

Yes

No

Yes

No

Yes

Yes

E

7 out of 15

Yes

No

F

14 out of
15
12 out of
15
13 out of
15
10 out of
15

Without
Music
With
music
Without
Music
With
Music
With
Music
With
Music
With
Music
Without
Music
With
Music
With
Music - 6
Without
Music - 3

Not sure

D

14 out of
15
11 out of
15
13 out of
15
9 out of 15

Have balance
problems or any
form of
occurrence of
memory loss
No

Yes

Yes

No

No

Yes

No

No

No

A
B
C

G
H
I

6 out of 15
14 out of
15
14 out of
15
15 out of
15
14 out of
15
12.5 out of
15
13 out of
15

Figure 4 The control panel menu with all the sensors calibrated

With
Music- 6
Without
Music – 2
Not sure- 1

Subject Scores
15
10
5
0
A

B

C

D

E

Without Music

F

G

H

I

With Music

Figure 5 Each of the different signals that were used during the trails

Figure 6 The score difference between each subject on different tests

To understand the memory and verbal understanding while
of an EEG, only 5 sensors were chosen; AF3, T7, P7, P8 and
T8. Testing was carried out in a room with no potential noise
signal interference with the Bluetooth connection. Simple
headphones were used to ensure no interference was made
towards the signals. The description of the trails was
explained, and all the information was given before the subject
signed a consent form, ensuring their personal data were not
affected by any circumstances. The tests were done
individually to stop any assistance from external parties.

Three trails scored higher without music, however it was
found that the individuals failed to answer properly as they
didn’t understand the context of the question. The six subjects
scores ranged from 13-15 however the three subject scores
ranged from around 12-14. The average of music trails was
12.4, compared to the average of without music which was
11.4. During the test, there were questions based on 2009 and
2014 with what events occurred during these years. The
subject F, remembered key events that occurred during those
periods and some personal events. This strongly suggests that
music therapy does help with concentration and recalling of
memory.
While the subjects were completing the test the Emotiv
Epoc was recording the data however due to recording
problem with the inbuilt software, it was unable to get
statistical data on each of the tests. Therefore, a video
recording software Tiny Take, was used to capture the screen
while the tests where been completed.

IV. RESULTS AND DISCUSSION
From the tests on the nine subjects, it was found that people
who listened to music while completing the questions scored
higher during the trails. As shown in Table 1 everyone is
marked out of 15. One factor which was controlled was the
music that was played had to from 2009 and 2014.
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influenced by individual’s language. Subject E scored the full
marks in the test, but did not recall any form of memory which
was personal to the subject. Music therapy therefore may not
be effective with all patients who are diagnosed with memory
loss conditions as they may not prefer music or the music can
cause distractions or affect behavior by causing agitation and
aggression.

Figure 7 The results for subject E with music.

The two subject’s E and F, scored the highest during music
trails. It was found that all the sensors signals were larger
during music trials, indicating higher concentration and
thinking abilities. AF3 which is associated with attention span,
suggesting that music did help with concentration. T7 which
relates to verbal memory, shows the subject remembering the
song. P7 however wasn’t as high as there was no need for any
form of verbal understanding as most of the information was
explained before the start of the trail. P8 showed large signals
as the subjects had more of an emotional understanding
through music. Lastly is T8 which is the episodic memory
where the brain is recalling the stored memory related to the
music. The clear result of the trails was music influence and
improved cognitive function and memory. The music was
affecting T8 and P8 sensors stating it was being processed
hence why the peaks generated were high in the music trails
compared to without music.
Strong Evidence of music assisting was through both
subjects. While listening to music, a subject answered a
question based on what occurred in 2009. This provided
further verification that music which is recognizable can
trigger specific emotions and memories. During the EEG
testing, the emotional sensors T8 and P8 showed vast
differences compared to when not listening to music.
Memorable music is always easily identified and can be related
to some form of memory [16].
A noticeable element during the test was that majority of
subjects could recall a memory which was either personal or
emotional while music being played; this gave further on the
efficacy of using music therapy as a form of treatment as the
music did have effect on memory recall
The study was focused to establish whether this form of
treatment could be able to be used for patients diagnosed with
memory loss conditions. However, due to technical issue with
the Emotiv Epoc, statistical data was not acquired. As there is
no numerical data gathered then it is unable to back the data
established form the questionnaires. The test scores were
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Figure 8 Illustrates how the agitation is be decreased after music therapy

Dementia has been widely researched and it is form of
treatment which can be developed to aid the population
suffering from these conditions as it is important to focus on
how to aid and improve the lives of the elderly [17]. Music
therapy is effective as it can help patients tackle the symptoms
and can decrease agitation [18].
V. CONCLUSION
In conclusion, the tests provided some insight in the further
improvement of music therapy as a form of treatment for
patients with memory loss conditions. The trials showed highly
significant development for 6 of the subjects that scored a
higher average of around 12.4 with music compared to without
music. This showed that the cognitive functions of the test
subjects were working. However, during diagnosis in the real
world it would be done by the health care workers, if an
individual was to score a few questions incorrect then they
would be diagnosed with having a high risk of being diagnosed
with dementia. Another constraint of the study was the Emotiv
Epoc EEG software was unable to record data, which was why
video recording software was used to record the data. The
hypothesis was not proven fully but it still showed that there
was an increase in brain activity due to music therapy.
Therefore, the evidence gathered is not enough to support the
hypothesis of the test.
To improve the study, further testing can be done to
support the hypothesis. One method of implementing it in the
market would be to design a smart device which is able to store
and assist patients depending on the data that has been
previously collected.
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Abstract—Due to the nature of multicast communication,
security is an important challenge that needs to be addressed. It is
of paramount importance that the confidentiality and
authentication of messages transmitted between participating
mobile nodes be maintained due to the sensitivity of the messages.
This paper presents a high-level dual authentication scheme that
would effectively prevent unauthorised users from participating
in a multicast group communication. Secondly, one of the nature
of users in a multicast communication is join and leave, this paper
also proposes a dual group key management scheme to efficiently
distribute a group key to a group of users and to update such
group keys during the users' join and leave operations to prevent
forward and backward secrecy. One of the major strengths of this
scheme is that registration and deregistration of users can be
achieved at a lower computational cost. The results of the
proposed scheme promise a great deal of efficiency
computationally compared to other existing schemes reviewed in
the literature.
Keywords—Authentication, Group communication; Key
Management, Multicast Security; Wireless mobile multicast
communication security

I. INTRODUCTION
Multicast communication promises to be an effective and
efficient method of communication for group services and
applications due to its minimum bandwidth usage.
Multicasting can be defined as a communication between one
to many or between many to many, this way the same packet is
sent from one sender to many receivers or from many senders
to many receivers [1, 2]. For the purpose of this article,
multicast mobile communication network would be
categorised into three, namely the Trusted Authority (TA), the
base station and mobile users (MN). The service provider could
be the TA that provides services to the mobile users (MU).
This article proposes a new dual authentication scheme that
prevents malicious users from having access to the
communication. On completion of the authentication process,
the Trusted Authority (TA) sends the information to the other
authenticated Mobile Nodes (MN) in a secure way. For the TA
to broadcast information from one MN to other MN, this paper
presents a key management technique using Chinese
Remainder Theorem (CRT). For this technique, the TA groups
users into two primary users (PUs) and secondary users (SUs)
and in turn generates two different keys for communicating
with the two different groups. One group key would be used to
multicasting the information from the TA to primary users
(PUs) while the other group key would be issued for
broadcasting information from (PUs) to the (SUs). In other to
reduce the computational cost of the TA and the group
members in the rekeying operation, the TA updates the group
key using simple addition and subtraction. In that case, each
MN within the multicast group in other to recover the updated

key during a membership change performs only one modulo
division operation. The main contributions of this article are
summarised below.
•
This article proposes a novel dual authentication
technique that prevents malicious users from joining a
multicast group.
•
This article proposes a novel multicast dual key
management technique to broadcast information in an
intelligent and secure way from the TA to the multicast group.
•
This scheme presents dual key management scheme
with a low computational complexity.
•
This scheme presents dual key management scheme
with a low communication complexity.
II. SYSTEM OVERVIEW
This section illustrates the reference model, the attack model
and system assumptions used for the proposed method, before
doing that it would be nice to look at a few important features
that must be considered when proposing a user authentication
or key management scheme in a multicast communication.
A.
Important features of a user authentication or key
management scheme in a multicast communication.
(a). Mutual authentication (b). Key exchange (c). User
Anonymity (d). Perfect forward secrecy (e).Perfect backward
secrecy
2.1 Reference Model
The system model of our proposed scheme is shown in Fig. 1.
It consists of a TA, IUs and MNs.

Figure 1: Reference Model

2.1.1 Trusted Authority (TA)
The TA is responsible for key generation and distribution in
other to support secure premium services within the multicast
group. In this scheme there is always a TA in every cluster; so
when a user is moving from one cluster to another, its
credentials are verified with the TA of the registered cluster
and this process is initiated by the TA of the cluster where the
MN is currently roaming.
2.1.2 Intermediate Unit (IU)
This unit provides bridges between the MN and the TA. The
IUs are deployed within clusters and these units are monitored
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and managed by the TA on a regular basis RSUs are deployed
at the roadsides and they are regularly monitored and managed
by the TA. The connection between the TA and the IU is a
wired network and the connection between the IU and the MN
is an open wireless channel.
2.1.3 Mobile Node (MN)
Each Mobile Node (MN) can communicate with each other and
each MN can communicate with the TA directly or through the
IUs. The MN should be able to perform encryption/decryption,
should be able to collect and store data such as (a secret key,
group key and the identity of the MN).
2.1.4 Attack Model
Considering the fact that most of the communications are
carried out in an open wireless channel and this form of
communication is exposed to different forms of security
attacks, below are a few possible attacks on a multicast.
1.
Sybil attack: With this form of attack, the attacker
claims multiple identities obtained by spoofing other legitimate
users (MN) in other to cause redundancy. This form of attack
compromises data integrity and it frustrates resource allocation
and utilisation. This attack is very difficult to identify and it is
one of the malicious attacks on wireless multicast. The
multiple identities maliciously obtained are referred to as Sybil
Nodes.
2.
Message replay attack: This attack occurs when a
legitimate message is delayed, hijacked, sniffed to be replayed
maliciously in a valid message transmission.
3.
Masquerading: In this attack, the attacker
impersonated a valid legitimate user in other to gain
unauthorised access to services. The intruder, in this case,
could be a valid user with restricted access to specific services.
4.
Collusion attack: This form of attack happens when
legitimate users (two or more) collude for malicious reasons.
This is a form if insider attacks.
5.
Message tampering. This attack happens when the
attacker modifies, delete or alters the content of a message
with malicious intent.
Thus, this scheme is designed to protect the users and preserve
the integrity of the transmitted messages by preventing the
above-mentioned security attacks.
2.15 Assumptions
Below are some important assumptions that were considered
for the proposed scheme which are essential for secure
multicast communications.
1.
The TA is meant to have more powerful features than
IUs and MNs in terms of computation, communication, and
storage capabilities.
2.
TA's public key is generated and given to all MNs and
IUs during the registration process.
3.
The TA has to be robust with strong firewalls and
other protections that prevent them from easily being
compromised.
4.
Each MN and IU get a secret key during the
registration process which they keep secret.
5.
The TA secretly stores all key in case a PU becomes
an adversary.
6.
The TA manages the list of all the secret keys MSks of
all the registered Mobile Node and their corresponding IDs
(IDMN) and the secret keys ISKs of the Intermediate Unit and
their corresponding ID (IDIU).

III. PROPOSED AUTHENTICATION TECHNIQUE
This section presents the proposed dual authentication
technique, which is used for secure multicast communication.
Traditionally in other to provide a secure, authenticated
communication in multicasts, the TA selects two large prime
numbers as p and q. The value q helps in defining a
multiplicative group z*p and q is meant to fix a value for the
threshold to select the group key values. The TA selects the
MSKi (1≤ I ≥n) from the multiplicative group z*p for ‘n’ for ‘n’
number of Mobile Nodes which were generated for the Mobile
Nodes during registration. This MSK is used for authenticating
the users (MN) when they join a multicast in other to
communicate with other users and the Intermediate Unit. For a
more effective and efficient authentication process, this article
presents a technique that performs authentication twice. The
first authentication is carried out on the mobile node and the
second authentication is carried out on the TA this makes it
impossible for an attacker to penetrate the multicast. The
authentication on the TA is performed by verifying the Hash
Code (HC) generated by the mobile node using their MSK.
The authentication was performed on the MN by verifying the
biometric information given by the user at the time of
registration. The main objective of introducing dual
authentication technique is that anyone who finds the MSK of
a Mobile Node cannot join a multicast communication since
they don’t possess the corresponding biometric data collected
at the point of registration.

Figure 1: Authentication between the users and the TA
Table 1 Notations and Descriptions

In a multicast registration, each user submits their
credentials to the TA as a registration process in other to get an
Authentication Code (AC) for transmitting in a multicast. The
AC permits users to exchange information within the multicast
group. This section explains the proposed dual authentication
technique. Below are the steps which explains the dual
authentication process for the MN and the TA.
3.1 Registration of mobile Node (MN)
1. Each user is meant to present its credentials to the TA
through a secure channel and these credentials are unique to
each user in other to go through the registration process.
2. The TA could request for any biometric information
of the user and match it with each corresponding MN.
3. At the completion of the registration, the TA generates
the MSKi for registered users. The TA maintains a list of all the
registered users and their MSKi in its storage.
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The MSKi is unique for each registered user. The provided
MSKi is used to create a Hash Code which would be used for
verification by the TA during authentication for an
Authentication Code (AC) for authenticated users.
The Biometric information is also verified on the MN, for
authentication during communication within the multicast
group.
3.2

MN's Authentication Process
4. Each
is stored within the mobile nodes and
whenever the user wants to communicate with the multicast
group their biometric credentials is required from the MN and
if they match then the user is granted access to communicate
with other users and the TA as well and if this information
doesn’t match the user would not be granted access to
communicate.
1. Trusted Authority's Authentication Process and
generation of Authentication Code (AC)
5. A random number N is generated by each MN. With the
random number, a Hash Code (HC) is created using N and
MSK by SHA_256 [49] algorithm.
HC=SHA_256(MSK||N)
(1)
6. The MN encrypts the random number, the Hash Code
(HC) and the MNs ID with its, MSK it broadcasts this
information with the IDms, TA identity IDTA and a time stamp
TS1 as expressed in the “authentication request equation” (2)
below.
(2)
E ( N HC ID ID ID
MSK

mn

TA

TS 1

The identities of the Mobile Nodes (IDmn), the
Intermediary Unit (IDiu) and the Trusted Authority (TAiu) are
dummy identities that would be generated at the time of
registration and this is achieved when the TA chooses two
random numbers a1 and b1 such that a1,b1  Z*q, and computes
IDmn = g1a1  g 2b1 mod q where g1 and g2 are the generators of Z*q.
In this way, the TA generate its dummy identity and that of the
IDiu. One major importance of attaching the dummy identities
to every message in other to validate the message source and
identify the intermediate unit or mobile node and this is
possible because the dummy identity mapping is solely done
by the TA. These identities are released to all MN, they do not
reveal the identity of the users, IUs or TA. The table below
defines the symbols used in this article.
7. The intermediate unit receives the packet, attaches its
identity IDiu and increase the time stamp value TS1 to get TS2.
Afterwards, the IU encrypts the entire message using the IUK
which is known only to the TA and the IU. This message is
now forwarded to the TA as shown in equation (3)
(3)
E IUK  N || HC || IDmn || IDTA || TS 2 || IDiu 
8. The TA decrypts the received packets from IU using
the IUK of the and validates the IU with its identity IDiu as
given in the equation (4) shown below.
(4)
E IUK DIUK E IUK EMSK N || HC || IDmn || IDTA || TS 2 || IDiu 

9. If the values of the two HCs are the same, then the TA
hashes the HC in other to get the Authentication Code (AC).
AC=SHA_256(HC)
(6)
10. In other to encrypt the sequence the TA includes the
IDmn, the value of the incremented time stamp, the AC , the
lifetime of the AC and encrypts this sequence with the private
key of the TA to create a digital signature. The signature
created can be verified by any Mobile Node but this signature
cannot be regenerated because it’s only generated using the
private key of the TA.
(7)
E
AC || ID || TS || lifetime 
TATA prt (k )

mn

3

This becomes the authentication response. The TA encrypts
the authentication response using the MSK value of the
corresponding Mobile Node and IUK of the IU for a secure
transmission of the AC to the appropriate user.
(8)



 
 E IU  EMSK  ETATA prt(k )  AC || IDmn || TS3 || lifetime   || IDTA






 

Finally, the TA sends the packet to the IU.
11. The packet sent from the TA is decrypted by the IU
using its IUK.
<DIU(EMSK (ETATAprt(k)(AC.IDm.TS3.lifetime))).IDTA)> (9)
As soon as the message is received, the IU would be able to
check the identity of the TA ( IDTA ) in other to ensure its
coming from a legitimate TA or not afterwards the IU sends
the packets to the MN.
(10)



  EMSK  ETATA

prt(k )  AC || IDmn || TS3 || lifetime  || IDTA 








12. The Mobile Node decrypts the packets using its IDTA ,
afterwards, verifies IDTA.
(11)




 DMSK  EMSK  ETATA

prt(k )  AC || IDmn || TS3 || lifetime  || IDTA 










After that, the mobile node verifies the IDmn by decrypting
the message using the public key of the TA.
(12)
DTA  pub  ETA  Pvt  AC || IDmn || TS 3 || Lifetime   .
13. At this point, the Mobile Node can now exchange
messages with other users within the multicast group with this
AC by encrypting the message using the Mobile Node’s group
key Kpu or Ksu as shown in equation (13).
(13)
EK pu (mesage) || ETATAprt (k )  AC || IDmn || TS3 || lifetime
For the security of the communicated message from
unauthorised access, eavesdropping and any form of
modification, the message is encrypted. A second protocol is
explained in the next section, section V. For a secure group
communication in a multicast this article presents a dual key
management scheme.
IV. DUAL KEY MANAGEMENT FOR MULTICAST
COMMUNICATION

This is a process where the TA computes two different
group keys intended for two or more different groups in a
multicast communication. This grouping is very important and
implementable in two or even more scenarios: (a) In a
subscription based multicast service (b); based on different
level of authorisation service platforms. The users for this
article were categorised into three groups namely Primary
Users (PUs), Secondary Users (SUs) and Unauthorized Users
(UUs). The PUs are entitled to benefit from full service offered

The TA verifies its identity IDTA after it must have
decrypted it using IUK, at the end of the verification process
the TA decrypts the sent packets using MSK to verify the IDmn.
(5)
DMSK EMSK  N || HC || IDmn 
The TA generates the HC using the random number N and the
MSK by SHA_256 algorithm and then verifies the newly
computed HC value with the HC sent from the MN.
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by the service provider and are authorised full privilege.
Whereas, the SUs are also among the authorised multicast
users that would be entitled to some of the offered services by
the service provider and would be awarded a few privileges.
These services would be determined by the service provider or
the Trusted Authority or the application. The PUs and the SUs
would have a valid but the UUs are users with no authority or
privilege, for the purpose of this article this is referred to as the
intruder. For a secure transmission of information from the TA
to the PUs, the TA would need to encrypt the information using
a common group key which was generated using the secret key
of the PUs, this same technique applies to when the PUs wants
to transmit to the SUs, the TA encrypts the group key of the
SUs using the PUs group keys. The group keys received for the
SUs are used to encrypt messages that are transmitted to the
SUs. In other to generate or compute a separate group key, this
article adopts the CRT group key management scheme.
k1, k2,…kn is the pairwise relatively prime positive integers,
whereas a1, a2,… an be the positive integers. CRT states that
the pair of congruencies,

1

(15)

n

Compute mod  g   ( PUSKi )
i 1

2
3
4
5

Compute xi 

g
PUSKi

(16)

where i=1,2..n

Compute yi such that xi. yi ≡ 1 mod ki.
Store all multiplies users xi and yi values in
vari = xiyi
n

Compute the value    vari

(17)
(18)
(19)

i

X  a1 mod k1 , X  a2 mod k2 , X  a3 mod k3 , X  an mod kn ,

Using a unique solution

n
mod  g   (ki ) .
i 1

For the

Figure 3: Secure communication in multicast

computation of the unique solution, the TA generates the value
using the equation shown below.
n
g
 i and  i i i  1mod ki (14)
X   ai  i i (mod k1 ) , i 
K1
i 1
The dual group key management scheme presented in his
article operates in four phases. The first phase which is the
initial set up at the TA sets up a multiplicative group in other
to select secret keys and group key values. PUSKi (i=1… n)
represents the secret key value for the PUs while SUSKi (i=1…
n) represents the secret key value for the SUs. The Second
phase, which is the registration phase, the PUs and the SUs
complete registration to receive SUSKi (i=1… n) PUSKi (i=1…
n) from the TA. With this, the TA is able to generate two
separate group keys for the PUs and the SUs which it
broadcasts to them securely. This stage enables the secure
communication in the next stage which is the data transmission
phase where the group key values are used for secure
communication within the multicast group. The final phase is
the key update phase and this comes to play whenever a
member of the multicast group leaves the group or a new
member joins the group. This update phase is done separately
by applying the four phases as follows.

4.2 Group Key Computation
At this phase, the registration of the multicast group has
been completed and their corresponding group secret keys
assigned from the TA. The TA computes the group keys for the
PUs using the process below.
a. The TA selects a random element Kpu which is the new
group key for the Primary Users within the q range.
b. Multiply Kpu by µ yields, pu=kpu×
(20)
c.
pu Value is now broadcasted in a single message to
the multicast users by the TA. When the value is received,
authorised users could get their new group key using one
modulo division operation as expressed in equation (21).
(21)
 pu mod PUSKi  k pu
Since Kpu<q<PUSKi<p and µmodPUSKi =1, the kpu has
been generated must be equal to the generated in step “a” in
the second phase. The TA computes another group key for
secondary users Ksu using the same method mentioned earlier.
This group key is then encrypted using the Kpu and this
message would be sent along with pu and su to all the primary
users
(22)
Ek (ksu ) ||  pu ||  su

4.1 Phase One
For the initial set up the TA selects a large prime numbers
p and q where p > q and q ≤ |p/4| the value of p is used here to
define the multiplicative group z*p and q is used to select the
group key values. At first, the TA selects PUSKi and SUSKi
from the multiplicative group z*p for “n” which is the number
of mobile nodes. For the presented scheme, all the PUSKi and
SUSKi values are pairwise relatively prime positive integers
that are selected from z*p as has been explained in [46] and
[47]. However, the secret key values should be larger than the
group key which would be selected within the threshold value
fixed by q. The TA computes the group keys for the SUs as
shown in the equation below.

then compute the value of
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pu

When the packet is received from the TA, the PUs would

k pu from using equation (21) and

then decrypt Ekpu Ek pu (k su ) in other to get the group key value
of the SUs.
D k pu ( E k p u ( K su )) ||  su

(23)

The  su is sent out as a multicast message to all the SUs by
the PUs that are within its coverage area. When this message is
received the SUs computes the value of ksu from su as shown
in equation (24).
 su mod SUSKi  ksu (24)
The PUs make use of the group key value of the SUs to
broadcast information to SUs within their coverage cluster.

The TA encrypts the information using Kpu and the encrypted
message would be sent to the PUs. The message received from
the TA can now be decrypted using the using the PUs group
key. The information received from the TA can be broadcasted
by each PU using Ksu to encrypt the message. This process
implements the proposed secure group communication
presented in this article. The TA executes the initial setup
phase to compute g. vari and µ for m when “I” gets to “n”
where m=n× and the value of is a constant but could be less
than 5 depending on the dynamism of the group.

instance, when the mobile node (mni ) of PU leaves a group, the
following simple steps below would be performed by the TA.
1. vari would be subtracted from µµ`=µ+vari. (29)
2. A new group key must be selected by the TA K`pu and
this would be multiplied by in other to form a rekeying
message as expressed below.
(30)
 ' pu  k ' pu x  '

4.2 Secure Multicast Data Transmission
This section presents the secure transmission of
information between the mobile nodes and other mobile nodes
and between the nodes and the TA. Fig. 3 illustrates these
communication but they would be explained in details below.
The steps involved are described below.
1. When the request is received from the PUs through
the IU, the TA generates a group key using Kpu the PUSK’s of
the PUs. A separate group key Kpu is also generated for the
SUs.
2. The group key values for both the PUs and the SUs
are encrypted and sent out in a multicast as expressed in
equation (20). Just like equation (21) group users can identify
their group keys using their secret values. The group key
values if the SU is sent through the IU from the TA by
encrypting it using the PUs group key Ekpu(Ksu).
3. The TA communicate with the PUs by using the PUs
group key to encrypt messages like show in the expression
below.
(25)
Ek ( IDTA || message)
pu

4. The PU decrypts the message received from the TA
using the as shown in the equation below.
(26)
Dk (Ek ( IDTA || message))
pu

pu

5. The PUs communicates with the SUs by encrypting
the message using the group key of the SUs including the AC
received from the TA in the expressed dual authentication
scheme.
Ek ( IDMN || message) || ETA pvt ( AC || IDMN || TS3 || lifetime) (27)
su

6. The authenticity of the message is verified by
decrypting the authentication part using the public key (TAPub) of the TA as expressed in the equation (28) below.
D T A  p u b ( E T A  p vt ( A C || ID M N || T S 3 || life tim e )) (28)
7. The SUs can communicate with other SUs by
encrypting messages using its (k su ) and depending on the
range they could communicate using multihop communication.
8. The received packets are decrypted by the SUs using
the ksu for onward processing.
4.3 Key Updating Process
This process is always performed when a mobile node
leaves or joins a multicast group and this has posed a lot of
problems for most group key management scheme due to
computational complexity as could be seen on [3-9]. This
process is necessary to prevent the newly joined members from
accessing previously shared messages and this also prevents
old members from accessing messages share after they must
have left, this is called backward and forward secrecy. For
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3. After the group key has been updated the value is now
sent as a broadcast to the PUs within the group. With just one
mod operation (equation 21) the PUs can get the value of the
updated key value K`pu. The mobile node (mni ) would not be
able to have access to any shared message because they cannot
get the newly updated group key K`pu because (mni )’s secret
key is not is not included in µ`.
A situation where a new mn1 want to join an existing
multicast group, the TA would need to perform one simple
additional operation also in other to update the group key.
Below are the steps to be performed in other to update the
group key for the joining process.
1. The TA take the multiplied value of xi and yi from

vari which has already been computed by the TA in the
initialization phase. This value is selected from the TA’s
storage to compute µ`=µ+vari.
2. The new group key K`pu is selected and multiplies
with the updated µ` to key the rekeying message expressed in
equation (30).
3. The newly updated group key is now broadcasted to
all the members including the newly joined members. The new
member can locate the newly updated group key k`pu from the
multicast value  ' pu since the value of their vari is included in
µ` using var1.
However, if “n” PUs are joining the multicast group, `n`
additions would be performed in order to update the group key.
The unique strength of this algorithm lies in the fact that the
computational complexity is O(1) completely reduced
considering the computation challenges that could be faced by
several mobile nodes. For a single PU to leave or join the
computational complexity on the PUs too. For communication
cost as seen with other algorithms, just one broadcast message
is sent to broadcast the group key update to the members of the
multicast group.
V. SECURITY ANALYSIS
This section analyses the security strengths of the proposed
dual authentication scheme using the attack models presented
earlier in section III. It is assumed that the adversary might be
a PU so the TA stores all the users’ secret key securely.
i.
Resistance against Sybil attacks: Sybil attacks which
have been explained earlier in this article occurs when an
attacker create multiple identities in other to compromise
security. This subsection explains the security strengths of the
proposed algorithm that prevents this form of attack from. The
dual authentication scheme presented here could prevent such
attacks because even if the attacker gets hold of the MSK the
IU is always there to verify that against the biometric data it
holds and this would abort any form of Sybil or masquerade
attack.
ii.
Resistance against message replay attacks: There is a
time stamp with every message to maintain freshness and
prevent previously read messages from being retransmitted as

fact that it is computationally effective and efficient and this
ensures a secure data transmission between all the players
involved within a multicast. This scheme is efficient in
tackling the issues faced with leave and join group process
which has always been a bottleneck in securing a multicast
group. The proposed algorithm needs to broadcast a single
message from the TA to the group members in other to update
the group key.

a new message. The proposed scheme compare read messages
with newly received messages because the time stamps keep a
cache of received messages.
iii.
Resistance against collusion attacks: This form of
attack happens when two or more adversaries or intruders
connive and disguise as legitimate.
iv.
Message Tampering Attack: This prevents any form
of modification to the transmitted message because the group
keys are managed by the TA, this would prevent any intruder
from tampering with the message and any of the group
members that tampers with the message would be known
because you can only decrypt the message with your keys.
v.
Forward secrecy: Forward secrecy must be considered
as it is one of the important features of a user authentication
scheme as listed above. When a PU leaves the multicast group,
the TA would subtract their share value that is stored in vari
from µ value in other to produce µ`. The value of the updated
µ` is now multiplied by the newly generated group key value
k`pu to develop a rekeying message ’pu. Even when a PUs that
left tries to access or get the new key by multiplying their
secret key by randomly guessing numbers from 1 to q with p
being the maximum value of the group key limit. The value
would be   k 'pu (meaning PUSKi *   ). Even after the
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value  of is established, the PU mn1 can use a set of
numbers S that would divide the value of  . The value of is
defined
as
a
set
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=0.
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newly
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mod
2,

mod
3,...

mod



key k`pu is among the set of number expressed k 'pu  S . For this
scenario if the size of PUSKi is bits, with this the attacker
would have to perform up to multiplications operations. This
could be frustrated by increasing the for all the mobile node’s
secret key. In other to prevent an attack of this such this article
proposes the use of 1024bits, this way there would be no
feasible method that the attacker can use to compute the group
key.
vi.
Backward Secrecy: You have to prevent new
members from having access to previous messages that were
shared before they joined the group.
Table 2: Comparison of storage, communication and computation complexities
of selected scheme

VI. CONCLUSIONS
This article proposed a new dual authentication protocol that
guarantees safe communication in a multicast group. The dual
authentication protocol is achieved by using the user’s
biometric details, integrating it into a hash code for any
communication and this keeps users with wrongful intent
away. The dual key management scheme prevents attackers
from spoofing the authentication code for malicious intent.
Meanwhile one of the amazing features of this scheme is the
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frequency offset increases, the distortion in the received signal
is increased due to inter carrier interference ICI between the
subcarriers as it loses the orthogonally [4, 5, 6].
In this work we used a wideband signal because the
impulse response allows us to reject some of multipath
components in the environment. OFDM is tolerant of frame
timing error when using a cyclic prefix (CP), simple to
generate and straightforward to use for channel estimation but
it is sensitive to frequency offset error so we transmit a heavily
coded OFDM signal that aids frequency offset estimation. We
can then: estimate and correct the frequency offset error;
estimate the channel; determine the impulse response; select
the loudest and/or first-to arrive multipath component; hence
reject most of the noise; can then determine Angle of Arrival
(AoA) of the selected path; can also transmit heavily coded
low data rate signal. In this paper we evaluate the technique by
MATLAB simulation for a wideband transmission and
direction finding system.
This paper is organized as follows. In Section II, we
describe the simulation steps at a transmitter, a channel and a
receiver. The structure of the code with example simulation
parameters is introduced in Section III. Section IV we
analyzed the Simulation Results .Conclusion are given in
Section VI.

Abstract— this paper addresses the problem of locating and
tracking a low-power beacon signal in an adverse, multipath
environment. We present an implementation scheme for a
wideband transmission and direction finding system. This
approach takes advantage of delay discrimination to improve
angle-of-arrival (AOA) estimation in a multipath channel with
high levels of additive white Gaussian noise. Frequency offset
estimation is complicated by the poor signal to noise ratio (SNR)
and represents the most significant challenge for effective
operation. The simulation improves the performance of OFDM
signal by mitigating the effect of frequency offset synchronization
to give error free data at receiver, good angle of arrival accuracy
and improved SNR performance.
Keywords— Orthogonal frequency division multiplexing OFDM;
Frequency offset estimation; channel estimation; data detection;
and wide band AoA estimation.

I. INTRODUCTION
A wide range of services and applications become possible
when accurate position information for a radio terminal is
available. These include: location-based services; navigation;
safety and security applications and others. The commercial,
industrial and military value of radio-location is such that
considerable research effort has been directed towards
developing related technologies, using satellite, cellular or
local area network infrastructures or stand-alone equipment
[1].
Orthogonal frequency division multiplexing (OFDM) is a
multi-carrier technique that has recently received considerable
attention for high speed wireless communication and has been
under study to achieve more accurate mobile stations
positioning because OFDM robust the multipath channels and
its high transmission rate in wireless communications
networks [2,3].
However, OFDM systems require high frequency and
timing synchronization accuracy in order to be able to receive
the signal correctly, which makes synchronization estimation a
key issue in OFDM receivers. The effect of frequency offset
caused by the mismatch of frequencies between the oscillators
at the transmitter and the receiver. It is useful to distinguish
between a fine (fractional) and a coarse (integer) carrier
frequency offset parts. A fine CFO will degrade receiver
performance, whereas the receiver must eliminate the coarse
CFO in order to function at all. Frequency offset estimation is
complicated by the poor SNR and represents the most
significant challenge for effective operation. When the

II SIMULATION DESCRIPTION
A. Transmission Implementation
We consider Transmitting signals contain 800 OFDM
symbols. The symbols have a pilot and the original message.
The message is not known at the receiver while the pilot
symbols are known. The pilot symbols used to estimate the
frequency offset at the receiver.
Symbols are transmitted in pairs, the second symbol in
each pair is a scrambled version of the first. The symbols are
collected in a frequency domain then are converted by
applying an inverse discrete Fourier transform (IDFT) into a
time domain to add a cyclic prefix (CP).
The cyclic prefix is used to remove the effect of inter
symbol interference (ISI) between the sub carriers are caused
due to multipath delay spread [5]. The number of subcarriers
in this scheme is 512 and equal to IDFT length which is used
at transmitter, 445 is the active subcarriers and the remainder
are zero-paddings.
The actual subcarriers are set into four logical groups as an
example (1113,112) in the scheme. The random permutation
P maps these logical group to the actual subcarriers to reduce
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the peak -to-average power ratio (PAPR) of OFDM symbols
[6,7,8]. Then each logical group of subcarriers is inserted into
one of four binary chip codes of Walsh sequence.
Two scrambling sequences s012 and s012_shifted with
length 445 are generated. These sequences are created from
three m-sequences (s0, s1, s2) of length 255, 127 and 63,
concatenated together. The second sequence is a shifted
version of the first. After inserting four logical groups of
Walsh sequence, each permuted symbol is scrambled by
multiplication with s012 and a second version of each symbol
is multiplying by s012_shifted.
The resulting symbols could be referred to as Y and Ya
respectively, where Y represents the pilot symbol, hence P, Pa
or the message symbol M, Ma. This case can be defined as:
Mk = Pk = Wk(P).s012
Mak = Pak = Pk.s012_shift where k = 1...4

randomly with 1×800 cells and each cell has the size of the
contents is 512×3.
C. Receiver Implementation
The transmitted signal with noise, cyclic prefix and
frequency shifted time is provided to the receiver part. The
receiver is removed CP and time waveform converts to
frequency domain via FFT then the receiver applies four
functions: frequency offset estimation, channel estimation,
message detection and direction finding.
i. Frequency Offset Estimation
Frequency offset (δf) is divided into the integer part and
the fractional part. The estimation of integer part is called
coarse estimation which is operated in integer multiples of
sub-carrier spacing f while fractional estimation is called fine
estimation where the fractional part is less than sub-carrier
spacing [9].
The signal is transformed into the frequency domain and
channel eliminated by:

(1)
(2)

Hence the sequence can be described as:
P1,Pa1,Mk,Mak,P2,Pa2,Mk,Mak,P3,Pa3,Mk,Mak, P4,Pa4,Mk,Mak.
This sequence is should be repeated 50 times to generate an
OFDM pulse of 800 symbols. Then the selected symbol
converted by IDFT into a time-series and CP with 64 length is
added at the beginning of the sequence. Finally, the final pulse
contains 800 time-series symbols or waveform concatenated
together.

Pa (f+ δf)/P (f+ δf) =
H.W (P). s012. s012_shifted / H. W (P). s012 =
k

(:)))]

(6)

s012_shifted (f+ δf)
Where W is permuted symbol. The random sequence in the
frequency domain s012_shifted is convolved with the sinc
windowing function. If δf is integral, the zero-crossings of the
sinc function fall at the frequency sample intervals and we see
a shifted version of the spreading code. If there is a fractional
part, then the convolution yields numerous superimposed
terms due to adjacent spreading code chips at the frequency
sample interval and the result is a mess.
Therefore the time waveform is rotated by cissoids, ej2δft
using a range of trial fractional frequency offsets (is 64 in this
scheme) and each one transformed into the frequency domain.
One of these will have an appearance close to that of the exact
frequency-shifted sequence s012_shifted.
Next, we find the autocorrelation function (ACF) of all of
these versions of the frequency shifted sequence.

B. Channel Response
The channel response is generated in the form of an impulse
response because the output from the IDFT is referred to the
time-domain. Each impulse is allocated an angle of arrival
(AoA) which is selected from a uniform distribution in the
range 0,2π, except the first impulse, which is allocated to the
line-of-sight (LOS) angle [8].
Having assigned complex amplitudes, delays and AoAs,
taken to apply at the origin of the receiver antenna coordinate
system, the phases of each component are adjusted to take
account of the position of each of the antennas in the receiver
array in order to produce impulse responses appropriate to
each receiver channel. In the present implementation, the
receiver array is in the horizontal plane and the AoA
distribution is 2-dimensional.
This code creates 512 x 3 channel matrix for antennas at
locations R where 3 is the number of rows of R and 512 is the
fast Fourier transform size. Mathematically,
(3)
.
=
[
]
.
= [0:
] .∆
K2 = k*[cos( (:)),sin( (:)),zeros(size(

k

(4)
(5)

Where k=2π/λ,∆ = 1/ , B is the bandwidth,
is the
th
.
amplitude of the k ray.
is the angle of arrival.
is
the phase different due to angle of arrival and
is the
phase different due to different delay. The complex Gaussian
noise is added. Where, the noise samples have the same size as
the received data. This implementation is creating the noise

Fig. 1: ACF peak locations from noisy data with SNR -2dB.
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value and phase step per symbol and find which minimum
symbol error. The phase rotation is the slope and offset of the
rotation angle of the signal required to minimize errors. The
slope of this line provides the phase step per symbol.
The phase step value is then used to rotate the channel
estimates before re-computing the average channel.
Finally, we clean estimated frequency-domain channel by
removing long-delay components of the impulse response
since long delay terms are likely to be noise. The channel is
cleaned in the time-delay domain by setting to zero all values
of the impulse response above a threshold delay.

The ACF is simply found by multiplying in the
transformed domain with the conjugate of the time-waveform
of the un-frequency-shifted waveform and then transforming
the product back to the frequency domain. The peak of the
ACF indicates the whole number (of subcarrier spacings) part
of frequency offset. The centroid of the distribution of peak
values indicates which the best estimate for the fractional part
is.
Figures 1, 2 illustrate ACFs for noisy data that are used to
estimate the integer and fractional parts when SNR were -2dB
and -20dB respectively.

Table 1: Example Simulation Parameters
Parameter names
Definition
sim_param.plt
Enable or disable plotting
during simulation
sim_param.K
FFT length or number of
subcarriers
sim_param.CP
sim_param.taplength

sim_param.c
sim_param.f
sim_param.lambda
sim_param.B
sim_param.N_syms
Fig. 2: ACF peak locations from noisy data with SNR-20dB
sim_param.freq_offset_N

ii. Channel Estimation
To estimate frequency-domain channel response (H), we
used signal pilot symbols [10]. Each pilot symbol is divided
by the suitable spreading codes and Walsh coding to extract
the noisy channel. Assuming four pairs of symbols in the pilot
sequence that is meant the pattern of symbols 1, 1a, 2, 2a, 3,
3a, 4,4a is continuously repeated.
H.Pk/ (Wk.S0) = H
(7)
H.Pak/ (Wk.S0.S1) = H
(8)

sim_param.mx_offset

sim_param.offset_type
sim_param.offset_step

512
64
64
2.998×108
400×106
0.7495
5×106
4
1
3

0

iii Message Detection
The received symbols are demodulated to detect the
message embedded in signal. For example:
Wk = H.Mk/(H.S0)
(10)
Wak = H.Mak/(H.S0S1)
(11)

To reduce the noise in the channel estimate, the estimated
H from each pilot symbol must be averaged. A problem
increases when the estimation of frequency offset is not
correct.
If we consider a transmitted subcarrier cos [(c + k) t]
demodulated by a local oscillator with a small angular
frequency error  so:
cos [(c + k) t] cos [(c + k + )t]
= ½ [cos(t) + cos[(2c + 2k + )t]

Cyclic prefix CP length
Channel tap length is the
length of the channel impulse
response
Speed of light
Carrier frequency [Hz]
Wavelength=c/f
Bandwidth
Number of Walsh symbols in
alphabet
Length of frequency offset
vector
Maximum fr_offset,(in
numbers of sub-carrier
spacings)
Type of frequency offset
behaviour ['random, drift']
If frequency offset drift, define
step size per iteration

Values
1 or 0

Then each demodulated symbol is detected by comparing
to each of the possible symbols in the alphabet and making a
separate decision on all 445 subcarriers, then summing those
decisions, such as:
(12)
Q1 =  (Wk/W1)>0
(13)
Q2 =  (Wk/W2)>0
(14)
Q3 =  (Wk/W1)>0
(15)
Q4 =  (Wk/W4)>0

(9)

Then a low-pass filter removes the twice carrier term, we
get ½ cos (t). Now the phase of this waveform when it’s
DFT is determined by its phase at “t=0”. For each successive
symbol.
That means all subcarriers on all receiving channels have the
same phase shift from symbol to symbol.
Due to the residual frequency offset, we are using several
phase-rotated versions (e.g.16) from symbol to symbol of the
channel to find the maximum average of estimated channel

The correct symbol is estimated according to the maximum
of Qk, with the addition that if two or more choices are equally
good, then select symbols randomly between the candidates.
In case SNR is very poor, it is preferable to multiple decisions
and sum the decisions rather than summing the signal and
making one decision.
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The benefits of AOA estimation come from the assumption
inherent in the channel model, that the LOS ray is the loudest
and first to arrive. In addition, mutual coupling effects are not
simulated.
Table 3: Sample of simulation results for SNR 0dB to -18dB.

Symbol errors for phase error over 200 symbols: 0deg, SNR -28

Fig. 3: Wideband transmission and direction finding scheme
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Fig. 6: Symbol errors for phase error, SNR=-28d
Fig. 4: Channel estimations for 3 channels with SNR= - 20dB

III. THE SIMULATION STRUCTURE

Channel 3

Channel 2

Channel 1

Channel estimate with phase error over 200 symbols: 0 (deg), SNR -28

The table below shows example of parameters that are used of
the simulation.
The following figure describes the structure of code, the main
and sub steps that are used in this implementation.
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IV. THE SIMULATION RESULTS

4

The simulation is run for a number of separate channels.
The different instances (10 in this simulation) of channel, we
assume for any particular instance of the channel set of angles
of arrivals, amplitudes and delays to create the channel and for
vary simulation parameters which include, the K-factor in dB
used in the instances, line of sight angle (LOS-angle), actual
frequency offset (a proportion of sub-carrier spacing), the
frequency offset estimation, the SNRs. The simulation was run
with ideal frequency offset estimation, the technique was
found to perform satisfactorily in SNRs in the range -20dB to 38dB, however, the frequency offset estimation algorithm
operated satisfactorily only over the range 0dB to -18dB. We
conclude that further refinement of the offset estimation
process is the key to obtaining satisfactory performance.
Figures below show the channel estimation with phase error

2
0

Fig. 5: Channel estimations for 3 channels with SNR= - 28dB

iv Angle of Arrival Estimation
We applied AOA estimation on estimated channel to
estimate the angle of arrival [11]. In this simulation the
algorithm used works as follows. The channel is transformed
into the delay domain (impulse response). The first impulse of
each of the three antenna channels is passed to a narrowband
DF algorithm.
Then the angle error estimation is used to calculate the
error by comparing estimated AOA with the original LOS
bearing.
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over 200 symbols and the angle error estimation over 200
message frames of various worse SNRs values.
Figures below show that, if the value of SNR become lower
we will get the poor estimation of the channel and the angle
error is increased.

As we can see, the probability of error provides
approximately 1% bit error probability at -24 dB SNR,
while the r.m.s. angle error is below 4 degrees at -38 dB.
We consider the LOS angle as the first and the loudest
ray to arrive for simplifying in this simulation.

VI. CONCLUSION
This paper presented a wideband transmission and a
direction finding scheme where the signal is received in high
levels of additive white Gaussian noise in a Rayleigh or
Ricean channel. The scheme provided a signal suitable for
both low data rate communications and accurate direction of
arrival estimation.
The simulation using by MATLAB to reduce the
frequency offset problem for a wideband transmission and
direction finding of OFDM signal and then implemented
frequency offset estimation. The simulation can compensate
for the effect of CFO and give better performance with lower
error of data at the receiver, good angle accuracy and improve
SNR performance. Many steps are used in the scheme at the
transmitter, receiver and channel to generate OFDM signal
and channel impulse response then the receiver is applied four
functions: frequency offset estimation, channel estimation,
message detection and AOA estimation. The results are shown
quite good estimation of these functions with worse SNR.

Fig. 7: Probability of bit error for ideal frequency offset with worse SNR.
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Fig. 9: The cumulative distribution functions of angle errors.

Next, the below figures show the probability of bit
error function, root mean square of angle error and the
cumulative distribution function of angle error outputs
for ideal frequency estimation. The simulation run with
10 instances of channel for each of 10 LOS angles and
the values of SNRs from -20dB to -38dBwith step -2dB.
We assume for any particular instance of the channel set
of angles of arrivals, amplitudes and delays to create the
channel.
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The use of lumped-element network at the input and
output of class-F power amplifier has become essential part
of analogue technique. It has been pointed out in [2] that
before now, lumped element network has been applied in
vacuum tube class-F power amplifiers for high frequency
operation. The vacuum tube amplifiers refer to as travelingwave-tube amplifiers use a fluctuating trap to connect with
the fundamental-frequency parallel-tuned circuit, making
correction harder [2]. Now, [3] came with idea to implement
a 15W power amplifier design at 1.8 GHz by using the
Filtronic Compound Semiconductors Limited PHEMT power
process to validate the lumped-element network techniques.
In his proposed class-F input network, he used low pass
structure, terminating with a shunt resonator at the
fundamental frequency, acting as impedance inverter to short
the 2nd and 4th harmonic frequencies [3].

Abstract—A 2.62-GHz class-F power amplifier with
independent analogous method, lumped-element network design
is presented. The amplifier is designed using CGH40010 GaN
HEMT transistor device with 5th order low pass structure at the
lumped-element output network. A transmission line networks
has been used in transformation of both input and output of the
amplifier. Optimum fundamental impedance matching networks
and optimization are applied at the frequencies of interest to
controlling the even and odd harmonics, to allow fundamental
frequency deliver to the load. The power amplifier achieves
81.5% peak efficiency at 18.1dBm output power.
Keywords—Power Amplifiers, Class F, ACPR, PAPR.

I.

INTRODUCTION

Power amplifiers (Pas) are continuously faced with
challenges from linearity and efficiency. Rapid growth of
several efficiency enhancement and linearization techniques
has been in the increase over the years. These techniques
provide high efficiency and linear amplification for today’s
modern communication systems, as they increase talk time,
reduce power consumption, heat dissipation and massive
increase in reliability. However, those communication
systems are non-constant time envelope systems such as
Wideband Code Division Multiple Access (WCDMA) and
the very best Orthogonal Frequency Division Multiplexing
(OFDM). They are most commonly used multicarrier high
modulation techniques that are capable of providing high
speed data rate. In the same vein, the use of such modulations
result to high peak to average power ratio (PAPR) and
adjacent channel interference ratio (ACPR) [1].
Class-F amplifiers regulate the existence of even and odd
harmonics of the drain-source voltage and drain current
waveform with the use of transmission line network. The
output power uses the harmonic resonators to shape the drain
current and voltage waveform. The drain voltage waveform
comprises of one or more odd harmonics and in the order of a
square wave, while the current waveform comprises even
harmonics and in the order of a half sine wave. The odd
harmonics are open to produce square wave as the voltage
waveform, even harmonics remain short to produce current
wave.

Figure 1: Generic Power amplifier circuit.

In addition to [3] contribution to the body of knowledge,
[4, 5] came with the improved idea of load-coupling topology
to complement the earlier concept. This approach is adopted
to reduce the series inductance in the output network and the
effect of passive component parasitic on the performance of
switched-mode power amplifiers. Moreover, [6] proposed the
use of lumped-element network in the presence of analogue
technique. The technique allows the use of lower frequencies
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where the lumped-element network becomes frequencyadaptive.
Similarly, this paper has essentially propose the use of
analogue technique, lumped-element networks in the input
and outputs of c1ass-F power amplifier in the presence of low
pass multi-resonator ladder structures. It is aims at
considering the prospective of the novel output-circuit
concept proposed in [6] by comparing its performance
theoretically with this load networks. This network tolerates
comparatively more convenient tuning effort that takes care
of fundamental-frequency and nth harmonic components [7].
Moreover, this technique can be applied at RF and high
frequencies. The circuit behaves as an impedance inverter at
the fundamental and contributes to scale the optimum load
impedance value, which is necessary for maximum power, to
a possible impedance value. This network should be
terminated with a shunt parallel resonator in order to obtain
proper terminations at higher harmonics [7].
The new technique is verified with a simulations operating
at 2.620 GHz with a 10-W output power and 81.5%
efficiency [1]. The design uses a T and L lumped-element
network and a shunt LC series resonator to have control over
second harmonic component. The input and output
fundamental frequency impedances are also matched using
LC lumped elements networks. Theoretical analysis of classF power amplifier is presented in Section II. The amplifier
design including wave shaping and matching networks are
described in section III. Design simulation and results are
explained in IV.

Figure 2: Class-F PA ideal time-domain drain voltage and current
waveforms.

The odd harmonics are open to produce square wave and
even harmonics remain shorted to produce current wave
respectively. The drain current and voltage ideal waveforms
of the class-F power amplifier are analytically discussed and
as expressed by the form:
V ( β ) = + Vdd + CV1 cos β − DV1 sin β + ..... + ....
(1)
and
I ( β ) = I dc + CI1 cos β − DI 1 sin β + ..... + ....
( 2)
where β equals to the first harmonic frequency (ω) of the
waveform at a period of time (t). The first harmonic
frequency remain as sinβ when CV1=0 and DV1=1. The
amplifier output current (Iav) is the half sine wave with
maximum amplitude expressed as:

II . CLASS-F POWER AMPLIFIER THEORY

1
(3)
. I pk
π
where Ipk is the peak current. Thus, the dc power supply from
the drain is presented as:
Vdd . I pk
( 4)
Pdc = Vdd . I dc =
π
where Vdd and Idc are the magnitudes of the dc voltage and
current. The RF output power at the first harmonic frequency
is expressed as:

The class-F RF power amplifier circuit is one among
several non-linear circuits, considered as high efficiency
achiever [8]. High efficiency provides long battery life period
with marginal dc power consumption. However, there are
several things that are required to be in place to attain high
efficiency. One of them is the use of harmonic termination at
the output of nonlinear amplifiers, which was originally
introduced by J. V. Tyler [2]. In this respect, the class-F
amplifier harmonics are characterize as low impedances
representing even harmonic components, while high
impedances are the odd harmonics components [7].
The schematic diagram of generic power amplifier shown
in figure 1 is a typical example of class-F power amplifier
network. The amplifier uses an active GaN HEMT transistor
device which is controlled by its input source (Vin) and the
bias network as the dc current source. The dc voltage source
from the drain (+VDD) supplied the dc drain current (Idc). The
output system which represents the load impedance network
provides the even harmonic frequencies shorted to zero, odd
harmonic frequencies open to infinity and fundamental
frequency delivered to the load (RL) [7].
Figure 2 demonstrates the ideal time domain voltage and
current waveforms of a class-F power amplifier. The class-F
power amplifier attains higher efficiency with the adoption of
proper harmonic frequency terminations at the output.

I av =

4 .Vdd . I pk

V .I
= dd dc
(5)
π
π 2 .2 2
Thus, the maximum efficiency for class-F amplifier is
achieved using (5) and (4) as expressed in (6):
Pout = Vdd . I dc =

Vdd . I dc
Pout
= π
η=
(6)
Pdc Vdd .I pk
π
And then, the power added efficiency can be written as:
PAE =
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Pout − Pin
Pdc

(7 )

Figure 3: Class-F PA input and output lumped element network.

Figure 4: Wave shape circuit using matching method.

If the power added efficiency is in the increase, then,
power dissipation and harmonic power will be drastically
reduced. Hence, the cause of power dissipation and harmonic
power is due to heat from the transistor device. The transistor
makes the harmonic power larger than zero when intersection
between drain voltage and current occur. This action reduces
the class-F amplifier power added efficiency from 100% to
less than 90%. Furthermore, efficiency of this grade can only
be achieved, based on the number of harmonics controlled in
the network [9].

In [6], to determine the drain load impedance (ZVD),
transistor drain to source capacitance (CDS) and lead
inductance (LDS) were added for proper impedance
transformation from device drain impedance (ZD) to the drain
load impedance (ZVD). However, at certain range frequencies,
these elements could add up to the complexity of the circuit.
Particularly, with the increase number of harmonic
components, they behave as parasitic elements.
A proper output lumped element structure at the output
provide the required drain load impedance. The circuit is a 5th
order low-pass L-C ladder structure as shown in figure 3.
The circuit behaves as a load-impedance inverter at the
fundamental region and provides a scale the optimal loadimpedance value. The low-pass structure is also provided
with multi-resonators for proper higher harmonic components
termination [3].
In the nth order structure, 3rd and 5th harmonic components
are odd in nature and are open circuited, while 2nd and 4th
behave as even harmonic components are short circuited at
the drain terminal of the transistor. This procedure is referred
to as wave forming circuit. It is a circuit by which the
frequency and amplitude of the harmonic contribute in the
shaping of the voltage and current waveforms.
There are various types of these circuits with variety in
complexity and level of performance in the shaping of the
voltage and current waveforms, which also has great impact
on the performance of the power amplifier. Input and output
matching have also been calculated with the use of firefly
method. At the output stage, however, the matching has been
design for 5th and 3rd as odd harmonic components and the 4th
and 2nd as even harmonics components respectively.
Furthermore, the matching is based on the position of 4th and
2nd (TL4, and TL6) as short circuits, on the way of the 5th and
3rd harmonic components. The transmission line TL3, TL5 and
TL7 transform the harmonic frequency matching network to
open circuit.
On the other hand, all the transmission lines in harmonic
frequency matching network stage, add to formation of short
circuit, on the way of the even harmonic components,
towards TL9. TL8 acts as a quarter wave ( /2) to block the
RF signal moving back to the source, transforming the
impedance to 50Ω load, ensuring that even harmonic
components are shorted, and, at the same time behaves as an

III.

AMPLIFIER DESIGN WITH WAVE SHAPE
CIRCUIT AND MATCHING NETWORKS

The most interesting key aspect of class-F amplifier
design is the architecture of wave formation circuit and the
control of harmonic frequencies. Proper terminations of the
nth harmonic frequencies at the drain of the transistor device
permits sufficient passage of drain current. Thus, the drain
current is produced in the form of half sinusoidal waveform,
controlling the even harmonic components by short-circuits.
The square voltage waveform controls the odd harmonic
components by open-circuit, respectively. This, in turn,
improves the efficiency of the amplifier and of course reduces
transistor heat dissipation.
In this proposed class-F design, a multiple-resonant
structure [3], a lumped-element network is adopted as
depicted in figure 3. The input networks is a low pass
structure, while the output is a 5th order low pass L-C
structure. However, the low pass network was adapted in this
work to provide optimal harmonic terminations for nth
harmonic components. The class-F structure was also
transformed with the use of transmission line depicted in
figure 4. Furthermore, the depicted figure 3 and 4 are used in
describing the design procedure in this technique, how nth
harmonics are controlled for proper drain voltage impedance.
Now, to achieve class-F operation, the transistor device
has to be actively loaded from the input, (Zin). While, setting
the device to active mode, we need to take into consideration
the device peak voltage and current, on delivered power,
resistance, supply voltage, when system is linear/nonlinear,
etc. These parameters, however, determine the required drain
load impedance (ZVD) at the fundamental frequency and
reactance are at the nth harmonic components.
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open circuit to allow the odd harmonic components to
infinity. Finally, TL9 and TL10 are design as the fundamental
frequency matching for optimum load. However, at the end,
we need to take into account the matching circuit at high
frequencies could lead to circuit complexity [10, 11].
The design of class-F power amplifier is based on the
calculated waveform coefficients tabulated in the table 1. The
circuit was design and simulated with the use of Agilent
Advanced Design System. The transistor model generic GaN
FET has been chosen as a model of non-linear power
transistor suitable use for such power amplifier. The
following parameters are used: operating frequency 2.62
GHz, drain voltage 28V (dc) and gate voltage -2.7V (dc).
RF4 substrate with the following specifications: substrate
thickness (H) 1.6mm, Permittivity ( r) 4.3, conductivity
4.1×107 S/m and conductor thickness (T) 0.035mm. The
circuit has been optimized and the goals have been achieved
using firefly algorithm.

In the case of nonlinear simulation, the voltage and
current are shown in figure 6b, the fundamental frequency
and up to 5th harmonic component has been shown in figure
6a. Output power and efficiency tests are the most significant
performance indicators for class-F power amplifier. Figure 7
has shown simulated efficiency versus output power. The
class-F power amplifier has high efficiency over the range of
81% with the output level of 18.1dBm, compare to what was
obtained by [6]. The efficiency is also 10.5% higher than
what was predicted in the theory. The cause for the increase
in efficiency is due to the transistor device transient response
and termination of up to 5th harmonic components.

Table 5: The dimensional values for lumped-elements and TLs used in
Figure 3 and 4.

Figure 6: Out spectrum (a), simulated voltage and current waveforms (b).
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SIMULATION AND RESULTS

IV.

At this level of design, linear and nonlinear simulation has
been performed using Agilent ADS. Results from linear
simulation has shown the amplifier flat gain S(2,1) keeps
reducing as the frequency increases. This is depicted in figure
5, along with the return loss S(1,1 and 2,2) and leakage S(1,2)
from the output.
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V. CONCLUSION
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The design of class-F power amplifier has been presented
using technique from [6] to improve efficiency. The analogue
technique, lumped-element networks (filter and matching
technique) in the input and outputs of c1ass-F power
amplifier are used in controlling up 5th coefficients of even
and odd harmonic components. A 2.620 GHz operating
frequency was used on CGH40010F GaN HEMT transistor to
achieve 10.5% efficiency higher than what was predicted in
the theory. The selection of this technique has strongly
contributes on the stability, gain distortion reduction and
improvement in wide dynamic range of the power amplifier.
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impedance of the integrated active antenna match the power
amplifier optimum load impedance. Thus, achieving higher
PAE and higher output power. Furthermore, circuit
complexity and power losses have been avoided by not
considering the output matching circuit. The active antenna
has been put to account in converting the optimum load
impedance for maximum efficiency [5].
This paper presents a design of class-F power amplifier
using load pull approach to achieve high efficiency. Input
matching circuit is designed with an active integrated antenna
to obtain optimal fundamental load impedance. The
2.620GHz operating frequency is used in this study to
confirm the design principle of class-F operation with an
alternative type of power transistor.

Abstract—This paper presents a Load-pull approach to design
a fundamental load impedance and independent matching for
class-F RF power amplifier high efficiency operation. The output
used a transmitting type active integrated antenna. Power
amplifier was design and simulated using Cree GaN FET
CGH40010F transistor device at 2.62-GHz operating frequency.
The performance of the network has improved by 78% power
added efficiency at 30dBm output power.
Keywords—Power Amplifiers, Class F, ACPR, PAPR,

I.

INTRODUCTION

Amongst all the different classes of amplifiers, class-F is
identified as the most efficient. Class-F amplifier can achieve
100% efficiency by using harmonic resonators at the output
network to shape the drain or collector waveforms such that
the load appears to be a short at even harmonic and an open at
odd harmonic. The drain or collector voltage waveform takes
one or more odd harmonics to approximate a square wave,
whereas the drain or collector current waveform takes one or
more even harmonics to approximate a half a sine wave [1-2].
The class-F operation is a very familiar method for
increasing the level of efficiency in RF power amplifier [3].
The use of multiple resonators assist in controlling harmonic
components such that the drain voltage waveform converts to
rectangular and the drain current waveform converts to half
sinusoidal. Thus, increasing efficiency as well as decreasing
the level of DC power dissipation. Optimization is required
for optimal impedance at the fundamental, to realize low
impedance at even harmonics, and high impedance at odd
harmonics. Hence, a simple technique is used to interject a
quarter wave transmission lines at the drain output for drain
load impedance (ZVD). This technique allows lowest possible
impedance at all harmonic components beyond the
fundamental frequency [4].
It is therefore, significant to use load pull approach with
an active integrated antenna at the output of the class-F power
amplifier in order to shape the harmonic components through
resistivity of the antenna. These cause resistances of the
harmonic components to be almost flat, so that the active
antenna can suppress the harmonic power from radiation, for
the optimum load impedance at fundamental frequency of the
amplifier be delivered to the load. This implies that, the input

II.

THE DESIGN OF POWER AMPLIFIER

The class-F power amplifier was designed and optimized
at 2.620GHz using Agilent Technologies’ Advanced Design
System (ADS) [6]. Following selection of a suitable output
power and operating frequency range, the active device
selected was the Cree 10W, RF Power GaN HEMT large
signal transistor model. This type of model can be used for
any kind of design, where the matching circuits are separately
build for the avoidance of parasitic within the transistor
package.
Computer Aided Design tools helps in optimizing the
design. However, is not easy to optimize every section of the
design in one simulation. There is no precise separation
method for shaping a patch antenna to obtain expected
impedances at particular set of harmonic components.
However, [7] method is practicable to use, where the
impedance of the fundamental frequency can be kept
logically close to optimum. And the input resistance of the
antenna can be set lower at the harmonic frequency, by
separation of patch antenna higher resonances from
harmonics of the operating frequency. This may of course be
a pragmatic goal only for the first small number of harmonic
contents, which auspiciously control the efficiency
optimization.
Furthermore, the effect of feedback on input impedance
makes it more complex at that few harmonic components. In
order to avoid severity of feedback, fundamental load
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impedance was only optimized for the input matching circuit,
not giving much regards to the harmonic frequency feedback
[5]. The larger signal transistor device provided by Cree was
used in this simulation. Third (5th) harmonic frequency
components were controlled in this simulation for higher
PAE. The drain bias voltage Vds is 28V, while the gate bias
voltage Vgs is set to be –3.0V so that DC drain current is
68mA. Figure 2 shows the DC characteristics of the device
and the selected quiescent bias point.

system in the frequency domain. The figure 4 has also shown
the result achieved from the HB1Tone Load-Pull for 1-tone
analysis. Maximum PAE of 74.8% at approximately
41.31dBm delivered power was achieved as a starting point
for the final design. However, this performance can be
improved by replacement with the active antenna, which is
expected to generate the accurate impedances for the load
harmonic components. The figure has also depicted the input
reflection coefficient, input and output impedances of the
class-F power amplifier load-pull simulation. The input
reflection coefficient was generated as a function of the
output impedances to maximize the efficiency at a given
power.

Figure 2: DC characteristics of the device and the selected quiescent bias
point.

III.

LOAD-PULL TECHNIQUE AND HARMONIC LOADING
CONIDERATION

Figure 4: Source and load reflection coefficients without matching.

Load pull simulations can be done in ADS using HB1Tone
Load-Pull design guide with a non-linear transistor model. In
this work, a large signal model CGH40010F from Cree is
used. Figure 3 shows the simulation setup from the design
guide and resulting load-pull contours for output power and
PAE as a function of load impedance. In figure 4, each
contour indicates the set of impedances corresponding to a
constant output power or PAE.

In the case of matching circuit design in power
amplifiers, a large signal S-parameters is generally desirable
as one of the system most important performance indicators.
However, S-parameters measurement is not well explained as
expected. Instead, a substitute technique is suggested to
derive reflection coefficients of the antenna from
measurements of the voltage of the incident wave and
reflected wave [8, 9]. In the absence of output matching
circuit, due to active antenna, only the input reflection
coefficient is expected to be taken into account. Input
reflection coefficient can be achieved in many numbers of
ways, which one of these ways can be the application of a 2 x
2 simple coupler at the input phase of a class-F power
amplifier harmonic load-pull [10] design circuit.
This circuit was selected from Agilent advanced design
system’s (ADS) amplifier design guide to determine
reflection coefficient of large signal S-parameters of the
nonlinear model. Figure 5 has depicted a load pull simulation
circuit with a simple coupler for the input matching design. In
this circuit, the coupler is connected between a signal
generator and the transistor in order to measure the incident
voltage at the source and reflected voltage reflected from the
transistor. It should be noted that the coupler is not proposed
to be a practicable hardware component, but is defined in
software as the operation of converting actual current and
voltage into equivalent forward and reverse wave components
[5, 11]. Then the reflection coefficient of the transistor is
derived based on this equation (1).

Figure 3: Circuit of design guide HB1Tone load-pull for 1-tone analysis.

The load-pull circuit uses harmonic balance simulation in
ADS. This iterative simulation calculates the response of
large signal circuits driven by either single or multiple
sources and tries to find a stationary solution for the nonlinear
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Γ = Vref / Vin

(12.929+j*9.192) Ω with the same input power level. This
process is also expected to improve the power added
efficiency as well as the output power of the final design of
power amplifier.

(1)

The theory of load pull simulation circuit design is to
acquire the optimum load impedance at the fundamental
frequency of the power amplifier. The class-F power
amplifier used in the load pull as a case study, with algorithm
to vary the fundamental load impedances, are contained in a
one-port device as S-parameter data. These are use in the
class-F power amplifier biasing operation at fundamental
frequency to achieve maximum efficiency and output power.
These features used in the load pull are basically part of the
ADS software package. Part of the simulation protocol is to:
- Randomly, set a center point and radius for a circle
on smith chart.
- Set the number of points on the circle (ensuring the
circle is completely inside the Smith Chart). Each
point of the circle provides a specific value of the
load impedance.
- Adjust the position of the circle on the smith chart to
generate the optimum load impedance. Furthermore,
the source and load impedances at different
harmonic components were assumed to be 50 Ω.
These given values are somehow substitute
optimum.
However, the aim of this paper is to propose a design
approach that can simplify ways of designing the output
matching circuit to achieve optimum load impedance. In fact,
after comprehensive optimization, the optimum load
impedance which is also the output impedance, computed in
magnitude and angle was found to be (12.929+j*9.192) Ω.
The optimum load impedance was also used in calculating
and designing the input matching network. A Harmonic loadpull simulation circuit with input matching with optimal
components’ values is depicted in figure 6.

Figure 6: Harmonic load-pull simulation circuit with input matching.

The optimum load impedance value was set, ready to use
micro strip lines to connect together the system components.
An Ultralam 2000 substrate of εr = 4.3, thickness h = 1.6 mm,
metal thickness Tm= 0.035 mm and tan δ = 0.0023 was
assumed.

Figure 7: Gain and return loss.

Figure 8 has shown the final design circuit of class-F
power amplifier connected with micro-strip line. The
harmonic load-pull balance analysis, with load impedances at
harmonic components, set at 50 Ω and the optimum load
impedance at the fundamental frequency, set as
(12.929+j*9.192) Ω, were implemented. The power-added
efficiency maximum power output delivered and the
characteristics from the active device versus input driving
power at 2.620GHz are depicted in figure 9. The power added
efficiency of the active device reach up to 78% at 30dBm
Pout.

Figure 5: Harmonic load-pull simulation circuit with a coupler.

After designing the Harmonic load-pull simulation
circuit with input matching network, results from simulation
has been shown in figure 7. The linear gain and return loss of
the power amplifier performance levels are good, while the
optimum load impedance was still found to be
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frequency of 2.620 GHz was substantiated to verify the
design standard. It was concluded that performance of the
power amplifier could be considerably better in an active
integrated antenna. Implementing the final design of
amplifier by wave shaping which controls the harmonic load
impedances. One intention is to try to design a novel
harmonic suppression antenna, which will then be applied to
the integrated active antenna design approach.
REFERENCES
[1]

[2]
Figure 8: simulated circuit model with optimal load.

[3]

[4]
[5]

[6]

[7]

[8]
Figure 9: Class-F power amplifier simulated PAE and Pout.

[9]

[10]

[11]

Figure 10: Fundamental frequency and harmonic components.

IV.

CONCLUSION
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different colors. Section II describes the system hardware
where all the experiments and comparisons have been done
while section III includes the conclusion.

Abstract— In this work, we conducted a study for
choosing suitable sensors for indoor localization of multi-node
systems. This study is used to compare the performance of the
cheapest and most appropriate sensors for measuring the
distances among nodes at indoor environments which are the
ultrasonic and the infrared sensors. Practical circuits for these
sensor types are built and tested in an environment which has
cylindrical nodes with different colors. These experiments are
repeated for different angles of view to produce a complete
analysis for the performance of these sensors.

II. SYSTEM DESCRIPTION
This section includes the description of all sensors that have
been used in this paper for measuring distance. This section
also includes the electronic circuits, schematic diagrams and all
the experiments that have been done and the results of them.
All the experiments were performed on a white board of 120
cm wide and 200 cm long. The board is equipped with an arm
of 200 cm which one of its ends is fixed at the center of the
board upper edge while the other end is capable to rotate at
180⁰. On this arm, there is a sliding part which enables us to
move objects easily while measuring distance. Also, at one side
of this arm, gradations in centimeters can be seen to make
distance obvious for the operator. The board and the arm with
all of its details are shown in Fig.1.

Keywords—IR sensor; localization; multi-node; ultrasonic
sensor.

I. INTRODUCTION
Sensor is a gadget to sense or measure some physical
quantity and converts it through a relationship to a signal that is
readable by humans for being display or for further processing.
Sensors are used for different kinds of measurements such as:
motion, temperature, pressure, sound, light ...etc. [1]. In
wireless sensor networks (WSN), sensors maybe used for
communication, distance or angle measurements, tracking,
obstacle detection, routing …etc. [2-5].
Localization (the ability to compute the position of some
node in a system) represents a great issue in WSN and as long
as localization is being used, there will be a dilemma for
choosing which sensors to be used for ranging (distance
measurement) [6-7]. A lot of equipments such as: laser
scanner, camera, linear variable differential transducer
(LVDT), infrared and ultrasonic sensors can be installed on a
node for distance calculation [8]. Taking into consideration that
in many applications we are looking for sensors that are low in
cost and provide precise distance detection, the laser scanner,
camera and LVDT will excluded despite being accurate
because unfortunately, they are expensive [9-11]. The accuracy
and inexpensiveness of the ultrasonic (US) and infrared (IR)
sensors make them very suitable choices for being used in
distance measuring [12-13].

Fig.1. Illustration of the white board with the rotating arm and all of its
other

A. Sensors for measuring distance
As we mentioned earlier, several types of sensors will be
used for calculating the distance of object which are:
1) Sharp Infrared Sensor: Sharp IR is a range
measuring sensor, it uses the principle of triangulation and
small linear charge coupled device (CCD) for computing
distance where a pulse of infrared light will be emitted and in
the case of the pulse hitting some object the pulse will be

This paper aims to address the performance of sensors that
are concerned with the distance measurement, having a low
price and providing accurate calculations (ultrasonic and IR
sensors) to avoid any misunderstanding that may face the
industrial people while measuring the distance of objects with
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2) Ultrasonic Sensor: Ultrasonic uses the principle of
time of flight (TOF) to measure distance. Its transmitter
radiates an eight pulses ultrasound wave of 40-50 KHz and
initiates a timer. The wave keeps travelling at 340 (m/s) till it
hits some object and reflected as shown in Fig.4. Receiving
the reflected wave will cause to stop the timer and then to
determine the distance according to equation 4.

reflected with an angle creating a triangle among reflection
point, detector and emitter as illustrated in Fig.2. The angle is
varying based on the offset of that object. The receiver lens
sends the reflected beam to several portions of the enclosed
CCD array according to the incident angle to determine the
distance.
details

In this paper, HC-SR04 will be used as an example of
ultrasonic sensors as in Fig.5. It can measure 2-400 cm and
sends eight pulses of 40 KHz wave. It consumes 15 mA current
and needs 5V operating voltage [16].

Fig.2. the process of pulse reflection

Fig.4. the operation of sending and receiving an ultrasound wave

Fig.3. GP2Y0A02YK0F sharp IR

There are different formulas for determining the distance
based on the range that each type of sharp IR sensor can detects
and each formula is derived from the datasheet of that type
[14]. The formula for the analog sharp IR that detects 4-30 cm
and for the Sensor reading from 80 to 530 is:

Fig.5. HC-SR04 ultrasonic sensor

3) Infrared Pairs (Photo Coupler): IR pair consists of an
IR LED and a photo diode. The IR LED radiates an infrared
light and the resistance of the photo diode will be changed
depending on the amount of IR radiation that falling on it.
There are two ways in which the IR pair can be placed: direct
and indirect incidences. During the direct incidence as in
Fig.6, the IR LED will be placed in front of the photo diode.
So, the infrared signal will be directly sensed by the photo
diode and placing any object between them will cause to
prevent the access of IR signal to the receiver. On the other
hand, putting the photo diode and IR LED in parallel to each
other facing the same direction will result into an indirect
incidence. In this case, if the IR signal is reflected by some
object then the reflected light will be absorbed by the photo
diode. Fig.7 shows the case of indirect incidence.
Fig.8 shows the 5mm IR pair which will be used in this
paper. This type of IR sensors has a wave length of 940nm.
The one with a blue lens represents the IR LED while the one
with a water clear lens acts as a photo diode [17].

The formula for the analog sharp IR that detects 10-80 cm
and for the Sensor reading from 80 to 500 is:

The formula for the analog sharp IR that detects 20-150 cm
and for the Sensor reading from 80 to 490 is:

In this paper, The GP2Y0A02YK0F sharp IR which is
shown in Fig.3 will be used. It senses 20-150 cm distance,
consumes 30 mA and needs about 4.5 to 5.5 V to operate [15].
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been used. The sensor is connected to UNO arduino kit as
illustrated in the schematic diagram in Fig.13.

Fig.6. the direct incidence of the IR pair

Fig.9 the schematic diagram of 5mm IR pair with an amplifier
Fig.7. the indirect incidence of the IR pair

Fig.8. 5mm IR transmitter and receiver

B. Experiments for measuring distance
This part includes three experiments: the first one studies
the effect of the node surface color on the performance of the
US and IR sensors. The second experiment compares between
the performances of sensors according to the color that has the
best reflection while the third one shows how the distance can
be affected by the angle at which the object was placed in.
Also, the results of those experiments are shown in this part.

Fig.10. Illustration of the printed circuit for IR transmitter and receiver with
an amplifier

B.1 Experiment 1
This experiment tests how the distance measurements are
affected by the color of nodes surface. The experiment includes
testing five colors of the same material which are: white, red,
green, blue and black.
First, we start with the 5mm IR pair. IR LED is conncted
directly to an arduino kit while the photo diode is connected to
an amplifier circuit to improve its performane. The schematic
diagram and the printed circuit are shown in Fig.9 and Fig.10
respectively. Testing the performance of this printed circuit
according to the five surfaces colors is shown in Fig.11.
The bar chart in Fig.12 shows that 5mm IR responses
differently for the different surfaces colors but the white
surface has the best reflection.
The same experiment has been repeated using the sharp IR
sensor and as mentioned before, the GP2Y0A02YK0F type has

Fig.11 5mm IR performance for objects with different surfaces colors: (a)
Green, (b) Blue, (c) Red, (d) Black, (e) White.
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Fig.14. Measuring distance using sharp IR sensor for objects with different
surfaces colors: (a) Green, (b) Blue, (c) Red, (d) Black, (e) White.

Fig.12 distance vs. voltage for different surfaces colors

Fig.15. The distance measurement for different colors nodes using sharp IR
sensor

Fig.13. Illustrastion of sharp IR schematic diagram

The distance is computed according to equation 3 and the
measured value will be monitored on the laptop screen as in
Fig.14.
The bar chart in Fig.15 shows the result of comparing the
actual distances with the distances obtained from sensing the
five surfaces colors with the IR sensor. From this bar chart, it is
noticeable that the white object shows the closest readings to
the actual distances followed by the red object.
Again, the same experiment has been repeated using the
HC-SR04 ultrasonic sensor and by connecting the sensor to
the ardiuno kit, the distance will be able for being measured
using equation 4. Fig. 16 shows the schematic diagram for
connecting the US to ardiuno and Fig.17 illustrates how to
measure distance for the green, blue, red, black and white
objects respectively.

Fig.16. Illustrastion of HC-SR04 schematic diagram
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Fig.19 shows a bar chart for comparing the distance
measurement of ultrasonic and IR sensors. The bar chart
exemplifies that both sensors show very precise measurements
till 90 cm distance. Starting from 100 cm and till 150 cm, the
ultrasonic senor shows more accurate measurements than the
sharp IR sensor.

Fig.17. Measuring distance with US sensor for objects with different surfaces
colors: (a) Green, (b) Blue, (c) Red, (d) Black, (e) White.

The bar chart in Fig.18 shows that the performance of
ultrasonic was not affected by the surface color and at the
same distance all the objects show the same readings no
matter what the color of that object is.

Fig.19. Comparison between the measurements of the sharp IR and the
Ultrasonic distance sensors

B.3 Experiment 3
This experiment includes a study of changes that may
happen in the distance measurements when changing the angle
at which the object is placed while keeping it at the same
offset from the sensor for all angles. The experiment will be
performed simply by putting the object at some distance on
the arm and then rotating the arm for different angles and
writing down the readings. We performed the experiment on
the white surface for both of sharp and ultrasonic sensors.
Fig.20 and Fig.21 explain how we placed the object at 20 cm
and rotating the arm at 0,5,10 and 15 degrees using sharp IR
and US sensors respectively. The bar charts in Fig.22 and
Fig.23 show that by taking the effect of changing the angle
and repeating the experiment for different offsets, the
ultrasonic senor showed a better performance than the sharp
sensor in the case of accuracy.
Fig.18. The distance measurement for different colors objects using US sensor

According to the bar charts in Figs. 12, 15, 18 the 5mm IR
pair shows poor performance in spite of being connected to an
amplifier as compared to the sharp and ultrasonic sensors. So,
it will be excluded in the next experiments.
B.2 Experiment 2
In this experiment, the behavior of sensors according to the
surface color that has the closest readings to the actual
distances has been compared. From the previous experiment,
Fig.15 shows that by using the sharp IR for distance
measurement, the white surface showed better readings than
other colors and in Fig.18, all surfaces colors showed the same
readings when the US sensor was used. So, the white surface
has been chosen as a representative for the other colors.

Fig.20. Placing the object at 20 cm then rotating the arm at 0,5,10 and 15
degrees respectively and sensing the offset with a sharp IR sensor.
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III. CONCLUSION
This paper has focused on the ability of choosing
appropriate sensor to detect the distance of cylindrical nodes
and with different surfaces colors. The experiments have
tested the low cost sensors which are able to provide reliable
range measurements. The results of experiments that were
made on each of 5mm IR pair, US and sharp IR sensors
showed that US sensor gives more accurate measurements
than other sensors and it is non-affected by neither color nor
light. Also US sensor is able to detect objects at wider range
than the others.
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Fig.21. Placing the object at 20 cm then rotating the arm at 0,5,10 and
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Fig.22. Distance measurement for different angles using sharp IR sensor
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Abstract: In this paper, nonuniform bandpass filter with defected
ground structure is presented. The width of the designed filter, with
U shape and nonuniform, shape is obtained using an optimization
process. Additionally, multiband is obtained by using defected
ground structure (DGS). The performance of the proposed design is
presented using high frequency structure simulator (HFSS) and
computer simulation technology (CST) software packages.

2.

FILTER

WITH

Bandpass filter is designed by using nonuniform transmission
line. The normalized characteristic impedance of which is
expanded in a truncated Fourier series as
ln (

Key words: bandpass filter, nonuniform transmission line (NUTL),
defected ground structure (DGS).

1.

DESIGNING NONUNIFORM
CENTER FREQUENCY 2.4 GHz

Z(z)
Z0

) = ∑N
n=0 Cn cos(2πnz⁄d)

(1)

Where d is the total length of nonuniform transmission line.
The optimum values of the series coefficients is obtained by
optimizing the S-parameters to minimize 𝑆21 in the range of
(0-fc1) GHz, and (fc2-fmax) GHz, and 𝑆11 in the range of (fc1fc2). To fulfill this an objective function of the form

INTRODUCTION

Printed bandpass filters are used wildly in wireless
communication systems, especially the microstrip filters
which offer a small size and easy fabrication. Improving
filters performance is very important in all applications.
Therefore, nonuniform structures are used in filtering to
overcome the discontinuity problem resulted using other
types [1-5].

Function=

∑0≤f≤fc1 |S21 |2 +∑fc1 ≤f≤fc2|S11 |2 +∑fc2≤f≤fmax|S21 |2
Nf

(2)

should be minimized. In Eq.(2) Nf is the number of
frequencies in the range (fmin-fmax) which is incremented by
∆𝑓, (fc1-fc2) is the pass range.

Additionally, defected ground structure is used to improve
the filter’s performance and to tune the range of frequency. In
[6], the authors designed stepped impedance low pass filter,
and stepped impedance resonator bandpass filter with hairpin
structure resonator, both filters designed with and without
defected ground structure (dumbbell shaped) to study the
effect of defected ground structure (DGS) on filters response.
DGS with lowpass filter will not affect the cutoff frequency,
but in bandpass filter the resonant frequency is slightly
changed, and the bandwidth was improved by about 0.2 GHz.
In [7], the authors designed nonuniform structure by using an
adaptive genetic algorithm (GA) to work as low pass filter,
and applied defected ground structure to control the cutoff
frequency of the desired filter. In [8], the authors designed
stopband filters using transmission line on a top of substrate
with different defected ground structure shapes in the other
side of substrate (dumbbell DGS, Y-shaped DGS, E-shape
DGS), by comparing the filter response with different (DGS)
the dumbbell have many advantage over the other shapes
since it has wider and deeper rejection band, and smaller
area. In [9], the authors designed stepped impedance
resonator (SIR) filter with dumbbell DGS, varying the
parameters of slots control the response of the filter.

55 mm

Fig. 1: (NUTL) bandpass filter (2.4 GHz).

The proposed filter is designed using Rogers RO4003C
substrate material with 𝜀𝑟 = 3.55, and height h=0.305 mm,
after optimization process , the series coefficients are
obtained as shown in Table 1. The resulted structure is shown
in Fig. 1. The simulated S-parameters are shown in Fig. 2.
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Table 1: Optimized Fourier coefficients and normalized characteristic
impedance for (NUTL) as bandpass filter (2.4) GHz

From Table 2, it is clear that the change of resonant
frequency is not regular. This is mainly due to the nonuniformity in the shape of microstrip line.

C0
-0.7069
C6
-0.0044

The simulated reflection coefficients of the filters are shown
in Fig. 4, and the simulated transmission coefficients are
shown in Fig. 5.

C1
0.6864
C7
-0.1204

C2
-0.0804
C8
0.4123

C3
-0.5992
C9
-0.0599

C4
-0.1125
C10
0.2168

C5
0.3681
C6
-0.0044

Fig. 4: Simulated 𝑆11 for different values of L

Fig. 2: Simulated S-parameters of (NUTL) bandpass filter (2.4 GHz).

3.

ADDING DGS TO THE FILTER STRUCTURE

Design of nonuniform transmission line depends mainly on
optimization process that takes a long time, and much of the
iterations are needed to get the desired design. The main idea
of optimization is to find a suitable structure (width) which
depends strongly on the range of the desired frequency.
Therefore, tuning filters depending on optimization process
may take a lot of effort. To overcome this problem defected
ground structure technique (DGS) can be used to tune a filter
with less effort.
U-shaped DGs is applied on the ground as shown in Fig. 3.
By changing the length (L) of the slot, the filter is tuned to
different values as given in Table 2. The center of the slot is
positioned at the center of the microstrip in the horizontal
axis.

Fig. 5: Simulated 𝑆21 for different values of L.

The same microstrip structure which is obtained by the
optimization process is applied with a different slot on the
ground which takes the same shape as the microstrip (nonuniform structure), as shown in Fig. 6, to get a multiband
frequency response. The simulated reflection and
transmission coefficients are shown in Fig. 7.

Fig. 3: U-DGS applied to bandpass filter.
Table 2: Different lengths of L with different frequencies.
Length (mm)
Frequency (GHz)
4
2
12
1.8
14
1.9
20
2.3
30
2.6
32
2.5

As suggested by the figure, the first band covers the low
frequency, below 1 GHz, the second band covers (2.5-3.4
GHz) with resonant frequency at (3 GHz), the third band is
(5.1-5.7GHz) with resonant frequency of (5.4 GHz), the
fourth band is (7.5-8.2 GHZ) with resonant frequency of (7.8
GHz).
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of UWB microstrip filters using adaptive genetic algorithms with
defected ground structures ", International Journal of Microwave
Science and Technology, pp. 1-9, 2010.

Fig. 6: Nonuniform DGS.

Fig. 7: Simulated S-parameters of the designed filter with non-uniform DGS.

4.

CONCLUSIONS

The nonuniform bandpass filter is designed, and the defected
ground structures are used to improve the performance of
filters. The U-shaped DGS is used to tune the frequency
range by changing its base. Additionally, the nonuniform
DGS is used to obtained multiband filter.
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medium is used in many applications, microstrip substrates
and superstrates [16]-[18] and waveguides [12] [19]. The
propagation characteristics of the anisotropic transmission
lines have also prompted some interesting works as in [20],
with the same case where the calculations are elaborated
without the matrix form [1]-[7] and with diagonal and uniaxial
dielectric tensor is presented and used to calculate the
propagation parameters of these structures [21].

Abstract— In this work, a new analytical matrix formulation
approach for the characterization of a microstrip planar
structure printed on a complex medium is detailed. The approach
is based on the Generalized Exponential Matrix Technique
(GEMT) combined with the method of moments and Galerkin's
procedure. The presented mathematical calculation development
is a robust approach that exclusively uses matrix formulations
starting from Maxwell's equations until the derivation of a
compact form of the Green's tensor. Reduced complexity and
calculation simplicity foundation of the applied approach have
actually incited us to consider the case study of a chiral lossy
complex bianisotropic substrate medium. The complexity of the
medium is expressed by a full tensor form of all four constitutive
parameters: permittivity, permeability and magnetoelectric
parameters; each one is represented by a nine-element tensor.
Results of particular cases of bianisotropy are presented and
discussed so that we can describe the electromagnetic behavior of
these mediums. Original results of the biaxial chiral anisotropy
case are carried out, discussed and compared with those available
in literature.
Keywords—chiral;
gyrotopic
Exponential Matrix; ferrite.

anisotropy;

In this study, we develop The Generalized Exponential
Matrix Technique (GEMT) based mathematical formulation
for a covered suspended bianisotropic substrate microstrip line
based on the Moment Method and the Galerkin's procedure in
the spectral domain. The effect of the medium bianisotropy on
the dispersion characteristics is presented and analyzed, results
are compared with the isotropic case reported in literature
showing good agreements. [1]-[7] [22].
This technique, proposed by Tsalamengas [23], is used to
study source radiations and wave propagation problems in
multilayer structures with bianisotropic media [24].This
technique exhibits an elegant and systematic formulation. It
has been developed by combining the Fourier transform with
the matrix analysis method [1]-[4].

Generalized

I. INTRODUCTION
These last years, the linear complex materials have gained
much attention in electromagnetics, and among these materials
the bianisotropic ones are well mentioned. The bi-anisotropic
linear materials are characterized by four independent
constitutive tensors, and until now theoretical researches have
known an important progress concerning the electromagnetic
characterization and potential applications of complex
bianisotropic materials. [1]-[8]. Complex medium such as
Magnetoelectric (ME) materials [9], have recently attracted
many researcher attentions. The Magnetoelectric (ME) effect
[10] in complex materials is known as a product tensor
property, which results from the cross interaction between
different orderings of the two phases in the composite [11].
The chiral is considered as a complex medium, it is used as
substrates and superstrates in the design of printed antennas
[12] [13]. The resolution of Maxwell's equations, in such
structures, had not been completely finished before 2001 [14],
[15]. And since then, the interaction of electromagnetic fields
with chiral materials has been studied, in which the chiral

Fig.1: Geometry of the studied suspended microstrip line.
The novelty of this work lies in a complete matrix
formulation of all calculations, starting from Maxwell's
equations, until the derivation of the Green tensor without any
intermediate unnecessary calculations. In addition to the
consideration of the dielectric losses and the calculations is
never taken into consideration. This matrix formulation
approach allows us to overcome excessive intermediate heavy
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calculations -that are unnecessary in this approach- which may
lead to fatal mistakes.

~
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II. THEORY
A. Constitutive parameters of chiro-ferrite media
The studied bianisotropic substrate microstrip line
structure is presented in Figure 1. The upper and lower layers
(region 1 and 3) are isotropic dielectrics.
In general, bi-anisotropic medium are characterized by the
following constitutive equations, as presented in [25].




B  [ ]H     j[ ]   E
0 0




D  [ ]E     j[ ]  0  0 H

(1)

and the magnetic permeability tensors respectively.  0 and

0 are the free space permittivity and permeability
respectively.   is the non reciprocity (Tellegen) tensor and [ ]
is the chirality (Pasteur) tensor. [25]
The
tensors
of
the
permittivity    ,
permeability    and magnetoelectric tensors    and
   are represented in the Cartesian coordinate system as
follows:
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Where E , H , D and B are the electric field, the
magnetic field, the electric flux density and the magnetic flux
density, respectively. [ ] and [] are the electric permittivity
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P denotes a z-independent matrix. In all previous works
[1]-[4] the matrix P is calculated explicitly, while in this
study, it is kept in its matrix form. Where the elements are
derived from the constitutive relations. This matrix is the first
form which characterizes the medium in our matrix
formulation study. The elements of such a matrix are not
calculated, the matrix is inserted as it is. The general solution
of equation (4) is given by:

(3)

The bianisotropic medium is a generalization of the
anisotropic and chiral media [26]. In [18], [27] a special case
of the above magneto-electric elements is treated. As it is
possible to have only one nonzero element of the nine-element
matrix [28]. An important step in the distinction between
anisotropic media comes through splitting the constitutive

~ (i )
~
f  ,  , z (i)   T  x ,  y ; z  f (i )  ,  , z (i  1)

(12)

According to Cayley-Hamilton theorem, the transition
matrix is expressed under the following form:

parameter dyadic x (x=  ,  ,  and  ) into two parts,
symmetric and antisymmetric [29], [30]. In this case we take:
  zx    xz ,    yx     yx and  zy     yz .

T  z   c0 I 4  cP  c2 P  c3 P
2

3

(13)

Where cj are expansion coefficients (j =0,1, 2, 3), these
scalars can be given by solving the Vandermode linear
algebraic system. According to Equation (7.a), we realize the
advantage of using this technique. We notice that it is

B. Matrix formulation
Starting from Maxwell's equations and using the GEMT in
the spectral domain, we come to a 1st order differential
equation for the transverse electromagnetic field components
as functions of their derivatives [1]-[2]:

sufficient to know the transition matrices T  x ,  y ; z  of the
structure limit (upper and lower) layers. Multiplying the layers
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transition matrices and applying the boundary conditions
between the dielectric layers, containing the conductors, gives
the Green's tensor which models the structure.

 E~x3   E~x2   0 
 ~3   ~2  

 Ey    Ey    0 
~ 3   ~ 2   ~2 
H
J
H
 ~ x3   ~ x2   ~ 2y 
 H y   H y   J x 

T 44 is calculated in the formulation of the exponential

matrix by means of the Cayley Hamilton theorem in
conjunction with Muller's method to determine the complex
function roots.
Muller's method is a generalized secant method, is an
iterative method which requires three starting points (p0, f(p0)),
(p1, f(p1)), et (p2, f(p2)). A parabola is made to fit the three
points; then a quadratic formula is used to find a root of the
quadratic approximation for the next root. It was shown that
close to a root Muller's method converges more quickly than
the secant method and almost as quickly as the Newton
method. The method can be used to find real or complex zeros
of a function and can be programmed to use complex
arithmetic

According to equation (20), we obtain the matrix equation
which relates the transverse components of the electric and
magnetic fields to the transverse current densities [1] [2].
We denote by [L] and [L3] the transfer matrices for the
structures which contain the layers with (0 ≤ Z ≤ d2) and (d2≤
Z ≤ d3).
 C~1   0 
~  

0
FΜC~4    ~  and FΜ( 4, 4)  L ( 4, 2) L 3( 4, 2)
Jy
C
(21)
 ~2   ~ 
C3   J x 



C. Boundary conditions and Green's matrix tensor evaluation
According to the conditions in the vicinity of a perfect
conductor, the electric and magnetic field components for
regions Z  0, d1  and Z  d 2 , d 3  are:

C~ 
f 1  ,  , z   L 1  ~1 
C4 
C~ 
f  3  ,  , z   L 3  ~2 
C3 



Using Cramer's Rule for the determination of the constants
obtained when evaluating the boundary conditions in the
interface air-dielectric, we get the following matrix form for
these constants:
C 1  is obtained by deleting the 3rd row and 3rdcolumn of FΜ .

(14)

C  is obtained by deleting the 4th row and 3rdcolumn of FΜ .
C  is obtained by deleting the 3rd row and 4thcolumn of FΜ .
C  is obtained by deleting the 4th row and 4thcolumn of FΜ .
2

(15)
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 0





coth  0 d1  
 j n coth  0 d1  
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(20)

This matrix formulation has a compact form with the
advantage of being easily integrated in the calculation code.
At the air-dielectric interface z=d2, we have the continuity
of the field tangential components. By determining the
expressions of the constants C 1  , C 2  , C  and C 4  , the
expressions of the electric and magnetic fields are evaluated at
the interface air-dielectric. Hence, the novel matrix form of the
elements of the Green tensor Gij  n ,   are obtained and
arranged in the following system.
~
~
~
E x  G11  n ,   j x  G12  n ,   j y
(22)
3

(16)

 n 0


j


 0


 0


 j n


 0
L 3   
(17)



n 0
 j coth  0 d 3 
coth  0 d 3 
 0





coth  0 d 3  
 j n coth  0 d 3 
 0


~
~
(18)
C1  C1 sinh 0 d1  and C 4  C4 sinh 0 d1 
~
~
(19)
C 2  C2 sinh 0 d 3  and C3  C3 sinh 0 d 3 
Applying the general solution of the GEMT and enforcing
the boundary conditions imposed by the conducting strips, we
get:

~
~
~
E y  G21  n ,   j x  G22  n ,   j y

(23)

G11  n ,    L1,1  det C 2   L1, 2  det C 4 
G12  n ,    1 L1,1  detC1   L1, 2  det C3 
G21  n ,    1 L2,1  det C 2   L2, 2  det C 4 
G22  n ,    1 L2,1  det C1   L2, 2  detC 3 

(24)
(25)
(26)
(29)

1


where  is the determinant of FΜ  .
D. Resolution of the system
The Method of Moments is used herein with Galerkin's
technique in the spectral domain. By enforcing the conditions
imposed on the field components and the current distributions
at the air-dielectric interface, the integral equations are
converted into a homogeneous system of linear equations. The
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resolution of the equation det    0, is carried out using the
spectral domain Method of Moments and Galerkin's procedure
[1]-[7]. For lossy media, a complex propagation constant
    j is expected.
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In this study, we take into account the losses combined
with the chiral medium with a biaxial anisotropy, a case that
has never been treated in literature. Original results are
obtained and discussed for the case of a monolayer structure.
A general computer Matlab program is written to compute
the propagation and attenuation constants of the shielded
microstrip configuration illustrated in Fig. 1. The results of the
frequency dependent propagation constant are in good
agreement compared to published data [21] [31] and [32]
using other techniques (Fig. 2 and 3). A slight shift that does
not exceed 3% is registered which is due to the consideration
of the dielectric losses.
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B. Effect of the chirality on the complex propagation constant
According to all obtained results (Figure 4, 5 and 6), the
notion of non-reciprocity is remarkable when changing the
sign of the magnetoelectric element.
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It is worth noting that :

analytical formulation of the problem is carried out through a
matrix formulation approach that excludes all calculation
complexities and avoids excessive developments of
intermediate elements, in particular, equations (7) and (24-30).
This results in a compact matrix form of the Green's tensor.

1. Each of the gyrotropic parameters affects the phase
constant β in a different way.
2. Imaginary values of xy affect the phase constant, whereas
yz and xz affect the attenuation constant .
3. At low frequencies, these two parameters do not have a
significant effect, whereas xz affects eff even in low
frequencies.
4. When the influence is important on β, we notice a weak
variation on , and conversely, when  is very important β
is almost unchanged.
5. The effect of xy, yz and xz is to increase  to high values,
about 25,100 and 1000 times compared to the isotropic
case.
6. xz is the most influencing parameter on both β and .
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This matrix formulation approach has facilitated the
characterization study of a complex medium structure with
full tensors of the constitutive parameters with the
consideration, for the first time, of the substrate dielectric
losses. A multitude of diverse and interesting results has been
obtained, which are consistent with the literature. Among
them, only the cases of exploitable applications have been
interpreted. The second result to notice is that the behavior of
each of the gyrotropic chirality elements ij is particularly
different from the other elements, this opens the doors for the
study of the combinative effect of the constitutive parameters
in other non-reciprocal devices such as insulators and
circulators.
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IV. CONCLUSION
A detailed analytical development of Maxwell's equations
for the characterization of a complex medium multilayer
transmission line structure is presented. This study is based on
the Generalized Exponential Matrix Technique combined with
the method of moments and Galerkin's procedure. The
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Abstract — This paper examines the benefits and drawbacks of
these services, reviewing differences in infrastructure, power
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I. INTRODUCTION

Location Based Services (LBS) comprise business and
consumer services that rely on the position of the users, in
order to provide services (both information and entertainment)
to their users [1, 2]. LBS functions on three different levels
[3, 4]:
 position level, based on the present position of the user;
 tracking level requiring both the present and the past position of the user;
 planning level, requiring the present, past and future positioning of the user.

LBS technologies may also be characterized as Itinerant
(serving moving users), Distributed (services via a computer
network) and Ubiquitous (providing services to any location
within the network) [5].
II. CATEGORIZATION OF LBS
Kemper and Linde introduced a passive infrared technique
using the thermal radiation of humans for localization. It is
useful in health sector to take care of old and special persons.
It does not require a hardware tag, so it is very convenient [6].
LBS use other localization techniques such as radio-based
systems, ultrasonic-based systems, active infrared-based
systems, camera-based systems and Smart Floor systems. The
drawback of radio-based systems is they need special
hardware. Hybrid systems use ultrasonic-based systems, e.g.
Active Bat [7]. Active infrared-based systems also require
hardware and its precision is limited to a room only. The
Active Badge System is an active infrared-based system [8].
The benefit of camera-based systems is the non-dependency on
hardware. An example is the Easy-Living-Tracker, but the
need for computing power and the violation of privacy is a
drawback [9]. The Smart Floor system uses foot fall on load
cells within the floor [10]. LBS utilize components such as
wireless networks, user devices, position technologies,
geographical data servers and application servers [11]. The
network congestion in LBS can be decreased by using
distributed architecture. Zhi-xiang Fang and Qing-quan Li
proposed a “layered spatial service architecture” in which
there is a localization of a geographical database on a
distributed network [12]. This architecture diminishes the load
on central servers. Ching-Sheng Wang and Ching-Yang Hong

proposed the use of P2P procedure in order to deliver data
related to the location [13]. The data is utilized in combination
with the virtual navigation scheme that receives the
positioning of the users in the real environment and then
shows the position of the user in a virtual model facing the
same environment. In order to optimize the sharing of P2P
file, groups of users are formed depending upon the location
and the concerns. There are different approaches for
determining the positions of objects in LBS such as Terminalbased Approaches and Network-based Approaches. Terminalbased Approaches include Global Positioning System (GPS),
Assisted Global Positioning System (A-GPS) and Enhanced
Observed Time Distance (E-OTD). Network-based
Approached includes Cell Global Identity (CGI) and Time of
Arrival (TOA). There are different positioning systems for
mobile terminals in LBS that differ in reliability, accuracy and
calculations. These positioning systems include satellite
positioning systems, network-based positioning systems and
local positioning systems [14]. Positioning technologies
greatly affects the reliability, efficiency and performance of the
LBS [15]. Positioning Systems can be indoor, outdoor or
mixed. High precision and signal strength is needed for indoor
localization. Flora, Ficco, Russo and Vecchio proposed a
software architecture that was based upon both indoor and
outdoor location sensing techniques. They introduced a
generic API at the top of the architecture that could support
hybrid applications. Bluetooth and Global Positioning System
devices were utilized as location sensors. This architecture was
based upon client side mechanism and zoning location sensing
method. It is in accordance to JSR-179 provisions [16]. The
information about the location is kept on the mobile for
personal usage. There are various privacy issues that need to
be addressed in future for this architecture. The advantages
and disadvantages of different Outdoor Systems Localization
are discussed below:
III. RADIO FREQUENCY IDENTIFICATION (RFID)
Radio Frequency Identification (RFID) technology commenced
in the 1970s. Initially this technology was just used for
tracking animals. Today, Radio Frequency Identification has
various applications, ranging from tracking luggage on
airports to storing university student’s details.
Radio Frequency Identification beacons are minute and
light weight. They operate by propagating small radio packets
at small wavelengths [17]. Radio Frequency Identification
beacons just have a range of up to 1 or 2 meters. Furthermore,
it is not necessary that the receivers and the transmitters are in
the Line of Sight for the completion of a transmission. Radio
Frequency Identification tags also store huge quantity of data,
as well as instructions. They can pinpoint locations to
approximately exact coordinates.
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RFID uses Automatic Identification ID, that is; biometric,
voice recognition, smart cards, optical character recognition,
magnetic inks, bar codes, touch memory, etc. These
technologies are good for huge production networks. It makes
use of electromagnetic waves or inductive coupling for
gathering data related to some item [18]. The data carrier
comprises of a microchip which is connected to an antenna
which enables the microchip to propagate information to the
user. For security purpose, data can be encrypted and anticollision algorithms can be used for the tags if numerous of
them are read by the users simultaneously.
The significant feature of RFID for tracking items is that it
provides unique identification. Electronic Product Code (EPC)
is used for the identification of an item. This code provides a
standard number to the item in the EPC global network. The
Object Name Service (ONS) provides internet addresses to
access the data. The use of ONS is relatively expensive, so it
cannot be always used in the global networking [19].
IV. DIFFERENT APPLICATIONS OF RFID
RFID technology is utilized in different fields of life. Some
of the applications are explained in Table I.
Table I: Applications of RFID.
A. Transportation
In Transportation, it can be used for safety management, distribution
management and material processing management. Radio Frequency tags on the
trucks are used for the verification of the truck drivers, trucks and the company to
which the trucks belong. The Commercial Driving License with the tags verifies
that they have come for business at the terminals. This system also enables
determining the contents of the containers in the trucks [20]. This fleet
management system is good for safety purpose and for reducing congestion.
B. Retailing
In Retailing, RFID technology can be used for checkout management, shelfstock management and inventory management, smart fitting rooms, smart
checkout and product location tools [21].
C. Agriculture
In Agriculture, it can be used for crop identification, animal tracking and animal
diagnostics. This technology is used in the whole process of seed quality
management such as in the cultivation of seeds, storage of seeds and
transportation of seeds to the supervision, seed quality confirmation and supply of
seeds to the farmers [22].
D. Ticketing and Traffic Management
In ticketing and traffic management, it can used for public transport ticket,
automatic vehicle location, toll collection and smart car key. In toll payment it is
used in pre-paid access cards which comprises of embedded microchip. RFID
technology is used in Automated Parking Management System. In this system,
The Integrated Recognition and Identification System (IRIS) links Automatic
Number Plate Recognition (ANPR) technology with the Radio Frequency
Identification [23]. The plate number of a vehicle is automatically captured,
stored and is checked with the database comprising of registered vehicles. The
matching of the plate number with the database results in the automatic opening
of barrier.
E. Healthcare System
In healthcare system, it can be used for elderly care [24], pharmaceutics,
hospital equipment and personnel management, implants, prostheses and for
tracing patient medical history. Stanford Children’s Health Clinic is using real
time location system for the identification of the patients, personnel, medical
equipment, etc. The clinic installed active 433 MHz. Radio Frequency
Identification (RFID) and Infrared (IR) tags in the form of badges. The badges are
used for the transmission of the unique identifier to the receivers (V-Direct – with
cable or power connection or V-link – wireless battery powered connection). The
sensors on the ceilings receive the unique IDs transmitted by the badges. The
badge includes a button which the patient or the staff member presses for getting
assistance. Versus Asset tags have also being attached to the medical equipment
(e.g. for measuring Blood Pressure) and for the interpretation of the language.
Current surveys conducted in 2016 have revealed that the introduction of the
RFID technology has greatly improved the performance of the clinic [25].
F. Human Identification Management
In human identification management, it can be used for digital ID, electronic
passport, getting access to facilities and for punishment system management. By

using RFID technology for human identification management, crime rate can be
reduced as there will be fewer chances of fraud or theft cases.
G. Internal Location-based Services for Mobile Users
RFID also provides internal LBS for mobile users. Siadat and Selamat
proposed a system combining wireless J2ME and RFID technology for locating
the users accurately inside a building and sending information to them according
to their interests. The mobile phone reads RFID tags, sends the request to the
server via the wireless network. The server searches the relevant information and
sends it back to the user. A client side application named Java 2 Micro Edition
(J2ME) was used for this purpose [26].
H. Education and Research Purpose
Miniature RFID tags are used for education and research purpose, such as, in
the year 2009, researchers of Bristol University used Radio Frequency
Identification micro transponders for studying the behaviour of ants [27]. The
dust size micro RFID chips are 0.05 mm in size and utilize Silicon-on-Insulator
(SOI) technique. Hence, RFID technology is quite useful for studying the life
patterns, habitat and behaviour of animals and birds. In birds, it can be used to
study their migration range and habits. The major limitation is the need of
antennas which limits the range to just millimetres. Apart from these applications,
RFID can be used in military logistics, dispensing control systems of fuels and
chemicals, luggage handling, library inventory management, digital signature and
parcel and mailbag tracking system.
V. GLOBAL POSITIONING SYSTEMS (GPS)
The Global Positioning System (GPS) is an operational system comprising of
earth orbiting satellite built routing system. It provides it users all around the
world with 24 hour a day accurate positioning and time observable to the standard
global time in the three dimensions. It comprises of three “segments” namely, the
Control Segment, the Space Segment and the User Segment. Correct functioning
of these three segments leads to the precise and consistent working of the whole
system. The Control Segment is also known as the main control center as it is
involved in the transmission to the satellites. The Space Segment is composed of a
collection of satellites that orbits about 20,000 km beyond the Earth. The User
Segment is composed of the receivers that listen to the satellites at any given time.
The User Segment involves the receiver that is currently functioning and its linked
antenna. GPS does not work efficiently in indoor environment as GPS satellites
possess weak signals which cannot cross the walls of buildings. Hence, GPS is not
effective for indoor localization. Indoor localization requires high None Line of
Sight (NLOS) and efficient positioning system.

VI. APPLICATIONS OF GPS
GPS technology is used in variant field of life. Some of the
applications are discussed in Table II.
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Table II: GPS technology and its applications.
A. Satellite Navigation
The foremost application of GPS is satellite navigation in ships, aircraft or
vehicles. It enables a GPS receiver to locate their position or pinpoint their speed
with accuracy whether on land, air or sea. It does not only provide a route to
drivers to follow but also provides alert regarding traffic issues.
B. Emergency Situations
GPS can serve as an important purpose in emergency situations. It aids rescue
teams at sea or land to pinpoint the desired location of the accident immediately.
C. Adventurous Trips
Hikers use various maps and compasses to reach their desired locations but
now GPS can provide all the essential information for adventure seekers. It
provides the correct route, alternative routes and directions to reach back to the
original point. GPS can also pin point the clearest location in case if hikers forget
their tracks or get into some trouble [28].
D. Mapping and Surveying
GPS provides a high accuracy data related to mapping and surveying. The
collection of data is way too faster - less than a single day as compared to other
techniques used for mapping and surveying. From heights of mountain to the
depth of rivers, GPS supports the precise mapping around the globe.
E. Driving and Locating Routes
Keeping in view the mobile applications, Glimpse is an application through
which one can share the mobile location by text messaging and through the social
media applications. The application locates stores and public places around the
users if they have arrived at any unknown place. This application also informs
about the routes, traffic alerts and the alternate routes. Ulysse speedometer
provides the users with information such as altitudes, directions and warnings in
case of fast driving [29].
F. Military Purpose
GPS has its significant application in jamming properties of military
navigation. The location information of forces in military procedures and
operations are vital. It aids in monitoring and tracking of potential targets. These

tracking procedures can use other techniques as well, e.g. photo reconnaissance in
order to enhance awareness and information to bombing missions. In the modern
era, Unmanned Aerial Vehicles (UAVs) are used in military actions around the
globe. The GPS tracking systems are quite affective in providing guidance to high
altitude UAVs, especially in those areas where camera instalment fails due to
environmental factors. The emergence of GPS in jamming devices is of prime
importance. A signal jamming is a major thread in military operations. GPS uses
satellite navigation to broadcast signal, as a result of which, required information
is obtained. One of the military applications is GPS Jammer Location (JLOC). It
is designed to monitor GPS interference threats as well as to provide alerts for the
threats in the detected area. Apart from it, GPS also serves civil purposes in
aircraft navigation and maritime navigation [30].
G. Assisted GPS (A-GPS or a-GPS)
A-GPS uses a server from an external device and the satellite system. The
advantage of A-GPS is that the signals are always complete and there are no
fragments in it. Secondly, it is faster and uses the surrounding cell towers which
give a vivid picture of the position. A-GPS comes along with negative
externalities. To use A-GPS a subscription is required, so it is costly. Other AGPS require Wi-Fi or other wireless internet connection which may not be
available universally but if available they will once again increase the cost. There
are also some privacy concerns as the third party knows the location of the user
which is dangerous. Most of the A-GPS devices are dependent on the outside
server, so they might not function properly without it [31].

VII. OUTDOOR SYSTEMS USING TERRESTRIAL BASE STATION
The Outdoor system using Terrestrial BSs comprises of
Global System for Mobile Communications GSM (with EOTD), GSM (with CELL-ID), CDMA/GPRS (with A-GPS),
CDMA/GPRS (with A-GPS) - AFLT+AGPS, Wireless
Assisted GPS and AFLT: GPS One A Hybrid Solution,
WCDMA (with IPDL, TA-IPDL and OTDOA-PE), Systems
with Smart Antennas and Distributed Antenna Systems
(DAS). The merits and demerits of these systems are
illustrated in Table III.
Table III: Merits and demerits of the localized outdoor systems.
A. Global System for Mobile Communication (GSM)
Global System for Mobile Communication is the modern cellular tech used to
voice and data throughout the world. GSM has become the industry standard
when it comes to mobile communication. Moreover, due to the extensive
coverage, GSM users can travel in over 218 countries without changing their
mobile phone number. Although, different countries use variant frequency bands,
it comes down to the handset of the user, whether it can support those frequencies
or not and how much the user’s original carrier charges for roaming [32].
On the other hand, GSM suffers from the issue of bandwidth lag. This is a
major setback as when many users share a bandwidth, interference can be created
easily. That is why faster technologies like 3G are being built upon CDMA, a
different type network, to avoid such limitations. Another very crucial drawback
for GSM is that it has the tendency to interfere with certain electronic equipment.
Due to its pulse transmission technology it can affect a pacemaker or radio
communications of an airport.
B. GSM (with E-OTD)
Enhanced Observed Time Difference (E-OTD) is a positioning technique used
by GSM mobile operators to locate their users, by multilateration [33]. The
procedure is very much similar to the technique Time Difference of Arrival,
except the fact that the positioning algorithm and all other calculations are
performed in the user’s device or handset rather than the base station or server. In
order to facilitate the equations a lot of data is required, including different time
measurements, called Location Measurement Unit (LMU) [34]. The Location
Measurement Unit provides the mobile user with a real time difference which is
required by the handset to calculate the geometric time difference and the location
consecutively. Placing Location measurement units throughout the coverage
region is very expensive and so is equipping the user’s handset with special
software. This localizing method increases expense more than others and whilst
under consideration, Localization by Time Difference of arrival is seen as a better
alternative.
C. GSM (with CELL-ID)
To have the most coverage, network providers divided areas and assigned base
transceiver stations. Then, further divided the regions and assigned to each a Cell
ID and a radio tower through which every user was to connect to. Now, GSM
providers could use different localization algorithms to position a user, as a fix to
the Cell ID would narrow down the position to some extent [35]. Algorithms like
ToA (Time of Arrival), TDoA (Time Difference of Arrival), AoA (Angle of
Arrival), etc. are although not as accurate as GPS as the user can be anywhere in
a Cell ID, but positioning is fast as there is no searching for satellites available

[36]. Moreover, seamless integration to Google maps has made this technique
quite popular.
D. CDMA/GPRS (with A-GPS)
One of the most popular GPS location trackers in the market today, is the
GSM GPRS tracker. GPS tracker but with one that has access to a GSM SIM
card. The GSM sim card allows the tracker to transmit wireless data to an APN or
a wireless access point. Next, the APN transmits the received data to a GPS
service provider via internet, so that the end user can access the tracking data.
This method overcomes the flaws of the older system which involved data
transmission through SMS messages, that being expensive and unreliable. Thus, it
makes the GPRS tracker cost effective, reliable and efficient.
The key difference among the GSM and GPRS techniques is that former is
based on circuit switching while the later one is based on packet switching just
like internet protocols in addition to this TDMA user can also be embedded in
existing GPRS techniques. The connection speed in GPRS is far more than wired
connections, as this system utilizes packet data network just like the internet [37].
This simple radio principle is adopted by GPRS to transfer data packets. These
packets are later on directly routed over the packet switched either for accessing
the internet or making the calls and sending SMS. The key feature associated with
GPRS are always online capability, easy upgrade of the existing GSM connection
and the foundations created for further enhancements in this arena which leads to
the introduction of 3G, EDGE, LTE and similar other connections [38]. There are
also some key characteristics associated with a GPRS which includes Mobility
(online while roaming around), immediate connection and getting the exact coordinates. All these advantages greatly outshine the second generation cellular
system GSM.
The CDMA GPS trackers differ from the former ones such that they use a
GPSOne chipset, which is not as accurate as the GPRS tracker. The CDMA
tracker, functions using Assisted GPS. A-GPS uses data stored on a network
server with fragmented data to localize an object [39]. Using a separate server
storage is costly that makes the CDMA tracker much more expensive than the
GPRS tracker.
E. CDMA/GPRS (with A-GPS) - AFLT+AGPS
When positioning outdoors, the Hybrid system of Assisted Global Positioning
Satellite system and Advanced Forward Link Trilateration system is considered
the best and most accurate of all. Obtaining fixes include the use of both GPS
pseudo ranges and the CDMA or GSM pilot measurements. The pilot
measurements are used in the same trilateration technique when there are
insufficient pseudo ranges for a GPS-only localization. This hybrid system
provides the most accurate position even when a GPS only solution is not
available. Although, there is a slight set back to acknowledge that if a GPS-only
solution is not available, and a direct Line of Sight to three (trilateration requires
three beacons) cellular tower is also not available than there is a risk of
inaccuracy or vague positioning [40]. This case is highly unlikely to take place.
To sum up, users can enjoy the accuracy of Assisted GPS, cellular positioning and
advanced forward link trilateration. Moreover, AFLT itself gives nearly a 99%
yield indoors too.
F. Wireless Assisted GPS and AFLT: GPS One A Hybrid Solution
The Hybrid localization solution GPSOne performs positioning using the
cellular network and the GPS constellation. The hybrid was designed to combine
the benefits of both single systems while covering their drawbacks. Its gains
include more accurate localizations even indoors and in places where less than 4
satellites are visible and enhanced GPS receiver sensitivity. Moreover, GPSOne is
faster as the GPS receiver is provided a search window as to which satellites
might be visible by the cellular network via Cell ID or other technique [41].
Furthermore, this system cost less financially and in terms of battery usage as
well. There is also a reduced interference in the mobile network, hence, no
hindrance in calls during localization. Moreover, it offers continuous tracking
automatically once a fix is obtained which reduces the time to get an accurate fix
upon user request. The only downside is that is has its own hardware and software
and an installed chipset is required for its use.
G. Systems with Smart Antenna
Smart Antennas use adaptive array antennas to increase efficiency in wireless
communications systems. Special Antenna arrays can use signal processing
algorithms to locate or track a mobile user [42]. Using smart antennas gives the
service provider many benefits such as much higher number of users can be
catered concurrently. The antennas with gained foci can cover a much larger
region, hence being cost effective. Moreover, they provide higher security and
reduced interference, due to their directionality, than the old-fashioned Omnidirectional antennas. Furthermore, in Smart Antennas the broadcasted frequencies
are re-usable and multiple paths are available for data packets to travel. Hence,
there is an increased bandwidth as well [43].
H. Distributed Antenna Systems (DAS)
Distributed Antenna System is a structure of spatially alienated antenna nodes
linked to a common source through a transport mode that gives wireless service
inside a geographic area. A Distributed Antenna System utilizes coaxial cable,
fibre optic cable and antennas in order to increase cellular, public safety and other
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signals inside a building environment [44]. Distributed Antenna System (DAS)
has appeared as a potential technology for future wireless communications as a
result of its merits of increasing the capacity of the system, enhancing the quality
of the signals and decreasing the power [45-46].

VII. APPLICATIONS OF DAS
In the past few years, Indoor Positioning Systems (IPS) has
gained an extensive significance as commercially available
satellite positioning systems. Active radio frequency
identification systems can provide accuracy up to centimetre
range, but due to complexity of digital signal processing, these
systems are too costly. Therefore, several power levels at the
access points can be combined with the previous knowledge
about the properties of antenna system into an estimator for
the positioning of the client’s terminals. However, this could
be difficult because amplitude detection is sensitive regarding
intrinsic amplitude fading affects. In any case, a large number
of access points are required to reach the accuracy. It can be
achieved by placing Distributed Antenna System between the
access points. Secondly, use of leaky wave cable is also
challenging due to difficulty in allocation of radiating pattern
to a radiating slot. Furthermore, to enhance the functionality
of the cable requires a modification that can result in a
complete change of design of the whole cable structure.
Therefore, a Distributed Antenna System is perfectly suited
due to the possibility of changing single components with
well-known properties individually [47].
Distributed Antenna System is now a common feature of
current underwater networks as well. It includes secondary
communication link, centralized processing and multiple
acoustic nodes at various locations. Due to current acoustic
OFDM modem technology, any message can be sent, no
matter what the content of the message is. In case of stationary
network such as Distributed Antenna System, the Doppler
speed of any mobile node can be accurately measured. Apart
from this position and instantaneous velocity can also be
estimated [48]. In the past few years, widely distributed
stations have been introduced in the radar architectures
including multiple input multiple out, multi static radar
systems and radar systems with widely spread antennas. These
systems are serving significant advantages as compared to
monostatic radar system. Therefore, Multiple Input Multiple
Output (MIMO) along with widely distributed antenna
network provides an enhanced target localization capability by
exploiting increased spatial speed. Localization functionality
can be improved as well by increasing the number of
participating radars or the transmission power.
DAS system is of critical importance in radar applications
including the surveillance radars that are on vehicles and antimissile defence radar systems with limited energy sources
[49]. Usually wireless devices are not reliable for huge
buildings. They might not be available for the person standing
on the 75th floor or in the basement. Secondly, these buildings
are made up of metals and concrete. Therefore, it is nearly
impossible to maintain reliable link. Here, Distributed
Antenna Systems eliminates the poor wireless reception in
these environments and provides increased coverage, highly
data throughput and improved call clarity. Installation of
Distributed Antenna System replaces the need of additional
base stations or tower locations that can solve capacity issues.
It allows macro cells to address other network issues and
allows for reduced power levels thereby reducing interference
and increasing bandwidth. It does not disrupt the surrounding

macro network and thus can be utilized more effectively with
less expense. The cost associated with providing service in
buildings and to other RF resistant environments is shared
among the number of carriers in a Neutral Host DAS model,
hence enabling medium and smaller venues to become
economically feasible. It also provides speed to market for
service provision [50]. Localization by Distributed Antenna
System can deliberately serve for public safety. For critical
communications, public agencies require wireless coverage.
Public safety for TE’s DAS ensures for distortion free
transmission along with the distribution of critical
communication information whether wireless voice or data.
DAS solution supports primary public safety as well as the
critical first responder frequencies in the bands on a single
system. It provides high reliability coverage for public safety
services both indoors and outdoors. This is a proven solution
for making buildings safer. Apart from this, it can also be used
by the government, first responder, transit, commercial
enterprises, security personnel, education and also in military.
Digital Distributed Antenna Systems provide unmatched
benefits such as a common hub for indoor and outdoor
Distributed Antenna Systems. It enables the mixed match of
high and low power remotes. The system allows the use of
existing fibre, flowing expansion and remotes to achieve the
highest access. It is easy to install and manage and unified by
2G, 3G and 4G support. It permits low loss fibre transport and
TE digital DAS offers an IP connection for Wi-Fi or security.
Flex wave prism is multi band high power DAS that can
support up to four frequencies per node and deliver high
performance coverage. It effectively enhances wireless
coverage in outdoor large venues and it is also very cost
effective. It is best suited to outdoor coverage including urban
or sub urban shadow areas, along roadways, coastal, and
canyon areas, subways, tunnels, corporate or university
campuses, stadiums, malls and conventional centres. Another
one is flex wave spectrum which is an advanced multi band inbuilding DAS along with distributed amplifiers. It is used to
extend the wireless services throughout a building, multi
buildings or campus. It provides multi band flexibility and
edge to edge bandwidth.
XI. TECHNIQUES FOR THE EXISTING LOCALIZATION
The techniques for the existing localization comprises of
Localization by Cell-ID, Localization by Prediction (Dead Reckoning Method), Localization by Angle of Arrival (AOA),
Localization by Time of Arrival (TOA) and Observed Time
Difference of Arrival (OTD), Hybrid Localization AOA-TOAbased and Localization by Finger Printing. The merits and
demerits of these technologies are explained in Table IV.
Table IV: Merits and demerits of the localized systems of Section XI
techniques.
A. Localization by Cell-ID
Cell ID Positioning requires an already established cellular network to localize
a mobile user. The base transceiver station communicates with a user handset,
while covering many cells and smaller areas of the region under coverage by a
BTS [51]. Every cell has a specific signal transmitter and Cell ID, through which
the BTS communicates with the user’s device. Whilst positioning, the network
server checks the Cell ID of the user that has requested localization. The BTS
then approximates the position of the user by using its location and the Cell ID
which are known exactly, by using any of the techniques, i.e. Time of Arrival
(ToA), Time Difference of Arrival (TDoA), etc. This method consumes lower
power than many of its competitors and can cover a range from a radius of a few
hundred meters to several kilometers.
B. Localization by Prediction (Dead -Reckoning Method)
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During navigation, Dead Reckoning or prediction is the technique used to
calculate a user’s current position by using previously calculated position, and
advancing it on the basis of estimated speeds over an elapsed time and distance.
Same technique has been used in wild life sciences for the monitoring of patterns
of the migration of animals. It is known as path integration. This technology was
very popular until it was discovered that Dead Reckoning was subject to error
accumulation. Its biggest flaw is the fact that once a wrong fix or location is
obtained the deviation continues to grow over the course of time, due to the fact
that every new position is based on a previous fix [52].
C. Localization by Angle of Arrival (AOA)
Localization by Angle of Arrival is done by estimating the angle at which
signals are received at multiple receivers on a base station, then by using simple
geometric equations, node locations are calculated. Generally, Angle of Arrival
(AOA) methods delivers more precise localization outcome than Received Signal
Strength Indicator-based techniques but the cost of hardware is very high in this
methodology. The flaw in this technique is that for a quickly moving object,
localization by Angle of Arrival is very inaccurate, and time consuming due to the
fact that the multiple receivers at the base station do not account for the time
difference in between and fail to predict motion [53].
D. Localization by Time of Arrival (TOA) and Observed Time Difference of
Arrival (TDOA)
Localization by Time of Arrival (TOA) is an iteration method that is used to
calculate the location of a mobile user [54]. The TOA system, calculates the
position of the user by determining the distance of the user to signal receiving
beacons. After multiple beacons have registered a time stamped signal, the system
calculates the distance by the transmission time delay and the signal progression
speed, then a little geometry is required to complete the algorithm. Another plus
point is this system is that it can be applied to other types of signals as well, e.g.
RF, acoustic, infrared, ultrasound, etc. This system is very accurate if the user is
in Line of Sight. This is a major drawback of this system, as it requires the user to
be in Line of Sight of the signal receiving beacons, which is not always possible
for a mobile user. Another flaw is the fact that the wave progression in air differs
with weather conditions such as temperature and humidity. This introduces
inaccuracy in localization via distance estimation [55].
E. Hybrid Localization AOA-TOA-based
Hybrid systems are a merger of different single localization techniques which
overcomes the flaws present in the solo implementation of single positioning
methods, e.g. TOA, AOA, Time Difference of Arrival, etc. The Hybrid of Time of
Arrival and Angle of Arrival, solves the issue of Line of Sight between the
receiving beacon and the mobile source. As the technique Angle of Arrival cannot
distinguish between Line of Sight and reflected signals, the system deploys many
efficient algorithms to overcome it. The benefits are clear, accurate localization
and reliability. New and much more complex algorithms are used to speed up the
localization [56]. Moreover, special hardware could be more robust and expensive
[57]. For TOA-AOA, both the receiving towers and the mobile user need to be
time synchronized.
F. Localization by Finger Printing
Fingerprinting refers to identifying a speciﬁed location by relying on the data
representing it. In fingerprinting, a database is created that stores location
signatures. Signatures are data of position markers spread out evenly through the
region in consideration. Fingerprinting techniques are very effective in locating a
mobile user in an indoor environment and in complex environments also, where
common localization techniques based on Time of Arrival or triangulation are
prone to serious errors such as canyons, tunnels, etc. Furthermore, this technique
does not require any network access to a central server, and hence is a standalone
localization solution [58].

X. CONCLUSION
The indoor and outdoor localization techniques of LBS have
several merits and demerits. Advancement in RFID has led to
optimization of resources, enhanced efficiency of business
transactions, increased health care systems and improved
customer support. On the other hand, the drawback is that
RFID takes a lot of time to be programmed for the specific
needs. The GPS system is very cost effective relative to other
navigation systems, and the receiver is not affected by weather
or climate changes. The drawback of GPS technology is that it
does not work efficiently indoors as GPS satellites possess
weak signals which cannot cross the walls of buildings. The
merit of A-GPS technology is that the signals are always
complete and there are no fragments in it. GSM Technology
provides worldwide coverage for communication and data
exchange but the drawback is the bandwidth lag. Smart
Antennas provide the advantage of connection to a larger

number of users concurrently, re-usable frequencies, multiple
paths, increased bandwidth and cost effectiveness. The
drawback of smart antennas is that managing their large size
and location needs a lot of planning. Distributed Antenna
Systems (DAS) prevents shadowing and penetration data
losses, provides better coverage, lower power configuration
and fewer coverage holes. The demerit of Distributed Antenna
Systems is that there is high infrastructural expense and
maintaining the system is complicated. Localization by CellID consumes low power but it does not cover a long distance.
Localization by Prediction (Dead Reckoning method) uses
path integration and is useful for monitoring patterns of
migration of wildlife but the demerit is that it is subject to
error accumulation as new position is based upon the
previously calculated position. Angle of Arrival (AOA)
methods provides more precise localization outcome but the
hardware cost is very high.
Localization by Time of Arrival (TOA) can be applied to
different signals such as RF, infrared, ultrasound, etc. but the
demerit is that it requires the user to be in Line of Sight of the
signal receiving beacons, which is not always possible for a
mobile user. Observed Time Difference of Arrival (TDOA)
localizes a user by using time synchronized receivers. This
technology is more cost effective and faster but it does not
address the drawback of the need to be in Line of Sight of the
receiving beacons. Hybrid Localization AOA-TOA-based
solves the issue of Line of Sight between the receiving beacon
and the mobile source as it is a merger of different single
localization techniques. Its demerit is increased computational
cost. Localization by Finger Printing is very effective in
locating a mobile user in an indoor environment and in
complex environments. It is precise and accurate but the
drawback is that the database needs to be updated every time
there is a change in the environment and it is very expensive.
Researchers have proposed various solutions for enhancing
the existing LBS technology and services. The future prospects
of LBS are very high as with further research, the existing
technologies can be improved and new ones can be created.
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capacitors and shorted stub inductors into the designed
antenna, by adjusting the dimension of these components one
can have desired resonant frequency [10,12]. It has been shown
that by increasing the shunt inductance, the zero-order resonant
frequency can be decreased, so that the antenna size can be
made much smaller [13].

Abstract—A Monopole antenna loaded with CRLH resonator
(composite right left hand) for multi-band application also for
miniaturization effect, the antenna contains a monopole antenna
with a defected ground at the bottom side, the antenna is loaded
with a set of TL (transmission line) as inductors and capacitors.
The aim of this work is to exhibit the bandwidth and the multiband by the insertion of the CRLH, the miniaturization effect on
the antenna giving dimension of 0.13λo×0.16λo regarding the first
resonant frequency. The obtained results by simulation from
HFSS show that the antenna has four bands in the range of 1.85
GHz to 1.99 GHz as LTE band, the second from 2.99 GHz to 3.15
GHz, the third from 4.5GHz to 5.6GH as WiMax and WLAN,
the last one from 6.25 GHz to 7.35 GHz. A maximum gain of 4.5
dBi is achieved

Many research works proved that, a ZOR-TL can be
used to make an electrically small antenna to appear
electrically large; this is can be used to improved matching and
radiation properties. ZOR-TL could be realized by producing a
zero phase constant at a non-zero frequency, which means the
wavelength of the travelling wave becomes infinite on the TL.
This is the only property which makes the resonance condition
independent from the physical dimensions of the antenna
[14,15]. This feature can be used to design miniature antennas
for passive radiofrequency identification (RFID) applications.
The resonance of such antennas at any operating frequency
only depend on its CRLH characteristics to acquire ZOR at that
frequency and nothing to do with the physical dimensions of
the antenna.

Keywords— Monopole Antenna; CRLHT, HFSS, WLAN,
WiMax, Metamaterial

I. INTRODUCTION (HEADING 1)
Monopole Antennas are widely used in microwave
application for their low cost and easy fabrication; however,
their performances have not been targeted to focus on high gain
and large bandwidth for decades [1-3]. Recent research work
has been shown that the monopole antennas could be loaded
with dielectrics or meta-material to improve their gain and
bandwidth [4,5].

In this paper the monopole antenna is loaded with zero
order resonator is presented, the antenna simulated by HFSS,
the obtained results show that the resonant frequency can be
shifted independently from the antenna size furthermore the
gain is improved.

Microwave technology has introduced zero order
resonators (ZOR), that is based on composite right left handed
(CRLH) transmission line (TL) features considered as
metamaterial behavior, first introduced by Caloz & itoh in
2003 [7]. The CRLH TL technology is based on a combination
of right hand (RH) and left hand (LH) electric equivalent
circuit, leading to a resonant frequency of the antenna
independently of its dimension [6,8].

II. ANTENNAS DESIGN
A. Theoretical aspect
Antenna based on transmission line (TL) structure is
essential to realize a resonant planar antenna with no
dependence on its physical dimension, this structure supports
an infinite wavelength at its fundamental mode which is
required to ZOR. A practical realization of a LH TL, which
includes unavoidable RH effects, known as a CRLH-TL is able
) and
to support an infinite wavelength (
therefore can be used to realize the proposed antenna.

The SRRs structures considered as resonant unit cells are
generally lossy and narrow banded, beside of this drawback,
these structures are difficult to implement in microwave
applications, LHMs left hand metamaterials based on TL
approach general presents wider band and lower losses [9].
Design of CRLH-TL is based on the insertion of inter-digital
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The equivalent circuit model of the CRLH TL unit-cell is
shown in Fig. 1. The resonance condition of such open-ended
resonator is given by the dispersion relation [7].
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Table 1. Parameters of the proposed antenna in (mm)

Where l is the physical length of the resonator, n is the
mode number, and N is the number of unit cells, for n equal to
zero the CRLH-TL resonator is obtained.

Fig. 1 Equivalent electric circuit of the proposed CRLH-TL

B. Proposed Antenna
The proposed antenna is presented in figure 2, the substrate
is an FR4 with relative permittivity  r = 4.4 and dielectric loss
tangent  = 0.02, the thickness of the substrate is 1.6 mm.
The antenna is composed of top metallic patches as the
radiating parts plus the down ground plane. The proximity
coupling is used as the feed network to achieve a good
impedance matching to 50 Ω. The monopole antenna used in
this work is constituted by two parts in which it is added a
zizag strip considered as admittance Y, and an interdigital
capacitor considered as the Z impedance, the upper part is
considered as virtual ground. By this description the equivalent
electric circuit of the monopole antenna is exactly the electric
circuit given by Fig. 1, the practical dimension of the antenna is
given by table 1.

Fig. 3 Original Antenna: a) upper side, b) downside

III. RESULTS ANALYSIS
Two types of antennas are studied and compared in order to
observe the realized advantage by adding the zero order
resonator, Fig. 3 presents the original antennas, and figure 2
presents the antenna loaded with CRLH resonator.
The return loss of the antenna loaded with CRLH with
different value of ‘m’ which denote the capacitance is
presented in figure 4, we notice that the value of m=1.4mm
presents the best one.
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Fig. 4, Reflexion coefficients for different types of Antennas
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The return losses of the original antenna and the antenna
loaded with CRLH (m=1.4mm) are shown in Fig. 5, the
original antenna presents two resonant frequencies at 5.1 GHz
with frequency range bandwidth from 4.2 GHz to 5.3 GHz, the
second antenna presents four resonant frequencies the first one
at 1.9 GHz, corresponding to the zero mode (n=0) as the zero
order, having frequency range from 1.85 GHz to 1.99 GHz,
the second resonant frequency at 3 GHz, corresponding to the
first mode (n=1), having frequency range from 2.99 GHz to
3.15 GHz, the third resonant frequency at 5.1 GHz having
frequency range from 4.2 GHz to 5.3 GHz, the last resonant
frequencies at 6.8GHz, having frequency range from 6.25GHz
to 7.35 GHz.
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We notice that the last resonant frequency of the original
antenna is shifted down from 7.25GHz to 6.8GHz, plus two
resonant frequencies compared to the original antenna, which
we think is a great advantage regarding the idea of
miniaturization.
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The Radiation pattern in yoz plane given in Fig. 6, this
figure presents three cases of frequencies given as 5.0 GHz,
6.0GHz and 6.5GHz, the figure shows that both frequencies 5.0
GHz and 6.0GHz have almost the same gain respectively 2.35
dBi and 2.25 dBi, but at the frequency 6.5GHz the gain is
down.

0

330

240

300
270

5.0 GHz
6.0 GHz
6.5 GHz

Fig. 7, Total Gain Radiation Pattern xoz-plane.

The Radiation pattern in xoz plane given in Fig. 7, this
figure presents three cases of frequencies given as 5.0 GHz, 6.0
GHz and 6.5 GHz, the figure shows that both frequencies 5.0
GHz and 6.0 GHz have almost the same gain respectively 2.40
dBi and 2.3dBi but at the frequency 6.5 GHz the gain is going
up to 4.5 dBi as the maximum.

IV. CONCLUSION
In this paper, a monopole antenna is loaded with CRLH
resonator for multi-band and gain improvement applications,
WLAN and WiMax, this antenna is designed and simulated by
HFSS. The results obtained by simulation, show that, the gain
of the proposed antenna is improved almost by 15.5% at 6.0
GHz. The most important improvement by adding the CRLH
resonator is the appearance of two resonant frequencies at
lower values, which make this antenna a good candidate for
miniaturization purpose.

The total gain of the radiation pattern given by figure 8,
shows that by insertion of the CRLH resonator the gain has
improved slightly from 5.0 GHz to 6.5 GHz, it is considered as
a 15.5 % at 6 GHz for h, the gain goes down for the
frequencies upper than 6.5 GHz.

307

[5] He Huang, Ying Liu, “Multiband Metamaterial-Loaded Monopole
Antenna for WLAN/WiMAX Applications,” IEEE Antennas And
Wireless Propagation Letters, Vol. 14, 2015
[6] A. Sanada, C. Caloz and T. Itoh, “Zeroth Order in Composite right/lefthanded transmission line resonators”, in Proc. Asia-pasific Microwave
Conf. Seoul Kouria Nov 2003.
[7] C. Caloz and T. Itoh, “Transmission line Approach of left-handed (LH)
Materials and Microstrip Implementation of an Artificial LH
Transmission Line,” IEEE Transaction on Antennas And Propagartion,
Vol. 52, No. 5, May 2004.
[8] Nabil Dakhli · Fethi Choubani · Jacques David, “Multiband small zerothorder metamaterial antenna,” Appled Physics A, doi 10.1007/s00339-0106182-2, 2011.
[9] G. Jang S. Kahng, “ Compact metamaterial zeroth-order resonator
bandpass filter for A UHF band and its stopband improvement by
transmission zeros,” IET Microw. Antennas Propag., 2011, Vol. 5, Iss. 10,
pp. 1175–1181.
[10] Mohamed Lashab, Naeem Ahmad Jan, Chemseddine Zebiri, “The I shape
Antenna Loaded With ZOR For WLAN and WiMax Application,”
LAPC’15 Loughborough, 2015.
[11] Naeem Ahmed Jan, Mohamed Lashab, Chemss-Eddine Zebiri ,Djouablia
Linda, R.A.Abd-Alhameed ,Fatiha Benabdelaziz,“Compact CPW
Antenna Loaded with CRLH-TL and EBG for Multi-band and Gain
Enhancement,” LAPC’16 Loughborough, 2016.
[12] Mohamed Lashab, Chemsseddine Zebiri, Naeem Ahmed Jan, F.
Benabdelaziz, R.A.Abd-Alhameed, “CPW-Fed Antenna Based on
Metamaterial For Broadband Application,” LAPC’14 Loughborough
2014.
[13] Long Li, Zhen Jia, Feifei Huo, and Weiqiang Han “A Novel Compact
Multiband Antenna Employing Dual-Band CRLH-TL for Smart Mobile
Phone Application,” IEEE Antennas and Wireless Propagation Letters,
Vol. 12, 2013.
[14] Hakjune Lee, Duk-Jae Woo, and Sangwook Nam, “Compact and
Bandwidth-Enhanced Asymmetric Coplanar Waveguide (ACPW)
Antenna Using CRLH-TL and Modified Ground Plane,” IEEE Antennas
and Wireless Propagation Letters, Vol. 15, 2016.
[15] Taehee Jang, Jaehyurk Choi, and Sungjoon Lim, “Compact Coplanar
Waveguide (CPW)-Fed Zeroth-Order Resonant Antennas With Extended
Bandwidth and High Efficiency on Vialess Single Layer,” IEEE
Transaction on Antennas And Propagartion, Vol. 59, No. 2, Feb. 2011.

Total Gain of the Monopole Loaded with and without CRLH
6
4
2

Gain dB

0
-2
-4
-6
-8
With CRLH
Without CRLH

-10
-12

1

2

3

4
5
Frequency GHz

6

7

8

Fig. 8 Total Gain comparison, with and without CRLH

REFERENCES
[1] T. Tsukiji, Y. Kumon & M.yamasaki, “ Double-folded monopole antenna
using parallel line or coaxial cable,” IEE Proc.-Microw. Antennas
Propug.. Vol. 149, No. 1, February 2002.
[2] A.D. Wunsch, “ Fourier series treatment of the sleeve monopole
Antenna, ” IEE proceedings, Val. 135, Pt. H, No. 4, August 1988.
[3] A. Ghobadi, Ch. Ghobadi, and J. Nourinia, “A Novel Band-Notched
Planar Monopole Antenna for Ultrawideband Applications,” IEEE
Antennas And Wireless Propagation Letters, VOL. 9, 2010.

[4] O.M. Haraz, A.-R. Sebak & T.A. Denidni, “Dual-polarised dielectricloaded monopole antenna for wideband communication applications,”
IET Microw. Antennas Propag., 2012, Vol. 6, Iss. 6, pp. 663–669.

308

Practical Multi-Band Antenna for 3G and 4G
Mobile Services
I.T.E.Elfergani1, Abubakar Sadiq Hussaini1,3 , Jonathan Rodriguez1,2, Dominique Lo Hine Tong4, R.A.AbdAlhameed5
1

Instituto de Telecomunicações – Aveiro, Portugal
{i.t.e.elfergani,ash, jonathan}@av.it.pt
2
University of South Wales, Pontypridd CF37 1DL, UK
3
American University of Nigeria –Yola, Nigeria
4
Technicolor Connected Home
Rennes, Francedominique.lohinetong@technicolor.com
5
University of Bradford, Bradford, BD7 1DP, UK,
a.a.abd@bradford.ac.uk
On the other hand, today there is a growing need to
gather all the wireless services into one device, in
particularly, the integration of LTE in synergy with existing
services in the same portable device to support high-speed
data transmission and high quality. In other word, legacy
portable wireless can operate over the frequency bands that
include 3G, 3.5G, and 4G; the latter technology introduced
in the market to support higher speed data, with a marketing
slogan advertising 'home broadband' experience on the
move. However, this normally requires many antennas to
cover each service, and it is not possible to fit them all in a
small device. To address this requirement, antennas that
operate in multiple bands are required to support multiple
standards such as 3G and 4G. Therefore, the goal is to
improve the functionality and performance of wireless
communication devices, and to address the existing wireless
communication frequency bands, and the newly released
services of LTE.

Abstract—this paper presents a compact antenna design
based on PIFA configuration with multi-band features. The
present design operates over the lower and upper bands of
LTE700/2600MHz, together with the existing standard of
GSM1900MHz. An approach of size miniaturization and triple
band characteristics was applied through the embedded slot
over the radiator surface. The antenna occupies a small volume
of 13.5x50x7mm3, which is mounted over the ground plane
with dimensions of 50x100mm2. Moreover, two identical
antennas are integrated within the home device, where their
results are checked and compared with the standalone version
of the antenna.
Keywords—compact antenna; PIFA; multi-band; GSM;
LTE;

I. INTRODUCTION
Recently, the increasing use of wireless communications
systems requires antennas having different properties such
as small size, high speed and moderate gain [1]. However,
as we head towards a 5G world, heterogeneous user-centric
services are expected to be available on future emerging
handsets, placing stringent design requirements on low cost
and small size antennas. In a broader sense, antenna designs
with desirable features such as multiband, light weight, low
profile, small footprint and ease of fabrication are required
that can take a step towards a fully flexible multiband
antenna to cover the existing wireless communication
frequency bands.

To this end, several antennas suitable for multiband
operation over the frequency bands that include 3G, 3.5G,
and 4G have been reported [8-12]; work in [8] proposed a
PIFA design that operates over the GSM900/1900MHz and
LTE2600MHz, whilst the antenna design in [9] was
proposed to cover the LTE700/2600MHz and GSM
900MHz. In [10], the PIFA design structure is capable of
covering both the GSM1800MHz and LTE2600MHz whilst
[11] targets the GSM900/1800MHz [11], whereas a multiband PIFA layout operates over multiple frequencies
including
GSM1900MHz,
UTMS2200MHz
and
LTE2600MHz was seen in [12].

Recently, multiband antennas can be concealed into
contemporary smart phones and wireless sensor modules in
IoT (Internet of Things) applications. They have drawn the
attention of antenna designers and have become a
challenging task. In general, these hidden mobile phone
antennas are required to operate in frequency bands of
GSM, UMTS and WLAN. These antenna types include
compact and low profile multi-band antennas structures
based on PIFA configuration that is deemed an attractive
and poplar candidate [2-7].
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antenna is capable of working over 3G and 4G systems. In
addition, a huge size reduction was achieved due to the
implementation of an embedded slot approach.

By examining all multiband antenna design in [8-12], it is
was concluded that none of the aforementioned antennas
operate over the existing 3G spectrum of 1900MHz,
together with both the lower and higher bands of
LTE700/2600MHz. Thus, in this work, a compact
multiband antenna is proposed based on a PIFA structure
covering the GSM1900MHz and LTE700/2600MHz. This
antenna structure has some similarities with the authors
‘previous work in [3, 12-13].In addition, this antenna is
integrated and allocation within the home device, where
results were checked and analyzed.
II. ANTENNA STRUCTURE AND CONCEPT
The configuration of the proposed multi-band antenna is
depicted in Fig.1. As it can be seen, the present antenna
design is based on a planar inverted F-shaped structure. A
shorting pin through the ground plane is used as feeding
technique within this work. A shoring post is also exploited
to mount the radiator over the ground plane, as well as to
improve the impedance matching by carefully selecting the
best distance between the short pin and feeding point. This
antenna along with its ground plane is made of copper with
thickness of 0.25mm. To accomplish the multi-band
features, the antenna surface is slotted as illustrated in Fig.1.
The slot has uniform width of 1mm. The full dimensions of
the top patch is stated in Fig.1.

Fig.2. Simulated S11 of the proposed antenna with and
without slot
III. OPTIMISATION AND ANALYSIS OF THE PROPOSED
ANTENNA
The antenna geometries need to be smartly studied and
chosen before coming up with the desired design. Thus, an
optimization analysis of the key and paramount parameters
was taking place. These parameters are the height of the
radiator over the ground plane, the distance between feeding
pin and shorting post, and lastly the length of the radiator.
These parameters are said to be the most sensitive that
hugely influence the whole antenna performance. Each
parameter was individually analyzed, while other antenna
parameters are kept unchanged as indicated in Fig.1. These
findings were generated by using the EM simulator of HFSS
[14].
A. The Impact of the Antenna Height (h)
The variations of the radiator height against the S11 are
depicted in Fig.3. The antenna height was varied over a
wide range from 5mm to 11mm, with an increment of 2mm.

Fig.1. the geometry of proposed antenna , Unit in mm
To effectively investigate the function of the slot over
the radiator surface, the calculated S11 of both version of
the present antenna with and without slot is studied and
presented in Fig.2. One can note that the antenna without
the inclusion of the uniform slot only operates at a single
band of UMTS2100MHz. However, as previously revealed
todays’ antennas due to the limited space within the portable
wireless devices, are required to cover the existing bands of
the 3G system along with the newly released bands of 4G.
Thus, after optimization, the shape of an effective slot was
set and etched on the antenna surface as indicted in Fig.2.
The proposed antenna along with the best shape and
optimum location of the slot was tested. The S11 of slotted
antenna shows a good impedance matching over the
targeted three bands of GSM1900MHz, and the lower and
higher bands of LTE700/2600MHz. This proves that, this

Fig.3. The variations of radiator height against the S11
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It is interesting to note, that the variation of antenna
height does not influence the bands of LTE700MHz and
GSM1900MHz, however, it affects the higher band of
LTE2600MHz. As the main objective of this work is to
have an antenna design covering both bands of
LTE700/2600MHz jointly with the existing GSM1900MHz,
the height of 7mm was chosen as the appropriate one; this
also brought another advantage of achieving a compact
antenna structure with only 7mm height above the antenna
PCB.
B. The Distance Between Feeding Pin and Shorting Post
(Q)
The effect of the gap between the feeding and shorting
posts is illustrated in Fig.4. By varying the distance from
12.2mm to 22.2mm, with 2mm step size, it mainly affects
the higher band of LTE, with neglected impact on the
GSM; while no changes realized over the lower band of
LTE. The distance size of 12.2mm was found to have the
result to accomplish the triple desired band within this
investigation.

Fig.5. The variations of radiator length against the S11
To profoundly understand the operation of the antenna,
the input impedance of the present design structure was
investigated and analysed. From Fig.6, one can observe that,
the proposed antenna demonstrates a reactance around 0
ohm, 1 ohm and -1 ohm over the desired bands of 700MHz,
1900MHz and 2600MHz, correspondingly, while the
resistance of the proposed antenna varied from 50 ohm at
the three above-mentioned bands. This verifies that, the
present antenna exhibits a perfect impedance matching over
the targeted bands.

Fig.4. The variations of feeding position against the S11
C. The Variation of the Antenna Length (L)
The length of the antenna was foreseen to be a sensitive
parameter on the antenna operation. The variation of the
antenna length changed from 11.5mm to 21.5mm as
indicated in Fig.5 When the length of the antenna was set to
15.5, 17.5 and 19.5 mm, the proposed antenna was not able
to cover the LTE700MHz and GSM1900MHz bands. In
addition, the antenna does not meet the LTE2600MHz
channel, when the length was fixed at 21.5mm. The length
of 11.5mm demonstrated a reasonable impedance match at
the lower and higher band of LTE, while an impedance
mismatching was clearly seen around the GSM standard.
The optimum length to address the triple targeted bands are
13.5mm. It also concludes that keeping the length of
antenna at 13.5mm, makes the antenna very suitable for
integration within any portable device.

Fig.6. The real and imaginary parts of the proposed design
IV. VALIDATION PROCESS
For validation purposes, both antenna versions with and
without an etched slot were fabricated and tested. The
prototypes of both versions are shown in Fig.7. It should be
noted that, the fabricated radiators together with antenna
PCB were made of a copper sheet with 0.2mm thinness.
The air with very low permittivity and height of 7mm was
considered as the substrate. The SMA connector was
soldered on the backside of the ground plane and then
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connected to the radiator via a hole in the ground plane as
seen in Fig.7.

The antenna efficiency and power gains are shown in
Fig.9. Power gain values range from 1.5dBi to 1.76dBi was
achieved over the lower band of LTE700MHz, while values
from 3dBi to 3.6dBi were realized at the band of
GSM1900MHz, and finally at the higher band of
LTE2600MHz, the gain value fluctuated between 3.6dBi to
3.85dBi as depicted in Fig.9,a. The efficiencies over the
three bands are in good agreement with the variation of gain
values. For example, at the band of LTE700MHz,
efficiencies from 64% to 70% were seen and from 80% to
90% were obtained at the GSM1900MHz, while at the
upper band of LTE2600MHz, the efficiencies vary from
81% to 91% as indicated in Fig.9,b.

a

b
Fig.7. The prototypes of antennas, (a) without slot , (b) with
slot
The measured S11 of the antenna with and without an
embedded slot is demonstrated in Fig.8. The same
observation in Fig.2 was also seen here in Fig.8. In other
word, the S11 of the un-slotted antenna displayed an
operation of a single band at the UMTS2100MHz.
However, once the effective approach of exploiting the slot
over the antenna surface was applied, the proposed design
can easily meet the three desired bands, with perfect
impedance matching. Comparing the calculated data in
Fig.2 with the measured one in Fig.8, it is said to be in good
agreement one with another.

a

b
Fig.9. Power gain and efficiency of the proposed antenna
The far-field results of the present PIFA design are
depicted in Fig.10. Two planes cuts, namely xz and yz
planes were considered over the triple desired bands.
Significantly, these radiation patterns are consistent over the
operating bands, in which omni-directional patterns were
accomplished. Thus, this is again an indication that, the
proposed design could be an attractive choice for use in
future portable wireless device.

Fig.8.Measured S11 of the proposed antenna with and without
slot
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xzplane700MHz

yzplane700MHz
Fig.11.Antennas Integrated in the home device box of Technicolor

The HFSS model of the home device of Technicolor along
with two identical versions of our 3G/4G antenna is
depicted in Fig.12. As can be noted that, the two radiators
were orthogonally placed and mounted over large the
ground plane of the home device.

xzplane1900MHz

yzplane1900MHz

Fig.12. The HFSS model of the home device box
xzplane2600MHz
yzplane2600MHz
Fig.10. Normalized antenna radiation patterns for two planes (left: xz, right: yz)
at 700MHz, 1900MHz and 2600MHz,
‘‘’ co-polarization, ‘‘-------’’ cross-polarization

V. ANTENNA INTEGRATION IN THE HOME DVICE
Fig.11. shows the home device provided by Technicolor,
several antennas were incorporated within the home
devices. Each antenna applied to sever different standard
and to operate over various services. Two identical versions
of our proposed antenna. i.e. (3G/4G antenna) were
integrated over different locations as seen in Fig.11.
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The S11 of the two integrated antennas in Fig. 13,
observed very close performance, that satisfies the triple
targeted bands allocated within this work. Moreover, the
S11 performance in Fig.13, agrees well with both the S11
simulated and measured ones (See Fig.2 and Fig.8 ) of the
antenna without the home device box. In addition, as both
antennas shared the same PCB, the isolation (S21) should be
examined. From Fig.13, it can been that the isolation
between both antenna elements are very high up to 19dBi,
25dBi and 28dBi, over the LTE700MHZ, GSM1900MHz
and LTE2600MHz, respectively. This assures that the
current flows from one antenna element to another may be
neglected and may not impair the whole system
performance.

[5]

[6]

[7]

[8]

[9]

[10]

Fig.13. The S11 of two integrated antennas in the home
device box

[11]

VI. CONCLUSION

[12]

A compact multi-band antenna has been presented,
fabricated and tested. The present antenna operates over the
existing GSM1900MHz and the newly released
LTE700/2600MHz. The embedded slot approach was very
effective to achieve both multi-band functionality as well as
antenna size reduction. The antenna outcomes in terms of
S11, input impedance, radiation patterns, power gain and
efficiency showed a stable performance. To prove that the
proposed antenna is suitable for portable wireless devices,
two antennas have been located inside the home device, that
showed similar S11 performance compared to the same
standalone antenna; the isolation between the two antenna
elements reached acceptable levels at the three bands.

[13]

[14]
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Upon signal detection and identification of the tag, the tag
reader then sends command signals to it. Responding to
commands from the reader, the tag sends out encoded data. This
data, which is sent out on a modulated frequency, is picked up
and decoded by the reader. As such, the reader sends not only
data but power via radio waves to the RFID tag as seen in Figure
1 [5].

Abstract—This

paper discusses the design and implementation of
an RFID-based access control system for use in a University
campus. This system’s design begins with the design of a powerefficient and cheap passive 125Khz RFID tags and reader antennae
using the HFSS software. The key antenna design goals are
miniaturization, power efficiency (passive RFID), linear
polarization and a narrow beam/gain width. The patch antenna is
then used as the driving component of the implemented access
control system by interfacing its reader module with an Arduino
Mega 2560 microcontroller which is linked to a door via a relay thus
granting only valid RFID Tags access to these doors while keeping
track of tags used to access the door. As such, a patch antenna is
used to control access to the door using Radio Frequency
Identification.

Keywords—patch antenna; Radio Frequency Identification; Access
Control; Passive

Fig. 1. Functionality of RFID tag and reader.

I INTRODUCTION
Security is a huge challenge faced by the American
University of Nigeria(AUN). Security being a multifaceted
problem can only be solved when fully understood. Security has
different facets that include: authentication, access control and
accountability. Using Radio Frequency Identification, these three
facets of security can be significantly addressed in the American
University of Nigeria. Implementing an access control system
based on the RFID technology would adequately breach the
aforementioned gaps in security. Firstly, authentication and
access control will be accomplished by comparing the Student ID
used on a door to a valid list of IDs for that door stored in
memory. Accountability will also be achieved by keeping a
digital log on those who attempted to have access to the door.
Radio Frequency Identification (RFID) is an automatic
identification technology that utilizes a tag, which may be passive
(no internal power) or active (internal battery power), to allow
encoded identification, location or other sensory data to be
transmitted to a tag reader, which decodes and processes the
information [1].
The RFID tag contains a microchip, a decoder and an antenna
that is used to communicate with the RFID reader. The RFID
reader is a radio scanner unit that generates a continuous
activation signal which when picked up by the tag prompts the
tag to read its identification.

Designing an RFID system with the right tag antenna gain
involves surgically matching the power transmission coefficient
and the power gain between the tag antenna and the microchip
within acceptable power sensitivity. This reflection coefficient is
the ratio of the difference and sum of the antenna and microchip
impedances given by:
S11 

(1)

Other factors to be considers in the design of the RFID
components are the backscatter levels, the read/write sensitivity,
the maximum distance between the tag and reader for effective
performance.
Thus, designing a patch antenna of minute size, with low
power usage and wide range of uses including access control is a
core motivation of this research.

II SYSTEM DESIGN
The design of the system can be broken down into two steps.
The first step focuses on the design of the patch antenna while
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Z a  Zb
Z a  Zb

the second focuses on linking the RFID components to the
Arduino microcontroller.
A. Antenna Design
Several factors come into play when designing a tag antenna
for a particular function. These factors are summarized in
Figure 2.
•Frequency
•Read/Write
Sensitivity
•Back Scatter
Level

Antenna
RF
Require
ments
Antenna
Physical
Require
ments
Antenn
a
Parame
ters

•Weight
•Height
•Environmental
Parameters

•
•
•
•
•

•Inductance
•Coupling

Fig. 2. Factors Considered when Designing the Tag Antenna

Figure 2 illustrates that three major sets of factors affect the
design of antenna. These include the Radio Frequency(RF) ,
physical and parameter requirements of the antenna[7,8]. The
RF requirements dictate the the frequency, the read and write
sensitivity of the tags as well as the backscatter level of the tag.
Back scatter defines the tag-reader communication whereby the
tags reflect the reader’s signal right back by modulating the
signal to transmit data. For this project, a frequency of 125KHz
was chose. Also, the physical requirements of the antenna are
considered given that the tag would be embedded in student ID
cards. Thus, the length, width and weight of the antenna of
choice are constrained. Finally, the antenna parameters such as
the inductance and coupling were key factors considered in the
design of the antenna.
Given there are several factors involved in the design of an
RFID tag, tags differ from each other based on the applications
they are designed for. As such, designing this antenna for an
access control system, three design questions had to be
addressed. These design questions are:
1.
2.
3.

Also, a frequency range of 125KHz was chosen because of the
low amount of power needed for broadcasting these signals
compared to much higher frequencies as well as the choice to
avoid interference with the higher frequency bands used to
transmit Wi-Fi signals (2.4GHz and 5.0GHz) as well as cellular
communication frequencies (900MHz and 1.8GHz). Finally,
the polarization pattern chosen for this pattern is linear
polarization in which the electric and magnetic fields move in
straight lines along their corresponding planes. This
polarization was chosen instead of circular polarization so as to
obtain a better gain parameter and thus a narrow beam width
that suits our specific area of application [9].
With the first series of design questions answered, the antenna
design process could move to the next phase, which involves
using the HFSS software.
The design process using the HFSS Software can be subdivided
into the following 5 steps:

What beam width would be used?
What Frequency Range would be used?
What polarization scheme would be used?

Model Design
Impedance Match
Optimize Design (Monte Carlo)
Verify Design & Review Radiation Pattern
Build Prototypes

With the Model Design, a geometric design of the antenna was
done in HFSS’ 3D modeling environment. The substrate
material (silver PET) and the geometric properties ground
planes were chosen. Also, the dimensions of the transmission
line gap were set. Figure 3 depicts the initial 3-D design of the
antenna.

Fig. 3. 3-D Modeling of Patch Antenna using HFSS

These questions were answered by a concise analysis of the
area of application of the antenna. Firstly, because students
would be required to perform swipes on a door to have access
in the access control system, the beam width of choice is a
narrow one because the reader has an accurate idea of where
the tag would be swipe.
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The next phase of the design process involved matching the
impedance of the tag antenna and the microchip. The
impedance matching is done with the HFSS software.
The Return loss which is the loss of power in the signal
returned/reflected by a discontinuity in a transmission line is an
important parameter in this phase of design. Return loss is
related to both standing wave ratio (SWR) and reflection
coefficient (Γ). Increasing return loss corresponds to a lower

SWR. Return loss is a measure of how well devices or lines are
matched. A match is good if the return loss is high. A high
return loss is desirable and results in a lower insertion loss [4].
The S11 parameter is a measure of the return loss that is given in
Equ. (1).

At the end of the optimization, the exact values of the antenna
parameters are gotten and as such, the next stage deals with
verifying the design and radiation patterns.

Fig. 4. Impedance Matching of Tag chip and Tag antenna.
Fig.7.Two Dimensional Radiation Pattern for Antenna

The next step in the design has to do with optimizing the
antenna parameters. The optimization is done within the set of
system constraints. This is done because there are many
parameters that eventually dictate the antenna’s functionality
and for this purpose, the Monte Carlo Algorithm is used to
“solve” for the optimal values using the HFSS solver.
Based on the optimization, the antenna parameters shown on
Table 1 were obtained.

From the Figure above, it can be seen that the High Power
Beam Width is 84 degrees. The Half-Power Beam Width
(HPBW) specifies the angular width within which the antenna
is most sensitive. This shows a narrow beam that is in line with
our design aims [8].

Fig.8.S11 Parameter Measurement for Antenna

The figure above shows power loss coefficient (S11) for the
antenna both in simulation and in real life. The S11 value gotten
from simulation is almost identical to the measured values
using 2 different methods the second being the scatter matrix
method which uses two ports for measurement. Once the
design is completed, the antenna design is exported as an ACIS
3D Modeler file that could then be printed and is ready for use.
Figure 9 shows the final design and the printed antenna.

Fig.5. Detailed Antenna Schematic

Wd
Ld
Wg
S

Table.1. Optimized Antenna Dimensions
15.8mm
w
90mm
l
2mm
d
0.8mm
g

3.6mm
20.8mm
1mm
1.9mm

Fig.9. Final Antenna Design

Figure 10 shows the system architecture and clearly illustrates
all the components of the system that interfaces with the

Fig.6.3D Radiation Pattern for Antenna
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Arduino Mega 2560. The Arduino mega microcontroller would
be powered via the universal serial port interface.

Fig.10. System Architecture

From figure 10, it can be seen that the Microcontroller has been
interfaced with both the RFID reader, the LEDs and the door
lock.
The next design step involves writing software that dictates the
operation of the Arduino. The flow chart of the control
software is shown on Figure 11.

In Stand-by Mode, only the amber LED is flashed on to indicate
the system is powered on:
When a wrong card is used on system, the red LED is flashed on
alongside an amber LED:
When a valid card is used on system, the green LED is flashed on
alongside an amber LED:
UNIQUENESS OF THE SYSTEM:
The area of application for RFID systems usually drives the
design criteria of the antenna being used. In addition to the
application based differences of this design, this system differs
from other IEEE devices in the following areas:
The number of dead spots are reduced significantly because of the
combination of polarization and the ultra narrow beam width.
Also, most RFID tags are susceptible to Electrostatic
Discharge(ESD). This is the process whereby currents flow from
a high potential area to a low potential area. ESD occurs in RFID
tags as a result of triboelectric charging gradually destroying tags.
To solve this problem, these charges aren’t allowed to build up by
providing a neutral, separated base where the charges flow
without affecting the antenna. The insulating material is then
connected to this material.
Finally, metallic movable plates could be provided to act as an
RFID shield in highly sensitive areas of application [1,2,3].
III CONCLUSION AND FUTURE WORK
This system shows the art of antenna design and shows how the
intended application of an RFID system plays a role in the design
parameters of the antenna being used. In this project, we have
designed a 125KHz cheap and power efficient RFID access
control system using the HFSS software. This system would
improve the security in AUN while reducing the inconvenience of
moving about the AUN campus with keys. This access control
system would boost up AUN’s security by improving the areas of
authorization, authentication and access control [15].
Access
Control

Fig.11. Flow Control Diagram for Access Control System

The control software functions as follows:
In its initial state, the system waits for a card swipe to occur.
When a swipe occurs, the swipe ID number is stored in the
EEPROM of the microcontroller. The EEPROM is chosen
because it doesn’t lose its content on power loss. If a valid card
is used for the swipe, a green LED is flashed on, voltage is sent
to the relay, which opens the door for 10 seconds after which
the door is closed. If a wrong card is used for the swipe, a red
LED is flashed on and the door remains locked.
RESULTS:
The final system, which resulted from interfacing the RFID
components with the Arduino perfectly met the design objectives.
Only authorized tags would open specific doors and the system
recorded every tag used on it.
Moreover, Light emitting diodes (LEDs) were used for every
system state.
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Authentica Accountabi
tion
lity

Fig.12.Areas of Security tackled by Access Control System

RFID systems can also be used for other purposes other than
security. These include tracking, inventory management and at
supermarket checkouts. The standout feature of any RFID system
is it’s non contact nature and this make RFID the real deal in
today’s identification technology market. System Limitations and
Future Work:
Some work could be done to improve this system. Firstly, a web
interface would be developed via which periodic backups will be
done to save the user log saved in the EEPROM which contains
details of the Tag used on every door and the time when that tag
was used. Also, the RFID system could be tied with biometric

information to ensure that the individual using the ID card is the
rightful owner of the card. This would require more memory but
will significantly improve the security offered by the system.
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change of system eigenvalues implies a change of system
structure. A structure may have properties such as being
stable or unstable, fast/sluggish response, insensitivity to all
inputs including disturbances [2] .Thus the strategy of variable
structure control is to provide the system with a means of
switching from one structure to another with a view to
exploiting the useful properties available in both structures.

Abstract-This paper demonstrates structural changes in variable
structure control. A second order open loop unstable system was
used as an illustrative example to demonstrate the structural
changes; the system has real, positive open loop eigenvalues. A
change of system eigenvalues implies a change of system structure.
A structure may have properties such as being stable or unstable,
fast/sluggish response, and insensitive to all inputs including
disturbances. Thus the strategy of variable structure control is to
provide the system with a means of switching from one structure to
another with a view to exploiting the useful properties available in
both structures. The bonus is that it is possible to arrive at a
completely different lower order-structure which is totally
insensitive to disturbances and internal parameter uncertainties.

II VARIABLE STRUCTURE THEORY
The basic idea of Variable Structure Control (VSC) is
for the system to change structure at certain instants, so as to
combine the useful properties of each of the structures
possible creation of new properties not present in any of the
structures [3]. An advantage of this is a very good
performance which includes insensitivity to parameter
variations and rejection of disturbances.

Keywords— variable structure control ;state space approach;
positive open loop eigenvalues.

I INTRODUCTION

In the sliding mode, the motion of a system’s
representative point in the phase plane is constrained to remain
on the line. Taking into account the definition of phase
variables for a second order system in the phase variable
canonical form, the sliding mode is characterized by the
equation (1) [4].

A variable structure system employs structural change in
order to exploit the useful properties derivable from a given
set of structures of the system or even make a stable
structure from combination of two unstable structures. The
basics of variable structure approach can simply be explained
by contrasting it with the linear state regulator design for the
single input system.

c1 x1  x1  0

To illustrate the basics of variable structure systems, it is
intuitive to consider a second order system whose states are
phase variables. Phase variables are defined such that one of
the states (usually x2) is the derivative of the other (usually x1).
A phase portrait is one where x2 (velocity) is the vertical axis
and x1(displacement) is the horizontal axis. The curve
describing the state's representative point (x1, x2) in the phase
plane with time as the running parameter is known as a phase
trajectory [1].

or
x1  c1 x1

(1)

Equation (1) determines the behaviour of the system in the
sliding mode [4]. Thus the second order system’s dynamics
have been reduced to first order dynamics, which is one of the
advantageous properties of the sliding mode and it also shows
that the behaviour depends on the parameter c1(selected to be
positive in order to ensure a stable sliding mode and also its
value prescribes the desired speed of the sliding mode).

Thus a phase portrait characterizes a "structure" of a
system which is essentially determined by its eigenvalues. A
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In general, in the sliding mode the order of the system is
reduced by one [4-6]. Solution of equation (1.1) yields

x1  t   x1  t  tr 
e

  t  tr c1

In state space approach a system is characterized by a set
of first-order differential or differences equations that describe
its "state" variables. System analysis and design can be
accomplished by solving the set of first-order equations. In the
state space approach a single-input, single output (SISO)
controlled plant is described as [11, 12]

(2)

Where tr is the time taken for the state representative point
to reach the switching line defined by equation (1). Clearly,
if y = x1 then when sliding, the controlled output is
independent of system parameters and disturbances.
A variable structure system employs structural changes in
order to exploit the useful properties derivable from a
given set of structures of the system or even make a stable
structure from a combination of two unstable structures.
Consider a second order single input single output (SISO)
dynamic system described by: [7, 8]

x  Ax  bu
y  x1

x  Ax  Bu
y  Cx
where

x is the state vector,
y is the output (controlled) variable,
A is the system matrix,
B is the input vector,
C is the output vector.
The plant's transfer function is then obtained by

(3)

Y  s
1
 C  sI  A B
U  s

Where

0 1 
A

  a o  a1 

(10)

0
b 
1 



CAdj  sI  A

(11)

sI  A

The state feedback control law is

u  kT x

(4)

Thus the eigen values of matrix A are also the poles of the
plant. These poles determine the stability of the plant as well
as its speed of response. Specifically, an eigen value with a
positive real part corresponds to an unstable mode of the plant
[12]. In modern control, the structure of the state feedback law
is given by

Where kT= [k1 k2] is the vector of feedback gains which
switch between a fixed set of values in accordance with a
given logic on a switching plane defined by:

s  cT x  0

(5)

Where cT = [c1 1] and c1 > 0 is a constant which is
selected to prescribe the speed of response[1]. The problem
of variable structure controller design is that of finding the
values of feedback vector k which guarantee sliding along
the switching line defined by equation (5). The condition for
sliding is given by [9, 10].

ss  0

(12)
u  Kx
Where K is a vector of constant parameters. The closed-loop
system becomes

(6)

(7)

s  cT  Ax  bu 

(8)

ss  scT  Ax  bu 

(9)

(13)

y  Cx

(14)

p  A  KB

(15)

Where

This follows directly from differentiation of equation
(5). Substituting for x yields on the switching line the
system which satisfies

s  cT x

x  px

Conventionally fixed control vector K is used to assign
prescribed closed loop eigen values or to ensure that the closed
loop system performs optimally with respect to a selected
performance index and within existing constraints [13, 14].
However, in a variable structure system, vector k is not fixed,
rather it switches between a set of fixed values in order to
achieve a given control objective satisfactorily [3, 4, 6, 15, 16]

So that,
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positive real parts. Suppose that the switching logic is
provided for changing from structure I to II and vice versa on
the line y 0  1 and on the line y  x 2   0.2 x1 (that is
stable trajectory of structure II). The two lines mark the
boundaries of the two structures as illustrated in figure 3.

III ILLUSTRATIVE EXAMPLE
A variable structure system employs structural change in
order to exploit the useful properties derivable from a given set
of structures of the system or even make a stable structure
from a combination of two unstable structures [6]. This work
presents an example to verify the performance of a designed
controller for second order open loop unstable system whose
free motion is described by [16].

y

0 1 
0
and B  
A

  1 2
1 
The continuous system is discretized using zero order hold
(ZOH) with a sampling period of 0.3sec to get

 0.944901 0.404958 0.0550988
|

AZ=  0.404958 1.75482
0.404958 
c 1 0

Fig.2. Phase Portrait of Structure I

By using poles placement, the two poles at (0.2, 0.9)
yielded state feedback gains kT = [-0.346412, 3.99747]
whose response as depicted in figure (1) is an unstable
system.
Figure 2 shows the phase portrait with consideration to the
control law as in equation (1.4), where kT is the control
gain capable of taking on two different values resulting in
different system structure. Let k+ > 0 and k- < 0. For
structure I, the closed loop eigen value is given by

1I  0.2 and 2I  0.9 , thus the structure is not stable
since two of the real eigen values are positive. The gain at
k  [0.346, 3.99747] such that x2  0.2 x1
happens to be the only stable trajectory of the structure.

Fig. 3.Phase Portrait of Structure II
Where the linear structure corresponds to negative and
positive feedback equal to either   0 or   , both
structures are unstable. On reaching the line x2   x1 which
is the boundary between the two structures and it corresponds
to a trajectory directed towards origin. Consider a situation
such that switching logic is provided for the control gain to
change, the switching is within s  [1, 0, 1] :

Fig. 1. Unstable System Response
And for structure II, k  [5.04569, 4.49851] , the closed
loop system has complex eigen values

II
1,2
 0.3  0.5i

Fig. 4. Switching Controller

however, these are unstable since the eigen values have
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The effect of switching control gain k1 is to constrain the
stable representative point to remain on the line s  0
which in this case results in a motion towards the surface of
the phase plane.

2
k
2

if

sx1  0

if

sx1  0

IV CONCLUSION
Simulation results had shown how to demonstrate the
structural changes from structure I to Structure II so as to
combine the useful properties of each of the structures with
possible creation of new properties not present in any of the
structures. It was also observed that the chattering or rate of
switching along the surface is negligible.

(16)
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Abstract — This paper discusses the design of an
electronic stethoscope which is used to listen to the heart
and lung sounds. The sounds are captured from the surface
of the skin, after which they are filtered and amplified to
enable the signal level to exceed the audible threshold. A
loudspeaker is used to clearly listen to the processed
signals. The signals are sampled, digitised and then
analysed using the Fourier Transform to obtain the time
and frequency characteristics. The real-time display of the
Phonocardiogram (PCG) is provided alongside the
calculation of the heart rate. The design of the electronic
stethoscope is user friendly and makes the auscultation
experience pleasant and worthwhile.
Keywords— Electronic Stethoscope; Fourier Transform;
Real-time; Phonocardiogram; Auscultation
I. INTRODUCTION
The main aim of this project is to research, design and
systematically develop an electronic stethoscope which will
allow healthcare professionals to be able to capture, amplify
and process sounds generated by the heart and lungs and to
analyse and visualise the signal through advanced digital signal
processing techniques. The system aims to filter low frequency
sounds to optimise hearing by listening to the heart and lung
sounds via a loudspeaker, this gives medical personnel the
advantage of not missing important sounds due to the low
amplitude of the signals.
Auscultation is still widely regarded as one of the most
popular practices adopted by medical professionals for
diagnosing diseases related to circulatory, respiratory, and
gastrointestinal systems. Auscultation is also known as ‘the art
of listening to the heart and lung sounds’. The device used for
auscultation is known as the stethoscope and has been around
since the early 1800s [1][2].
Due to advancements in technology, requests have been
made to drop the iconic stethoscope in favour of newer
methods such as ultrasound imaging and Doppler techniques
[3]. There are many situations where the traditional
stethoscope is still more than capable of doing its job, a few of

these include: assessing pregnant women, declaring a patient
dead, measuring blood pressure, identifying murmurs, and
detecting heart problems [4]. Since the stethoscope is easy to
use and remains affordable, it may be a while before it
becomes obsolete [5].
Despite its huge popularity, there are some difficulties
associated with carrying out auscultation. The heart sounds
have very low frequency, small movements in the stethoscope
chest piece causes large amounts of noise to be generated,
which means the examiner must have a sensitive sense of
hearing. Heart activity occurs at a swift pace so a lack of
concentration can lead to missing vital information related to
the heart activity and thus an incorrect diagnosis [6].
The stethoscope is a single purpose device, so only one
person can listen from it at a time, this is an issue when
training junior doctors since they are unable to hear the sounds
live, instead they must listen to recorded versions, meaning
they can’t correlate between the positioning of the stethoscope
and sound levels [7].
An electronic stethoscope can overcome the low sound
levels by amplifying the sounds below the threshold, the use of
specialised filters limits the bandwidth by filtering out
frequencies that are not within the required range. A
loudspeaker at the output allows the sound to be heard clearly
in real time [7][8]. Devices such as Arduinos allow for signals
to be sampled and software engineering tools such as Matlab
allow the implementation of phonocardiography which
provides detailed analysis of the audio signal through a
Graphical User Interface (GUI). Fourier Transform techniques
provide more in depth understanding which can be useful in
the diagnosis process [9]. Therefore, the integration of
electronic stethoscopes into the medical industry is a necessity
since it increases efficiency and allows vital sounds to be
captured, stored and played back.
With the advancement of technology, biomedical
engineering tools are more common; however, physicians and
doctors are lacking the sophisticated tools that would enable
them to perform auscultation with ease [10]. Therefore, an
engineering solution was developed in the form of an
electronic stethoscope. Section II provides an explanation of
the methodology. Section III includes the tests performed to

978-1-5090-4815-1/17/$31.00 ©2017 IEEE
324

verify the design and achieve the desired functionality
alongside a discussion of the results obtained. Lastly,
conclusions are presented in Section IV.

means of filtering and amplification, after which it is sampled,
digitised and then transmitted to a central station for analysis.

II. METHODOLOGY
Utilising electronic stethoscopes for auscultation requires
practice, but with recurring exposure any physician can learn
to utilise the device and appreciate the method by which sound
is obtained. Due to sounds being transmitted electronically, it
allows electronic stethoscopes to provide features such as
serial data output, wireless transmission, audio and recording
sound clips [11].
The system design includes a high quality Littmann chest
piece which is used to pick up the body sounds from the
surface of the skin which then feeds into a microphone sensor
for conversion to electrical signals. The MEMS sensor
provides pre-amplification to increase the amplitude of the
signal and the encasing of the sensor protects it from external
interferences. In addition, filtering the signal reduces noise and
further amplification brings the sound to an audible level
which can be heard from a speaker. Moreover, the signal is
sampled and digitised using an Arduino Due and the acquired
data is analysed in Matlab. Fourier transform techniques have
been adopted to provide time and frequency analysis of the
data. A phonocardiogram, which is a graphical representation
of the heart sounds is provided in real-time alongside the
calculated heart rate in beats per minute [12]. The
functionalities of the system make it ideal for training purposes
and for usage in clinical environments.

Figure 1. A block diagram overview of the system

Phonocardiogram is a representation of the heart and lung
sounds over time in graphical format. The heart rate was
calculated by detecting the dominant peaks both in real-time
and non-real time. The Fast Fourier Transform (FFT) provides
the frequency components of the time signal of the heart
sounds by transformation from the time domain to the
frequency domain [14].
The circuit was designed using the Proteus software.
Before designing the PCB, the circuit was constructed and
examined on a breadboard. First the schematic was designed
and then the PCB layout was created. The design includes a 3
pin header to connect to the microphone sensor which is used
to capture the heart sounds. The chest piece with the
microphone sensor is coupled to the 4th order Butterworth
bandpass filter, this is a combination of a high-pass filter with
a low-pass filter. The filter is based on the sallen-key topology
with the LM741 op-amp used [15].
Filtering limits the bandwidth of the signal with the aim to
avoid aliasing and only capture the signal of interest. The
output of the filter is fed into the TDA2003 power amplifier
which increases the amplitude of the signal in order to make
the sounds audible. It also provides a DC offset which is
beneficial for processing the signal through the Arduino. A
potentiometer is included which controls the gain of the circuit.
The 3D modelling tool in Proteus was extremely useful since it
could be used to confirm if the correct component package was
used. Many test points were included on the circuit for ease of
taking measurements.

Figure 2. Schematic Design for Signal Conditioning Circuit

Designing an electronic stethoscope requires advanced
circuitry that is capable of capturing the very low frequency
heart sounds, filtering the unwanted frequencies for noise
reduction, amplifying the signal to a satisfactory level and then
listening to the sounds via a speaker [13]. A small sensitive
microphone sensor is used as the input which captures sounds
as low as 10 Hz, this signal then undergoes conditioning by

The output of the audio amplifier is sent to another circuit
which monitors the gain of the amplifier and alerts through an
LED whether or not clipping is occurring [16]. An Arduino
Due was used to sample and digitise the raw analog data which
was then used for further analysis. The highest frequency of
interest from the circuit is 150 Hz, so whilst bearing in mind
the Nyquist theorem, 500 Hz was chosen as the sampling
frequency which is equivalent to a sampling time of 2 ms. The
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heart sounds and mains noise was amplified which means the
signal cannot be separated from the noise since it is
uncorrelated [18].

cool-term software was used to capture the data to a text file
which was then analysed and further processed using Matlab.
The text file was converted to .wav using audio processing
techniques.

Figure 5. Dominant Frequency Harmonics of the Heart Sounds
Figure 3. Schematic Design for Clipping Indicator Circuit

Table 1. Calculated Frequency Response Values

III. TESTING, RESULTS AND DISCUSSION

Input Freq.
(Hz)
20
50
100
150
200
250
300
400
500
1000

Testing was divided into two sections; hardware and
software. Many tests were performed to verify the design,
whereas other tests were performed due to faults in the system.

Gain (dB)
40.00
41.94
41.94
39.78
35.56
32.04
28.79
23.52
19.08
6.02

Input p-p
(mV)
20
20
20
20
20
20
20
20
20
20

Output p-p
(mV)
2000
2500
2500
1950
1200
800
550
300
180
40

Frequency Response
50
Gain (dB)

40
30
20
10
0
10

100

1000

Input Frequency (Hz)
Figure 6. Frequency Response of Analog Circuit
Figure 4. Fourier Transform of the captured data

The data from the text file was analysed in Matlab to obtain
the time and frequency characteristics using the Fourier
Transform [17]. The six strongest frequency harmonics from
the Fourier Transform were analysed which is why the phase
spectrum was included in figure 4. Although the harmonics
did not sound like the original heart sounds, they had a small
similarity. The heart sounds are surrounding 50 Hz and mains
noise was present from the power supply, therefore, both the
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Using a signal generator as the input to the circuit, the
frequency characteristics of the filter was examined. A signal
of 20mV was applied to the input and the frequency was varied
from 20 Hz – 1000 Hz to observe the amplitude of the signal at
the frequency cut-off points [19].
The gain can be seen to be highest within the bandwidth
and the data shows that there is approximately a 3dB drop at
the 150 Hz cut-off frequency. This shows that the
implementation of the 4th order Butterworth bandpass filter

The lung sounds in figure 8 shows the amplitude increasing
during inspiration, when exhaling the amplitude decreases. The
reason for hearing the lung sounds is because most of the
power from the lung sounds is within the same frequency
range as the heart sounds [23].
The phonocardiogram data was plotted in real-time by
using Matlab to interface with the Arduino. Matlab could read
the voltage level on an analog pin of the Arduino and
subsequently plot the data [24]. The heart rate was calculated
by counting the dominant peaks that existed in the data and
then averaging the result over time to provide a reading in
Beats Per Minute (BPM). User interface controls are included
on the figure to display the BPM reading and easily exit the
program. Figure 10 shows the an image of the complete
hardware system implemented in this project.

correctly attenuates the higher frequency signals. The values of
the amplitudes (peak-to-peak) of the input and output data
shows that the signal is being amplified.
The input to the circuit at the sensor and the output of the
circuit at the audio amplifier was measured on an oscilloscope.
The output in figure 7 (green waveform @ 2.00V/div)
represents amplification of the low frequency sounds from the
input microphone (yellow waveform @ 200mV/div). The
peaks correlate to the beating of the heart which represents the
S1 and S2 sounds and are also known as lub-dub. The signal in
between the heart sounds is due to the relaxation of the heart
(diastole) and contraction of the heart (systole), this is a phase
in the cardiac cycle, also known as the sequence of events that
occur with each heartbeat [20-22].

Figure 7. Amplification of the Heart Sounds
Figure 7. Full System

IV. CONCLUSION
In conclusion, the system worked fully and conformed to
the original specifications. The electronic stethoscope designed
and developed provides doctors with the correct tools to hear
subaudible sounds and murmurs, hence improving their
diagnosis. The system was separated into two main
components; hardware and software. The hardware side was
used for data acquisition and the software side was used to post
process the data for further analysis. The electronic
stethoscope was able to filter background noise and amplify
the heart and lung sounds so that they could clearly be heard
from the loudspeaker. The data was accurately sampled,
captured and further processed to obtain the characteristics of
the signal and the phonocardiogram was displayed alongside
the heart rate being calculated.
Since the sensor is connected to the circuit with wires, it
limits flexibility whilst taking measurements. Another
limitation is that noise exists from the power supply which is
not differentiated from the signal.
To improve the system further, a battery could be used to
power the circuits which will provide a truly standalone system
to be used on the go. A wireless transceiver such as Bluetooth
or Zigbee can be incorporated in the design to transmit signals
wirelessly from the sensor to the signal conditioning circuit,
this will allow patients to be examined at a distance [25].

Figure 8. Lung Sounds during Inspiration

Figure 9. Real-time plot of the Heart Sounds
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Developing a smartphone app will allow the data to be
wirelessly displayed on a mobile device as opposed to
computer software such as Matlab.

analysis - practices, trends and challenges: A critical review,” 2015
International Conference and Workshop on Computing and
Communication (IEMCON), 2015.
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demand. As the 4G chapter closes, new disruptive networking
paradigms are needed to secure the 5G market and foster
growth for the future. Certain technology trends, properties and
offered services have been widely accepted to form part of the
highly anticipated 5G [1], [2]. 5G stakeholders are unanimous
that densification of mobile networks is the way forward for
5G, catering for providing hot spot islands of very high speed
data. A step towards this vision in legacy 4G networks is the
current adoption of multi-tier heterogeneous network,
including macro, pico and metro-cells, C-RAN services to
provide coordinated scheduling exploiting the notion of remote
radio units (RRUs), and device-to-device communications for
traffic offloading and proximity based services [2].
Additionally, cooperation and network virtualization are
expected to play main roles in 5G systems [2]. However, the
technology roadmap for 5G will persevere with small cells, as
the most effective deployment for delivering ubiquitous 5G
services in a cost-effective and energy-efficient manner.

Abstract— SECRET is a collaborative European Training
Network (ETN) committed to create an excellent educational
training platform for Early Stage Researchers (ESRs) in the field
of wireless communications and networking for 5G. The project
is recently funded by the European Commission under the H2020
research and innovation program, through the Marie Curie
People Program.
This project targets to narrow the gap between current
networking technologies and the foreseen requirements of future
2020 networking, through the recruitment and training of 17
ESRs. SECRET aims to strike a note by delivering higher
capacity, ability to support more users, and lowering the cost per
bit by adopting technology trends widely accepted to form part of
the 5G roadmap, through the deployment of new disruptive
“femtocell” type cells on demand, to what we refer to as mobile
small cells. This will be complemented by a wireless high-speed
fronthaul to bridge the small cell network to the core. Moreover,
novel techniques will be investigated, including “network
coding”, “cooperation”, and “energy-aware smart front-end”.
Additionally, due to the confidential information that will be
communicated over in future networks, a lightweight security
framework built on secure network coding will be proposed.

In this context, SECRET targets to design, implement and
showcase a new networking topology that delivers ubiquitous
mobile small cell access to support future emerging broadband
services. This proposal aims to narrow the gap between current
networking technologies and the foreseen requirements of
future 2020 networking and beyond, providing higher network
capacity, ability to support more users, lower cost per bit, better
energy efficiency, and finally provide a flexible multiple access
architecture to support the foreseen services and devices
(Internet of Things (IoT), e-Health, and mission critical
services [3], among others).

Keywords—Horizon 2020; Marie Curie Actions; Small Cells;
5G; Network Coding; Antennas; Power Amplifiers; Security;

I.

INTRODUCTION

The foreseen increase in the number of connected mobile
devices coupled with the ever more stringent QoS (Quality of
Service) requirements of emerging broadband services, means
that employing today’s 4G wireless technologies and strategies
for network expansion will fail to deliver competitive user
tariffs as the transmission cost per bit is set to rocket. Buying
more spectrum or infrastructure to accommodate extra users
will no longer solve the issue of operators meeting customer

This paper presents an overview of the ITN-SECRET
project [4], highlighting the motivation behind it, along with its
vision, objectives, and research methodologies. The paper also
introduces the innovative training program of the project.
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Fig. 1. Mobile small cells scenario

II.

SECRET VISION AND OBJECTIVES

10, while providing higher data rates, higher capacity and
ubiquitous service through reduced-cost solutions.

A. Overall vision
The SECRET project builds on technology trends, widely
accepted to form part of 5G, by providing a virtual cooperative
wireless network of small cells. SECRET plans to go beyond
the current vision of small cell densification of 5G by
proposing a disruptive new “femto-cell” like paradigms,
referred to as “Mobile Small Cells”, where end-users play the
role of prosumers of wireless connectivity. Another dimension
of innovation of SECRET training program is the provision of
wireless front-haul to provide high-speed reduced-cost energyefficient connectivity to mobile small cells.

It is worth mentioning here that the main objective of the
SECRET Network is the training of early stage researchers
(ESRs); hence, all efforts and allocated budgets will be
dedicated towards this goal. To train ESRs and prepare them
ready for a career in the field of the next generation of mobile
communications (specifically 5G), those researchers need a
solid understanding of multidisciplinary research fields,
covering protocol design, optimization algorithms, cross-layer
design, etc., at the different layers of the protocol stack. We
believe that it is hard for any advanced academic courses to
cover all those topics; hence ITN-SECRET plans to provide
ESRs with training in all those fields, along with some courses
to cover soft and communication skills.

To this end, SECRET aims at researching ubiquitous
mobile small cell access based on exploiting disruptive
technologies such as “network coding” and “cooperation” in
synergy with a “security framework” and “energy-aware smart
front-end”. These small cell hotspots will form a wireless
network of mobile small cells, so that prosumers at the cell
edge, or in low coverage areas can have access to high speed
networking. The envisioned scenario is shown in Fig. 1. This
opens up new research challenges in terms of investigating new
networking topologies, architectures, and transceivers that can
provide a “stable connection” during the session, and attain the
desired trade-off between energy saving and cell throughput
capability, whilst still maintaining QoS. The mobile small cells
will be set up against a backdrop of HetNets, where we
consider other small cells (such as femto, or pico) and
heterogeneous cells that include WiFi hotspots, among others.
The dense deployment of these cells and their coexistence are
all new research challenges to be considered in SECRET.

B. Research Objectives
In more detail: the SECRET project will train 13 ESRs,
targeting various technical research objectives:
1) New radio architectures based on mobile small cells
targeting reduced-cost, high-speed and energy-efficient
connectivity on demand: SECRET envisages a series of
mobile small cells covering the urban landscape, which are
virtual in nature since they can be set up on demand at any
place, at any time, on any device which are coordinated by
SECRET enabled mobile handsets. These mobile small cell
hotspots, from the end-user perspective, are the vehicle for
enabling a plethora of 5G broadband services at low cost with
reduced impact on mobile battery lifetime.
2) Network Coded Cooperation for mobile small cells to
ensure high error resiliency and efficient spectrum usage: In
this emerging heterogeneous networking environment, two
communications technologies are playing a prominent role:
cooperation, and small cells. The interplay between these can
provide an architecture for the mobile cell concept, and
provide a footing for the energy and throughput gain required
for 5G networks and services. Therefore, a key objective is to
address the interplay between network coding and cooperation

The SECRET project will help current mobile standards to
move from the classical non-cooperative paradigm towards a
more cooperative approach which is more user-network
centric, where the resources of all devices are seen as a “pool
of resources” to be used by the network as a vehicle for
effective use of the mobile network leading towards enhanced
spectral and energy efficiency. Indeed, SECRET represents a
unique opportunity to break the femto-barrier and the potential
to reduce the energy consumption in the network by a factor of
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III.

adopting an interdisciplinary design approach towards
Network Coded Cooperative (NCC) networks to harness the
complementary merits of both technologies, whilst
overcoming their main limitations.

RESEARCH METHODOLOGY AND INNOVATION

A. Technical approach
The training program constitutes seven workpackages
(WPs): one WP devoted to management, one WP dedicated to
training, one WP devoted to dissemination and four technical
WPs (WP2–WP5). In a nutshell, the technical WPs are
designed to implement all the project objectives in terms of
training, and provide as a tangible output a demonstrator to
validate the proof-of-concept of using mobile small cells for
5G services. The methodology adopted in each technical WP is
as follows:

3) Secure networking coding for mobile small cells:
Security has become an important issue that needs to be
addressed in an era where cybercrime is a recurring theme in
our internet highways. These types of events are foreseen in
SECRET scenarios, since confidential information will be
communicated via the mobile small cell network, and relayed
through high speed network-coded cooperative connectivity
using foreign relaying nodes. Therefore, a framework
including secure network coding solutions will be addressed;

1) WP2: Network-Coded Cooperation for Mobile Small
Cells and Coexistence: WP2 foresees the analysis, design and
optimization of network coded cooperative (NCC) networks to
deliver disruptive radio networking topologies to emulate
mobile small cells to provide femtocell-like services on the
move. To promote the take-up of this technology, WP2 also
examines how these cells can coexist in a HetNet environment
which is deemed pivotal to the evolution of 5G; these small
cells are not only LTE based, but is technology agnostic such
that 5G technologies can be easily adopted once standardised
and additionally could encompass WiFi hotspots among
others.
Innovation: To support reliability, throughput, coverage,
and coexistence requirements of 5G wireless systems in a costeffective and energy-efficient manner, SECRET will
investigate three fundamental issues:

4) Energy efficient and multi-standard RF front-end for
next generation multihoming: Next generation handsets will
need to be green or in other words “energy aware”, so as to
support future emerging smart services that are likely to be
bandwidth hungry, as well as to support multi-mode operation
(5G, LTE, LTE-A, HSDPA, 3G among others) in HetNet
environments. SECRET will address the RF front end and
propose a multi-standard flexible transceivers considering
power consumption as a key design metric. This will include
investigating RF building blocks such as energy efficient
power amplifiers (PAs) and antenna techniques, and tuneable
RF bandpass filter design;
5) Enabling mobile Small Cells and Network
virtualization: Finally, we aim to provide a small cell test-bed
implementation emulating a 5G system, which will act as a
vehicle for promoting collaborative ESR research projects,
since key algorithms can be tested and optimised here.

- Analysis, design, and optimization of NCC communications
for mobile small cells. In published work [6], [7], it is shown
that the most challenging design problem of NCC
communications is to develop relaying protocols and network
codes that can guarantee good end-to-end performance
without sacrificing the throughput; however the optimum
trade-off is still unknown. Published literature considers only
a single relay [7] or only binary modulations [6]. In
SECRET, we go beyond these preliminary efforts with the
aim of analyzing the performance and proposing new
solutions for arbitrary network topologies and transmissions
technologies. It will be a major advance to analyze random
relay deployments, which has never been addressed before.

C. Partners
We understand that the success of any collaborative project
heavily relies on the correct choice of partners; hence the
partners of ITN-SECRET were carefully chosen to satisfy all
the required expertise in a multidisciplinary consortium. The
SECRET project will benefit from the productive collaboration
of 8 European partners, in 5 different countries, including 3
universities, 1 research center, 2 companies, and 2
small/medium enterprises (SMEs). The partners of the ITNSECRET are:
1) Instituto de Telecomunicações, Aveiro, Portugal
2) Technische Universitat Dresden, Dresden, Germany
3) University of Bradford, Bradford, United Kingdom
4) University of Patras, Greece,
5) Huawei Technologies, Finland
6) Acticom GmbH, Berlin, Germany
7) SARAS Technology Limited, Leeds, United Kingdom
8) PROEF GPS, Porto, Portugal
The successful collaboration of the partners is guaranteed
harnessing on previous cooperation between partners in
previous EU collaborative projects, and the experience of the
coordinators in participating in a successfully led ETN, such as
ITN-GREENET [5].

- Analysis, design, and optimization of small cell overlay
deployment for HetNets. In the literature [8], [9], it is shown
that the performance and design of small cell overlay
networks depend critically on the spatial configurations of the
small cells, and that new methodologies and metrics must be
introduced for the optimization of such systems. In SECRET,
we propose to leverage the application of Stochastic
Geometry [10] to design these networks in a practical and
cost-effective way. In particular, we will analytically study
error performance, throughput, and coverage of small celloverlaid 5G systems, and will propose new transceiver
designs, cell association mechanisms and mobility
approaches for better coverage, reliability, seamless handover
and service continuity.
- Finally, to realize the challenging expectations of 5G
systems, we will study and design NCC communications
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protocols that can coexist and contend with macro-cells,
femto-cells and small cells for improving reliability, rate,
coverage, and better utilization of available resources, i.e.
spectrum/energy. The analysis of relay networks in the
presence of femto-cells interference has been very recently
considered [11], [12]. However, a single relay with known
fixed location was considered and no network coding was
investigated. In SECRET, we will consider general network
topologies (with random relay locations) and transmission
technologies. This research problem has never been tackled.

3) WP4: Green RF for 5G Handsets: WP4 addresses
energy efficient multi-mode RF front-end for next generation
handsets. The key tasks will deal with techniques and
implementation of functional entities, so as to minimize the
carbon footprint in mobile handsets. The work will address the
RF front end in handset devices and investigate multi-standard
flexible transceivers (RF and baseband) considering power
consumption as a key metric. Moreover, this includes
strategies for optimizing the RF front end / antenna matching
for higher energy efficiency, efficient PAs and antenna
techniques to improve energy efficiency with limited
complexity.

2) WP3: Secure Network Coding for Trustworthy Mobile
Small Cells: WP3 studies network coding security of next
generation small cells, incorporating a “Network Coding
overlay”. Given that we employ network coding to form new
energy efficient and high speed networking topologies for
mobile small cells, security attacks, such as pollution attacks
and Denial of Service (DoS) attacks, resulting in severe
network performance degradation and energy waste should be
addressed effectively and efficiently. Towards this direction,
this WP targets the design and implementation of efficient
secure network coding mechanisms and schemes to mitigate
such attacks in the envisioned network-coding enabled mobile
small cell network. Specifically, we plan to provide a secure
network coding framework including i) new integrity schemes
against pollution attacks, ii) secure key management schemes
for the new integrity schemes, and iii) a collaborative intrusion
detection and prevention mechanism to mitigate DoS and
Distributed DoS (DDoS) attacks.
Innovation: In order to achieve secure network coding for
next generation cooperative mobile small cells, SECRET will
extend previously proposed mechanisms, as follows:

Innovation: It is apparent that reliance on a single
technology can no longer form part of the mobile
communication paradigm, but that very careful and costeffective integration of diverse radio technologies will be
required. Therefore in SECRET we propose to:
- Extend the current Doherty amplifier implementation [17]
towards a three step approach to promote efficiency
enhancements and linearity compensation in PA design.
- Design a new reconfigurable switchable filter using Varactor
technology with emphasis on low loss, low-power
consumption, reduced size and high Q, which would also
allow an easy integration with the CMOS PA.
- Address the limitations of both printed monopole and planar
inverted-F antennae (reduced bandwidth and sub-optimal
pattern shaping) by enhancing both efficiency and impedance
bandwidth using the tuneable antenna concept without
increasing the antenna size. Active devices (varactor
switches) will be explored to achieve the goal of operating in
several different modes.

- Oliveira et. al. [13] proposed a set of secure protocols that
rely on simple network coding operations to provide a robust
and low complexity solution for sharing secret keys among
sensor nodes, including pairwise keys, cluster keys, key
revocation and mobile node authentication. Despite the
interesting achievements, the use of network coding was
limited to XOR operations. We aim to extend this work by
exploiting random linear network coding as well as
modifying and adapting the proposed protocols to multi-hop
secret key distribution in highly dynamic wireless networks.

4) WP5: Enabling Mobile Small Cells and network
virtualization: WP5 addresses the proof-of-concept for mobile
small cell technology, which includes not only a feasibility
study, but is complemented by a concrete study on how small
cell technology could be the springboard for network sharing
in the form of network virtualization. This WP will build a
small cell test-bed supporting different types of data with
emphasis on real-time video, which is the most demanding
dominating use-case in 5G [18]. The test-bed will act as a
vehicle for promoting collaborative ESR research projects,
since key algorithms in WP2 and WP3 can be tested and
optimised here.

- Lima et al. [14] exploited the algebraic characteristics of
random linear network coding to protect wireless video
streaming from eavesdropping for the cases where only some
of the users are entitled to receive the highest quality. The
achieved results proved the concept of differentiated levels of
security for distinct users and the resilient nature of network
coding to packet losses. Nevertheless, the presented solution
is still vulnerable to pollution attacks. In order to achieve
resilient network coding in the presence of such attacks, we
propose efficient integrity schemes that validate each
received packet at a node (achieving a one-hop containment).
Taking into consideration that in network coding systems
standard digital signature schemes do not apply, we propose
to solve this problem by exploring and comparing two
approaches: (i) homomorphic MAC [15]; (ii) homomorphic
signatures [16].

Innovation: We go beyond the state-of-the-art (SoTA)
through two main approaches:
- Design and implement a novel architecture to deliver
femtocell like services based on the mobile small cell
philosophy. The new topology targets four degrees of
freedom: i) mobile devices are able to connect to each other
forming a cooperative cluster, which supports multi-hop
connections and not just single hops as in existing
approaches; ii) at least one but potentially multiple devices in
the meshed, cooperative cluster will connect to the overlay
network to grant IP access to the entire cooperative cluster.
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Therefore multi-path routing is needed to exploit the multiple
cluster heads. Clearly, the selection of cluster head(s) is a
possible optimization problem that does not exist in the
SoTA; iii) network coding is used at each node as well as in
the overlay network to be able to efficiently support the
inherently multi-hop nature of the cooperative cluster as well
as to support seamless connectivity between multiple cluster
heads and the overlay network; iv) each of the nodes is
willingly participating in the cooperative cluster (no forced
cooperation and no altruism) and incentives are required, i.e.
each participating device, including cluster heads, should
have a tangible gain from participating in the cluster.
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Abstract — This paper explores the software and
hardware developed for real time process and analysis
from an Electrocardiogram ECG. The portable ECG
device is used to capture data from the heart and lungs
which is automatically converted from analogue to digital
signal for further analysis. Via the use of an ECG device,
data is collected at two different speeds i.e. walking and
running respectively. The collected data is retained on
PC/laptop and stored on cloud for further analysis.
Important frequency components of the time samples of
data collected are synthesized and then demonstrated with
a simple MATLAB program. Data will be tabulated on
MATLAB and analysed using a variety of simple
MATLAB functions and a range of plots will be generated.
Results showed during the state of walking, the amplitude
of the heart rate was consistent. The sudden decline of
amplitude and the recovering back to normal implies the
change in heart rate due to the fact the subject is running.
Plots generated are analysed carefully and judgmental
decisions are made on the outcome.
Keywords— Electrocardiogram; MATLAB; Real-time;
Heart; Judgmental decisions
I. INTRODUCTION
The primary aim of this project is to carry out extensive
research and systematically analyse measurements of data
accumulated using an ECG at real time and make formative
decision on the outcome. This will allow data to be captured
via the heart and examined using signal processing techniques.
The system model i.e. MATLAB can also allow the user to
listen to the heart and lungs via wave file through a
loudspeaker or headphones, therefore making it easier to
differentiate between important waveforms.
In England, according statistical data more than 5 million
men & women have high BP, surprisingly every 1 in 4 adults
are unaware of the condition. Blood pressure for most adults is
monitored usually every 4-5 years. Having your blood pressure
checked regularly is extremely important as it could determine
whether you have an underlining condition, and may lead to
kidney disease, stroke and in serious cases heart attacks [1].

It is obligatory that diseases like high BP, diabetes &
strokes be prevented before they even appear. Due to
prolonged waiting hours, the public prefers to check their
blood pressure or heart rate in the comfort of their own home
or on the go as this permits them to have control over their
own well-being [1].
In current day age, heart rate and blood pressure appliances
are gradually becoming crucial items within every household.
Devices of such sort can obtain accurate data which allows
people to adjust their diet and lifestyle accordingly. In
addition, the device used is mobile which enables the patient to
monitor their heart rate or blood pressure in accordance to their
daily routine [1].
ECG also known as electrocardiogram is when waveforms
are documented reflecting the heart’s electrical activity. An
electrocardiogram exhibits electrical animations of the heart on
a piece of paper in the form of line tracings. In addition, heart
beat difficulties and interruptions are documented as well as
obstructions in heartbeat pathway that could determine
potential heart diseases [2][3][4].
The electrocardiogram can provide benefits to medical
professionals and students as previous studies have shown this.
A study was conducted to investigate how beneficial a 12 lead
ECG and advance notifications is to outpatients with STEMI
(ST Segment Elevation Myocardial Infarction) also referred to
as a heart attack, in comparison to no ECG monitoring or
advance warnings [5].
Results from this study showed that the 12 lead ECG along
with cohesive notifications benefited outpatients. Stats showed
a decrease in number of death rates in comparison to no ECG
monitoring more specifically “39%” of population who
participated within this study were less likely at risk of
developing ST segment elevation myocardial infarction
(STEMI) against traditional cardiac monitoring. Results also
showed the 12 lead ECG along with advance notifications
decreased mortality rate in hospitals by “29%” compared to
general cardiac monitoring [5].
In conclusion, there was no substantial clear evidence and
it wasn’t clear whether 12 lead ECG with advance notifications
was ideal for inner and outer patients. Because of the lack of
evidence, it became difficult to justify the 12 lead ECG to be
considered beneficial even though there was significant
number of reduction in mortality in and out of hospitals. Thus,
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more evidence was required to support the claim of 12 lead
ECG and advance notifications being beneficial to outpatients
with STEMI [5].
Even though the ECG is a popular device, it has its
limitations. With respect to limitations of ECG’s, despite that it
exhibits electrical animations of the heart; it still however does
not show many hidden diseases. Normally a patient will have a
stable ECG, but one of the main disadvantages of an ECG is
that it must be performed at the exact time to capture any
cardiac conditions. Thus, a patient must endure strenuous
exercise prior to performing an ECG this is because the heart
rate will rapidly increase simultaneously putting the heart
under tremendous amount of stress. Therefore, this kind of
method works much more effectively when used in
conjunction with an ECG meaning underlying diseases can
only detected using this technique otherwise it’s not possible.
Furthermore, when an electrocardiogram does show an unusual
heart rhythm, determining potential causes can be difficult and
sometimes daunting as usually more tests are required to make
a definitive decision. As mentioned above not all conditions
appear on an ECG, an example of this would be a vulnerable
plaque which is build-up of plaque within the interior wall of
the artery. Being the wall of the artery usually expands in
response to accumulation of plaques, blood flow is not affected
therefore an ECG will not show the presence of this condition
[6][7][8].
Well-known physicians & scientists of the nineteenth
century utilised technology with theory of mathematics to
diagnose heart disease. Scientists of that time used X-rays
which portrayed key information in relation to the heart’s
anatomy and physiology. During the early years of the 20th
century, several captivating events took place amongst was the
invention of the 12 lead ECG. In the modern error, ECG’s are
useful diagnostic tools which play a key role in treating cardiac
abnormalities in patients, to be more specific ECG’s are cheap,
easy to use devices therefore play a crucial role when assessing
cardiac diseases in healthcare. Due to healthcare staff having
different skill levels and training they generally find it
challenging to read ECG drawings, therefore because of this an
increase in misinterpretation has been reported [9].
Since the production of the initial electrocardiogram, the
ECG has progressed with time thanks to remarkable scientists.
When the first ECG was produced by William Einthoven,
many physicians & scientists of that time recognised the
device to be a crucial clinical apparatus which will
substantially revolutionise the healthcare of patients. On the
other hand, they were quick to identify the defects of the initial
device. Because the device presented numerous restrictions
and limitations, this provided opportunities for scientists to
improve & optimise the device to the best of their ability. The
ECG has now evolved into a dynamic, mobile device that is
used in clinical environments and hospitals around the world
[9].
II. METHODOLOGY
Using the electrocardiogram does require practice when
performed at high levels such as clinical environments.
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However, anyone can learn to use the device as it is user
friendly and the device can transport data electronically to
PC/laptop ready for data analysis.
The device itself will have one primary function, which is
to find heart rate and blood circulation around the body. Data
collected from the patient will be then transferred to mobile or
PC using Wi-Fi. Therefore, a program will be created which
displays readings to the patient in the form of waves.
Considering everything, it enables the patient to gain a deeper
understanding on the illness/condition and provides
precautionary measures that should be implemented to
improve their overall well-being [10].
In addition, data can be stored externally on the internet via
cloud storage and can be backed up and synced from one
device to another. The acquired measurements can be utilized
to conduct data analysis. The stored cloud data is accessible for
medical professionals to be used when examining patients. A
benefit of using cloud system is full user history is contained
within; whilst at the same time HB & BP recordings are stored
separately [11].
Electrodes are attached to subject then it will be linked to
ECG device, from which data is attained via waveforms
reflecting the heart’s electrical activity. A microcontroller will
be used to transfer data using Wi-Fi onto cloud storage. Data
will be accessed using mobile or PC to analyse and determine
whether; the patient needs medical assistance or take
precautionary measures as shown in Figure 1. After extensive
data analysis, patient will be notified what to actions to take.
For instance, if results show unsatisfactory at that point subject
will be notified to seek emergency medical assistance.
However, if data suggests patient is healthy then no action is
required and patient is notified of this [12-13].

Figure 1. System model used in this project.

The correlation between the heart and ECG is vital when
making formative decisions. There are four chambers in
conjunction with the heart, two are upper and two are lower.
The name given for the lower chambers are ventricles and for
the upper chambers, it is given as atria respectively. Impulse
signals are sent via the electrical system thus directly causing

contractions, which causes blood to be pumped into the heart,
lungs and other parts of the body. The Sinoatrial Node also
called SA node is the heart’s pacemaker. It specialises in
producing impulse signals that move across the heart, which
then leads to muscle fibres of the heart to contract resulting in
heart contraction [14] [15] [16].
The methodology used during this project was divided into
two sections respectively, one being data collection and the
other being data analysis.
The device must first be set up making sure it is fully
operational ready to collect data. Following which electrodes
are attached to the right forearm, left and right leg. Data is then
captured for approximately 250 seconds as the subject is
walking. Then, simultaneously subject begins to run at a
constant speed while the data is collected. Above steps are
repeated for desired number of times to get sufficient set of
data. Once the data has been captured, it is saved on cloud
storage i.e. OneDrive/Cloud and an extra device such as laptop
or PC as backup files. The next part of the methodology is data
analysis meaning reading the data on MATLAB.
First the text file data is located and saved as a unique file
name within the MATLAB folder/directory. Using Microsoft
Excel, data is copied and printed from the ECG notepad file
(original file) to the Excel file and saved within the MATLAB
directory. Using MATLAB via the XLSREAD function
transport the data onto the MATLAB file to begin analysis.
Once the data has been transported onto the MATLAB
file, plot the first column which is the heart pulses followed by
second column (average heart rate). Also, plot using both
sampling time and sampling frequency via the plot command
function. Using another command generate another two plots
by taking approximately 3000 to 8000 samples at which the
subject is walking, followed by 70,000 to 75,000 samples
which implies the subject is running and the average heart rate
data is collectively simulated via the subplot function
command, this arranges four plots into one figure.
Further analysis is conducted, by producing more figures to
get an understanding of the peaks within the data, this is done
using frequency analysis. From which the signal is plotted as a
function of time using the Fast Fourier Transform command,
this produces a graph showing the amplitude of the frequency
spectrum against the frequency in Hz (which will later be used
to make formative decisions). A final program will be
generated to conduct DC analysis by plotting number of
samples against the average DC component. It will be
highlighted on the graph when the subject is walking as well as
running, this change of speed will be vital as this will be the
indication of change in heart rate and the amount of blood
being pumped around the body.
III. RESULTS AND DISCUSSION
The results from the ECG device could have been more
accurate if the electrodes have been attached properly to the
subject throughout the experimental procedure. Direction of
movement of the participant was befitting for the
experimentation especially during running and walking phase
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because it allowed taking measurements at real time. However,
there were few recognisable fluctuations as this was indicated
in one of the figures produced by the MATLAB program and
results obtained can be ambiguous if not understood properly.
Also, the electrodes were indeed very sticky but some were not
attached correctly onto the skin which can of course give
inaccurate results. To make a clear, concise judgment on
whether the data obtained and analysed was accurate, further
analysis will need to be conducted.

Figure 2. Subplots of data captured at different intervals

Figure 2, graphs the generated data from MATLAB
software. The 1st plot shows the overall set of data, the left side
of the plot indicates the subject is walking, as you observe
further to the middle it shows the person is running hence the
reason the amplitude of the heart pulses are becoming greater
and change in colour. Subsequently, the pulses appear much
darker when compared to the left side where the subject is
walking.
The 2nd plot is showing a range of samples taken at
approximately 3000 – 8000 respectively, it is also apparent that
amplitude is increasing because the heart is beating at a much
quicker rate.
3rd plot shows when the participant is running and how the
heart rate is increasing with respect to time. The final plot
indicates the change in heart rate. If observed closely, it shows
during the state of walking and suddenly the amplitude of the
heart rate drops and then immediately regains back to normal.
This sudden drop is an indication of change in heart rate due to
the fact the person is running which is very important when
determining certain heart conditions.
Figure 3 shows a plot of amplitude of the frequency
spectrum against the frequency (Hz). The plot shows a subject
walking compared to running, the reddish line represents the
subject is walking whilst the blue line implies the subject is
running. Therefore, this plot specifies when the participant is
walking there is less frequency produced, when compared to

running at which there is more frequency generated as well as
the amplitude of the frequency spectrum increases. The reason
for this is because the heart has no option to work harder and
pump more blood around the body to suffice the running speed
of the subject. As shown in the plot when the heart rate of the
subject gradually slows down, there is less frequency produced
which subsequently decreases amplitude of the frequency
spectrum.

In conclusion, real time data analysis can be conducted
using an ECG and corrective decisions can be made on the
acquired set of data. The device used was adequate at
obtaining data and could transfer data across to PC/Laptop to
conduct analysis on MATLAB using a simple program. The
device itself was handheld and portable thus could be used
anywhere. It had the ability to make available all
measurements, able to store measurements for future use and
could show the data in real time via the LCD screen. By
removing the DC component, the background noise was
filtered and made clear so heart sounds to could be heard
clearly through the headphones.
Further improvements can be made to the project system by
using an alternative device i.e. Omron or other ECG devices
used in specialist Healthcare facilities as the level of accuracy
is much greater than standard ordinary ECG handheld device.
Collecting extensive data from a range of patients which
include elderly, sick, healthy etc. Working with highly
qualified professionals in and out of the healthcare industry to
attain a deeper understanding of data analysis.
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Abstract: Effect of sand storms on microwave link had been
presented and evaluated by finding the attenuation and scattering
properties for suspended sand samples on a link that operates at
3GHz on desert region of Libya. This link as the map shows located
on the medial region of Libya and originates from the
Mediterranean Sea shore deep into the desert. Sand samples were
collected from six sits over a period of seven months. The first from
the city of Agedabia (latitude 30’ 15’’ 40.75N, longitude 19’ 11’’
19.86E) which is near the Mediterranean sea (in the golf of Sirt), but
has a climate as that for the desert besides the high humidity, the
second is from a repeater site (station 2) which 20 km to the sought
of Agedabia the third from station 3 (55km south of station 2), the
fourth from station 4 (55 km from station 3) the fifth from the
repeater station at city of Jalo which is 250 km south of Agedabia
and the last sample where from the repeater station of Serier which
is about 320km south of Agedabia deep in the desert. A big
variation in, the chemical composition , and the dimensions were
found from the results a model for finding the attenuation factor per
unit length were presented and used along with Particle Size
Distribution PSD.

common. Average durations of storms are quoted to be 3h.
Clearly these characteristics render such phenomena as
potential dangers to system reliability [4-5].
Bagnold [6] makes the distinction between sand and dust
storms. A pure sand storm comprises a thick, low flying
cloud of sand with a clearly marked upper surface. The air
above sand storm is clear and the top of the sand storm is
rarely above 2 m from the earth surface. However, dust
storms comprise much smaller particles which rise in dense
clouds to a height of several hundred meters and can be
carried a large distance by large storms and may not be
representative of the soil types underlying the area and it
could be carried from far off distance. Figure 1 and 2 show
the area map and one such storm respectively that was
documented by NASA October 3, 2003, it originates from
the deep African Sahara crossed the Mediterranean up to
southern region of Italy. The constituencies of the storm
suspended particles depend on those of their origin and it’s
interaction with microwaves are function of that

Keywords - Sand, Storms, Microwave links, Attenuation, scattering,
particle size distribution

2. Propagation in Dust and Sand:
The propagation of microwave signals in a dusty media
(air with suspended soil particles) finds a considerable
interest recently, due to:
i. The large development in radio links established in
areas where dust and/or sand storms are frequently
encountered.
ii. The frequency reuse technique in some of these links.
When the operating frequency above 1 GHz echoes
from various particles such as dust may become
significant.

1. Introduction
The millimeter wave band provides the potential for
more services than all of the lower radio bands together,
unfortunately, the shorter the wavelength the more
attenuation will be induced by absorption and scattering due
to rain, dust and sand particles in the radio path. If the excess
attenuation exceeds the available fade margin, the result is
service interruption and system outage. For frequencies
below 10 GHz, the common practice has been that the
allowed outage time is allocated to equipment failure and
fading. Excess attenuation due to hydrometers and other
particles can be significant below 10 GHz, particularly in
tropical areas.
In many parts of the world , including the Middle East
[1-3], Africa , parts of Asia, the soviet Union , China and
some parts of South America sand and dust storms can affect
areas of 400 to 500 km2 or can be quit localized to within 10
km2, with duration of several hours or even days are

Estimation of the sand and dust dielectric constant from
its minerals (chemical composition) contents can be
estimated by the following three steps.
1. Determining the Chemical and mineral composition
by the standard classical chemical analysis methods.
2. Determining the dielectric constant of each
constituent.

978-1-5090-4815-1/17/$31.00 ©2017 IEEE
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3.

Developing a model for the mixture dielectric
constant
Several investigators studied the effect of sand and dust on a
microwave signal [5]. The attenuation coefficient (α) due to
sand may be expressed by:



  w 1  11.07 
 v 

[dB/km]

samples. The analysis shows also the practical size
distribution (PSD) with the diameter of the particles raging
from less than 0.15mm to 1.2mm as show in Table 2.

(1)

Where λ is the signal wavelength in meters, V is the visibility
in kilometers, W is a constant based on the dielectric
constants and the frequency. In X band, W=1.94×10 -5 (for
4% water), W =1.60×10-5 (for 2% water), and W=1.15×10-5
(for 0% water). The expression applies to frequencies at or in
the vicinity of X band since the calculation is based on
dielectric constants measured in this band [5].
3. The Data of Sand Storms:
The collage meteorological data obtained for a period of
14-years from 1990 up to the end of 2003; and over the two
recording stations near to the path of the first part of the great
man made river, this is to find the speed and direction of the
wind for that area [6].
The sand samples were taken from six stations along this
analog (3GHz) microwave link; from Agedabia (Station 1) to
Jalo (station 6) Fig. 1.
 Agedabia station (station 1 )
 Station 2 to the south of station 1 by about 20 Km
with tower height of 82 m.
 Station 3 diverge from station 2 about 55 Km and the
height of the tower 92 m.
 Station 4 diverge from station 3 about 55 Km and the
height of the tower 92 m.
 Station 5 diverge from station 4 about 45 Km and the
height of the tower 82 m.
 Station 6 (Jalo) diverge from station 5 about 55 Km
and the height of the tower 92 m.

Figure 1: Map showing the sites from which data were collected.

Figure 2: Satellite photo of a storm originated from the study area.

The visibility of the sand storm in that area was measured
by our team (from storm that has speed of 30knots happened
while we were collecting the samples) and found to be 100
meters at storm speed of 30Knots This value will be used to
estimate the visibility at other velocities for the storm based
on the assumption that the visibility is inversely proportional
to the wind speed assuming no other affecting factor or all
other factors stay the same (the area almost flat, and open).

Table 1: Chemical composition of the samples
composition
SiO2
CaO
MgO
Fe2O3
Station 1 sand
38.93
49.54
1.46
1.29
Station2 sand
66.91
22.40
1.08
4.43
Station3 sand
58.07
33.68
1.18
4.02
Station 4 sand
90.525
3.047
.1.58
1.6644
Station 5 sand
91.10
4.17
0.20
3.10
Station 6 sand
87.99
3.5
.709
.708

4. Analysis of the samples:

diameter
1.2mm
.85mm
.6mm
.4mm
.15mm
<.15mm
total

The chemical composition of samples were determined
by chemical analysis each sample was 100 grams in weight at
the start (we notice that there is some lose due to burning in
the oven because the first step was to dry the sample from
moisture). From Table 1, we see that more than 87% silicon
oxide with metal oxides not acceding 4.8% for most of the
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Al 2O3
6.07
2.15
1.00
1.50
4.85

Table 2: Particle size distribution of some of the samples
Sample1
Sample2
Sample3
Sample4
.18
0.2
2.31
1.8
.38
0.23
8.97
12.8
.84
1.05
14.83
57.8
83.88
2.81
56.8
6
8.1
44.43
16.91
21.6
6.8
51.28
100
100
100
100

5.

Calculation of the Dielectric Constant:

 The percentage of silicon oxide in the samples
increases as we move south (far from the sea side) and
towards the aried region.
 The percentage of Aluminum oxide in the samples
increases as we move north (towards the sea side).
 The percentage of Ferro-oxide in the samples reaches
its heights value at the mid-section and decreases in
both directions of it.
 The average of dielectric constant from Table 3c equal
to Єr = 4.645675 - j0.1881.

From the values of the dielectric constant for the pure
component, we can calculate the dielectric constant of the
composite component by using the Looyenga equation as
given by [7]:
Є r1/3 = ∑i Єi1/3 V i

(2)

Where:
Єr is the complex dielectric constant of the mixture. Єi
is
the complex dielectric constant of the ith substance. Vi is the
relative volume of the ith sample from the volume of the total
samples.
Using the results presented in Table 1, which represents
the results obtained from laboratories analysis in Equ. (2)
with the dielectric constant of each substance as given in [4],
the dielectric constant of sample 1 can be obtained as shown
in Table 3a.

Sample
No.
1
2
3
4
5
6

Type

Table (3c) Relative permittivities
Є m before normalization
Є m after normalization

sand
sand
sand
sand
Sand
sand

4.7974-j0.1041
4.6062-j0.0780
4.7074-j0.0750
4.1203-j0.7319
4.7847-j0.0647
4.3328-j0.0710

5.2093-j0.1127
4.6062-j0.078
4.7074-j0.0750
4.1203-j0.7319
4.7847-j0.0647
4.7914 - j0.0697

Table 3a: Delectric constants of sample 1
Compound

∈+j∈

V

V1/3 Є

SiO2
Al 2O3
Fe2O3
CaCO 3
MgCO3

4.43-j0.04
12.66-j1.31
16.58-j0.93
5.01-j0.08
5.03-j0.17

0.3893
0.0607
0.0129
0.4954
0.0146

0.6394-j0.0019
0.1416-j0.0049
0.0329-j0.0006
0.8477-j0.0045
0.0250-j0.0003

6.

Meteorological data recorded for Libya lacks any
information about the visibility, so we decided to estimate it
by considering it inversely proportional to the wind speed, to
find the constant of proportionality we depended on the
visibility value that we personally measured during the storm
that happened while we were collecting the samples we
measured it as 100 m at speed of 30 knots.

From the last column in Table (3a) and equation (2) the
complex dielectric constant of the mixture is Єr=4.7974j0.1041.
In Table 3a KCl and NaCl were ignored due to the lack
of information about their dielectric constants, the volume of
the ignored items totals to 0.0271. The Table 3a was by
considering the sample made up of only five items in which
one can observe Table 3b.
Compound
SiO2
Al 2O3
Fe2O3
CaCO3
MgCO3

Table 3b: Results of (3a) after Normalization
V
∈+j∈
4.43-j0.04
12.66-j1.31
16.58-j0.93
5.01-j0.08
5.03-j0.17

0.4001
0.0624
0.0133
0.5092
0.0150

Estimating the visibility from meteorological data:

Visibility 

Constant
Speed

(3)

Using the visibility as 100 meters and the speed as 30 knots
we get the constant 3000 meter-knots
Vi 

3000
Si

(4)

where:
Vi is the visibility in meters,
S i is the wind speed in knots.
Using the metrological data for the wind speed data for
fourteen years we were able to estimate the visibility for the
sites of concern for the months that has the highest wind.
The visibility for six months during which the storms peaks
can be calculated. The average visibility in Jalo was 108.65
meter and the minimum average visibility in Agedabia was
100.21 meter.

V1/3 Є

0.6572-j0.0020
0.1456-j0.0050
0.0338-j0.0006
0.8713-j0.0046
0.0257-j0.0003

From the last column in Table 3b and Equ. (2), the complex
dielectric constant of the mixture is Єr= 5.2093 - j 0.1127.
The percentage error in the real part is 7.9%, and the
percentage error in the imaginary part is 7.63%. This error
can be considered small. The average from the two Tables
3a and 3b, is Єr= 5.0034 - j0.1127 as shown in Table 3c.

7.

Estimating the Wave Attenuation:
For sand, the imaginary part of the dielectric constant is
very dependent on the hygroscopic water content of the
sample this can be concluded from the variations of the
dielectric constant with humidity of the sample. Attenuation

From the Table 3 (a,b,c), the following remarks, can be
pointed out
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depends on the shape of the scattering particles and their
orientation relative to the wave polarization, and the
attenuation due to scattering is small and may be neglected
(at the frequency of 3GHz) and this is based on our finding of
small radius of the suspended particles Fig. 3. Microscopic
investigation revealed that the average axes ratios for the best
fit ellipsoid are 1: 0.75: (0.75) with the biggest dimensions as
the PSD [8-11].
Two methods for calculating the attenuation are used:
Method (1): The optical visibility V (in kilometers) and the
optical attenuation per kilometer α, are related by the simple
relation [6].
V=15/α

when a wave of known polarization propagates through a
storm.


189 ae
V 

2

(  2)  

(7)

The average measured density of the six collected samples is
1.5067 gm/cm3.
Then:

(6)

3 "

dB/km

Where C and γ are constants that depend on the distance from
the point of origin of the storm, type of soil and climatic
conditions at the origin. The following values are believed to
be applicable to conditions in Sudan [1] and the same in
Libya:
C=2.3 X 10-5, γ = 1.07.

(5)

'

2

[( '  2) 2   " ]

When v is the relative volume occupied by sand particles in a
storm is obtained from
C
gm/cm3
(8)
v

V

For spherical particles of effective radius ae (meters),
and the complex relative permittivity of the particles (Є = ε
'+jε''), the attenuation coefficient (α) can be found from [3]:


2.46v "  105

"2

Where λ is the wavelength (in meters)

v

1.5265  10 8
V 1.07

gm/cm3

(9)

The attenuation of the circularly polarized wave is brought
about by two mechanisms,
 Absorption of energy in the propagation medium.
 Change in polarization.
All of the parameters of equation (9) are defined in the
previous section application of which results in the
attenuation values as presented in Table 4 and plotted in
Figure 4. The average of the attenuation is 0.00628 db/km.
This is almost as that found using method (1) as 0.00566
db/km.
Table 4: The values of attenuations by Methods 1 and 2
Visibility(km)

0.10021
0.10865
0.11088
0.12018
0.12231
0.12348
0.12773
0.14221
0.16111
0.17735

Figure 3: special camera capture of one of the sample
From average values of dielectric constant and the
average visibility , at a frequency of 3Ghz with the effective
radius equals 0.000075 m from the PSD data, the attenuation
coefficient can be calculate using equation 6 and Table 4.
The average attenuation is 0.00566 (dB/km) which is too
small to effect over the microwave link under consideration
even for the longest hop distance.
Method (2): Using an analysis based on the work of
Maxwell Garnett. Equ. (7) used to determine the attenuation

342

Attenuation db/km
method 1
0.0071
0.0066
0.0064
0.0059
0.0058
0.0058
0.0056
0.0050
0.0044
0.0040

Attenuation(dB/km)
method 2
0.0080
0.0073
0.0072
0.0066
0.0065
0.0064
0.0062
0.0055
0.0048
0.0043

8

x 10

increase of the electrical dimensions of the suspended
particles.

-3

method 1
method 2
7.5
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8. Conclusions
From the sand sample results we found that the
percentage of silicon oxide in the sample increases as one
moves south. The main metals in samples are Aluminum
oxide and ferrite oxide they have percentage that average to
about 7 %. One can notice that: Ferrite oxide has its highest
percentage at the middle region of area studied and it
decreases s as one moves in both directions of it; Aluminum
oxide has its lowest percentage at the middle region of area
studied and it increases as one moves in both directions. The
studied area has wind storms that peaks during the months
from Dec. through May with the fastest recorded storm in
Jalo with a speed of 42 knots and lowered the visibility to
71.4 meters. The average relative dielectric constant for the
selected area of Libya found to be Єr =4.71965-j0.08195 and
this results in an averaged attenuation coefficient to
0.00597db/km, while that for the north of Sudan is
0.0097db/km [5], the difference is expected due to the
difference in the constituents. The attenuation to signal of the
man-made river that results from the dust and storms is
negligible; this was based on the average attenuation per unit
length and the maximum distance between stations which
was 55 km (total attenuation 0.328 dB). Based on the PSD
analysis one can classified the samples as dust if the diameter
is equal to or less than 150 m and the samples can be
considered as sand if the diameter is greater than 150 m.
The value of the dielectric constant found at the
frequency of 3GHz; one can be observed the attenuation
increases as the frequency increases this is because as the
frequency increase the wavelength decreases results in an

8.

9.
10.

11.
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Technoshamanic Visions from the Underworld II
Jonathan Weinel
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Musikkens Hus, 9000 Aalborg, Denmark
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Abstract—Technoshamanic Visions from the Underworld II is
an audio-visual art installation by Jon Weinel. The artwork
consists of a video projection in which various analogue and
digital animations are created as a compliment to music. While
parts of the animations are created with traditional techniques
such as painting, other materials are also designed by creating
pixel-art and by programming generative computer animations.
These are ultimately combined with psychedelic music to form
composites, which are mixed live with audio-reactive effects,
using the VJ software VDMX. Aesthetically the work draws
upon the artist’s extensive practice-based research regarding
altered states of consciousness.
Keywords—Visual Music; VJ Culture; Processing; Altered
States of Consciousness; Digital Arts; Painting.

I.

Fig.1.
Still image from Technoshamanic Visions from the
Underworld II. This frame combines: i. photograph taken out of an
aeroplane window above South America; ii. geometric computer
graphics; iii. hand-painted direct animation on 8mm film, digitized
and processed with a kaleidoscope filter.

DESCRIPTION OF THE ARTWORK

Technoshamanic Visions from the Underworld II is a
psychedelic video installation or ‘VJ mix’ by Jon
Weinel. Drawing upon his research regarding altered
stated states of consciousness and music (e.g. [1, 2, 3];
for further information see [4]), the videos are based on
visual patterns of hallucination, psychedelic experiences
of sound-to-vision synaesthesia, and trance-like states of
sensory overload. The work also takes inspiration from
visual music; the occult films of Harry Smith and
Kenneth Anger; Paul Sharits and Pat O’Neill; acid house
VJ mixes; and more.
Technically the films are made using a process called
‘direct animation’ (or ‘drawn-on film’) [5]. Commercial
8mm cine films are wiped by placing them in a plastic
bucket of bleach, and are then rinsed in a bathtub,
removing most of the emulsion. Inks and paint are then
applied to the films, which are then projected and
digitized. Other visual materials are also added using
various techniques such as stop-motion animation of
dead leaves, decalcomania, geometric computer
animations, pixel-art animations and microscope
photography. These various materials are mixed live to
form composites (Fig.1).

The computer animations are coded in Processing
(Java), and utilise techniques such as applying
transformation matrixes to geometric shapes, to produce
various forms of motion and rotation. Sine and cosine
functions are used to produce oscillating values that
control these transformations, and this technique is also
applied to colour hues. In some cases, pixel art was
created using the touchscreen and stylus of a Nintendo
3DS games console. Individual frames of animation are
exported on an SD card and animated as ‘sprites’ (the
term used for small 2D animations in computing) in
Processing. These sprites are drawn across the screen,
and scroll across it horizontally, while sine functions are
used to generate oscillations of movement in the vertical
axis. These materials draw inspiration from Atari ST
video games and 16-bit consoles such as the Sega
Megadrive. Some animations are also written in 3D; for
instance, in one sequence we see illuminated spheres
moving in oscillating patterns; while another shows a
moving tunnel formed from cubes. Such sequences take
influence from ‘demo scene’ computer art [6].
Music is essential in the creation of these films, as I
paint and draw to music, and attempt to capture a similar
sense of energy, excitement and improvisation that I find
in music, within the films. For this presentation of
Technoshamanic Visions from the Underworld II, the

345

films are mixed live to a soundtrack of psychedelic rock
music by Hibushibire, from Osaka, Japan, from their
Freak Out Orgasm! album (available on Riot Season
records). This soundtrack is preserved here, and is
gratefully used with the expressed permission of the
band. Sound and vision are combined using the VJ
application VDMX, adding audio-reactive effects and
using a MIDI mixer as a controller. The output is
recorded at 720p, 60fps, using a Blackmagic Hyperdeck
Shuttle 2.
The four paintings presented: Untitled, Ginza Jazz
Violence, Da Mystery Ov Jazz Gorons and Squidtrait
(Portrait of a Squid) can be seen as sketches or
companion pieces to the videos. These are painted to
music using an automatic or stream of consciousness
approach, and provide one way through which new
themes and ideas emerge, which are later developed
through the animations. Both these and the video
materials were mainly created while living and working
away from home in Denmark, from 2016-2017. In my
view they reflect this period as a single cohesive entity,
reflecting physical and mental locations at a particular
point in time and space.

music. His work currently operates within the nexus of
sound, psychedelic culture and immersive computer
technologies. His creative projects have been presented
at a variety of international festivals, while his writings
have been published in books, journals and conference
proceedings. Jon has held academic posts in the UK at
Keele University, Manchester Metropolitan University,
Glyndwr University, and Aalborg University, Denmark,
where he is currently a Postdoc in Music and Sound. He
has written a monograph entitled: Inner Sound: Altered
States of Consciousness in Electronic Music and AudioVisual Media, which will be published by Oxford
University Press in 2018.
REFERENCES
[1]
[2]

[3]

[4]

II. AUTHOR BIOGRAPHY

Originally from Dorset (UK), Jon Weinel is an
artist/writer/researcher whose main expertise is in
electronic music and audio-visual media. In 2012 he
completed his AHRC-funded PhD in Music at Keele
University regarding the use of altered states of
consciousness as a basis for composing electroacoustic

[5]

[6]

346

J. Weinel, "Quake Delirium: Remixing Psychedelic Video Games",
Sonic Ideas/ldeas Sonicas 3(2), 2010.
J. Weinel, "Quake Delirium Revisited: Systems for Video Game ASC
Simulations", Proceedings of the Fifth International Conference on
Internet Technologies & Applications, Glyndwr University, Wales,
2013.
J. Weinel, S. Cunningham, N. Roberts, D. Griffiths, S. Roberts "Quake
Delirium EEG: A Pilot Study Regarding Biofeedback-Driven Visual
Effects in a Computer Game", Proceedings of the Fifth International
Conference on Internet Technologies & Applications, Glyndwr
University, Wales, 2015.
J. Weinel, “Jon Weinel: Altered States of Consciounsess in Electronic
Music and Audio-Visual Media” [website portfolio]. Available online:
http://www.jonweinel.com [Accessed 2nd June 2017].
J. Weinel, S. Cunningham, “Digitized Direct Animation: Creating
Materials for Electroacoustic Visual Music Using 8mm Film”, eContact!
15(4), 2014.
Availabline online: http://econtact.ca/15_4/weinelcunningham_directanimation.html [Accessed 2nd June 2017].
T. Polgár, Freax: The Brief History of the Comptuer Demoscene:
Volume 1, Winnenden: CSW-Verlag, 2008.

What Do We Know Of Time When All We
Can Know For Real Is Now?
a Dual Screen Generative Video artwork

Daniel Buzzo
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Abstract. How long is a moment? How does a moment feel? What is the past, what is the future?
The Moments project investigates the perceptual length of ’a moment’ of attention and of the
historical tension between the argument for and against time in the universe. Using real-time
generative video editing techniques the multi-screen installation work remixes, collates and
presents an infinite series of moments. The audience positioned between the internal and the
external experience of time.
Keywords: Generative media art; temporal visualisation; algorithmic editing; psychogeography of
time,

1 Introduction
‘With scientific estimates of what a perceptual ’moment’ of- ten hovering between three and four
seconds but opinions across the worlds of art, perception, philosophy and cognition often disagree
widely. (Bitbol 1994)The project investigated just how long a ’moment’ might be and then asks the
question;
’what is it to see the now, remember the past and anticipate the future, though we can
conceive of the things, are they truly real, do we truly experience them ?’
The ’moments’ project recorded instances of noticing, moments of attention, short interstitial glances
where you realize, you notice, that a moment has occurred. Collating video since early 2014 the
project has so far recorded close to a thousand separate video clips. Contrasting this huge library of
intimate moments of ’attention and ’presence’ is a series of extended walking self-portrait video
’derives’ inspired by Guy Debord, the French situationist and would-be father of psychogeography.
Extended walks through the streets of Hong Kong and Kowloon were filmed over a two week period
in 2015. In the video material the viewer see a central character, the walker, moving through the
neon metropolis city-scape and crowded back alleys in continuous framed shots.
These extended pieces of linear video have been treated, graded and finally their core data reprocessed to allow each individual frame to be re-played in real-time in any order, at any speed, in
any direction. Presenting the viewer with the direct visual equivalent of the universe as a zero energy
quantum block state. Where each of us passes through our individual time-lines, experiencing them
in random, disconnected order. Unaware that in the next instant we may be 5 years old again or that
in our previous moment we were reflecting on our lives from old age. he work investigates the
challenge, laid down by McTaggart over a century ago (McTaggart 1908) of how we decide if we live
in a tensed or tenseless universe.

Using real-time evolutionary algorithms to select, edit, compile and present each discrete ’moment’
this dynamic dual- screen installation situates the viewer in the centre of the emotional,
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philosophical and phenomenological debate on the existence and substance of time and lived
experience. (Lorenz & Bevernage 2013)
On one screen discrete moments of sense and attention, on the other a continuous central figure
surrounded at every moment by a maelstrom of temporal shift in one of the complex cities in the
world. Creating a temporal deep map in the style of William Least Heat-Moon’s Psychogeographic
Cartographies [3] of both a place and a time. At the same time weaving the challenge of input-output
time. Where author, actors, reader and audience’s timelines circle each other. (Paik 1976) (Buzzo
2013)
Time, connected and fractured confronts the viewer with the challenge of participation, a challenge
of narratives of perception encased in visible temporal flux.

2 Generative video
The work is portable and works in a variety of environments, display screen sizes can be variable to
suit the spaces available. Screens can be placed side by side or can be placed in opposition (see fig 1
and 2)

Figure 1 and 2. Installation detail for side by side and oppositional screening

•

Motion video captured via various Digital stills, video and DSL camera sources

•

Individual clips graded and edited into animation format (full keyframe)

•

Algorithmic real-time image assembly routines written in C++ OpenFrameworks

2.1 Technical requirements
•

2 Mac OSX Mini or latop computers,

•

2 X HDMI or similar display screens (size variable)

•

2 x suitable stands or hanging for screens at eye height to viewers

Audio reinforcement (suitable for low volume ambient audio track, such as powered extension
speakers)

348

Figure 3 and 4. Moments

Figure 5 and 6. Derive through Hong Kong
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they return to further work in their disciplines.

Abstract — This paper will discuss two collaborative scienceand-art projects that involve animals. We are presenting this in
response to some of the questions posed by the Carbon Meets
Silicon II symposium, because our experience over the past
decade has confirmed for us that the audience for these kinds of
endeavors is broad and includes specialists as well as nonspecialists, that many of the most fruitful projects blur the lines
between art and science to yield a result that is clearly infused
with both yet also greater than the sum of its parts, that strong
collaborators contribute ideas and insights outside of their
respective disciplinary strengths, and that this boundary-crossing
defines in the most productive terms why this manner of working
can result in expanded approaches by the collaborators when

Keywords—fish, birds, animals, art and science collaboration,
Amazonian fish, Eurasian blackbird, localStyle, interactive
installation, sound art, 3D animation, video art, electric-field
sonification, merel, virtual songbird
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I.

is somewhat larger than the fish itself, as the fish seem to prefer to
rest inside it. There is a sophisticated filtration and water
conditioning system that continuously cleans the water, which is
deionized or filtered by reverse osmosis for the sake of initial purity.
The level of microbes in the water is also kept under control by this
system, and the temperature maintained to replicate their original
habitat. The rider for the project even stipulates that the presenting
venue must provide a live supply of refrigerated bloodworms, which
is their preferred food.

SCALE

scale (2009-10)1 is a collaboration between localStyle (Marlena
Novak and Jay Alan Yim) and neurobiologist/engineer Malcolm
MacIver. This interactive installation involves live electric fish from
the Amazon River. Twelve different species of these fish comprise a
‘choir’ whose sonified electrical fields provide the source tones for an
immersive experience.
The point of departure for this project is the phenomenon that this
type of fish — of which there are more than eighty known species —
emits a weak electrical field of approximately 1mv, and uses this
field to sense its environment. They have organs that create the
electrical field, and sense changes in the field based on size of
disturbance and capacitance; they use this ability to find food, shelter,
and mates, and avoid predators. Since it is a periodically oscillating
field with a frequency typically in the range of 100-2900Hz, it can be
amplified and sonified, thus making it possible to ‘eavesdrop’ on the
sensory apparatus of these fish. In general, each species has a
preferred frequency for its field, so the auditory result is that different
species of fish will ‘sound’ at different pitches. Scientists have also
discovered that if two individuals meet and happen to be producing
fields at the same frequency, they will engage in what is termed
Jamming Avoidance Response, and adjust their fields to be nonidentical.

The tanks are arranged in a 120° arc, mounted within customdesigned and built aluminium stands that are all connected together
for structural integrity and stability. Each of the twelve units
comprises a tank, a pair of custom-built underwater sensors, a
custom-built circuit board that handles preamplification of the sensor
output and includes a large 10-segment color LED display to indicate
signal strength, and a speaker for the sound generated when that
particular fish is sonified. The pre-amped signals are routed to a
hidden computer system where they pass through a Max patch and
are then returned to the speakers; since there are twelve, it is easier to
audibly distinguish which fish is associated with a particular sound.
The Max patch, in conjunction with the touchscreen interface,
gives participants the ability to selectively listen to an individual fish,
or any combination of them, and to control the relative volume of the
selected signals. On the interface each channel is equipped with a
button that can instantly mute or activate that channel, and a second
button that adds a preprogrammed series of digital effects to that
channel’s signal. (This feature was added because otherwise the
sonified signals are essentially steady, continuous tones, with
relatively little dynamically-changing timbral interest.) Over the
course of the work’s presentation, we found that the interface also
allowed more than one participant at a time to interact with the
system.

In the course of our collaboration with MacIver, we learned that
these remarkable fish have contributed greatly to human
understanding of how the brain works, in particular decoding how the
fish (as well as we humans) have a special neural circuit that
subtracts away most of the sensory data caused by its own (and our
own) movement so that we can be more attentive to things happening
around us.
Very few people outside of certain research circles are aware of
these fish and their qualities. Thus, one of the goals of the project was
to foster wider public awareness of the scientific contributions of the
electric fish and the fragility of their environment in the Amazon
River Basin. The surrounding tropical rainforest has often been the
(justifiable) subject of ecological concern, without a corresponding
concern for the condition of the rivers running through that forest. In
a sense we hope that the fish can serve an ambassadorial role via the
attention garnered by the art installation. Additionally, their unique
mode of locomotion — using an undulating ventral fin — gives them
great maneuverability: they can swim backwards as easily as
forwards, and often hover in place for extended periods. Recent
research has produced a prototype for underwater robots with similar
mobility advantages, based on the same principles.

Especially in the Netherlands, where the premiere took place at
Eindhoven’s STRP Festival, we were fortunate to have many
conversations with audience members about scale, which became the
primary channel for sharing the ecological aspects of the project. An
as-yet-unrealized solution that could perhaps do more to advance
these goals would involve designing a combined hardware and
software system that would make it possible for audience participants
to be able to create ‘personal ringtones’ from their sessions DJ-ing
the electrical signals, in return for the donation of 1 euro/dollar. The
proceeds raised would then go to a charitable fund for the protection
of the Amazon River. We conceptualized this feature during the
initial development phase of scale, as it would be a simple matter to
take a stereo mix audio feed from the Max patch handling the sound.
But the challenge of designing a kiosk system to handle receiving
donations, archiving participants’ recordings, and distributing
download links to individual email addresses exceeded our ability to
engineer it within the festival’s timeframe, so it remains latent.

Returning to their electrosense capabilities, we developed the
concept of having a group of different species, with each fish in its
own tank, to produce a corresponding array of pitches as the input
signals for an interactive sound installation. With the addition of an
easily learned user interface, the potential of an audience-controlled
audiovisual experience could be achieved.

As a side benefit, since the bulk of the scientific research using
electric fish has centered on just a few species such as Apteronotus
albifrons, Apteronotus leptorhynchus, Eigenmannia viscerens, and
Gnathonemus petersi, through this project, the scientist on our team
gained fresh research experiences with fish species previously
unfamiliar to them. Additionally, as a result of collaborating on scale,
artist Marlena Novak was invited to serve on a Task Force on the Use
of Human and Animal Subjects in Art, headed by former President of
the College Art Association, Dr. Paul Jaskot, to develop a set of

The entire system was designed with the safety and well-being of
the fish as a paramount concern. The individual tanks are
considerably larger than the standard size tanks in research facilities.
Each tank is outfitted with a horizontal, transparent acrylic tube that
1

http://vimeo.com/19933816
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suggested guidelines for curators, venues, and artists working with
live subjects.2

the projection screen via trail masking, which is superimposed over
the changing video imagery.
The video stream explored three different categories of imagery
related to the Eurasian blackbird: 1) the immediate and
unaestheticized cityscape where we discovered it singing; 2) close-up
footage of the bird; and 3) computer-generated dreamscapes inspired
by the anatomy of the blackbird’s singing mechanism, and one of its
favored trees. Each category had multiple segments; rather than
present a fixed, ordered sequence to the viewer, we wanted to evoke
the sense of the unexpected sightings and occurrences that we
experienced when capturing the footage. Behind the scenes of both
spaces is an unseen Virtual Blackbird whose actions are modeled in
software. This agent analyzes the data gathered by the tracking
system, and continually reshuffles the video sequence presented in
the inner chamber.

II. BIRD
Bird (2012-14)3 is a collaboration between localStyle and jesus
duran, who is a software engineer and artist. The project was
inspired by the remarkable melodic and timbral variety present in the
songs of the Eurasian Blackbird. It can use its double-chambered
syrinx to polyphonically sing two notes at the same time, or it can
alternate very rapidly between those two notes, much faster than a
mammalian larynx can manage. Blackbirds are found in urban areas
as well as forests. A sustained encounter with these distinctive songs
can leave the indelible impression of having experienced the
indigenous artifacts of a non-human culture. Adult males sing in the
spring to establish territory for breeding, and an individual will
typically choose an elevated perch that oversees the territory he is
claiming. This singing may even be competitive; males can
sometimes be observed listening to, and singing in response to one
another at a distance. Presumably females choose their partners with
melismatic virtuosity and soloistic inventiveness as key criteria.
Our work takes the form of an interactive audio-video art
installation using an infrared camera to track the presence, number,
and location of visitors in real time. The project has evolved through
each of the three iterations to date — the University of New Mexico
Art Museum (March 2012), Taipei Digital Art Festival (November
2012), Zone2Source (Amsterdam, June-August 2014) — so these
remarks will focus on the most recent version.

In the outer chamber, the Virtual Blackbird algorithmically
improvises what we are calling “experimental bird grammar”. For the
sonic vocabulary, the silicon generated phrases use individual sounds
of authentic blackbirds. These were taxonomized into a variety of
categories based on musical criteria. (Here it might be interesting to
compare this taxonomy with one determined by spectral analysis or
some other more traditional scientific approach.) Drawing on this
analytical perspective, we designed the software to stay within the
limits of the kinds of phrases that carbon-based birds might sing.
Lastly, the Virtual Blackbird also determines the spatial position of
this synthetic singing among the six speakers, by simulating the
tendency of a real bird to maintain a safe distance from a nearby
human.

Following the first two exhibitions of Bird, we were invited by
the curator of the Zone2Source series of projects in Amsterdam’s
Amstelpark to make a version for their main venue in the park, Het
Glazen Huis (the Glass House). This unique venue consists of a large
150m2 glass-walled square exhibition space connected by a small
antechamber to a windowless 47m2 oval room. The dramatic
qualities of expansive transparency leading to a more intimate inner
sanctum stimulated us to reconfigure the work to take advantage of
the inherent contrast. Thus the light-filled square became the site of a
six-channel surround audio installation, which then led into a
darkened video installation.

One Amsterdammer reported that they never consciously heard
the bird before they encountered our piece, but now they hear it all
the time. In this case, the mediation with technology-driven art
actualized that participant’s awareness of the bird. Others noticed that
some of the blackbirds resident in the park seemed curious enough
about the sound of an unfamiliar bird to approach the pavilion for a
closer look... (Perhaps the next step along this path would be to
collaborate with an ornithologist to design an experiment that could
test reactions from Turdus merulus in response to our experimental
bird grammar. We have read that a pair of Japanese researchers have
conducted experiments with zebra finches along similar lines.)

In the first space, visitors entered a zone of spatialized blackbird
singing, with the overhead sounds moving unpredictably around the
room. Logically, most visitors experienced the hexaphonic sound
installation as a prelude to the more intense focus of the interactive
video installation. The glass structure allowed for another level of
site-specific interconnection as the flora and fauna of the park were
visible and active elements in Bird. This parallels the way the
concept of shakkei operates to extend the experience of a Japanese
garden beyond its actual boundaries as when a forest or mountain
seen in the distance appears intentionally connected to the immediate
environment.

We acknowledge that neither of these pieces could have been
realized without the collaborative contribution of each person and we
look forward to finding partners for future project develo

Upon entering the Glazen Huis’ oval shaped back room a hidden
infrared camera enables a computer to begin tracking people and their
movements in the video installation. Their position is mapped onto
2

http://www.collegeart.org/standards-and-guidelines/guidelines/useof-animals
3
http://vimeo.com/45934636
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This paper addresses the ubiquity of Albertian perspective as the
dominant paradigm in the production of certain diagrams.
Panofsky recognized the cultural specificity of perspective as, “a
systematic abstraction from the structure of … psychophysiological
space.” He considered it essential to ask with regard to artistic
periods, not only whether they have perspective, but also what kind
of perspective they have. This paper asks a similar question with
regard to the employment of such perspective in augmented reality
technologies.

describes it as “the dominant scopic regime of the modern era”
[2]. Rather than being a neutral, ‘natural’ vision, as is often
sup-posed, linear perspective carries quite significant psychic
implications, which bear upon how we encounter and interpret
the visual field and – particularly with regard to AR –
potentially how we engage with space. On a profound
psychological level, it can moreover, condition and indeed
prescribe how we interpret and even how we encounter our
environment.

In East Asian culture an alternative use of floating perspectives
has developed, this is recognised by cultural psychologists as
indicative of the different sensitivities to contextual information.
Differences in the interpretation of the visual field between Western
and East Asian subjects further call into question the universal
application of Albertian and Cartesian models in the design of the
diagrammatic environment.

Panofsky correlates the Renaissance development of linear
perspective, representing geometric space on a twodimensional plane, with Descartes’s development of Cartesian
space. Panofsky also considers that “‘aesthetic space’ and
‘theoretical space’ recast perceptual space in the guise of one
and the same sensation: in one case that sensation is visually
symbolized, in the other it appears in logical form” [3].

Augmented reality technologies are now capable of overlaying
diagrammatic information directly upon the user’s visual field.
Therefore the perspectival conventions of three-dimensional
visualisation techniques might potentially come to reinforce
Cartesian principles, and thereby be regarded as the unjustifiable
imposition of a culturally specific worldview. This paper addresses
the psychological, philosophical and indeed cultural ramifications
of this phenomenon.

There are a number of philosophical implications that flow
from this. In the above formula Panofsky identifies a
conceptual juggernaut that, at least in the West, has swept all
before it. However philosophical objections, to this reification
of Cartesian perspectivism, emerge from divergent sources.
Bourdieu, guided by Panofsky, sees in the Renaissance
development of pictorial perspective, the camera obscura and
“scientific” cartography, the emergence of a “distant lofty
gaze”, characterized by an attitude of detachment, surveillance
and control. Furthermore he identifies this with the “scholastic
disposition” and the supposed objectivity of Western science,
and he argues that it is Albertian perspective that first presents
us with, that “point of view on which no point of view can be
taken” [4]. Bourdieu tells us that the “only way”, to avoid this
“blind spot” is to do as “Panofsky does”, by putting
“perspective into historical perspective.”

Keywords—augmented reality; perspective; symbolic form;
Panofsky;

I. INTRODUCTION
The development of augmented reality (AR) technologies
that overlay diagrammatic information upon a user’s field of
vision presents many technological challenges, some of which
will be touched upon in this paper. Over and above these
challenges however, there are psychological and even
philosophical concerns with regard to those perspectival
systems that underpin these technologies. Panofsky [1]
revealed that Albertian/Cartesian perspective is not a ‘natural’
or inevitable mode of engaging with space, but rather a
construction and indeed a peculiarly Western instance of what
he describes as “symbolic form”. However, in Western
cultures, linear perspective has been remarkably successful; Jay

Panofsky understood that perspective “mathematizes this
visual space”, in what he terms “an ordering of the visual
phenomenon,” just as Cartesian method (indebted to the same
worldview) orders all phenomena. However this does not come
with-out a price, as Panofsky explains:
Whether one reproaches perspective for evaporating “true
being” into a mere manifestation of seen things, or rather
for anchoring the free and, as it were, spiritual idea of form
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Panofsky’s core insights concern the artificiality and
culturally specificity of linear perspective, more usefully
regarded as a system of symbols than a somehow privileged or
‘natural’ way of perceiving reality. It is a system moreover that
relies on certain “assumptions”. Indeed, this assumption that a
natural vision of the world can be attained from a single fixed
point of view is one that many commentators, as we shall see,
have queried. As Berger observes:

to a manifestation of mere seen things, is in the end little
more than a question of emphasis. [5]
The mechanics of “detachment” that Bourdieu recognizes
in both Cartesian perspective and Cartesian method is outlined
by Schrodinger, who describes such “objectification” as; “the
‘hypothesis of the real world’ around us.” And he explains the
considerable “price” paid for what he witheringly refers to as
merely “a fairly satisfactory picture for the time being.” [6] As
he puts it:

The inherent contradiction in perspective was that it
structured all images of reality to address a single spectator
who, unlike God, could only be in one place at a time. [13].

We step with our own person back into the part of an
onlooker who does not belong to the world, which by this
very procedure becomes an objective world. [7]

III. CULTURAL CONTEXT

Two points of note here are Schrödinger’s recognition of
the psychic price paid for this “fairly satisfactory picture” and
the extent to which it reflects a particularly Western,
individualistic vision. And Schrödinger also notes that part of
this price is the removal of the body (that of the observer and of
others) from the world picture as presented by
Albertian/Cartesian perspective.

Panofsky objects to the notion that a contrived artificial
mathematical space can substitute for psychophysiological
space. His work, in the art historical realm, is starkly echoed in
the findings of recent research that sheds light on the cultural
specificity of systems of perspective in more contemporary
contexts. In a comparative survey [14], which compared the
responses of Western, compared with East Asian participants,
to particular visual displays and scenarios, stark differences
were observed in the reactions of participants, reflecting
culturally specific responses to perspectival displays. Amongst
other findings a number of their conclusions are particularly
relevant to our current discussion. The authors concluded that;
“the convergence of evidence across multiple measures would
favour the conclusion that East Asians are more sensitive to
context in artistic and representational domains than
Westerners.” Moreover, the authors conjecture that perhaps:

II. HISTORICAL CONTEXT
In “Perspective as a Symbolic Form,” Panofsky [1] details
consecutive systems of perspective from Antiquity, to the
Middle Ages, to the emergence of Albertian perspective in the
early Renaissance, these are described as a succession of
worldviews. Panofsky thereby counters the positivist narrative
of progression toward ultimate mathematical certainty and
geometric purity.

… individualistic Europeans developed a linear perspective
(in which the spectator sees the social world from his or her
point of view) and collectivistic East Asians developed a
floating perspective (in which the spectator sees the social
world, including himself or herself, holistically) may
contribute to … [these] culturally shaped patterns of
perspective. [14]

Taking his lead from Cassirer, Panofsky analyses these
worldviews in terms of symbolic form, or “symbol systems that
structure an aspect of reality according to certain organizing
principles … [something] perspective does for the
representation of the visible world.” [8] Panofsky repudiates
the notion that linear perspective is the unique and inevitable
outcome of some natural progression, rather, as Neher puts it, it
is merely “an artifice suited to a certain Western manner of
apprehending the world.” [9] As though to emphasise this,
Panofsky insists that in studying “artistic periods and regions”
it is therefore essential “to ask not only whether they have
perspective, … but also which perspective they have” [10].

This insight tallies with a number of commentators on the
topic, Jay speaks of the “multiple vantage points” of medieval
Western perspective being replaced “by one, sovereign
eye.”[15] If we consider that East Asian perspective systems
encompass a similar “multiple” viewpoint perspective, this
strengthens Panofsky’s argument that Albertian/Cartesian
perspective might even be regarded as an aberration, as
opposed to somehow being the default, ‘natural’ system for
mapping reality and certainly not a universal system.

If linear perspective is but one of a number of culturally
specific ways of representing space, it is rather an odd one. It
makes, as Panofsky points out, two implausible assumptions:
… first, that we see with a single and immobile eye, and
second, that the planar cross section of the visual pyramid
can pass for an adequate reproduction of our optical image.
[11]

IV. TECHNICAL DEVELOPMENT
The production of diagrammatic perspective is easily
facilitated by the digital toolsets at a designer’s disposal. The
use of computer-generated imagery (CGI) to construct twodimensional renderings of three-dimensional space has become
ubiquitous. However as Panofsky points out, the ubiquity of
linear perspective and our habituation to it in the West plays a
major role in its dominance, therefore the role of the tools used
to communicate perspective should also be addressed.

As Panofsky recognizes these are no small concessions but
“rather bold abstractions from reality” and he warns us against
conflating ““reality” as an “actual subjective optical
impression” with what he calls the “structure of an infinite,
unchanging and homogeneous space”, because, as he points
out, “a purely mathematical space - is quite unlike the structure
of psychophysiological space”[12].

The development of three-dimensional CGI is inextricably
indebted to the Cartesian system of logic, space and geometry.
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Using mobile devices to view 2D or 3D information
diagrams, rendered on screen as a live camera image, thereby
augmenting the user’s view of the world, is now commonplace.
In these instances any immersion is reliant on the on-screen
device’s perspective rendering matching the observers field of
vision. The observer needs to hold the device in a consistent
central position, ensuring the image frame on the device
matches the users field of view, in order that Alberti’s frame
synchronises with the actual real-world space. AR headsets or
glasses resolve the dual view issue as the point of view is fixed
when projecting information onto a lens firmly set in front of
the observer’s eye. Systems with dual projection — an image
projected onto each lens — produce stereoscopic rendering of
the augmented information. This enables three-dimensional
perspective to be projected directly over the observer’s view of
the real world, Cartesian space is thus superimposed directly
into the observer’s psychophysiological space, such that the
habituation to linear perspective is reinforced without ever
being questioned.

Descartes may not have envisaged the development of CGI, but
his thinking enabled algebraic equations to generate geometric
shapes. It is through algebraic equations that computers can
model three-dimensional geometry within a virtual space to be
experienced by users on two-dimensional computer screens.
This process can be discussed in terms of logical or theoretical
systems generating the visual or aesthetic form of perceptual
space.
The digital Cartesian bodies produced are initially devoid
of colour and texture as these are calculated and visually
rendered by the computer using the process of ray tracing. It is
this process that enabled certain design fields to set out on a
quest for hyper photo-like imagery in the rendering of threedimensional geometry. Mitchell notes the striking similarity
between the development of computer rendering and the
development of linear perspective during the Renaissance [16].
The use of Cartesian geometry and ray tracing — tracing rays
of light to form a two-dimensional computer-generated image
of a three-dimensional scene — clearly reflect the principles of
linear perspective. Alberti’s thinking of lines of sight as
“threads” stretching between the eye and the object observed,
are reconfigured within ray tracing as rays, calculated by
Cartesian logic to construct the computer-generated image on
screen.

V. CURRENT AR CONTEXT
Panofsky
argues
that
we
cannot
reduce
psychophysiological spaces to purely mathematical spaces. To
elucidate this let us examine the two implausible assumptions
that Panofsky considers essential for central perspective “that
we see with a single and immobile eye” and “that the planar
cross section of the visual pyramid can pass for an adequate
reproduction of our optical image” [11]

In films, and in digital games produced using CGI
techniques, the viewer passively or actively interacts with 3D
environments representative of ‘real’ space. The common
element within these early formats was the viewing of these
representations through the frame of a two-dimensional screen.
The technological development of immersion or removing the
frame is a further significant development. Immersive spaces
such as the 3D IMAX for films or virtual reality headsets
require different technical solutions to those provided by
Alberti’s frame. With these technologies the frame of the
cinema or computer screen as a method for organising and
structuring perception is obsolete. Grau [17] discusses these
visual forms as immersive because they “seal off the observer
from external visual impressions”. The relocation of the
observer into the image as opposed to looking through the
frame at the image, from outside, is the recurring model. In
order to intensify the illusion and initiate immersion, the
observer is only able to see the virtual reality, a reality rendered
in the perspective form chosen by the designer. Grau goes on to
state that, “Over the last years of the twentieth century, the
incidence of immersive image media has spread to all
industrial nations, and thus, has helped the Euclidean
representation of space to achieve dominance, in Asia as well.”
[17]

A user of AR glasses does not use a single eye but two eyes
in constant motion and the resulting spheroidal field of view is
projected onto their concave retinal surfaces. This is not
equivalent to the fixed view of a camera with a flat image
sensor or the linear perspective model based on projection onto
a flat plane. The human spheroidal field of view results in a
curved perspective, where vertical and horizontal lines that are
not central in the field of view are actually perceived as curved.
In the pre-Renaissance period, both artistic and
philosophical theories are known to have observed that straight
lines are seen as curved and curved lines are seen as straight.
The curvatures of Doric pillars demonstrate that the Greeks
understood the practical implications of this observation. The
ancients recognised that the projection of an image onto a
curved surface is determined by angles not distances and the
relationship of the width of the angles of vision. Euclid’s eighth
theorem states that it is the ratio of angles, not the ratio of
distance between two different magnitudes at differing
distances that provides a more factual representation of natural
vision.

The subsequent development of Augmented Reality (AR),
a combination of the real world and CGI representations of
space, raises the most interesting questions about the
dominance of Euclidean space. This technology superimposes
a mathematically generated perspectival interpretation onto a
view of the observer’s field of vision and thereby imposes a
geometric structure onto what Panofsky termed the viewer’s
“psychophysiological space,” potentially orchestrating the
viewers interaction with their environment, with all the psychic
and philosophical implications that entails.

Euclid’s model is based upon projection onto a curved
surface and Panofsky implies it might be more than mere
accident that this model was suppressed during the
Renaissance; where artists may have looked more favourably
upon a system for projection onto flat surfaces, in terms of wall
decoration and easel paintings. Few people actually perceive
these curvatures and Panofsky cites the habituation of linear
perspective being reinforced through visual formats such as
photography – to which can now be added the many forms of
computer-generated imagery.
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As Panofsky, Bourdieu, Berger, Schrödinger and Jay assert;
Cartesian/Albertian perspective presents us with a singularly
individualistic vision of the world. Indeed one where, as
Schrödinger puts it, we become onlookers who do “not belong
to the world, which by this very procedure becomes an
objective world”. [7] This is a vision apparently quite alien to
East Asian perspectival systems.

In consideration of the assumption of the immobile eye,
Chua [18] observed cultural differences when tracking the eye
movements of Western and Asian subjects. Western
participants quickly concentrated on central objects, and for
longer than Asian participants, who made more eye movements
in general, which are more directed toward the background.
This supports theories of more contextual awareness in Asian
subjects but also raises implications for the binding of any
perspectival rendering to a real world background. Subsequent
research has found that Japanese participants recognised
objects better when they are bound to their original context,
than American participants, where contextual manipulation had
much less effect [14]. This indicates the binding of
diagrammatic perspectives to the actual real worldview in AR
systems may be more problematic for Asian than for Western
subjects.

In discussing Renaissance perspective Panofsky wrote the
following:
When work on certain artistic problems has advanced so far
that further work in the same direction, proceeding from the
same premises, appears unlikely to bear fruit, the result is
often a great recoil, … Such reversals, are often associated
with a transfer of artistic “leadership” to a new country or a
new genre, … they do this precisely by turning back to
apparently more “primitive” modes of representation.
These reversals lay the groundwork for a creative
reengagement with older problems, precisely by
establishing a distance from those problems. [19]

It can be argued then in relation to Panofsky’s assumptions,
that with regard the rendering of diagrammatic perspectives for
AR; firstly habituation and technological ease might be
considered to have strengthened the dominance of linear
perspective over more relevant ocular models. Secondly there
is no immobile eye, and moreover cultural differences in eye
movement may prove problematic for linear perspective
rendering for diagrams in AR environments.

Perhaps we have another lesson to learn from Panofsky,
perhaps a “recoil”, is precisely what is called for, a recoil from
the dominance of Albertian/Cartesian perspective whereby the
new genres of Augmented Reality and related technologies can
be freed from the dominance of a certain kind of prescriptive
vision that binds us to a singular, some might even say
tyrannical worldview.

VI. CONCLUSION
In conclusion, this paper raises questions (just as Panofsky
did in 1924-25) concerning the appropriateness of an
unquestioning acceptance of Albertian/Cartesian perspective as
the gold standard of perspectival systems. It does so in the
context of increasingly rapid developments in augmented
reality and other technologies and it does so from a number of
viewpoints.
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Carbon Comics
Accessible and engaging information about archaeological science

John G. Swogger
John G. Swogger Archaeological Illustration
Llanarmon D.C., Clwyd
jgswogger@gmail.com
As an archaeological illustrator, art and science have
shaped my career; art and science as a partnership are at the
heart of what I do – and at the heart of the comics about
archaeology and archaeological science I have been creating
for the past ten years.

Abstract—
Comics are fast becoming a well-established medium for the
dissemination of archaeological information. They are used for
public outreach and interpretation by field excavations, research
projects and museums. The combination of visual explanation
and narrative exposition allows the medium to communicate
complex information to audiences unfamiliar with detailed
subject matter. (Swogger, “Ceramics, Polity and Comics”,
Advances in Archaeological Practice, Vol.3, No.1, Feb. 2015)

As an archaeologist – and as an artist (or at least, an
illustrator) – archaeology has, for me, always been as much
about art as about science. It is as much about the idiosyncracy
of instinct as it is the structure of logic, as much about the
freedoms of interpretation as it is the rigour of observation, as
much about subjectivity based in experience as it is objectivity
based in data. Art and science each bring something to the
practice of archaeology, but they bring something very
different.

Archaeological science is now employing comics to bridge the
public knowledge gap between fieldwork and museums –
between the data gathering processes which take place at
archaeological sites and excavations, and the interpretations
presented within museums, visitor centres and in broadcast
media. The intention is to “open up the black box” of
archaeological science and show how excavated material becomes
– through carbon-dating, isotope analysis, etc. - facts on
interpretation boards.

As an archaeological illustrator, I work in the borderlands
between art and science - between instinct and logic,
interpretation and observation, experience and data. It is my job
to bring artistic sensibility in recording and representation to
the scientific process of excavation and analysis. Every chart or
graph I produce, every artefact I draw, every reconstruction
view of the past I paint is an exercise in balancing the different
– and sometimes conflicting - expectations and demands of
both art and science.

The current project, commissioned by the Center for Applied
Isotope Studies at the University of Georgia, is creating comic
books which explain the archaeological science work undertaken
at the labs to visiting school groups (ages 7-19). Each comic
features scientists who work at the labs whom the school groups
meet on their tours. Each comic uses real examples to show how
radiocarbon dating, lead isotope and carbon isotope analysis help
provide archaeologists with evidence for the age and origin of
samples taken in the field.

The tools of an archaeological illustrator are forms of
representative expression which attempt to meet those
expectations and demands.1 The conventions of media, pointof-view, technique and stylistic approach which characterise
these expressions are the direct result of a century-and-a-half's
worth of back-and-forth between art and science as to the best
way of giving visual form to data and interpretation, whether
that be in a painting, drawing or model.2 Such visual products
are inevitably hybrids, and the danger inherent in this backand-forth process is that both the inventiveness of the artist and
the rigour of the data may be diluted and spoiled in the search
for compromise between two very different ways of thinking.
In the end, the resulting representations run the risk of neither
satisfying the specialist requirements of an expert audience, nor
the aesthetic demands of a non-expert one.

The project demonstrates how an art-based medium can be
used to communicate good science in a way which decomplicates, humanises and grounds the otherwise abstract
nature of the processes and subject matter – without relying on
the shorthand of specialist jargon or the tropes of specialist
visualisation. As such, the medium can be shown to have a role to
play in re-engaging the public with science, and in facilitating
scientists who wish to communicate meaningfully with nonexpert audiences.
Keywords—archaeology;
engagement

comics;

art

science;

public

1 Swogger, J. (2000). Image and Interpretation: The Tyranny of

2
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Representation? In: Hodder, ed., Towards Reflexive Methodology
st
in Archaeology, 1 ed. Cambridge: McDonald Institute for
Archaeological Research, pp. 143-152.
Moser, S. (1998). Ancestral Images: The Iconography of Human
Origins. Ithaca: Cornell University Press.

This tension between art and science became increasingly
in evidence the more I worked on material suitable for “public
outreach” or “public education” - displays for visitors' centres,
museums or “popular” publications. The more work of this
kind I did, the more I realised how far short of the mark the
hybrid products I was trained to produce were falling. Images
which to an archaeological mind were entirely straightforward, uncomplicated, and requiring of no further
explanation
were
either
entirely
or
significantly
incomprehensible to a non-specialist audience. As a result, I
became increasingly dissatisfied with the methodology of
convention which shaped much of my illustrative output and
increasingly interested in finding ways to address what I came
to see as its failings.

vernacular spaces which can be curated by non-specialists –
noticeboards, local newspapers, shop windows, etc. This is
particularly important as so much archaeological work takes
place within community contexts, where it is reliant on
community goodwill and practical support for its success.
Comics as an informational medium is enjoying a
significant growth of interest. Politics, economics, physics,
biology and medicine are all well-represented within the canon
of applied – that is: non-fiction – comics. Specialist publishers
such as OR Books, for example, produce niche graphic works
on politics, social justice and activism, while mainstream
publishers such as Jonathan Cape and Fantagraphic are wellknown for award-winning graphic journalism, biography and
memoir.

It was in this context that I “discovered” comics. I started
using them first as a way to produce interpretative and
explanatory materials for younger audiences, but quickly
discovered that being able to combine image and text made this
medium perfect for addressing archaeological audiences of all
ages. The ability to both show and tell within the same visual
product gave me, as an illustrator, not just new ways to create
explanations, but ways to create better, more accessible and
more engaging explanations. Increasingly, comics became my
preferred medium of choice for representing and explaining not
simply “the past”, but archaeological process and practice as
well.3

There are many possible reasons for this increased interest
in the use of comics as an informational medium – certainly the
growth since 1995 of the internet and the near-ubiquity of webbased image-text information is one. But there is perhaps
another: that comics represents a highly-successful merging of
the “artistic” and “scientific” approach to visualisation of
information.
As I have noted the effectiveness of comics as a means of
communicating archaeology, so I have been keen to encourage
its use. Through the Applied Comics Network, there is a small
but growing circle of professional illustrators and academics
interested in the use of comics in archaeology – and, more
importantly, interested in making their own. These creators are
using comics to challenge the ways in which the discipline
presents knowledge about the past; through them,
archaeological comics are turning up with increasing frequency
in museums, educational programmes,4 and even PhD texts.5

Over the past ten years, I have used comics to create
outreach, education and informational publications for
archaeological field projects, excavations and training
programmes for museums, visitors centres, tourist information
offices and schools. The medium has allowed me to address
subjects as diverse as excavation methodology, industrial
archaeology, indigenous culture, archaeological law and local
heritage. In all these instances, by using features and
characteristics particular to comics, I have been able to:
overcome an audience's unfamiliarity with a subject by
combining visual context and narrative-based explanation;
simplify complex subject matter by unpacking it into steps,
stages and constituent informational elements; humanise and
ground the abstract nature of an unfamiliar subject by showing
real process and practice being carried out by real people in
real places.

Although their use is still rare, it is arguable that such
informational archaeological narratives are focused on material
which is already, to a certain extent, familiar to their audiences
through an awareness of its general heritage context or at least
a popularised version of its aims and practice. But there are
aspects of archaeology which are certainly unfamiliar to most
public audiences, requiring, as they do, experience of very
specific scientific knowledge. In such cases, lack of familiarity
breeds all manner of myth and conspiracy, and provides
ammunition to fraudsters and deniers – undermining some
fairly fundamental principles of archaeology, and feeding into
political and social narratives which not only marginalise the
study of the past, but attack even its basic validity. In this
context, effective, engaging and accessible informational texts
may have an even more important role to play.

The resulting visual product is more engaging, more
accessible and more useful than any individual illustration,
painting or drawing I might have previously produced.
Audiences of all ages have consistently responded positively to
the medium, and have demonstrated not just continued interest
in the subject matter, but continued interest in the comics
themselves as an informational resource and archive. Unlike
traditional visual means of presenting and interpreting
archaeology, comics do not require “specialist” curation by
experts or outsiders to be effective tools for education and
outreach. Their presentation and display is not dependent on,
nor confined to, elite spaces such as museums, visitors' centres
or even schools. They function equally well in informal,

4 See various references at johngswogger.wordpress.com for range

3 For a history of my work with comics and the evolution of my use

5

The work of laboratory-based archaeological scientists is
largely unfamiliar even to other archaeologists. Yet their work
underpins much of the archaeology now done in the twentyfirst century. Metallurgical identification, DNA sequencing,
isotope analysis and radiocarbon dating are all examples of

of them, see posts between 2010 – 2017 at
johngswogger.wordpress.com [accessed 16 June 2017].
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and variety, also the work of Dr. H. Sackett at
prehistories.wordpress.com [both accessed 16 June 2017].
Lovata, T. (2005). Talking Dog Archaeology. SAA Archaeological
Record, 5(5), pp. 22-26. This article references his unpublished
PhD thesis, but includes some illustrations from the comic.

laboratory-based science now indispensable to archaeological
research. While it is not unusual to see mentioned the results of
such analysis, there is rarely much explanation of the process
by which such results are produced. And yet, understanding
these processes is vital to understanding how the raw material
of archaeological excavations – the artefacts, the samples, the
human bone, etc. - is turned into the facts and dates which
make up archaeological narratives about the past.

- thus making clear the connective role the comic plays in
linking introductions to STEM subjects with demonstrations of
associated practical skills.7 In creating these comics for CAIS, I
have followed exactly the same pattern as with my other
archaeological comics: overcoming an audience's unfamiliarity
with a subject by combining visual context and narrative-based
explanation; simplifying complex subject matter by unpacking
it into steps, stages and constituent informational elements;
humanising and grounding the abstract nature of an unfamiliar
subject by showing real process and practice being carried out
by real people in real places.

The Center for Applied Isotope Studies at the University of
Georgia in the United States is representative of the kind of
facility in which this work takes place. The Center undertakes
various kinds of isotope analyses, and provides various kinds
of science-based services for archaeological research projects,
large and small. Among the work they do is isotopic
metallurgical analysis, carbon isotope analysis of human bone,
and radiocarbon – carbon-14 – dating: in other words, exactly
the kind of “behind the scenes” work that is so important to the
construction of archaeological knowledge about the past, and
exactly the kind of work that is rarely featured in presentation
of that knowledge.

These three elements ensure that jargon can be explained,
new technology shown as well as described, and unfamiliar
actions and procedures demonstrated step-by-step.
The aim of the comic is not just to provide information
about specialist forms of isotope analysis – it is also to provide
information about other aspects of science practice. A majority
of the laboratory staff are female, for example, so in featuring
actual staff members as narrators within the comic, it becomes
a way to encourage female as well as male students to see
science as a career “for them”. Likewise, the comic is
presented in dual-language format – English and Spanish – as
part of a policy to encourage interest in science as a career
among Latino and Hispanic students. These are both examples
of the way in which the particular relationship between image
and text in a comic can be used to create very specific social
and cultural contexts for the informational content.

Such labs exist as virtual “black boxes” - samples go in at
one end, dates and data come out at the other. As a result, the
practice of this kind of archaeological science remains largely
invisible within archaeological public outreach. The Center for
Applied Isotope Science (CAIS) approached me initially
because they receive some federal funding, and as a condition
of that funding, must conduct public engagement. This takes
the form of inviting school parties to visit the lab, watch the
teams at work, and observe the steps involved in various types
of analysis. While the school parties find the visits interesting,
teachers find the processes difficult to explain beforehand.
School-level texts on isotopes tend to talk about them in
general, abstract terms – few make the connection to practical,
archaeological applications (and, indeed, why should they?).
Unfortunately, however, this means that students usually arrive
for their visit unclear as to its purpose, uncertain about what
they are meant to find important, and unable to “take away”
much from the visit back to the classroom.

In addition, studies into the use of comics to teach highschool science in the United States suggest that the medium has
an additional important impact beyond communicating
information or socio-cultural context. The use of comics has
been shown to foster a significantly more positive attitude
towards science when used in teaching.8 My own feeling –
based only on talking to people who have read my own
archaeological comics – is that this is due to the inherently
'constructive' nature of a comics text, in which readers build
familiarity with complex subject matter image by image,
caption by caption, panel by panel. Readers are never
confronted by the scale of their lack of knowledge, but instead
are situated within a learning framework that consistently
expands in small, incremental steps. Importantly, too, the
comic as a “take-away” product ensures that the visual and
explanatory learning experienced within a classroom, on an
archaeological site, in a museum or during a laboratory visit
can be replicated beyond those environments. Because the
visuals within the comic mirror the context of the original
experience, so re-reading the comic serves to reinforce the
learning from that original experience without introducing a
conflicting context.

The purpose of the comic was to create something which
would bridge the gap between the general understanding of the
subject matter fostered in the classroom, and the specific
applications being demonstrated in the labs. And, as well, show
how this kind of laboratory-based analysis both fits into, as
well as facilitates, much larger archaeological narratives about
the past. In other words, this comic was about making detailed
science comprehensible to an audience unfamiliar with its
specific application, and placing that science within its wider
context. On it's public web-page, CAIS states “Students of all ages learn and retain knowledge best when
it is personally rewarding or interesting. Therefore, we
developed a comic book series that not only introduces the
reader to science, technology, engineering and math, but also
increases STEM literacy through analytical reasoning skills
and science process.”6

7 Somewhat beyond the scope of this paper, but there is something

6 cais.org, (2015). Carbon Comics [online]. Available at:
http://cais.uga.edu/education_comics.html [accessed 16

8

June 2017].
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important in the multisensory nature of comics which I believe
encourages readers to make this connection between abstraction
and practice, more so than text presented on its own. For an indepth analysis, see: Hague, I. (2014). Comics and the Senses: A
Multisensory Approach to Comics and Graphic Novels. London:
Routledge.
Hosler, J, Boomer, K.B. (2011). Are Comic Books an Effective Way
to Engage Nonmajors in Learning and Appreciating Science? CBE
Life Sciences Education 10(3), pp. 309-317.

It is too early yet for me to be able to provide anything
other than anecdotal feedback on the way in which these
comics have been received by their intended audience: the first
comic – on radiocarbon dating - was published at Christmas,
the second – on archaeometallurgy – came out this spring, and
the third – on carbon isotope analysis - is currently with the
printers. But initial reception among the students has been
positive; whether this will translate into a rush of majors in
physics and archaeo-chemistry has yet to be seen. What has
been interesting, however, is the feedback from archaeological
scientists themselves. Responding to this initial positive
response, I am now involved in creating archaeological comics
about ancient DNA, the laboratory analysis of animal bone,
and the coding of archaeological databases. In all these
instances, the researchers and specialists were excited by the
prospect of making visible “invisible” aspects of
archaeological work. In each case, the emerging narratives are
proving to be more interesting comics than one might at first
expect. Archaeological databases are not photogenic – Indiana
Jones is never shown scratching his head over lines of code and
stack overflows; and yet, the stories that are being told are
interesting and – more importantly – important! Archaeology is
built on data; how we manage that data impacts significantly
on our ability to use it effectively. Making stories about data
and databases more accessible, more engaging – more
interesting – is to dramatically increase the scale and quality of
public knowledge about the real practice of archaeology. A
better informed public is more likely to see the value in
archaeology, more likely to understand why it should be
supported, and more likely to agree it should be funded. I
would also like to think that a better-informed public limits the
damage the fraudsters, hucksters, hoaxers and deniers can do.

personal in science: what it means to those who undertake it
and why that is important; to speak to the public not just about
science, but about scientists.
Comics about connections between the illegal trade in
antiquities and the funding of terrorism or the sexual
harassment of students in the field are just two examples where
highly complex issues can be combined with emotionallycharged visualisation to talk about the impact of archaeological
practice, process and politics on individual lives. Similarly,
comics about issues of legacy in successor projects on
archaeological sites, the relationships between indigenous
communities and archaeological law, and the use of field
archaeology as a therapy tool for veterans who have
experienced physical and psychological trauma10 are examples
where de-complicating, grounding and humanising enables
marginal stories within archaeology to be brought before new
audiences.
Fifteen years ago, I found the work I was producing as an
archaeological illustrator increasingly unsatisfactory both as
pieces of “art” and as pieces of “science”. Those that were
“scientific” enough for archaeological audiences were not
“artistic” enough for non-specialist audiences; they largely
failed to strike a consistent balance between aesthetics and
functionality. In comics, however, I have found a medium that
largely succeeds in maintaining this consistent balance. In
comics, I have found a medium that is both aesthetic and
functional – that allows me to use image and text to its fullest
potential. If an image is unfamiliar, I can enhance it with
explanatory text. If a piece of terminology is unfamiliar, I can
give it visual context. If an explanation is overly complex, I can
split it up into discrete captions and panels to simplify it
without dumbing-down the content. I can use real people, real
places and real situations to both “put a face” to archaeological
practice and bring it “down to earth”.

All this is anecdote – and anecdote is not analysis, just as
suggestions are not statistics. Data collected at the conclusion
of another comics project, however – this time on local
heritage in the market town of Oswestry – would seem to
justify my generalised conclusions about both the short-term
effectiveness of comics as a means of communicating
unfamiliar information, and the longer-term impact of shifting
attitudes towards unfamiliar subjects. Here, 90% of
respondents agreed that they were “a good way to talk about
local history, archaeology and heritage”. Significantly, in terms
of assessing longer-term impact, 60% of respondents found the
comics “memorable”, and a third of them indicated that reading
the comics had prompted them to visit a local heritage site,
attend a local heritage event or otherwise get involved.9

In comics, I feel as if I have found a medium which is more
than just a novel way to approach younger audiences; instead,
it is a medium in which the demands of “art” and “science”
form a natural partnership. In a comic I can work with both
intuition and logic; I can present interpretation as well as
observation; I can draw from both experience and data. In one
comics panel I can use a “scientific” approach to visualisation
which prioritises objectivity, and in the next panel use an
“artistic” approach which prioritises subjectivity – and I can
use the language of comics to signpost those choices.11
In the traditional archaeological illustrations I used to
produce, this kind of partnership often felt forced and
imbalanced; here, it feels complementary. In comics about
archaeology, regardless of whether they are about the
experience of excavators in the field, or the work of scientists
in the lab, this partnership feels entirely natural: a genuinely

This broadly positive initial response by both audience and
archaeologist has encouraged me to explore further the
potential comics has to make more visible other, equallyhidden aspects of archaeology. Indeed, the ability of comics to
draw meaningfully from art practice while at the same time
framing visualisation within the narrative framework of thesis,
memoir or argument demonstrates how comics can go beyond
information and data, beyond science as process and procedure
to science as inhabited experience - to communicate the

10 All current projects on which I am working with a range of clients.
Discussion of these can be found at johngswogger.wordpress.com.

11 This is a function of layout, design, style, etc., and has important
implications for the practice of archaeological visualisation across
various media. See: Swogger, J. in Hodder (ed) – op.cit; also:
Swogger, J. (2015) Ceramics, Polity and Comics: Visually representing formal archaeological publication, Advances in
Archaeological Practice 3(1), pp. 16-28.

9 SurveyMonkey online survey. Responses collected between 9/7/16
and 10/6/16. n = 10, representing 1% of unique online readers of
the comic through Facebook. Total newspaper readership c.
17,000 per comic.
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meaningful, useful, effective, accessible
collaboration between art and science.

and

engaging
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develop understanding of complex physical and chemical
systems, from the effect of the temperature and concentration
of an acid bath on etching times to how to get the right colour
of glaze in a Raku kiln, and it is the best way to answer ‘what
if?’ questions.

Abstract— Art and science share many methods. For
example, in art practice any iterative process where variables are
isolated and tested individually to improve the outcome of the
practice embodies what is at the core of the most important
concept in science. Similarly, craft skills are vital to the
experimental sciences, but often overlooked by the practitioners.
This oversight has resulted in a fragmentation of scientific
practice which, while improving efficiency in the short term, here
I argue that it can lead to a long-term loss. I will use examples
from the field of geology to show how hands-on craft and art
abilities extend understanding of the scientific process and can
allow innovation within the context of a 'making as thinking'
philosophy.

Related to this is the concept of repeatability [2]. If
repeating an experiment does not repeatedly produce the same
result then all the important variables have not been
controlled. As far as the scientist is concerned: ‘If you can’t
repeat it you haven’t done it’. This is arguably the point at
which art and science diverge – scientists are interested in ever
greater reproducibility1 to isolate the fundamental phenomena
which control the universe at the finest level whereas artists
are, generally, interested in developing new directions rather
than reproducing ‘old’ works.
Clearly this is an
oversimplification – the editioning of work requires great skill
in ensuring that each piece is as similar to the others as
possible. I will discuss here whether the scientific fixation on
reproducibility has limited our ability to innovate and find new
insight using some examples from my field of high-pressure
experiments. I will then finish by discussing examples where
art skills enhance the recording and communication of
scientific information.

Keywords—Craft; Cottage Science; Drawing as Data

I.

INTRODUCTION

The move towards automation in experimental science
arises not only from a drive for increasing efficiency, but also
from the concentration on reproducibility as a key aspect of the
scientific method. While reproducibility is important in
science I suggest that allowing a degree of random variability
in some aspects of experimental science can create the
conditions leading to new insight. Artistic experimentation
with materials and methods often embraces a ‘let’s see what
happens if…’ attitude and I explain here how this sense of
‘controlled chaos’ might be a useful tool in the arsenal of
modern science.

II. CRAFT AND AUTOMATION IN EXPERIMENT
High pressure, of over ~100,000 atmospheres, is generated
using the principle of pressure amplification through reduction
of area. A large hydraulic press is loaded at a relatively low
oil pressure to perhaps 1000 tonnes and this load is transferred
to the sample- and furnace-containing pressure medium using
small hard metal anvils of a few square millimetre crosssection. The principle can be thought of in terms of elephants
in stilettoes – the bigger the elephant, or the smaller the
stiletto, the higher the pressure under the stiletto. The current
pressure limit to these large-volume experiments is about 1
million atmospheres, equivalent to 2500 km depth in the
Earth. But to get to this pressure requires the miniaturising of
the ceramic pressure medium and furnace to around 5 mm
total length, allowing samples of 0.4 mm diameter. There are
typically 20-25 ceramic parts which make up the pressure
medium for each experiment and traditionally these
components (Fig. 1) are machined by hand on a small
engineering lathe. The precision of machining depends on the

We learn about the world from our experiences of it and
the scientific method is a way of controlling our environment
to maximise the learning outcomes from our experiences.
Two key concepts in the scientific method are isolating
variables and reproducibility. Isolating variables is important
because if you want to understand any material phenomenon
you must investigate each particular possible cause without
the influence of other possible factors. If two variables change
simultaneously it is difficult to know if the resultant change to
the phenomenon is due to one or the other variable, or to a
combination of the two. Much better to change the one in
isolation and then the other and see what effect each variable
has on their own before adding further complication. This
learning strategy, reductionism, is a key innate strategy in
children’s and toddlers’ learning [1] and is the corner stone of
modern experimental science. It is the most efficient way to

1

For the present discussion the concepts of reproducibility and repeatability
have the same meaning.
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experiments in electromagnetism [3] and in the discovery and
isolation of the noble gasses [4].

operator but is typically ~30 µm for skilled experimentalists.
Ill-fitting components reduce the maximum pressure
generation and the reproducibility of pressure generation – this
becomes an increasingly severe problem for smaller cells and
experiments at the highest pressure are only possible using
CNC-machined components with better than 10 µm tolerance.

These potential losses to innovation can be dealt with –
students can be taught to machine components before they
move on to using CNC versions for the highest pressure, but I
suggest that there is a further loss which is harder to deal with
in a meaningful way. This is the loss of unpredictability.
Much of the drive in modern experimental science is towards
improving precision (and hence predictability), and that is as it
should be; however it has been argued that science advances
by chance [5]. An example from my field is the discovery of
the role of aluminium in controlling the chemical partitioning
of lower-mantle minerals – a discovery which has been the
focus of much follow-up work since it ultimately affects many
of the physical properties of the mantle. Initially, highpressure researchers only concentrated on the role of the major
elements, magnesium, silicon, iron and oxygen since they
comprise over 95% of the mantle silicates and so should
dominate their properties. Wood and Rubie [6] reported the
effect of aluminium on iron-magnesium partitioning after a
fortuitous discovery – the original experiment was not
supposed to contain any aluminium – but they took the
interesting from a ‘bad’ experiment and ran with it. Allowing
a degree of unpredictability in experiments allows novel
results to arise naturally and also, I would suggest, puts the
researcher in a mindset to work with the unexpected rather
than discounting it as a mistake. Many scientists would, I
believe, benefit from the playfulness inherent in the ‘let’s see
what happens if’ mindset seen in much of modern artistic
materials practice.

Here automation and removal of the traditional craft
techniques has a clear benefit, however there is also an
unforeseen cost – a reduction in the ease of innovation. This
arises firstly through the extra set-up penalties of CNC milling
compared to lathe work and hence an increased cost for oneoff prototyping activities. The second unforeseen is much
more important and difficult to address. The hands-on
experience of machining fragile ceramic components gives the
operator a tacit understanding of the limits of the technique
and why each component is designed in a certain way. At the
extreme, where experimentalists just go and collect
components from a set of drawers, there is no connection to
the manufacturing process at all and the much of the
knowledge of the fabrication process and its inherent
limitations is lost.
Conversely, the combination of rapid iteration of
prototypes and an understanding of why things are how they
are allows innovation. Whereas laboratories which use CNC
milled parts for high pressure experiments have pushed to ever
higher pressures they are not typically the ones developing the
new types of experiment which address new classes of
question – deformation experiments to investigate convection

III. DRAWING AS DATA
A second area where the many sciences could beneficially
learn from fine art is in the documenting of field data. In
geology, for example the way that rock strata are placed in
relation to each other, and the nature of their contacts, carries
information about their relative ages and any ground motions
which occurred between deposition of one set of beds and the
next. Accurately and concisely noting these relationships in
the field is an important part of developing an understanding of
the geological history of an area. With the advent of digital
photography there is a move towards photographic
documentation rather than field-sketching. The old adage that
the camera doesn’t lie is all very well but it also doesn’t see
everything and it certainly doesn’t decide what should be
depicted in the image. While the operator can chose what is
depicted, in many cases in the field it would take a collage of
many photographs from different view-points to depict a
particular geological feature. While David Hockney’s multiple
joiners might be visually arresting, they don’t add clarity or
precision to the representation. Field-sketches, on the other
hand, do just that by distilling the key features from the noise.
Making a good field sketch forces the geologist to make
choices – what do I want this line to represent, and what does
the nature of its termination mean? In my experience, the
teaching of observational drawing and the attendant discipline
of precise observation is one of the weakest skills in our
undergraduate earth-sciences students and one which we make
little effort to address. This is so important because, regardless

Figure 1. A simple cell design for thermal conductivity
measurements. In addition to the 10 components in the
drawing there are a further 12 ceramic gaskets required
for each experiment. Redrawn from [7].

in Earth’s mantle, for instance. Similar links between
innovation and a strong connection to fabrication are seen in
other areas of science, for instance in the history of Faraday’s
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of whether student will go on to be field geologists for their
career, precise visual observation and communication is central
to so many fields of human endeavour.
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Technological interference: strategies for reflection
Adopting digital technologies to examine and enhance arts pedagogies
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The research was about me but not just for me. I wanted to
use this research to gain insight into the experience of making
visual arts and support my own students with their practices. At
the time, I was asking: how can digital technologies support
students with their own reflective practices and empower them,
particularly with the transitions they make from students to
practitioners?

Abstract— This paper discusses the strategies used to observe
and reflect on my own artistic practice. It examines how my
approaches and use of digital technologies evolved, and how I
continue to use these strategies in my own practice and teaching.
Framed as digital auto-ethnography this paper outlines how
digital technologies helped to create new spaces to reflect in, and
how these have enabled, interfered with and directed my
practice.

This research used digital technologies to observe and
record my practice so that I could re-see my own making and
view this process from different viewpoints. This
documentation was used to make familiar activity unfamiliar,
to enable me to question engrained habits and unpick what had
become usual practice. Documenting practice as research is
commonly used by artists to reference their making but also to
form a foundation of their practice [2]. Best understood as ‘inaction’ reflection or reflexivity, documenting practice as it is
happening, through writing and images using: sketchbooks,
journals, diaries and more recently blogs, observations: ideas,
thoughts, technical information and decisions can reveal the
artists’ encounters with materials. In addition to this, Mäkelä
and Nimkulrat describe the recording and reflection that takes
place before an idea is formed as a second mode of
documentation which they refer to as fieldwork and primary
research visits [2]. Artists engage frequently and iteratively
with Schön’s [3] ‘reflection in action’ and ‘reflection on action’
throughout these processes, therefore, reflection as learning
through arts practice is both integral and cumulative according
to Ryan [4].

Keywords— Reflection; digital technologies; auto-ethnography;
disruption; interference

I.

EXAMINING PRACTICE

Between October 2013 and June 2015, I experimented with
using digital auto-ethnography to observe, record and reobserve myself as an artist. The technologies: digital voice
recorder, Go-Pro headcam and private and public digital
platforms, were used to observe my non-digital arts practice.
The accessibility of the digital tools and platforms was more
important than how technically advanced they were, or their
intended purpose.
Initially the research focused on my experiences of
reflective processes while making and what the digital
technologies might help to reveal or amplify rather than the
technologies themselves. Referring to a different generation of
technologies McLuhan [1:7-8] suggested that ‘the medium is
the message’ and ‘the medium is any extension of ourselves.'
Rather than literally meaning that the technology is the content,
he emphasises that there are consequences of using any
medium or technology in the changes they make to us through
their [1:7-8] ‘scale or pace or pattern.’ In the context of this
research, it was the spaces these technologies introduced that
affected change. In some cases, the wearable technologies I
used, like the headcam, were an extension to my body and its
capabilities. So, examining the intersection of reflective and
reflexive practices, technology and making, the research was
not about technology but what virtual and temporal spaces
might be created to reflect with and within.

My own research was concerned with what these forms of
reflection look and feel like and whether they could be enacted
and better understood through using digital technologies.
Rather than fitting into either of Mäkelä and Nimkulrat’s
categories of practice-led research, as artist and researcher or
auto-ethnographer, I fitted into both. The documentation was
not just of the work I was making, it was also of me making, I
was often present in the footage albeit disembodied parts of
me. I documented museum artefacts as an artist with my
‘fieldwork’, and documented my practice as it was happening.
I also documented with tools outside of my usual practice
which in turn developed into a third type of documentation: I
reflected on these experiences of being researched, researcher
and artist and what I could see from using these different
technologies. These new experiences of my own practice and
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metacognition became a third space, a new space to reflect
with and in. Mediated by technology, these spaces inhabited
virtual worlds in the form of blogs and private repositories, as
well as new modes to see and listen with in the form of:
photographs, videos and audio recordings. Some of these
documentations became artworks, sometimes edited and
presented as work to reflect with, developing into making work
specifically to reflect with.

Not all my approaches used the digital to record: laying the
acetate on the glass cabinets to trace the objects they contained
changed the relationship between the 3d object and 2d drawing,
I began to re-think what happens when I draw. Usually when
drawing the object is momentarily memorised before it is
relayed to the paper. Early digital auto-ethnographic
observations of my drawing practice revealed that I spent as
much time looking at the object I was observing as I did to the
marks I was making on the paper, with moments in between
where I paused. The acetate tracings took this element away:
with one eye closed, I could look simultaneously at the
drawing marks I was making, and the object I was observing.
My thinking became less focused on the accuracy of the
drawing itself and more about the mechanics of what I was
doing; I looked for details I had not traced yet. I became more
focused on the object I was observing rather than the
difficulties of representing 3d space in a 2d form.

The go-pro camera became a third eye which recorded what
I could see and therefore allowed me to re-see and observe
things I had not originally noticed. My work and experiences
became in one way or another digitised, either as moving
image, photographs or audio. Seeing the work in these digital
forms reframed the work, it became flat and distant from my
original encounter. The films and audio animated and
presented the work and my thinking in a different way; the
static imagery and silent thoughts came to life through these
recordings and enabled me to see and reframe the work from
different perspectives. The technology provided a different
dimension to view the work and my experiences: a virtual
space.

As part of my re-experiencing, both views, behind and in
front of the acetate drawing, were composited together in a
video. I did not consider the video an artwork, but a piece of
work to reflect with, an artefact of the digital auto-ethnography.
The work became drawing to think about making and drawing
and a new space to reflect in.

Drawing is in itself a reflective activity [5] ‘drawing can be
understood as the visible trace of our cognitive processes, the
record of how we perceive, understand and process our
experiences.’ Making a drawing can be a moment in research,
itself creating space and time to think, part of not knowing,
finding out and thinking about where to go next. The digital
auto-ethnography provided an additional viewpoint and the
capacity to record this process, some of it usually hidden or
silent and to experience the making process differently.

The documentation of the acetate drawings stimulated more
thought about depth perception and how recording something
twice with a different eye open each time produces a very
different image, partly because each eye was capturing
something physically different each time but also because of
the qualities of the marks made. I refer to these drawings as
‘binocular drawings’, ‘pairs of things’, ‘movements and shifts
in perception’, ‘seeing and recording’ and ‘double images’.
These double images as well as tracing became themes that
continued to develop through the work. I see tracing as a sort of
metaphor for reflection: going back over, but often creating
something slightly different each time. I also recognise that
tracing is already a significant part of my practice:
observational drawings of objects eventually become machine
stitched drawings through several iterations.

This heightened awareness of my own making and thinking
was difficult to manage at first, initially feeling like an
interference, but as I became more used to pressing ‘record’
and not minding long pauses and gaps in activity, it became
less obtrusive. In an early account of this experience I discuss
how I felt that the auto-ethnography had an impact on the
direction of the work I was making but realise that it mainly
allowed me to look at how I approached image making in more
depth. Through slowing down my thinking and making I was
able to understand something new about something familiar.
As a reflective process the auto-ethnography enabled me to
document my journey with a view to understand the creative
making process better. It is not that digital auto-ethnography
changed my practice, rather, that it changed my relationship to
my making.

II. SPACES FOR REFLECTION
Making time to reflect on experiences and being aware that
making sense of these experiences happens over time is
important to the quality of reflection that takes place. Bernard
[6:3] suggests that ‘reflections situated in time can be deeply
concentrated; an intensified experience where one becomes
totally absorbed in the consummatory moments of thought and
action, with attention centred on a limited field of awareness.’
Using digital auto-ethnography was an attempt to capture some
of those moments of total absorption. It is questionable whether
the capturing negates the absorption, however this is in itself an
interesting space to create. Reflections situated over time are
described by Bernard as actions and thoughts that are
recovered, reviewed, revised, re-evaluated, reordered and
embodied in time’s containment [6]. The digital technologies
and platforms extended the time spent looking at and thinking
about experiences. They were time consuming and slowed the
pace of the making down. The technology also enabled
different forms of thinking to take place; speaking thoughts as
well as writing them or typing them onto a blog provided a

I created situations where I could see myself drawing from
behind the drawing (using acetate) by using a video camera
which focused on the reverse of the acetate. I could unpick
what happens when I draw from watching a drawing
materialise and from observing myself making it. The go-pro
filmed what I could see in the glass case in front of me, acetate
pressed against the glass; the camera filmed me looking and
squinting at the object as well as the marks contacting the
surface of the acetate. There was something intimate about
seeing this detail and moments of materials connecting and I
became sensitive to both the movements and pace of these
actions.
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variety of opportunities and ways to express thoughts and
document them quickly. It was also important to find external
spaces to think. Arguably the written journal or sketchbook
provides this type of thinking and conversational space
however the juxtaposition of digital forms: still images, text,
film and spoken reflection, externalised and enabled the
experiences and layers of making and thinking to be seen and
reflected on together.

connection to the way I work, the materials I use and how I
want to become more physically part of my work. The autoethnographic methodology has performative elements to it; I
became an observed performer even if it was to an audience of
one. The work I have made since has explored using the
spoken word (scripted), and making as performance’ [8:55].
Although many of the same themes and strands in my
practice were there before the digital auto-ethnography, the
relationship I have to my work has changed. This has
encouraged me to make work framed as ‘work to reflect with’
and given me the freedom to include myself more directly in
the work. This shift may have become my practice.

Inside the head is as much an imagined or virtual space as a
blog. However writing on the blog helped to develop a
conversational style of writing as I imagined an other was
reading what I was writing. There were no assurances that this
writing was being read but this in a sense did not matter, what
mattered was that the blog help me to reflect in a more dialogic
way. Physical spaces and dialogues were also important,
various iterations of thoughts were discussed with others but
again documented digitally. This was important because I had
previously found that the reflection that emerged from
conversation was transient, it was not always possible to
remember what and how it emerged. The digital technologies
created a distance between me and my making and my
experiences. This went beyond trying to look at what I was
doing from another viewpoint, I could inhabit a space
completely outside of my work and practice which Kirk and
Pitches [7:3] describe as a ‘distancing mechanism, putting the
maker into the shoes of the viewer.’

IV. RESEARCH AND PRACTICE
The relationship between research and practice can be
defined as art-based research. Mcniff [9:29] describes this as
‘the systematic use of the artistic process...as a primary way of
understanding and examining experience by both researchers
and the people that they involve in their studies.’ This framing
is important to him because it gives arts research an identity
outside of the social sciences which separates research from
practice. My own research approach inhabited this space too
but the research also became the practice, or rather the research
methodology became inextricably linked to the practice. It was
also my identity as artist and research which converged.

III. MAKING WORK TO REFLECT WITH

Moving between observer and observed created slight
tensions or disruptions at times, however, these slippages
between research and practice, researcher and researched
enabled me to reflect deeply on my work. Thinking about and
questioning the relationship I have with my practice and how I
situated it became a useful by-product of this scrutiny and
temporarily at least, reflection becomes the practice.

Discovering and creating these spaces to reflect in enabled
work to be made that I considered to be artefacts of reflective
activity. These pieces took on various forms: spoken
recordings where I described objects I was looking at were a
sort of poetry. When this audio was edited with video footage
of the object the piece took on a new form and identity which I
refer to as ‘spoken drawings’ or ‘verbal drawings’. This work
enabled me to reflect further on my previous experiences of
drawing and how these new experiences could inform my
practice. I considered the spoken drawings to be like
preparatory sketches, observational and reflective pieces to
help understand what was being observed more clearly.

V. INTERFERENCE AND DISRUPTION – A STRATEGY FOR
REFLECTION

Digital auto-ethnography interfered with and disrupted my
practice and thinking which in turn helped me to understand
more about my practice and challenge ingrained habits. This
helped me to explore my practice in new ways and to some
extent resolve my own identity conflict of artist and researcher.
Recent work has developed performative elements where I am
both presenting research and performing my practice at once.
This is a new space to explore that has emerged from not
knowing rather than knowing. If research is about placing
yourself in a position of not knowing and creating a strategy to
find out, my own approach to ‘not knowing’ emerged through
using digital auto-ethnography to observe and record many
aspects of the making and thinking processes of making an
artwork. Compared to traditional ethnographic approaches
which could be simplistically described as getting to know the
stranger or unfamiliar my experimentation with autoethnography could described as a process of un-knowing and
trying to become a stranger to what had been taken for granted.
Taking a position of not knowing enabled my practice to drift
and for new questions to arise. This combined with the spaces
created by, and mediated through the digital technologies,

Making the footage of my making physically and mentally
slowed down my process; recording, editing and uploading
videos to the blog took time but also ensured that I looked back
at my experiences several times. Sometimes manipulating the
footage by slowing it down or juxtaposing several viewpoints
of the same moment enabled me to see more details or just give
me longer to think. Watching the videos also prompted more
thoughts and ideas which in turn became documented and
sometimes subtitles for these pieces.
A significant impact of the digital auto-ethnography was
the heightened awareness I had developed of my own
physicality, leading the digital technologies to inform, at times
form, and ultimately transform my practice. Partly from the
theatricality of observing the self but also realising that my
work has always been autobiographical although in quite a
heavily veiled way.
‘A significant change to my work since stopping the autoethnographic projects is that I feel that I have a stronger
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ensured that I could gain insight into my practice and for this
practice to also change.
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But sureness is often valued over uncertainty. Cocker
[10:126] affirms that not knowing can be both paralysing and
prohibitive ‘it can usher in the feelings of anxiety and
embarrassment, the debilitating sense of being at a loss or lost.’
These were all familiar emotions that I felt throughout the autoethnographic research. However, I wanted to understand and
experience what my students did, to develop an empathy for
their own learning experiences. However, like Cocker I
discovered that not knowing was rich and fertile ‘an active
space within practice, wherein an artist hopes for an encounter
with something new or unfamiliar, unrecognizable or
unknown’ [10:126]. This may be a challenge for an education
system which mostly values and assesses certainties, however,
research and practice should not always follow a ‘not-knowing’
to ‘knowing’ trajectory; interference and disruption are
valuable strategies for reflexivity.
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While the coalescence of skills, knowledge, and labour is
proven to be an effective approach in researching complex
problems, individuals attempting to work collectively are faced
with several issues, such as determining hierarchy within the
collective, the manner in which labour is shared, and the lack
of a shared vocabulary that transcends disciplinary boundaries.
Several models have been developed in addressing the
aforementioned issues, with different approaches aiming to
facilitate the multiple ways collective work can be conducted.
In this paper I present a framework that is informed by the
biological phenomenon of symbiosis. By examining the
different ways organisms of different species interact and form
relationships with the aim of improving their quality of life, I
have interpreted the mechanisms and outcomes of the different
types of symbiotic interactions into a set of strategies and
methodologies that can facilitate a wide range of collective
work, from directive to collaborative.

Symbiosis is a pervasive occurrence in nature, describing the
close and persistent interaction among organisms of different
species aiming to extract benefit for at least one of the interacting
organisms. While symbiosis has over the years been the subject of
controversy in the fields of General Biology and General Ecology,
nowadays there is evident consensus on the phenomenon’s
ubiquity, and its importance in accelerating the rate of life’s
evolutionary process.
Through observing the manner in which diverse organisms
interact with each other, I have interpreted the mechanisms of
symbiotic interactions into a framework for interdisciplinary
collaboration between practitioners of diverse disciplines. By
interpreting the different types of symbiotic interactions,
mutualism, commensalism, and parasitism, as well as their key
observable traits, interspecificity, closeness, and persistence, the
framework provides practitioners with a set of actions and precepts
that can be employed during each stage of collaborative practice.
The development of the framework draws insight from the findings
emerging from my own practice, which focuses on the
collaboration between disciplines utilising sound and physical
movement through the use of gesture control technologies. Further
case studies from other similar practices are also presented, in
showcasing the activation of the symbiotic framework within
interdisciplinary collaboration.
Keywords—symbiosis;
collective; framework;

I.

interdisciplinary;

In the following chapters I describe the symbiotic
phenomenon and its different types, and how their specific
traits can be interpreted in collaborative practice. These are
presented through case studies of art-science collaborations, as
well as examples from my own work conducted through
collaboration with artist practising different disciplines and
expressive media. Finally, the collaborative model is
summarised, along with notes on the current nomenclature of
interdisciplinary research, and how the use of different
approaches can better suit a particular collaborative
environment.

collaboration;

INTRODUCTION

II. SYMBIOSIS

With further advances in knowledge, researchers are faced
with new questions and problems which require more complex
set of abilities in order to reach a resolving outcome [1]. As a
way of satisfying the requirement of more diverse skills, many
projects address this issue through collectively conducted
research, where several individuals and disciplinary fields
combine their abilities towards creating new knowledge. This
approach is broadly defined as interdisciplinary collaborative
research, with areas such as information technology, film and
theatre, and economic sciences, having all yielded fruitful
outcomes through the work of groups of individuals aiming to
address a specific issue by distributing labour and sharing
insights.

Symbiosis is a broad term assigned to the multiple types of
interactions between two or more organisms of different
species [2], defined by a relationship that must be interspecific,
close, and persistent [3]. The most widely accepted types of
symbiosis are mutualism, commensalism, and parasitism,
qualified according to the fitness outcome of the interacting
beings. Leung and Poulin [4] suggest that “where both the host
and symbiont reciprocally benefit from the relationship, the
association represents mutualism, whereas if the symbiont
utilises the host without benefiting or harming it, it is
considered as a commensal. In contrast, if the symbiont is
using the host as a resource and causing it harm as a result,
then it qualifies as a parasite.”
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In providing precedence from each type, arguably the most
cited example of symbiotic interaction is that between the
common clownfish (Amphiprion ocellaris) and various species
of sea anemones, with the two organisms living in close
proximity and deterring each other’s predators [5]. Therefore,
since the organisms simultaneously derive benefit from their
interaction, their relationship is classed as mutualistic.

knowledge, and creativity can be greater when research is
conducted through a collective of diverse individuals and
disciplinary fields.
III. COLLABORATIVE FRAMEWORK
Having examined the manner by which biological
associations occur in nature, I will present the interpretation of
the core traits of symbiotic relationships to corresponding
elements of interdisciplinary collaborative practice. The first
defining trait of a symbiotic relationship is interspecificity
among the interacting parties, which I interpret as the
association between two dissimilar disciplines and their
practitioners. I then assign closeness, the second symbiotic
attribute, to the element of direct contact between the
practitioners. This is in contrast to the approach of indirect
work methods, such as utilising a practitioner’s work within
individually conducted research. The final trait, persistence, is
interpreted as an enduring working environment. This specifies
that once the individuals have established closeness between
their respective practices, they allow sufficient time of
exposure between their expressive media as for each discipline
to become enriched by extra-disciplinary knowledge.

Not all symbiotic interactions are as easily identified, as is
the case with the malaria protozoans (Plasmodium) and their
mosquito host (Anopheles). While until recently it was thought
that protozoan use the mosquito only as a carrier, therefore
suggesting a commensalistic relationship, it has now been
observed that the symbiont is able to manipulate its host’s
sense of self-preservation by compelling it to approach and bite
humans more often than an uninfected mosquito would
normally attempt [6]. Consequently, the protozoan benefits by
increased chances of successful transition to a human body,
while harming its host mosquito by exposing it to potentially
perilous situations, thus qualifying the relationship as parasitic.
This example illustrates that the underlying type of a symbiotic
relationships can often be obscured when examining only the
short-term effects of an interaction.
The difficulty with identifying symbiotic types is especially
challenging when it comes to commensalistic relationships, as
in contrast to their definition, they are seldom entirely neutral
for the host. Observing the interaction between whale barnacles
(e.g. Cryptolepas rhachianecti) and various species of baleen
whales, the arthropods attach on the mammal’s skin with the
aim of deriving benefit through higher mobility and access to
more food sources due to the deeper waters reached by the
whale [7]. While the barnacle’s attachment does not cause any
direct harm to the whale, it inadvertently creates hydrodynamic
drag, as well as skin irritations, therefore having a degree of
negative effect on its host’s fitness outcome. As such, the
relationship is thought to reach a fitness equilibrium, where the
host is prepared to tolerate the relatively minor harm caused by
its symbiont, especially if any attempt of removing the
symbiont can potentially cause more harm to its host.

The next interpretation concerns the fitness outcome of
symbiotic relationships, with the effects of harm, indifference,
and benefit corresponding to the level of liberty and restriction
of each individual and their respective practice. Through this
approach, the practitioners are able to determine a flexible level
of hierarchy during their collective work. In practice, one of the
individuals can contribute their skills towards realising a
project defined by their collaborator. Contrastingly, both
practitioners can contribute towards jointly defining the
expected outcomes of the collaborative project. As such, a
mutualistic approach suggests the latter case, where both
disciplines are at full liberty of expression and involvement,
while the former directorial approach is assigned to the notion
of parasitism, with additional disciplines serving as means to
overcome the limitation of a single discipline’s capabilities.

The examples above are not exhaustive of the complex
nature of symbiotic interactions, with many more types defined
according to the specific nature and outcomes of a relationship
between dissimilar organisms. A further layer of complexity is
due to the dynamic nature of symbiotic relationships where
certain conditions may force a relationship to mutate to a
different type [4]. This mechanism informs one of the main
points in developing my framework, where I suggest that
different types of relationship can be assigned to different types
of collaborative work and their respective stages. Furthermore,
it is worth stressing that symbiosis is considered to be largely
responsible for the rate of evolution of life, due to the
antagonism among species in evolving defensive and offensive
mechanisms that can better support their chances of survival.
However, Angela Douglas [8] takes a different perspective, by
defining symbiosis as “those relationships between organisms
that permit some species to overcome their physiological
limitations by exploiting the capacities of others”. This angle is
a further focal point of my interpretation of symbiotic
relationships into a model for interdisciplinary collaboration;
the potential to overcome limitations in individual skills,

Furthermore, I have identified three distinct stages within
collaborative process where the fitness outcomes can be
applied independently. The first stage concerns the preengagement between the practitioners, where they will develop
the work’s brief and desired outcomes. This is followed by the
stage of development, where the work begins to formulate
through research workshops and assessment. The collaboration
is completed by presenting the outcomes of the work through
demonstrations, or, in the case of creative practice,
performances. As with the other stages, the fitness outcome can
be exhibited in the manner the practitioners and their specific
contributions to the project interact during the presentation. A
summary of the framework is presented in Table I, where the
different strategies are placed according to fitness outcome and
stage of the collaborative process.
As an overview of the fitness outcomes during each stage,
mutualism involves all practitioners to actively engage with
tasks beyond their specific discipline, e.g. in the case of a
music and dance collaboration, the composer would be
expected to reflect and contribute to the choreography
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developed by their collaborator, and at the same time expect to
receive contributions on their sonic elements. The level of such
a transdisciplinary engagement can range from simple
feedback to robust alterations, largely dependent on how well
familiarised the practitioners are with the discipline of their
collaborator. Considering the transdisciplinary approach, the
ultimate aim of mutualism is for the two disciplines to merge
into a novel medium of expression, and for new emergent
knowledge to transcend disciplinary boundaries or form an
entirely new discipline [9].

process can be applied when analysing other collaborative
practices, where the interaction between the practitioners can
be assigned to the approaches presented in the framework, and
thus to the interpreted symbiotic traits. Stratofyzika is a Berlinbased collective consisting of sound artist Lenka Kocisova,
dancer and choreographer Heather Nicole, and digital animator
Alessandra Leone. Examining their stage of presentation, in
this example concerning their work THÆTA [11], a dialogue
between all involved disciplines is evident. This is achieved
through Arduino-based sensors utilising Inertia Measuring
Units attached on Nicole, which transmit gesture data to the
software systems controlled by Leone and Kocisova, visual and
sonic respectively. The movement data is then utilised by the
two artists in generating sonic and visual events, which in turn
are interpreted by Nicole in guiding her movement. Therefore,
a system of interdependence is created between the three
disciplines, while their practitioners are at liberty to interpret at
will the sources of stimulus from the other two disciplines. As
such, Stratofyzika’s practice corresponds to the mutualistic
presentation of the framework.

When employing commensalism, the practitioners’
engagement will reflect a multidisciplinary approach in that
their labour will concentrate within the boundaries of their
respective fields [10], with one or more of the involved
disciplines aiming to provide existing knowledge towards
creating new developments in the fields it is collaborating with.
Furthermore, one of the disciplines may provide a completed
research as the project’s starting point, on which the
collaborating practitioner can develop a work in response to the
initial stimulus of the other discipline. While one of the
disciplines is considered to be unaffected, a level of reciprocity
can be expected, as with the biological traits of commensalism.
As such, the initial stimulus may need to undergo certain
modifications in order to better serve the development of the
work, without however diluting its core elements.

Looking at the pre-engagement involved in the developing
danceroom Spectroscopy (dS), an “integrated hardware setup
and algorithmic framework for carrying out molecular
dynamics (MD) using depth sensors” [12], a commensalistic
approach is identified through the interaction between the
creative and scientific individuals making up the collective.
The dS system was designed primarily as an interactive
visualisation software representing movement of particle as
means of facilitating relevant scientific research. Once the team
decided to make the system available for creative purposes, the
team working on the sonification and choreography involved in
the developed work Hidden Fields [13] drew on the
capabilities of the existing technology without modifying it in
any way. With one discipline remaining unaffected,
visualisation, while the contrasting ones being at expressive
liberty, the approach falls under the commensalistic preengagement type.

The parasitic approach utilises the highest level of
collaborative hierarchy in the framework, by assigning one of
the practitioners as the principle director of a collaborative
project, responsible for elements of the work across all
involved disciplines. In this sense, as well conducting labour
within their discipline, the director will develop the project
brief and guide the collaborators in developing their work
according to the brief’s requirements.
TABLE I.

COLLABORATIVE FRAMEWORK

Fitness outcome

Collab.
stage

Mutualism

Commensalism

Preengage
ment

equal contribution
towards
brief
development

one
discipline
serves
as
stimulus towards
brief

principle
practitioner
defines brief

Develo
pment

both disciplines &
media influencing
each other

practitioners use
new skills set
independently

principle
practitioner
guides directed
collaborator

Present
ation

both disciplines
display affect &
interdependence
while at liberty

affect of collab.
evident on one
discipline

The final case study concerns the practice of Marco
Donnarumma, an artist best known for developing Xth Sense, a
control instrument designed to capture the subcutaneous sonic
activity of muscles and the circulatory system, which are then
used as both sonic material and control data towards
modulating and processing sound [14]. Donnarumma’s latest
work utilising Xth Sense is Corpus Nil [15], which was
developed with additional programming by Baptiste
Caramiaux. Examining the collaboration’s development stage,
Donnarumma acting as the principal practitioner, provided a
brief for Caramiaux to respond with an appropriate work of
programming, as to allow the principal discipline to overcome
its limitations. Hence, by restricting the discipline of computer
programming, this collaboration displays the traits described in
area of the parasitic development.

Parasitism

one
discipline
restrcited
in
supporting
the
other’s
expression

B. Author’s practice
In further explaining the different approaches described in
the framework, I will now present examples from my own
artistic practice. As mentioned, my practice utilises sound as its
predominant expressive medium, with the majority of my
collaborative works conducted with practitioners utilising

IV. SYMBIOTIC MANIFESTATIONS IN PRACTICE
A. Case studies
The observations informing the framework have been
predominately sourced through my own practice. A similar
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physical movement. In connecting the two disciplines, we have
used a range of mass-produced motions sensors such as
Nintendo Wii Remotes, Source Audio Hot Hands, Livid
Minim, and Sonic Geometry OTO. Alongside several
microphone techniques, the sensors transmit motion data from
the performers to Ableton Live where different sonification
systems are devised according to the requirements of each
work.

As a final thought on this section, I need to stress that the
different types of collaboration included in the framework do
not hold any specific abilities towards affecting the quality of a
work, but rather present different working approaches in
collaborative practice. The appropriateness of each approach
depends on several factors, such as rigidity of the work’s
arrangement, familiarity between the individual, and shared
knowledge between the disciplines. As a general observation
from utilising the framework within my practice, the
mutualistic approaches tend to favour artists who are closer on
a personal level, commensalistic approaches result in the fastest
development but with less predictable outcomes, while
parasitism provided the most controlled outcome according to
the director’s initial vision of the work.

A mutualistic approach is evident in my collaborations with
actor and vocal artist Ana Berkenhoff. Our developed works
Symbiosis 1511 [16] and Symbiosis/Merlin [17] employ
mutualism during the pre-engagement and development stages,
where we began our collaboration without conducting any
preparation in advance, and went on to create the brief through
discussing our desired aims and expectations for the work. This
process resulted in a quick turnaround for both developed
works, each completed within two days of initiating our
collaborative process.

V. CONCLUSION
It could be said that my interest in symbiosis was
serendipitous, with the biological phenomenon starting of as
merely a title for my collaborative performances. Through
further investigation, I not only realised the importance of the
phenomenon in regards to its contribution to the evolution of
all known life, but also that it constitutes one of the most
fundamental form of collaboration. Through research and
professional activities, I have experienced many of the problem
presented by collective work, which made up the main
motivation in developing a new framework for
interdisciplinary collaboration.

During my long-term collaboration with performance artist
Frances Kay, commensalism has been our most often
employed approach during most stages of the process. This is
best illustrated on our work Yellowed-out Beats [18], which
employed the commensalistic approach during all stages. The
piece was based on an existing performance developed by Kay,
involving a movement choreography scored to three popular
music songs. For Yellowed-out Beats Kay was to perform the
pieces as usual, with the added modifications that she would
listen to the songs through headphones instead of the venue
soundsystem, as well as having motion sensors attached on her
forearms. My labour involved developing a fixed-media
electroacoustic composition based on material extracted from
the songs, as well as developing an interactive sonification
system responding to the gesture data transmitted by the
sensors and a series of contact microphones places around the
stage where Kay performed the choreography. The resulting
piece showcases a stage interaction were the two practitioners
are seemingly disengaged from each other. However, it was the
discipline of sound which derived benefit from the unaffected
discipline of movement through extracting modulation
information for the various parameters making the sonification
system, thus allowing the system to be enriched in comparison
to its sonic output without input from movement data. In
addition, our process involved little exchange of information,
with the two disciplines developed separately from each other,
and only merging during the performance.

The future direction for the development of the framework
is to interpret further traits of the biological phenomenon, such
as the host-symbiont relationship in regards to creating a
reciprocal environment through bidirectional feedback sensors,
as well as additional research on the many types of
interdisciplinary research [20]. Furthermore, I intend to
compare my findings in the context of existing collaborative
models through both literary research and implementation
within my work, as well as gather data of other practitioners
utilising my framework within their practice through
facilitating a series of commissions with emerging and
establishes artists.
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Abstract
There has been a decline in the teaching of intaglio etching since the 1990s that coincided with
growing concerns about the environmental, health and cost implications of using nitric acid in
educational institutions. The purpose of this paper is to examine how the development and use of
galvanic techniques and electrometallurgy might enhance the work of artist printmakers and act to reinvigorate the teaching and practice of intaglio etching. Electro-etching as a replacement for traditional
acid etching in the mid nineteenth century because it was argued that it was too complex. A practice
led approach to the research was adopted. This involved the making of artworks that contributed to a
deeper understanding of the chemical and electrochemical processes involved. The insights learned
from this research were built into a workshop designed to teach the process with the aim of assessing
how it might enhance the work of artist printmakers. The success of the first workshop led to requests
for more. To date there have been eight workshops and further are planned for 2017. The learning
and data generated by the workshops was analysed using the Soft Systems Methodology that
identified two potential models for further development. The objective of these models is to establish
electro-etching and electrometallurgy into mainstream art education in the U.K. in order to regenerate
the practice of intaglio etching.
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Electro-etching, Galvanic etching, Intaglio etching, Electrometallurgy, Electrotyping, Printmaking

Introduction
The evidence from the literature is that since the1990s the teaching of intaglio etching in educational
institutions has fallen into decline due to:
•

The cost of adapting the print studio environment due to changing health and safety
legislation.

•

The increasing cost of materials.

•

The introduction of digital technology into the printmaking studio.

•

The loss of expertise in technical knowledge and artistic concepts of intaglio etching in
academia.

This has led to a growing interest and search by independent studios and educational establishments
for alternative etching techniques that are easy to teach and are free of toxic gasses. Electro-etching
is identified in the paper as a process that can be used in an open studio, a class room or a home
studio. The process was discovered and first patented in the early 19 century. It enjoyed an early
success with amateur artists but despite its many advantages was rarely used in fine art studios at the
time or since. The advantages it has over acid etching and its alternatives is that it does not produce
toxic fumes, does not tire over time, and produces a finer line than acid and does not undercut the
ground. The major difficulty it has is that the science is difficult to understand although the working
process is easy to grasp. The workshops that were run as part of the research has shown the process
to be easy to teach and participants found it simple to use.Arty science
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Etching the Art of Controlling Corrosion.
th

th

Daniel Hopfer, an artist and armourer working in the late 15 and early 16 century is credited with the
development of etching metals with a mordant that corroded the metal as an alternative to engraving,
(Adam & Robertson, 2007). He observed that coating iron artefacts with wax prevented the natural
rusting process. However, where the wax was scratched the exposed metal would rust. He exploited
this natural process by painting iron with wax and drawing a design through the wax coating. The
artefact was then placed in a mixture of boiled vinegar and vitriol (copper sulphate), the areas of metal
that had been exposed to the mordant corroded, thereby etching the design into the metal. Etching is
the art of controlling corrosion. In Hopfer’s intaglio etching process the artist controls the rate and
depth of the corrosion by exposing the metal to or protecting it from the mordant that forms the biting
or corroding substance. The wax or any other coating that protects the plate from corrosion is known
as the ground.
Why intaglio Etching?
th

Before the late 19 .century artists rarely made prints as original works of art, there was an
established commercial tradition of making prints of original paintings. The development of intaglio
etching was mainly in response to the demand for exactly repeatable pictorial representations.
Printmaking was viewed as a mechanical means of reproduction and as such was seen as a parallel
and secondary activity to fine art activities such as painting and sculpture. The development of
printmaking as a medium for making unique visual statements can be seen in the works of Rembrandt
van Rijn 91606-1669) and William Blake (1757-1827). For Blake, there is a reciprocal relationship
between the visual syntax and the symbolic process of etching.
"first the notion that man has body distinct from his soul is to be expunged; this I
shall do by printing in the infernal method, by corrosives, which in Hell are salutary
and medicinal, melting apparent surfaces away, and displaying the infinite which
was hid. " (Blake, cited in (Lister, 1975))
The dividing point in the relationship between the development of print as a commercial medium for
reportage and as a medium for artistic expression is difficult to identify. For Ivins, the difference is:
“it has become obvious that what the medium artistically important is not any
quality of the medium itself but the qualities of mind and hand that its users bring
to it”. (Ivins, 1973)
Ivins goes on to suggest that the introduction of photography had two impacts on print it freed:
“… the artist from the confines of journalistic reproductions and freeing the
scientist from the unavoidable imprecision of the artists prints.” (Ivins, 1973)
For the artist, the intaglio process has a unique and unmistakable identity that has led to intaglio prints
being one of the elite forms of graphic art, (Saff & Sacilotto, 1978). The clean nature of the engraved
or etched line, the tactile richness of the printed surface and the way the medium can amplify the
intentions of the artist are the qualities that have attracted artists over the last five centuries to work in
the medium. Many of the great artists of the past and present have made intaglio prints a significant
part of their output - these include: Rembrandt, Picasso, Dine, Kapoor, Cage, and Hockney. Gillian
Saunders and Rosie Miles in their 2006 survey of contemporary print art identify that, ‘Print is now a
central part of many artists’ activity, the equal of their output in any other media, conceived as integral
or complementary to it.’ (Saunders & Miles, 2006).
Decline in the Teaching of Intaglio Etching
There has been a decline in the teaching of intaglio etching since the 1990s that coincided with
growing concerns about the environmental, health and cost implications of using nitric acid in
educational institutions. For the last two hundred years nitric acid has been the mordant of choice for
printmakers. It is a strong, colourless liquid that attacks both metal and organic matter with
devastating effects. It is never used in pure form but is always diluted with water. The fumes from
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nitric acid are highly corrosive and should not be inhaled. Etching metal with nitric acid is an
exothermic reaction; as the acid bites into the metal, it gets hot. The warmer the acid the faster the
etching time and the more toxic gas is given off. The health consequences of using nitric acid as a
mordant were known and commented on in the early 19th. century. The danger is inherent in the gas
that evaporates from nitric acid. Nitrogen dioxide is highly toxic when inhaled in large quantities. The
symptoms of poisoning include fever, chills shortness of breath, headache, vomiting, and rapid
heartbeat. Long repeated exposure can cause impotence, pulmonary dysfunction and emphysema.
Discovery of Electrometallurgy a Solution in Search of a Problem
Electrometallurgy owes its beginning to the discovery by Davy and others that the current from a
battery could, by chemical deposition release metal from their compounds. Many experiments and
observations were recorded on both the decomposition of water and transfer of elements of a
decomposed compound from one electrode to the other. The simple apparatus for doing this was well
known and written about by George Singer in his Elements of Electricity and Electro-Chemistry 1814.
Michael Faraday (1791-1867) formulated the laws of electrolysis in 1833 that laid the foundation for
the science of electrodeposition. The laws state:
1. The weight of metal deposited is proportional to the quantity of current and time consumed.
2. For the same quantity of current, the weight of metal deposited is proportional to its chemical
equivalent (the weight of an element which will replace or combine with eight parts by weight
of oxygen in a reaction.
But it was not until the invention of the Daniell constant battery in 1836 that it occurred to anyone to
put these findings to practical use. The fact that the cathode in a Daniell constant battery was plated
in copper that showed in relief even the finest markings on the electrode must have been observed
many times before its significance was recognised. Electrolysis appears to have initially been a
solution in search of a problem. The “Cyclopedia of Useful Arts” published in 1868 records that as
early as 1801 it had been observed by a Mr. Wollaston that ‘silver connected to the negative pole of a
voltaic cell in a solution of copper will be coated over with copper that will withstand burnishing’
(Tomlinson, 1868). It goes on to report that similar observations had been made and published by
many eminent chemists for more than a quarter of a century and ‘yet they bore no fruit to the
industrial arts’.
The majority of the advantages and safety of electro-etching had been identified by Smee, (1841
p.141) who describes the process as being suitable for ladies to practice in their drawing rooms, as
etching is “as easy to execute as common drawing”.
“The objection to this hitherto, has been the disagreeable properties of the acid,
as it is likely to spoil their clothes or injure the furniture; but now these objections
are removed, I trust that numbers will enter into this amusing and useful branch of
art”.
He lists the advantages of galvanism for etching as being;
“The absence of poisonous nitrous fumes, greater uniformity of action, ability to
regulate the biting, depth and sharpness of the lines, there are no bubbles to
cause unequal action or damage the ground.” (Smee, 1841 p.139).
Smee eulogises extensively on the ease and potential of the electro-etching
process within the fine arts. He describes the fidelity of line and the extraordinary
shades of light into dark that can be achieved with electro-etching. He says its
greatest achievement is the removal of the disagreeable consequences of the use
of nitric acid, and made the hope that this would encourage more to participate in
the art of etching. In the 1840s electrometallurgy became a popular pastime and
Charles Walker’s “Electrotype Manipulation” ran to nearly thirty editions.
Watt (1860) reported that electrolysis had become a fashionable amusement and
that the hobbyist not only had the satisfaction of learning the process and the
science behind it, but also could create objects that would ‘astonish family and
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friends’. He went on to write “everyone had his set of electrotyping apparatus and
his bath of sulphate of copper. Even among the fair sex would be found many a
skilful manipulator”.

Twenty-three years later Chattock describes
“The fumes arising from both the nitric and the nitrous mordants are irritating to
the throat and lungs, and it is desirable to have the mouth protected when
watching the biting process.” (Chattock, 1883).
In his appraisal of electro-etching, he notes that it has:
“the advantages of being free from the exhalation of noxious gasses and creates a
cleaner line than nitric acid, but the process requires a battery and a spare copper
plate that makes it cumbersome and complicated.” And concludes that “It does not
appear to have been adopted for artistic work to any considerable extent.”
There is little in the literature until a hundred and fifty years since the process was first patented that
at a conference on ‘Safe Etching’ artist were advised that electro-etching is the safest way to etch
intaglio plates (Semenoff, 1991). From reviewing the literature that only two universities in the world
teach intaglio-etching using electrolysis. To date electro-etching is barely mentioned in any of the
books promoting safe printmaking techniques (Adam & Robertson, 2007). Where it is mentioned
there is either a brief description of the process, as in (Graver, 2011)p.85) or it is dismissed as being
too complicated, (Gale & Fishpond, 2012). The complexity referred to is understood to be the
complexity of the electrochemical science rather than the operational functioning of the electrolytic
cell.
In the research undertaken by the author a practice led approach was adopted. This involved the
making of artworks and an examination of the electrochemical processes involved. The insights
learned from this research were built into a workshop designed to teach the process with the aim of
assessing how it might enhance the work of artist printmakers. The success of the first workshop led
to requests for more. To date there have been eight workshops and further are planned for 2017. The
learning and data generated by the workshops was analysed using the Soft Systems Methodology
that identified two potential models for further development:
A grant-aided college based ‘Community of Practice’ system based at the Regional Print Centre in
Wrexham with the aim of establishing a centre of excellence for electro-etching.
A university-owned research project aimed at establishing and promoting the development of
electrometallurgy and electro-etching as a process to be taught and used in the arts.
The objective of these models is to establish electro-etching and electrometallurgy into mainstream
art education in the U.K. in order to regenerate the practice of intaglio etching.
The Exhibition Piece
The piece on show at this exhibition was chosen because it displays the creative flexibility that is one
of the characteristics of electrometallurgy.
It has been made by a process known as ‘electrotyping’. Electrotyping is an electrochemical process
that reproduces an exact copy of a model. As with metal casting a mould is made of the model to be
reproduced, in this case the mould was made of latex. The inside of the mould is made electrically
conductive by coating it with a very thin layer of graphite powder. The conductive surface is attached
to a wire that is connected to the negative terminal of a battery and mould is suspended in an
electrolyte. The positive terminal is connected to a copper electrode that is suspended parallel to the
face of the mould. Through the process of electrolysis, the face of the mould becomes plated with
copper. The display consists of the original plate, the electrotyped copy, and the final print.
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